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CHUONG I : TONG QUAN VE VPN

1.1 Tim hiéu vé Mang riéng ao (VPN)

1.1.1 Dinh nghia

Mang riéng 4o hay con dwgc biét dén vai tir viét tat VPN, day
khéng phai 1a mot khai niém méi trong cong nghé mang. VPN c6 thé
dugc dinh nghia nhw 12 mét dich vu mang do dwo'c trién khai trén
co’ s¢ ha tdng ciia hé thong mang céng cong vo'i muc dich tiét kiém
chi phi cho cdc két néi diém-diém. Mot cudc dién thoai gitra hai ca
nhan la vi du don gidn nhat mo td mot két ndi riéng do trén mang dién
thoai c6ng cong. Hai dic diém quan trong ctia cong nghé VPN la “riéng”
va “d0”"twong ng véi hai thudt ngir tiéng anh (Virtual and Private).
VPN c6 thé xuat hién tai bat ct 1&p nao trong mé hinh OSI, VPN la sw
cai tién co s& ha ting mang WAN, lam thay do6i va lam tang thém tich
chit cdia mang cuc bd cho mang WAN.
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Vé cin ban, m6i VPN (virtual private network) 1a mot mang riéng
ré str dung mot mang chung (thwong la Internet) dé két noi cung véi
cac site (cac mang riéng 1é) hay nhiéu nguoi st dung tir xa. Thay cho
viéc st dung béi mét két néi thuwe, chuyén dung nhw dwong Leased
Line, moi VPN sir dung cac két ndi 4o dwoc dan qua duwong Internet tir
mang riéng cuia cong ty tdi cac site cia cac nhan vién tir xa.
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Hinh 1.1.1.2 M6 hinh mang VPN

Nhirng thiét bi & ddu mang ho tr¢ cho mang riéng 4o 13 switch,
router va firewall. Nhitrng thiét bi nay cé thé dwoc quan tri béi cong ty
hodc cac nha cung cip dich vu nhw ISP.

VPN duwoc goi la mang 4o vi diy 1a mot cach thiét Iip mot mang
riéng qua mot mang cong cong str dung cac két noi tam thoi. Nhirng két
noi bdo mat dwoc thiét 14p gitra 2 host, gitra host va mang hoic giita
hai mang v&i nhau

Mot VPN c6 thé dwoc xay dwng bang cach sir dung “Duwong hAm”

”

va “Ma hod”. VPN c6 thé xuat hién & bat cx 1&p nao trong mo hinh OSI.
VPN la su cdi tién co s& ha tAing mang WAN ma lam thay dé6i hay lam
tang thém tinh chit cda cac mang cuc bd.

1.1.2 Chirc nang cua VPN

VPN cung cip ba chirc ndng chinh:

»  Swtin cdy (Confidentiality): Ngwoi glri c6 thé ma hoa cac goi
dir liéu trwdc khi truyén chiing ngang qua mang. Bang cach 1am nhw
vay, khong mot ai c6 thé truy cdp théng tin ma khong dwoc cho phép.
Va néu c6 1y dwoc thi cling khdng doc duorc.



»  Tinhtoan vendir liéu ( Data Integrity): ngwdi nhan cé thé kiém
tra rang dir liéu d3 duoc truyén qua mang Internet ma khong co su
thay doi nao.

»  Xdc thwc ngudn géc (Origin Authentication): Ngudi nhan cé
thé xac thwc nguon goc cta goi dir liéu, dam bao va cong nhin nguodn
thong tin.

1.1.3 Lo'i ich cua VPN
v VPN lam gidm chi phi thwdng xuyén

VPN cho phép tiét kiém chi phi thué dwong truyén va gidm chi
phi phat sinh cho nhan vién & xa nh¢ vao viéc ho truy cap vao hé théng
mang ndi b6 théng qua cac diém cung cap dich vu & dia phwong POP
(Point of Presence),han ché thué dwdng truy cip ciia nha cung cip dan
dén gia thanh cho viéc két ndi Lan - to - Lan gidm di dang ké so véi viéc
thué duwong Leased-Line.

v' Gidm chi phi qudn Iy va ho tro

Véi viéc st dung dich vu cia nha cung cap, ching ta chi phai
quan ly cac két noi dau cuoi tai cac chi nhanh mang khéng phai quan ly
cac thiét bi chuyén mach trén mang. Pong thoi tin dung co sé ha tang
ciia mang Internet va doi ngii k§ thuit cia nha cung cap dich vu tir dé
cong ty c6 thé tip trung vao cac doi twong kinh doanh.

v VPN ddm bdo an toan théng tin, tinh toan ven va xdc thuc

Dir liéu truyén trén mang dwoc ma hoa bang cac thuat toan, dong
thoi dwoc truyén trong cac dwong hdm (Tunnle) nén thong tin c6 do
an toan cao.

v' VPN dé dang két néi cdc chi nhdnh thanh mdt mang cuc bd

Véi xu thé toan cau hoa, mot cong ty cd thé cé nhiéu chi nhanh
tai nhiéu quéc gia khac nhau. Viéc tip trung quan ly théng tin tai tit ca
cac chi nhanh 13 cin thiét. VPN c6 thé dé dang két ndi hé thdng mang
gitta cac chi nhanh va van phong trung tam thanh mot mang LAN v&i
chi phi thap.



Internet VPN

Remote ! roaming users

Hinh 1.1.3.1 : VPN gitup két néi cac chi nhanh thanh 1 mang riéng biét
1.1.4. Cdc yéu cdu co bdan déi véi mét gidi phdap VPN

C6 4 yéu cau can dat dwgc khi xdy dwng mang riéng ao.

e Tinh twong thich (compatibility)

MOoi cdng ty, moi doanh nghiép déu duoc xay dung cac hé thdng
mang ndi b va dién rong cia minh dwa trén cac thu tuc khac nhau va
khéng tuin theo mét chuin nhat dinh cia nha cung cip dich vu. Rat
nhiéu cac hé th6ng mang khong st dung cac chuan TCP/IP vi viykhéng
thé két noi truc tiép véi Internet. D€ c6 thé sit dung dwoc IP VPN tit ca
cac hé thong mang riéng déu phai dwoc chuyén sang mot hé thong dia
chi theo chuan st dung trong internet ciing nhw b6 sung cac tinh nang
ve tao kénh két noi do, cai dat cong két ndi internet c6 chirc nang trong
viéc chuyén déi cac thi tuc khac nhau sang chuan IP. 77% s6 lwgng
khach hang dwoc hoi yéu cau khi chon mot nha cung cip dich vu IP
VPN phai twong thich véi cac thiét bi hién c6 cta ho.

e Tinh bdo mdt (security)

Tinh bado méit cho khach hang la mét yéu t6 quan trong nhat déi véi
mot giai phap VPN. Ngwoi st dung can dwgc ddm bao cac div liéu théng
qua mang VPN dat dwgc mirc dd an toan giong nhw trong mot hé théng
mang dung riéng do ho ty xay dwng va quan ly.

Viéc cung cip tinh ndng bdo ddm an toan can dadm bao hai muc tiéu
sau:

- Cung cap tinh ndng an toan thich hop bao gom: cung cap méit khiu
cho nguwoi str dung trong mang va ma hoa dir liéu khi truyén.



- Pon gian trong viéc duy tri quan ly, sttr dung. Poi hoi thuan tién
va don gian cho nguwoi st dung cling nhw nha quan tri mang trong viéc
cai dit cling nhw quan tri hé thong.

e Tinh khd dung (Availability):
Mot giai phap VPN cén thiét phdi cung cap dwoc tinh bdo dam vé
chit lwgng, hiéu suit st dung dich vu cling nhw dung lwong truyén.

e Tiéu chudn vé chdt Iwgng dich vu (QoS):

Tiéu chuin danh gid cia mot mang lwéi cé kha nang ddm bao chat
lwong dich vu cung cap dau cubi dén dau cubi. QoS lién quan dén kha
nang dam bao do tré dich vu trong mot pham vi nhit dinh hodc lién
quan dén ca hai van dé trén
1.1.5 Pwong ham va md héa

Chirc nang chinh ctia VPN d6 1a cung c4p su bdo mat bang cach ma
hoa qua mot dwong ham.

Tunnel

& — &
R

Content
Info

- Encrypted - Content

Message

Encrypt Ciphertext Decrypt

Hinh 1.1.5.1 Pwéng hAm VPN

% Dwong hdm (Tunnel) cung cap cac két néilogic, diém t&i diém
qua mang IP khong hwéng két néi. Diéu nay gitp cho viéc sir dung cac
wu diém cac tinh nang bao mat. Cac gidi phap dwong hdm cho VPN la
st dung sw ma hoa dé bao vé dir liéu khong bi xem trom bd&i bt ck
nhitng ai khong dwoc phép va dé thwc hién déng gbi da giao thirc néu
can thiét. M3 hoa dwoc st dung dé tao két n6éi dwong ham dé dix liéu
chi c6 thé dwoc doc béi ngudi nhan va nguoi giri.



R/

% Ma hod(Encryption) chic chan rang ban tin khong bi doc b&i
bat ky ai nhwng c6 thé doc dwgc béi ngwdi nhan. Khi ma cang cé nhiéu
thong tin lwu thong trén mang thi sw can thiét déi véi viéc ma hoa
thong tin cang tré nén quan trong. Ma hoa sé bién doi ndi dung thong
tin thanh trong mot van ban mat ma ma la vé nghia trong dang mat ma
cta nd. Chirc nang giai ma dé khoi phuc van ban mit ma thanh néi dung
thong tin c6 thé dung dwoc cho ngwdi nhan.

1.2 M6 hinh VPN théng dung

VPNs nham hwéng vao 3 yéu ciu co ban sau day :

e CO thé truy cap bat ¢t lic ndo bang diéu khién tir xa, bang dién
thoai cAm tay, va viéc lién lac gitra cAc nhan vién cia mot to chirc t&i
cac tai nguyén mang.

e NGi két thong tin lién lac gitra cac chi nhanh van phong tir xa.

e Duwoc diéu khién truy nhip tai nguyén mang khi cin thiét cta
khach hang, nha cung cip va nhitng d6i twong quan trong cia cong ty
nham hgp tac kinh doanh.

Dwa trén nhirng nhu ciu co ban trén, ngay nay VPNs da phat trién
va phan chia ra lam 3 phan loai chinh sau :

> Remote Access VPNs.
> Intranet VPNs.
> Extranet VPNs.

1.2.1 Cac VPN truy cdp (Remote Access VPNs)

Giong nhw goi y cua tén goi, Remote Access VPNs cho phép truy cip bat
ctr luc nao bang Remote, mobile, va cac thiét bi truyén théng cia nhan vién
cac chi nhanh két n6i dén tai nguyén mang cda t6 chirc. Pac biét 1a nhirng
nguwoi dung thwong xuyén di chuyén hodc cac chi nhanh van phong nhé ma
khong cé két noi thwong xuyén dén mang Intranet hop tac.

Cac truy cap VPN thuwong yéu cdu mot vai ki€u phadn mém client chay
trén may tinh ciia ngwoi st dung. Ki€éu VPN nay thwong dwoc goila VPN truy
cap tur xa.
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Remote Access Clients Central Site
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Hinh 1.2.1.1 M6 hinh mang VPN truy cap

M6t s6 thanh phan chinh :

Remote Access Server (RAS) : dwoc dat tai trung tam c6 nhiém vu xac
nhin va chirng nhin cc yéu ciu gt toi.

Quay s0 két ndi dén trung tim, diéu nay sé lam gidm chi phi cho mot so
yéu cau & kha xa so véi trung tim.

HO tro cho nhitng ngudi ¢6 nhiém vu cdu hinh, bdo tri va quan ly RAS
va ho tro truy cap tir xa b&i ngudi dung.

Bang viéc trién khai Remote Access VPNs, nhitng ngwdi dung tir xa hodc
cac chi nhanh van phong chi can cai dat mét két néi cuc bé dén nha cung cap
dich vu ISP hoac ISP’s POP va két n6i dén tai nguyén thong qua Internet.

~ 2 '};’\«;
-
=

erver

Van phong tr xa
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Hinh 1.2.1.2: Cai dat Remote Access VPN

Thudn lgii chinh ctia Remote Access VPNs :

v’ Su can thiét cia RAS va viéc két hop védi modem dwoc loai trir.

v Su can thiét ho tro cho ngudi dung ca nhan duoc loai trir béi vi két
noi tir xa da dworc tao diéu kién thuén loi boi ISP

v'Viéc quay s0 tlir nhitng khodng cach xa dwoec loai trir , thay vao do,
nhirng két ndi véi khodng cach xa sé dworc thay thé béi cac két ndi cuc bo.

v/ Giam gia thanh chi phi cho cac két n6i véi khoang cach xa.

v’ Do diy la mét két néi mang tinh cuc bd, do vy toc do ndi két sé cao
hon so véi két néi trye ti€p dén nhirng khodng cach xa.

v' VPNs cung c4p kha ning truy cip dén trung tAm t6t hon bdi vi n6 hod
trg dich vu truy cap & mic do toi thi€éu nhit cho du c6 sw ting nhanh chéng
cac két ndi dong thoi dén mang.

Ngoai nhirng thudn lgi trén, VPNs ciing ton tai mét sé bdt loi khdc
nhw :

v Remote Access VPNs ciling khong bdo ddm dwoc chit lwong phuc vu.

v Kha nang mat dit liéu la rit cao, thém nira la cac phan doan cda géi
di liéu c6 thé di ra ngoai va bi thit thoat.

v' Do d6 phikc tap ctia thuit toan ma ho4, protocol overhead tang dang
ké, diéu nay giy kho6 khan cho qua trinh xac nhin. Thém vao doé, viéc nén dir
liéu IP va PPP-based dién ra v cing chAm chap va toi té.

v' Do phai truyén dit liéu thong qua Internet, nén khi trao déi cac dir liéu
1é6n nhw cac gbi dir liéu truyén thong, phim anh, 4m thanh sé rat chim.

1.2.2 Cac VPN ngi bg (Intranet VPNs):

Intranet VPNs dwoc st dung dé két ndi dén cac chi nhanh van phong
cda té chirc dén Corporate Intranet (backbone router) st dung campus
router. Theo mo hinh nay sé rit ton chi phi do phai str dung 2 router dé thiét
1ap dwoc mang, thém vao do, viéc trién khai, bao tri va quan Iy mang Intranet
Backbone sé rit ton kém con tuy thudc vao lwong lwu thong trén mang di
trén né va pham vi dia ly cia toan bd mang Intranet.

bé giai quyét van dé trén, s ton kém ciia WAN backbone dwoc thay thé
b&i cac két noi Internet véi chi phi thap, diéu nay c6 thé gidam mot lwgng chi
phi dang ké cta viéc trién khai mang Intranet.
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Intranet VPNs la m6t VPN ndi bd dwoc str dung dé bao mat cac két noi
gitra cac dia diém khac nhau cia mot cong ty. Piéu nay cho phép tit ca cac
dia diém c6 thé truy cip cac ngudn dir liéu dwoc phép trong toan bd mang
cda cong ty. Cac VPN néi bo lién két tru s& chinh, cac van phong, va cac van
phong chi nhanh trén moét co sé ha ting chung st dung cac két néi ma ludn
luén dwoc ma hod. Kiéu VPN nay thwong dwoc cdu hinh nhw 1a mot VPN Site-
to-Site.

Remote Sites Central Site

Internet

~-

Intranet

A = |
Intranet (\ L
) -

Hinh 1.2.2.1 M6 hinh mang VPN ndi bd

Nhirng thudn lgii chinh cua Intranet setup dwa trén VPN:

v'Hiéu qua chi phi hon do gidm so lwong router dwoc st dung theo mé
hinh WAN backbone

v Giam thiéu dang ké s6 lwong hod tro yéu ciu ngudi dung ca nhan qua
toan cau, cac tram & mot sé6 remote site khac nhau.

v Bé&i vi Internet hoat ddng nhw mot két ndi trung gian, né dé dang cung
cip nhirng két n6i mé&i ngang hang.

v' K&t n6i nhanh hon va tét hon do vé ban chat két n6i dén nha cung cap
dich vy, loai bé van dé vé khoang cach xa va thém nira gitp t6 chirc gidm
thiéu chi phi cho viéc thwc hién Intranet.

Nhirng bdt lo’i chinh két hop véi cdch gidi quyét :

v/ Béi vi dir liéu van con tunnel trong sudt qua trinh chia sé trén mang
cong cong-Internet-va nhitng nguy co tn cong, nhu tin cdng bang tir chdi
dich vu (denial-of-service), vin con 1a mot mdi de doa an toan thong tin.

v' Kha ndng mat dir liéu trong lic di chuyén théng tin ciing van rat cao.

v’ Trong mot s6 tredng hop, nhat 1a khi dir liéu 1a loai high-end, nhw cac
tap tin mulltimedia, viéc trao doi dir liéu sé rat chdm chap do dwoc truyén
thong qua Internet.
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v' Do la két noi dwa trén Internet, nén tinh hiéu qua khong lién tuc,

thwong xuyén, va QoS cling khong dwoc dam bao.
1.2.3 Cac VPN mé réng (Extranet VPNs):

Khong giong nhw Intranet va Remote Access-based, Extranet
khong hoan toan cach li tir bén ngoai (outer-world), Extranet cho phép
truy cdp nhirng tai nguyén mang can thiét cia cac déi tac kinh doanh,
chang han nhw khach hang, nha cung cip, déi tic nhirng nguwoi gitr vai
tro quan trong trong to chirc.

Mang Extranet rat ton kém do cé nhiéu doan mang riéng biét trén
Intranet két hop lai véi nhau dé tao ra mot Extranet. Diéu nay lam cho
khé trién khai va quan ly do c¢6 nhiéu mang, déng thoi cling khé khan
cho cd nhan lam cong viéc bao tri va quan tri. Thém nita la mang
Extranet sé khé mé& rong do diéu nay sé lam roi tung toan b6 mang
Intranet va cé thé anh hwdng dén cic két noi bén ngoai mang. Sé cé
nhitng van dé ban gap phai bat thinh linh khi két ndi mot Intranet vao
mot mang Extranet. Trién khai va thiét k€ mot mang Extranet c6 thé la
mot con 4c mdng cla cac nha thiét ké va quan tri mang.

Ha tang
Mang chung

14
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Hinh 1.2.3.1: Thiét lap Extranet truyén thong

Cac VPN mé rong cung caip mot dwong hAm bao mét gitra cac khach
hang, cac nha cung cip, va cac doi tac qua mot co s& ha ting cong cong
st dung cac két n6i ma luén luén dwgc bdo mit. Kiéu VPN nay thwong
dwoc ciu hinh nhw 1a mot VPN Site-to-Site. Sw khac nhau gitta mot VPN
noi bd vamét VPN mé rong dé la sy truy cap mang ma dwoc cong nhan
& mot trong hai diu cu6i ciia VPN. Hinh dwéi ddy minh hoa mot VPN
mo rong.

Remote Sites Central Site

DSL
Cable

N
e

Internet

=

Telecommuter

Intranet

A, we
.. _ Extranet
Intranet y Business-to-business

) -

Hinh 1.2.3.2 M6 hinh mang VPN m¢& rong

Mot sé thudn lgii ctia Extranet :

v Do hoat ddng trén moi trweong Internet, chiing ta cé thé
lwra chon nha phin phdi khi lwa chon va dwa ra phwong phap giai quyét
tuy theo nhu ciu cta to chirc.

v B&i vi mot phan Internet-connectivity dwoc bao tri boi
nha cung cip (ISP) nén ciing gidm chi phi bao tri khi thué nhan vién
bao tri.

v Dé dang trién khai, quan 1y va chinh sira thong tin.

Mot sé bdt lo’i ciia Extranet :

4 Sw de doa vé tinh an toan, nhw bi tAn céng bang tir chdi
dich vu van con ton tai.
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v Ting thém nguy hiém sw xam nhip doi v&i to chirc trén
Extranet.

4 Do dwa trén Internet nén khi dit liéu la cac loai high-end
data thi viéc trao déi dién ra cham chap.

4 Do dwa trén Internet, QoS cling khong dwoc bao dam
thwong xuyén.

Ha tang
Mang chung

Internet

ha cung cap
Dich vu 1

Nha cung cap
Dich vu 3

Nha cung c4p

Hinh 1.2.3.3: Thiét 14p Extranet VPN

Hinh 1.2.3.4 Ba loai mang riéng ao
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CHUONG II. BAO MAT THONG TIN
2.1 Tim hi€u vé bao méat
Trwdc diy khi cong nghé may tinh chwa phat trién, khi n6i dén
van dé bao mat thong tin (Information Security), ching ta thwong hay
nghi dén cac bién phap nham dam bao cho théng tin dwoc trao ddi hay
cAt gitt mot cach an toan va bi mat. Chang han 1a cac bién phap nhu :

e Do6ng d4u va ky niém phong mot birc thw dé biét rang 14 thw c6
dwogc chuyén nguyén ven dén ngwdi nhan hay khong.

e Dung mit md ma hda thong diép dé chi c6 nguwoi givi va nguoi
nhin hiéu dwoc thong diép. Phwong phap nay thwong dwoc st
dung trong chinh tri va quan su.

e Luu giit tai liéu mat trong cac két sdt c6 khoa, tai cac noi dwoc
bdo vé nghiém ngat, chi c6 nhirng ngwoi dwoc cip quyén méi co
thé xem tai liéu.

Vé&i s phat trién manh mé cda cong nghé thong tin, dat biét la sy phat
trién ctia mang Internet, ngay cang c6 nhiéu théng tin dwoc lwu gite
trén may vi tinh va gi di trén mang Internet. Va do dé xuat hién nhu
ciu vé an toan va bao méat thong tin trén may tinh. Cé thé phan loai mo
hinh an toan bao mat thong tin trén may tinh theo hai hwéng chinh
nhu sau:

» Bdo vé thong tin trong qua trinh truyén théng tin trén mang
(Network Security)

» Bdo vé hé thong may tinh, va mang may tinh, khoi sw xam nhép
pha hoai tir bén ngoai (System Security)
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2.2 Cac hinh thixc tan cong
bé xem xét nhitng vin dé bado mit lién quan dén truyén thong
trén mang, ching ta hay lay mot boi canh sau: c6 ba nhan vat tén la
Alice, Bob va Trudy, trong d6 Alice va Bob thwc hién trao do6i thong tin
v&i nhau, con Trudy la ké xau, dat thiét bi can thiép vao kénh truyén
tin gitra Alice va Bob. Sau diy la cac loai hanh dong tin cong cia Trudy
ma anh hwéng dén qua trinh truyén tin gitra Alice va Bob:

1. Xem trom thong tin (Release of Message Content)
Trong trweong hop nay Trudy chan cac thong diép Alice gwi cho
Bob, va xem dwoc ndi dung cua thong diép.

Trudy

Doc ndi dung thong
diép cua Alice

-~

X ' -

> | @
Bob

Hinh 2.2.1 Xem trom thong diép

2. Thay do6i thong diép (Modification of Message)
Trudy chan cac thong diép Alice giri cho Bob va ngan khéng cho
cac thong diép nay dén dich. Sau d6 Trudy thay do6i ndi dung cda
thong diép va gtti ti€p cho Bob. Bob nghi rang nhan dwoc thong
diép nguyén ban ban d4u ciia Alice ma khong biét rang ching da
bi stra doi.
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Stra thong diép cua
Alice gui cho Bob

Alice Bob

Hinh 2.1.2 Stra sai thong diép
3. Mao danh (Masquerade) Trong truwong hop nay
Trudy gia la Alice gi thong diép cho Bob. Bob khdng biét diéu
nay va nghi rang thong diép 1a cia Alice.

Trudy gia la Alice gdi
thong diép cho Bob

Alice ‘Bob

Hinh 2.1.3 Mao danh dé gtti di thong diép

4, Phat lai thong diép (Replay) Trudy sao chép lai
thong diép Alice giri cho Bob. Sau d6 mot thoi gian Trudy giri ban
sao chép nay cho Bob. Bob tin rang théng diép thir hai van 13 tir
Alice, n6i dung hai thong diép la giong nhau. Thoat dau c6 thé
nghi rang viéc phat lai nay 1a vo hai, tuy nhién trong nhiéu
tredong hop cling gay ra tac hai khong kém so véi viéc gia mao
thong diép. Xét tinh huong sau: gia st Bob la ngdn hang con Alice
la m6t khach hang. Alice giri théng diép dé nghi Bob chuyén cho
Trudy 10008$. Alice c6 ap dung cac bién phap nhw chit ky dién tr
v&i muc dich khong cho Trudy mao danh cling nhw stra théng
diép. Tuy nhién néu Trudy sao chép va phat lai thong diép thi cac
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bién phap bdo vé nay khéng cé y nghia. Bob tin rang Alice giri
ti€p mot thong diép méi dé chuyén thém cho Trudy 1000$ nira.

Trudy

Sao chép thong diép cua
Alice va g lai sau cho Bob

)

Bob

Hinh 2.1.4 Phat di thong diép gia

2.3 Cac hinh thirc tin cong trong mang riéng ao (VPN)
e Tan cong cac giao thirc VPN chinh nhw PPTP, IPSec...

e Tan cong mat ma

e Tan cong tir choi dich vu

% Tan cong trén PPTP
PPTP la dé bi ton thwong trén hai khia canh. Chiing bao gom:

v Generic Routing Encapsulation (GRE)
v/ Mt khau trao doi trong qua trinh xac thwc

% Tan cong trén IPSec

Nhw chiing ta biét IPSec khong phai la thuit todn ma hoéa thuin
tay cling khong phai mot co ché xac thwe. Trong thuc té, IPSec 1a méot
sw két hop cda cd hai va gitp cac thuit todn khac bao vé dir liéu. Tuy
nhién, IPSec 1a dé bi cac cudc tin cong:

v Cac cudc tin cong chéng lai thwc hién IPSec
v Tén céng chong lai quan ly khéa
v Cac cudc tin cong quan tri va ky tw dai dién
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% Tan cong mat ma

Mat ma nhw 1a moét trong cac thanh phin bado mat ctia mét VPN.
Tuy thudc vao cac ky thuat mat ma va cac thuat toan khac nhau, cac
cudc tin cong gidi ma dwoc biét 1a tén tai. Nhirng phin sau tim hiéu vé
mot sd cach thirc tan cong gidi ma noi tiéng:
Chi c6 ban ma (ciphertext-Only)
Tan cong biét ban ro (know plaintext attacks)
Tan cong lwa chon ban ro
Man-in-the-Middle (tdn cong trung gian)
Tan céng Brute Force (duyét toan bo)
Tan cong thoi gian (Timing attacks)

N N NI NI N

% Tan cong tir choi dich vu

Cac cudc tin cong DDoS dang tré nén kha pho bién ngay nay vi
n6 khong yéu ciu bit ky phin mém dac biét hodc truy cip vao mang
muc tiéu. Chung dwoc dwa trén khai niém ctia sy tic nghén mang. B4t
ky ké xam nhap c6 thé gy ra tdc nghén mang bang cach giti cic tai cac
d@ liéu rac vao mang. Piéu nay lam cho cac may tinh muc tiéu khong
thé dworc truy cip trong mot Khoang thoi gian béi dwong truyén bi qua
tai hodc may tinh muc tiéu khéng thé phuc vu do qué tai. Tinh trang
qua tai thong tin thim chi c6 thé dan dén viéc sup d6 cia may tinh muc
tiéu
Mot s6 phwong phéap thuong duoc st dung dé bat dau cudc tdn cong
DoS nhw sau:

v SYN Floods (lut géi SYN)

v" Broadcast Storm (bdo goi tin quang ba)
v Smurf DoS

v" Ping of Death
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2.3 Mot so giai phap bao mat
Giai phap bao mat thwong dwoc chia lam hai phan : hé thong
thiét ké (bén ngoai) va hé thong phat hién tin cong (bén trong).

2.3.1 Vé hé théng thiét ké
Thiét ké, quy hoach mét hé thng mang 16n khong don thuan la
phat trién thém céc thiét bi ho tro ngudi dung ma phai dwa trén mo
hinh chuin da va dang ap dung cho cac hé thong mang tién tién tai cac
co quan, doanh nghiép phat trién trén thé gi¢i, dé chinh 1a mo6 hinh
mang Pinh hwdng Kién tric Dich vu (Service-Oriented Architecture -
SOA).

2.3.2 Vé hé théng phdt hién tdn cong
> Hé thong twong lira

Hé thong twong Itra 1a hé théng ki€ém soat truy nhip gitta mang
Internet va mang ndi bo. Twong Ikva c6 2 loai: phan clrng va phan mém.
Moi loai c6 cac wu diém khac nhau. Phan clng c6 hiéu ning 6n dinh,
khéng phu thudc vao hé diéu hanh, virus, ma ddc, ngin chan tot giao
thirc & ting mang trong md hinh tham chiéu TCP/IP. Phin mém rat
linh hoat trong nhitrng ciu hinh & giao thirc ting rng dung trong mo
hinh TCP/IP.

» Hé thong phadt hién va chéng xam nhdp IDS/IPS

Hién nay cac hinh thirc tin cong cia ngudi cé y d6 xau ngay cang
nhiéu va tinh vi. Vi du: Trong don vi cé thé tw cai dit cic cong cu
(Ethereal, Cain & abel...) trén may tinh lam viéc hodc may tinh xach tay
dé tién hanh nghe 1én hay quét truc ti€p 1én cdc may chd, tir d6 c6 thé
14y cac tai khodn email, Web, FTP, SQL server nham thay d6i diém thi,
tién hoc phi da nop, thay doi lich cong tac...cac hinh thirc tdn cong kiéu
nay, hé théng twong ltra khong thé phat hién.

Giai phap hitu hiéu cho thwc trang nay la xdy dung hé théng
IDS/IPS (Intrusion Detection System/Intrusion prevention system).
IDS/IPS la hé théng bdo mit vd cung quan trong, n6 c6 kha nang phat
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hién ra cac cudc tin cong dwa vao cac dau hiéu thiét 14p sdn hoic cac
doan ma doc hai, bat thwong trén giao thong mang; dong thoi cé thé
loai bd chiing triwéc khi c6 thé gay hai cho hé théng.

2.4 Cong nghé bao mat trong VPN
Nén tang VPN c6 thé bi tdn cong bang rat nhiéu cach. Dw¢i day
la mot s6 loai tdn cong phé bién vao va hé thong VPN

o Cac mdi de doa an ninh cho cac thanh phan VPN
o Cac cudc tin cdng cac giao thirc VPN

o Cac cudc tin cong mat ma

. Cac cudc tin cong ttr chéi dich vu/IPS

Ngay nay, cong nghé phdn mém ngay cang phat trién manh mé.
bac biét 1a cong nghé ma nguoén mé. Néu tin dung dwgc nhirng xu thé
nay, tiec 1a phdn mém ma nguén mé vao &ng dung VPN thi sé giam
dwoc kha nhiéu chi phi cho viéc trién khai. Piéu nay sé dem lai loi thé
rat1én so véi cac san pham thwong mai.

> Gidi phap kernel space

Cac giai phap khong gian nhan la nhirng gidi phap sira d6i nhin
qua céac ban va 16i. Chung phttc tap hon va it linh hoat hon so véi cac
gidi phap khong gian nguoi dung. Hau hét cac gidi phap trién khai trén
giao thirc bao mat IPsec. Hodc 13 ¢6 ngudn gdc dwoc hod tro bdi nhan
hodc théng qua cac ban va nhin. Mot s6 dw 4n: Mot s6 dw an kernel
space: FreeS/WAN, Kame....

> Gidi phdp user space

Giai phap user space hoat dong trong khong gian nguoi st dung
va do d6 khong c6 phu thudc hoan toan vao mé dun nhan hodc cac ban
va. Giadi phap nay dé cai dat, kha linh hoat va mém déo trén mot sd hé
diéu hanh. User space VPNs str dung “giao dién dwong hdm 40", tao nén
cac chirc nang két n6i mang & mkc do thip, dé dat dwwgc dwong ham
IP. Vi du nhu Tinc, CIPE, vTun va OpenVPN. Giai phap user space c6 thé
dwoc nhom lai dwa trén giao thirc bao mat dwoc st dung. - Cac giao
thirc stt dung chirc nang ma héa tiéu chuan dwoc cung cip bédi OpenSSL
(OpenVPN, vTun, Tinc) - Cac giao thirc, phwong thirc ma hoéa riéng
(CIPE, PPTP, L2tpd).
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CHU'O'NG III : CAC THUAT TOAN MA HOA TRONG
VPN

3.1 Cac thuat toan & cong nghé ma hoa

3.1.1 RSA

Bat tay RSA (ciing c6 thé 1a khéa ma héa hodc chitng chi ma héa).
bé ddm bao mét cach an toan cho két néi VPN, SSL thwong st dung hé
th6ng ma héa khoa cong khai RSA.

Thuat toan RSA c6 hai khéa: khda céng khai (hay khoa cong
cong) va khéa bi mdt (hay khoa ca nhan). Moi khoéa la nhirng s6 ¢d dinh
st dung trong qua trinh ma héa va giai ma. Khéa cong khai dwoc cong
b6 rong rai cho moi ngwoi va dwoc dung dé ma héa. Nhirng thong tin
dwoc ma hoa bang khda cong khai chi c6 thé dwoc gidi ma bang khoa
bi mit twong &ng. Néi cach khac, moi nguwoi déu c6 thé ma héa nhuwng
chi c6 nguoi biét khda ca nhan (bi mit) maéi cé thé giai ma dwoc.

Ta c6 thé md phdéng triec quan mot hé mit ma khoa cong Kkhai
nhw sau: Bob muon gi cho Alice mot thong tin mit ma Bob mu6n duy
nhat Alice c6 thé doc dwoc. D€ lam dwoc diéu nay, Alice giri cho Bob
mot chiéc hop c6 khéa da mé san va giir lai chia khoa. Bob nhan chiéc
hop, cho vao dé6 mét to gidy viét thu binh thwong va kKhéa lai (nhw loai
khoa théng thwong chi can sip chot lai, sau khi sip chét khba ngay ca
Bob ciing khong thé mé lai dwoc-khdéng doc lai hay stra thong tin trong
thw dwoc nira). Sau d6 Bob gtri chiéc hop lai cho Alice. Alice mé& hop
v&i chia khoa cia minh va doc thong tin trong thw. Trong vi du nay,
chiéc hop véi khéa mé dong vai tro khéa cong Kkhai, chiéc chia khéa
chinh la khéa bi mat.

RSA déng vai tro nhw mot loai mat ma va thuat toan ky sé dwoc
st dung dé xac thuc cac chirng chi TLS/SSL, va la co s& bao mét trén
internet trong suét 20 nam qua.

Tuy nhién né da dwgc chirng minh vao nam 2010, 1024-bit RSA
(RSA-1024) mi hoéa khoa riéng c6 thé bi bé khéa, dan d4u 1a Google
trong nam 2013 dé nang cip tit ca cac chirng chi SSL dén mic an toan
hon, tang chiéu dai khoéa 1én t&i 2048-bit RSA, day 1a cach sao chép
trong hau hét cac cong nghé an ninh mang.

RSA-2048 1aloai ma hda dwoc xem chuin an toan, mic du cé thé
thwc hién ma hoéa 1én téi 3072-bit hodc 4096-bit ma hda dé chac chan
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hon nira. Hién nay, ma héa RSA-2048 la tiéu chuin téi thi€u cho cac
nha cung cip VPN thwong mai.

3.1.2 AES

Trong mat ma hoc, AES (viét tat cta tir tiéng Anh: Advanced
Encryption Standard, hay Tiéu chuan ma hda tién tién) la mot thuit
toan ma héa khoi dwoc chinh phi Hoa ky 4p dung lam tiéu chuin ma
héa. Giong nhuw tiéu chuln tién nhiém DES, AES dwoc ky vong ap dung
trén pham vi thé gi¢i va da dwoc nghién ctru rat ky lwégng. AES dwoc
chip thuin lam tiéu chuin lién bang b&i Vién tiéu chuin va cong nghé
quéc gia Hoa ky (NIST) sau mét qua trinh tiéu chuan héa kéo dai 5 nam.

Thuit todn dwoc thiét ké béi hai nha mat ma hoc nguwai Bi: Joan
Daemen va Vincent Rijmen. Thuéat toan dwoc dat tén la "Rijndael” khi
tham gia cudc thi thiét ké AES.

Mic du 2 tén AES va Rijndael van thuwong dwoc goi thay thé cho
nhau nhwng trén thwc té€ thi 2 thuat toan khong hoan toan giéng nhau.
AES chi lam viéc v&i cac khéi dit liéu (dau vao va dau ra) 128 bit va
khoa c6 d6 dai 128, 192 hodc 256 bit trong khi Rijndael c6 thé lam viéc
vGi dir liéu va khda c6 do dai bat ky 1a bdi sd cta 32 bit ndm trong
khoang tir 128 t&i 256 bit. Cac khéa con str dung trong cac chu trinh
dwoc tao ra béi qua trinh tao khéa con Rijndael. M6i khoa con ciing 1a
mot cot gobm 4 byte. Hiu hét cac phép todn trong thuit todn AES déu
thwc hién trong mot trweong hiru han cia cac byte. Moi khdi dir liéu 128
bit d4u vao dwoc chia thanh 16 byte (moi byte 8 bit),c6 thé xép thanh
4 cot, moi cOt 4 phan tir hay 1a mot ma tran 4x4 cua cac byte,né duoc
goi 12 ma tran trang thai, hay van tat 1a trang thai (tiéng Anh: state,
trang thai trong Rijndael c6 thé c6 thém c6t). Trong qua trinh thwc hién
thudt toan cac toan ti tac dong d€ bi€n doi ma tran trang thai nay.

Qud trinh ma héa
Bao gom cac buéec:

1. Khéi dong vong lap

> AddRoundKey — M®i cdt ciia trang thai dau tién 1an luot dwoc
két hop véi mot khda con theo thir tw tir ddu day khoa.

2. Vong lap
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1. SubBytes — day la phép thé (phi tuyén) trong d6 moi byte
trong trang thai sé dwoc thé bang mot byte khac theo bang
tra (Rijndael S-box).

2. ShiftRows — dich chuyén, cic hang trong trang thai dwoc
dich vong theo s6 bwéc khdc nhau.

3. MixColumns — qua trinh trén lam viéc theo cac cot trong
khéi theo mét phép bién doi tuyén tinh.

4. AddRoundKey

3. Vong lap cudi

4. SubBytes

5. ShiftRows

6. AddRoundKey

Tai chu trinh cud6i thi buwéc MixColumns khéng thwc hién.

3.1.3 SHA
SHA (Secure Hash Algorithm hay thuat giai bam an toan) la
nam thut gidi dwgc chip nhan béi FIPS dung dé chuyén mot doan dir
liéu nhat dinh thanh mot doan dir liéu c6 chiéu dai khong doi véi xac
suat khac biét cao.

Nam thuét giai SHA la SHA-1 (trd lai két qud dai 160 bit), SHA-
224 (trad lai két qud dai 224 bit), SHA-256 (trd lai két qud dai 256 bit),
SHA-384 (trd lai két qud dai 384 bit), va SHA-512 (trd lai két qud dai 512
bit). Thuat gidi SHA la thuat gidi bAm mat dwgc phat trién béi cuc an
ninh qudc gia Mi (National Security Agency hay NSA) va dwgc xuit ban
thanh chuin cta chinh pha Mi béi vién co6ng nghé va chuin quéc gia
Mi (National Institute of Standards and Technology hay NIST). Bén
thuat giai sau thwong dwoc goi chung la SHA-2.

Cac phién ban pho bién nhit ctia SHA str dung trén internet
la SHA-1 (160-bit), chiém hon 28% cho chitng nhén s6 hién c6 (bao
gom ca nhitng nguwdi st dung béi nhiéu nha cung cip VPN). Va diéu
khong may la SHA1 da bi hong .

L6i nay da bi trong mot khodng thdi gian gan day, Microsoft,
Google va Mozilla déu da thong bao rang trinh duyét twong trng ciia ho
sé ngirng nhdan SHA-1 chirng chi SSL vao ndm 2017. Vao thang tam
nam 2015, NIST céng b6 rang SHA-3 1a tiéu chuidn bam thay thé cho
SHA-2 lam chuan thay thé mdi.
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3.1.4 Ha tdng PKI

Public Key Infrastructure (PKI) la mot co ché dé cho mét bén
th& ba (thwong la nha cung cip ching thuce s6) cung cip va xac thuc
dinh danh cac bén tham gia vao qua trinh trao do6i théng tin. Co ché nay
cling cho phép gan cho mdi ngudi st dung trong hé théng mot cip
public/private. CAc qué trinh nay thwong dworc thwe hién béi mot phdn
mém ddt tai trung tdm va cac phan mém khac tai cac dia diém cua
nguwoi dung. Khoa cong khai thwong dwoc phan phdi trong chirng thuc
khoa cong khai - hay PublicKey Infrastructure.

Cac thanh phan PKI
Mot hé thong PKI gobm 4 thanh phan sau :

v' Certification Authorities (CA) : Cap va thu hoi chirng chi

v' Registration Authorities (RA) : Gan két giita khao cong khai va
dinh danh cua ngudi gitt chirngchi

v' Clients : Ngwoi st dung chirng chi PKI hay theo cach khac dwoc
xac dinh nhw nhirng thyc thécuoi.

v" Repository : Hé thong ( c6 thé phan tan ) lwu trir chirng chi va
danh sach cac chirng chi bi thuhoi.

< » Entity
§
F PKI user
a
D e - - —— —_—— e e e e - - ——
g -
3 management
§ authorities
3 Issue a RA
2

certificate

< CA
Issue a certificate/CRL

Hinh 3.1.4.1 Cac thanh phan PKI

Chirc nang co ban cua PKI

Nhirng hé thong cho phép PKI c6 nhitng chirc nang khac nhau. Nhwng
nhin chung c6 hai chirc nang chinh la: chirng thwc va kiém tra.
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Chirng thwc (Certification) : 1a chirc nang quan trong nhat
cta hé thong PKI. Pay la qué trinh rang budc khéa céng khai véi dinh
danh cta thwc thé. CA la thwc thé PKI thwc hién chi*ng nang, chirng
thuec.

Tham tra (validation) : qué trinh cac dinh liéu chirng chi da
dwa ra c6 thé dwoc st dung ding muc dich thich hop hay khong dwoc
xem nhuw la qua trinh kiém tra tinh hiéu lwc ctia chirng chi.

3.1.5 Twong Iira
VPN thuc chdt chi la 1 mang do, moi tredng thwe hién van 1a
Internet ma Internet thi vé cung phirc tap va nguy hi€m vi vay can phai
c6 s can thiép cda twong ltra dé bao vé cho hé théng dam bao tinh bao
mat 1 cich an toan nhit.

Twong Itva ( Firewall ) ding dé bdo mdt mang néi bé chdng
lai nhitng cudc tdn cong vao lwu lwong trén mang va nhitng ké phd hoai.
Twong Itva cé thé phan biét cac lwu lwgng dwa trén co ¢ ngwdi dung,
trinh tng dung hoic ngudn gbc. Twong Itra (firewall) 1a rao chin virng
chac gitra mang riéng va Internet. C6 thé thiét 1ap cac twong Itvra dé€ han
ché s6 lwong cong mé, loai goi tin va giao thirc dwgc chuyén qua.

3.1.6 Gidy chirng nhan dién tir (digital certificate):

Gidy chirng nhin dién t& dung dé chirng nhan khoa cong khai
(public key) ctia mét ca nhin nao d6. Mot gidy chirng nhan dién t&

thwong bao gom:

- Tén co quan cip gidy chirng nhin (issuer's name)

- Tén thuc thé (entity) dwoc cap gidy chirng nhan(con dwoc goi la déi
twong - subject)

- Khoa cong khai (public key) cua subject

- Tem thoi gian (time-stamps) cho biét thoi gian c6 hiéu lwc cia gidy

chirng nhan
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Chi c6 cac co quan c6 thAm quyén Certificate Authority (thwong
dwoc goi tat 1a CA) méi dwoc phép cdp gidy chirng nhan. Gidy chirng
nhan dwoc ki bang khoa riéng (private key) cia ngudi cap. CA ciing
dwoc td chirc theo dang ciy "hierarchy” twong tw nhw domain-name.

Cling c6 thé tao ra mét CA méi cho riéng cho minh.
Chung ta hday xem giao thirc nay:

A->B Xin chao!

B->A Chao, Minh la Bob. Pay la gidy chirng nhan cta minh!
A->B Hay dwa bang chirng di!

B->A Alice, Minh la Bob day!

private_Bob{digest[“Alice, Minh la Bob day!”]}

Bang cach gwri Gidy chirng nhan dién t (digital certificate) cia
minh cho Alice (c6 nghia la Alice sé biét khoa céng khai cia Bob) thi
bat budc thong diép phai dwgc ma hoa bang chinh private key ctia Bob

thi Alice m¢&i xac nhan dworc.

Ai d6 dung gidy chirng nhén ctia Bob dé gid mao Bob sé bi Alice

phat hién ngay!

A->M Xin chao

M->A Chao, Minh la Bob. Pay la gidy chirng nhan ctia minh!
A->M Hay dwa bang chirng di!

M->A 77?7

Mallet khéng biét khéa riéng (private key) ctia Bob nén khong thé

xdy dwng dwoc message dé Alice c6 thé tin minh la Bob.
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CHUONG IV : CAC GIAO THU’C MA HOA TRONG

VPN
4.1.PPTP

4.1.1 Giéi thiéu vé PPTP
Giao thirc nay dwoc nghién ctiru va phat trién b&i cong ty chuyén

veé thiét bi cong nghé vién thong. Trén co s& clia giao thirc nay 1a tach
cac chirc nang chung va riéng cua viéc truy nhép tir xa, duw trén co s&
ha ting Internet c6 sdn dé tao két ndi dwdng ham gitta ngwoi dung va
mang riéng do. Ngwoi dung & xa c6 thé dung phwong phap quay s6 téi
cac nha cung cip dich vu Internet dé c6 thé tao dwong him riéng dé
két noi téi truy nhip té¢i mang riéng do cia ngudi dung do. Giao thirc
PPTP dwoc xdy dwng dwa trén nén tang cia PPP, né c6 thé cung cap
kha nang truy nhiap tao dwong ham théng qua Internet dén cac site
dich. PPTP st dung giao thirc déng géi tin dinh tuyén chung GRE dwoc
mo ta dé dong lai va tach géi PPP. Giao thirc nay cho phép PPTP linh
hoat trong xt ly cac giao thirc khac.

4.1.2 Nguyén tac hoat déong ciia PPTP

PPP la giao thirc truy nhip vao Internet va cac mang IP pho bién
hién nay. N6 lam viéc & 1&p lién két dit liéu trong mo hinh OSI, PPP bao
gom cac phwong thirc dong goi, tach géi IP, 1a truyén di trén cho két n6i
diém t&i di€ém tir may nay sang may khéc.

PPTP dong cac goi tin va khung dit liéu cta giao thirc PPP vao cac
goi tin IP d€ truyén qua mang IP. PPTP dung két ndi TCP dé€ khéi tao va
duy tri, két thirc dworng hAm va dung moét géi dinh tuyén chung GRE dé
déng gbi cac khung PPP. Phan tai cia khung PPP c6 thé dwoc ma hoa
va nén lai.

PPTP str dung PPP dé thuc hién cac chirc nang thiét 1p va két thirc
két noi vat ly, xac dinh ngwoi dung, va tao cac géi dir liéu PPP.

PPTP c6 thé ton tai mdt mang IP gitra PPTP khach va PPTP chu cta
mang. PPTP khach cé thé dwoc diu noi truc tiép téi may chi théng qua
truy nhap mang NAS dé thiét 1ap két n6i IP. Khi két noi dwoc thwe hién
c6 nghia la ngwoi dung da dwoc xac nhan. b6 la giai doan tuy chon
trong PPP, tuy nhién né luén ludén dwoc cung cip bai ISP. Viéc xac thuc
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trong qua trinh thiét 1ap két ndi dwa trén PPTP st dung cic co ché xac
thwc cia két ndi PPP. Mt so co ché xac thue dwoc st dung la:

o Giao thirc xac thuwc mo rong EAP.
. Giao thirc xac thwce c6 thir thach bat tay CHAP.
o Giao thirc xac dinh mat khau PAP.

Giao thirc PAP hoat dong trén nguyén tic mat khiu dwoc gti qua
két ndi dwdi dang van ban don gidn va khong c6 bdo mat. CHAP la giao
thirc cac thirc manh hon, sir dung phwong phap bat tay ba chiéu dé
hoat dong, va chéng lai cic tAn cdng quay lai bang cach str dung cac gia
tri bi mat duy nhit va khéng thé doan va giai dwoc. PPTP ciling dwoc
cac nha phat trién c6ng nghé dua vao viéc mit ma va nén phan tai tin
ctia PPP. Dé mit ma phin tai tin PPP c6 thé sir dung phwong thirc ma
hoé diém t&i diém MPPE. MPPE chi cung cdp mat ma trong lic truyén
d liéu trén dwong truyén khéng cung cip mit ma tai cac thiét bi dau
cubi t&i diu cubi. Néu can str dung mat ma dau cubi dén diu cubi thi cé
thé dung giao thirc IPSec d€ bao mat lwu lwong IP gitra cac dau cudi sau
khi dwong hdm PPTP dwoc thiét 1ap.

Khi PPP dwoc thiét 14p két n6i, PPTP st dung quy luat déng goi cia
PPP dé dong goi cac goi truyén trong dwong ham. D€ c6 thé dw trén
nhirng wu diém cua két néi tao béi PPP, PPTP dinh nghia hai loai goi la
di€u khién va dir liéu, sau d6 gan ching vao hai kénh riéng la kénh diéu
khién va kénh dit liéu. PPTP tach cic kénh diéu khién va kénh dir liéu
thanh nhitng luéng diéu khién v&i giao thirc diéu khién truyén dir liéu
TCP va luéng dit liéu v&i giao thire IP. Két n6i TCP tao ra gitra cac may
khach va may cha dwoc st dung dé truyén thong bao diéu khién.

Cac gobi dir liéu la dir liéu thong thwong ctia ngwoi dung. Cac goéi
diéu khién dwoc dua vao theo mét chu ki dé lay thong tin va trang thai
két n6i va quan ly bao hiéu gitra rng may khach PPTP va may cha PPTP.
Cac goi diéu khién ciing dwgc dung dé giri cac thong tin quan ly thiét
bi, thong tin ciu hinh gitta hai ddu dwong ham.

Kénh diéu khién dwgc yéu cau cho viéc thiét 1ap mot dwong ham
gilta cac may khach va may chu PPTP. May chu PPTP la mot Server c6
str dung giao thirc PPTP v&i mot giao dién dwoc n6i véi Internet va mot
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giao dién khac ndi v4i Intranet, con phan mém client ¢ thé nam & may
ngwoi dung tir xa hodc tai cac may chu ISP.
4.1.3 Nguyén tac két néi ciia PPTP

Két noi diéu khién PPTP la két noi gitra dia chi IP clia may khach
PPTP va dia chi may chd. Két noi diéu khién PPTP mang theo cac goi
tin diéu khién va quan ly dwoc str dung dé duy tri dwong him PPTP.
Cac ban tin nay bao gobm PPTP yéu cau phan hoi va PPTP dap lai phai
hoi dinh ki d€ phat hién cac 16i két ndi gitra cAc may tram va may chu
PPTP. Cac goi tin cia két n6i diéu khién PPTP bao gom tiéu dé IP, tiéu
dé TCP va ban tin diéu khién PPTP va tiéu dé, phan cudi cda lép lién
két dit liéu,

Ban tin diéu
Khién PPTP

Tiéu dé lién

Két dir liéu Tiéu de IP Tiéu de TCP

Hinh 4.1.3.1 : G6i dit liéu két ndi diéu khién PPTP

4.1.4 Nguyén ly dong goi dir liéu dworng ham PPTP
Dong géi khung PPP va géi dinh tuyén chung GRE
Dir liéu dwong hdm PPTP dwoc dong gbi thong qua cac mirc dwoc
mo ta theo mo hinh.

Tai PPP duoc

Tiéu dé lien Tiew dd 1P
két dev liéu ma hod

Hinh 4.1.4.1 : M6 hinh dong géi dir liéu dwong hAm PPTP

Phan tai cda khung PPP ban diu dwoc ma hoa va dong géi vai tiéu
dé PPP dé€ tao ra khung PPP. Khung PPP sau d6 dwoc dong gbi véi phan
tiéu dé cta phién ban giao thirc GRE stra doi.

GRE la giao thirc dong go6i chung, cung cap co ché déng gbi dix liéu
dé dinh tuyén qua mang IP. Doi véi PPTP, phén tiéu dé cda GRE dwoc
stra d6i mot s6 diém do 1a. Mot tredng xac nhin dai 32 bits dwoc thém
vao. Mot bits xac nhin dwoc str dung dé chi dinh s c6 mat cta trueong
xac nhan 32 bits. treong Key dwoc thay thé bang trueong do dai Payload
16 bits va truwong chi s6 cudc goi 16 bits. Treong chi sé cudc goi dwoc
thiét 1ap b&i may tram PPTP trong qua trinh khéi tao dwong ham.
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Déng goi IP

Trong khi truyén tai phan tai PPP va cac tiéu dé GRE sau dé dwoc
déng go6i véi mot tiéu dé IP chira cac théng tin dia chi nguon va dich
thich hop cho may tram va may chua PPTP.

Ddng géi lop lién két dik liéu

Dbé c6 thé truyén qua mang LAN hay WAN thi géi tin IP cudi cing
sé dwoc dong gobi véi mot tiéu dé va phan cudi cda l1ép lién két dir liéu
& giao dién vit ly diu ra. Nhw trong mang LAN thi néu géi tin IP dwoc
glri qua giao dién Ethernet, n6 sé dwgc goi véi phin tiéu dé va dudi
Ethernet. Néu géi tin IP dwoc gvi qua dwong truyén WAN diém téi
diém no sé dwgc doéng gbi véi phan tiéu dé va dudi cua giao thirc PPP.

So db déng gdéi trong giao thirc PPTP

Qua trinh déng gb6i PPTP tir mot may tram qua két noi truy nhép
VPN tir xa stt dung modem dwoc md phdng theo hinh dwéi day.

A
‘TCP/IP‘ ‘ IPX ‘ ‘ NetBEUI ‘

y \ i

NDIS

‘ L2TP H PPTP ‘ ATM X25 ISDN NDISWAN

Tai PPP duwoc
ma hoa

Hinh 4.1.4.2 : So d6 d6ng gbi PPTP

e Cac goi tin IP, IPX, hodac khung NetBEUI dwoc dwa téi giao dién
4o dai dién cho két n6i VPN bang cac giao thirc twong trng stt dung dic

Tiéu dé lién

két dev lidu Tieu d& IP

CAu truc goi tin cudi cling

ta giao dién thiét bi mang NDIS.

e NDIS dwa géi tin dir liéu t&i NDISWAN, noi thwc hién viéc ma hoa
vanén dir liéu, cling nhw cung cip tiéu dé PPP phan tiéu dé PPP nay chi
gom trwong ma sé giao thixrc PPP khéng c6 trwong Flags va treong
chuo6i kiém tra khung (FCS). Gia dinh trwong dia chi va diéu khién dwoc
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thoa thuin & giao thirc diéu khién dwong truyén (LCP) trong qua trinh
két ndi PPP.

e NDISWAN gui dir liéu tdi giao thirc PPTP, noi déong goi khung
PPP v&i phan tiéu dé GRE. Trong tiéu dé GRE, trweong chi s6 cudc goi
dwoc dat gia tri thich hgp xac dinh dwong ham.

e Giao thirc PPTP sau do6 sé gtri goi tin vira tao ra téi TCP/IP.

e TCP/IP déng goi dir liéu dworng hAm PPTP véi phan tiéu dé IP
sau d6 gtri két qua t&i giao dién dai dién cho két ndi quay so t&i ISP cuc
b6 NDIS.

e NDIS gtri goi tin t&i NDISWAN, cung cip cac tiéu dé va dudi PPP.

e NDISWAN gtri khung PPP két qua t&i cong WAN twong (rng dai
dién cho phan clrng quay s6.

4.1.5 Nguyén tdc thwc hién

Khi nhin dwgc dwoc dir liéu dwong hdm PPTP, may tram va may
chua PPTP, sé thwc hién cac buéc sau.

e Xtr ly va loai bo gbi phan tiéu dé va dudi caa 1ép lién két dix liéu
hay goi tin.

e Xir ly va loai bo tiéu dé IP.

e Xtr 1y va loai bo tiéu dé GRE va PPP.

e Giai ma hodc nén phan tai tin PPP.

e X ly phan tai tin dé nhan hodc chuyén tiép.

4.1.6 Trién khai VPN dw trén PPTP

Khi trién khai VPN duw trén giao thirc PPTP yéu cau hé thong toi
thi€u phai cé cac thanh phan thiét bi nhw chi ra & hinh trén n6 bao gom.

e Mot may chd truy nhidp mang dung cho phwong thic quay s6
truy nhap bao mat VPN.

e M6t may chu PPTP.

e May tram PPTP v&i phan mém client cin thiét.
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—
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Hinh 4.1.6.1 : Cac thanh phan hé théng cung cap VPN dwa trén
PPTP

Mady chu PPTP

May cht PPTP c6 hai chirc ndng chinh, dong vai tro la diém két noi
cia dwong hdm PPTP va chuyén cac gbi tin dén tirng dwong hAm mang
LAN riéng. May chti PPTP chuyén cac goi tin dén may dich bang cach
xt Iy gbi tin PPTP dé c6 thé dwgc dia chi mang ctia may dich. May cha
PPTP ciing c6 kha nidng loc goéi, bang cach st dung co ché& loc goi PPTP
may chti c6 thé ngdn cam, chi c6 thé cho phép truy nhip vao Internet,
mang riéng hay truy nhap ca hai.

Thié€t 1ap may chi PPTP tai site mang c6 thé han ché néu nhw may
chtt PPTP nam sau twong Itta. PPTP duoc thiét ké sao cho chi c6 mot
cong TCP 1723 dwogc str dung dé chuyén dir liéu di. Nhwoc diém cuia
ciu hinh cdng nay c6 thé l1am cho bic twong Itvra dé bi tAn cong. Néu
nhw birc twong dwgc ciu hinh dé loc géi tin thi can phai thiét l4p né
cho phép GRE di qua.

M6t thiét bi khac dwoc dua ra nam 1998 do hiang 3Com cé chikc
nang twong tw nhw may chi PPTP goi la chuyén mach dwong hdm. Muc
dich ctia chuyén mach dwong him la mé rong dwong hdm tlr mot mang
dén mot mang Khac, trdi rong dwong him tir mang ctia ISP dén mang
riéng. Chuyén mach dwong him cé thé dwoc st dung tai birc twong Iiva
lam tang kha nang quan ly truy nhap tir xa vao tai nguyén cia mang
noi bd. N6 cé thé kiém tra cac goi tin dén va di, giao thirc cia cac khung
PPP hodc tén ciia nguwoi dung tw xa.
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Phdn mém Client PPTP

Cac thiét bi ctia ISP da ho trg PPTP thi khong cAn phan citng hay
phan mém bé sung nao cho cdc may tram, chi cAn mét két ndi PPP
chuin. Néu nhu cac thiét bi cia ISP khéng ho tro PPTP thi mot phan
mém ng dung Client van c6 thé tao lién két ndi bao mat bang cac dau
tién quay sd két ndi t&i ISP bang PPP, sau d6 quay s mot Ian nita thong
qua cong PPTP 4o dwoc thiét 1ap & may tram.

Mdy chti truy nhdp mang

May chu truy nhap mang Network Access Server (NAS) con cé tén
goi la may chu truy nhap tir xa hay b tap trung truy nhap. NAS cung
cip kha nang truy nhip dwong diy dwa trén phan mém, c6 kha nang
tinh cwéc va c6 kha nang chiu dirng 16i tai ISP, POP. NAS ctia ISP dwoc
thiét ké cho phép mot s6 lwong 1én ngwoi dung co thé quay so6 truy
nhip vao cung mot ldc. Néu mot ISP cung cap dich vu PPTP thi can phai
cai mot NAS cho phép PPTP d€ ho tro cac client chay trén cac hé diéu
hanh khac nhau. Trong trwong hgp nay may chua ISP dong vai tro nhw
mot client PPTP két n6i véi may cht PPTP tai mang riéng va may chu
ISP tré thanh mot diém cudi cia dwong ham, diém cudi con lai may chu
tai ddu mang riéng

4.1.7 Uu diém ctiia PPTP

Uu diém ctia PPTP la dwoc thi€t ké dé hoat dong & 1&p 2 trong khi
IPSec chay & 16p 3 ctia m6 hinh OSI. Viéc ho trg truyén dit liéu & 16p 2,
PPTP c6 thé lan truyén trong dwdng hAm bang cac giao thirc khic IP
trong khi IPSec chi c6 thé truyén cac goéi tin IP trong dwong ham.

PPTP la mot giai phap tam thai vi hiu hét cac nha cung cdp dich vu
déu c6 ké hoach thay d6i PPTP bang L2TP khi giao thirc nay da dwoc
ma hod. PPTP thich hop cho viéc quay s6 truy nhp véi s6 lwong ngwoi
dung gi¢i han hon 1a VPN két néi LAN-LAN. Mot van dé cia PPTP la x&
ly xac thwe ngwdi thong qua hé diéu hanh. May chi PPTP ciing qua tai
v&i mot sO lwong ngwoi dung quay sé truy nhap hay mét lvu lwong 16n
d@ liéu truyén qua, diéu nay 1a mot yéu ciu ctia két noi LAN-LAN. Khi
sttr dung VPN dua trén PPTP ma c6 ho tro thiét bi ISP mot s6 quyén
quan ly phai chia s& cho ISP. Tinh bdo mit cia PPTP khong mang bang
[PSec. Nhuwng quan ly bao mat trong PPTP lai don gian hon.
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Khé khan 16n nhat gdn kém véi PPTP 13 co ché yéu kém vé bao mat
do n6 dung ma héa déng bd trong khéa dwgc xuit phat tir viéc no st
dung ma héa déi xirng la cach tao ra khéa tir mat khau cua ngwoi dung.
biéu nay cang nguy hiém hon vi mit khau thwong giri dwdi dang phoi
bay hoan toan trong qué trinh xac nhin. Giao thirc tao dworng ham ké
ti€p (L2F) dwoc phat trién nham cai thién bdo mat véi muc dich nay.

4.2.L2TP
4.2.1. Gio’i thiéu vé L2TP

IETF da két hop hai giao thirc PPTP va L2F va phat trién thanh
L2TP. N6 két hop nhitng dic diém tot nhat ctia PPTP va L2F. Vi viy,
L2TP cung cap tinh linh dong, c6 thé thay doi, va hiéu qua chi phi cho
gidi phap truy cip tlr xa ctia L2F va kha nang két ndi diém diém nhanh
cua PPTP.

Do d6 L2TP la sw tron 1an ca hai dic tinh cua PPTP va L2F, bao

Y

gom:
= L2TP ho tr¢ da giao thitc va da cong nghé mang, nhu IP, ATM,
FR, va PPP.

» L2TP khong yéu cau viéc trién khai thém bat ctr phan mém nao,
nhw diéu khién va hé diéu hanh hé tro. Do d6, ca ngwoi dung va mang
riéng Intranet cling khong can trién khai thém cac phdn mém chuyén
biét.

= L2TP cho phép nguwoi dung tir xa truy cap vao mang tir xa thong
qua mang cong cdng v&i mot dia chi IP chwa dang ky (hoac riéng tw).

Qua trinh xac nhan va chirng thwc ciia L2ZTP dwoc thwc hién boi
cobng mang may chd. Do dd, ISP khong can gitr dit liéu xac nhin hoac
quyén truy cdp cua ngwoi dung tir xa. Hon niva, mang riéng intranet cé
thé dinh nghia nhitng chinh sach truy cdp riéng cho chinh ban than.
biéu nay lam qui trinh xt& Iy cta viéc thiét Iap dwong hdm nhanh hon
so v&i giao thirc tao ham truwéc day.

biém chinh ctia L2TP tunnels la L2TP thiép 1ap dwong ham PPP
khong giong nhw PPTP, khong két thic & gan vung cia ISP. Thay vao
dé, nhitng dwong hAm mé rong dén cong cia mang may chu (hoic
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dich), nhw hinh 3.23, nhitng yéu cau cua dwong hdm L2TP cé thé Khéi
tao b&i ngwoi dung tir xa hodc béi cong cha ISP.

Diéu khién

Két ndi ISP’s Intranet mang
=B | £ £ e
e @G

L L |8 ;’3
Nguoi NAS  LAC LNS
strdung
Q )
Puwong hdm L2TP
< m— P
Két néi PPP

Hinh 4.2.1.1 : Pwong hAm L2TP

Khi PPP frames dwoc gti thong qua L2TP dwong ham, ching
dwoc dong gbi nhw nhirng thong diép User Datagram Protocol (UDP).
L2TP dung nhirng théng diép UDP nay cho viéc tao ham dir liéu cling
nhw duy tri dwong him. Ngoai ra, dwong hdm dir liéu va dwong him
duy tri goi tin, khong giéng nhirng giao thirc tao him truwéec, ca hai cé
cung cdu trac goi dir liéu.

4.2.2 Dir liéu dwong ham L2TP

Twong tw PPTP tunneled packets, L2ZTP dong géi dit liéu trai qua
nhiéu ting déng géi. Sau day la mét so giai doan déng goi ctia L2TP
data tunneling:

PPP déng goi dir liéu khong giong phwong thirc déng goi cla
PPTP, dit liéu khong dwoc ma hoa trwére khi dong gbi. Chi PPP header
dwoc thém vao dir liéu payload goc.

L2TP dong go6i khung caa PPP. Sau khi original payload dwoc
dong gdbi bén trong mdt PPP packet, mét L2TP header dwoc thém vao
no.

UDP Encapsulation of L2TP frames. K& ti€p, géi dit liéu dong goi
L2TP dwgc dong gbi thém nira bén trong mot UDP frame. Hay néi cach
khac, mot UDP header dwgc thém vao L2TP frame dd dong goi. Cong
nguon va dich bén trong UDP header dwgc thiét 1ap dén 1710 theo chi
dinh.

Data
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Hinh 4.2.2.1 : Qua trinh hoan tit cda dir liéu qua dwong ham

Pong gbi tang Data Link. Phan dau va phan cudi ting Data Link
cuoi cung dwgc thém vao goi dir liéu IP xuat phat tir qua trinh déng goi
IP cu6i cung. Phan diu va phan cubi cia ting Data Link gitup géi dit liéu
di dén nuat dich. Néu nit dich 1a ndi b, phan dau va phin cudi ting Data
Link dwoc dwa trén céng nghé LAN (vi du, ching c6 thé la mang
Ethernet).

Qui trinh xtr ly de-tunneling nhitng géi dit liéu L2TP da tunnel
thi ngwoc lai véi qui trinh dwong ham. Khi mot thanh phan L2TP (LNS
hodc ngwoi dung cubi) nhan dwgc L2TP tunneled packet. K€ ti€p, goi
di liéu dwoc xi Iy sdu hon va phan IP header dwoc g& bd. Géi dir liéu
sau d6 dwoc xac nhan bang viéc stt dung thong tin mang theo bén trong
phan IPSec ESP header va AH trailer. Phan IPSec ESP header ciing dwoc
dung dé giadi ma va ma héa thong tin. K€ ti€p, phin UDP header duwgc
xt ly ro6i loai ra. Cudi cung, phan PPP header dwoc xtt ly va dwoc go bo
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va phan PPP payload dwoc chuyén hwéng dén protocol driver thich
hop cho qui trinh x ly.

Data IP ESP L2TP PPP Data AH Data
Link Trailer Link
Header | Header | Header | Header
l D& goi Data Link
P EsP | LotP | PPP | Data | AH
Trailer
Header | Header | Header | Header
l D& goi IP
ESP L2TP PPP | Data |AH Trailer
Header | Header | Header

l D& goi IPSec

L2TP PPP Data

Header | Header

l D& g6i L2TP

PPP Data

Header

l D& g6i PPP

Data

Hinh 4.2.2.2 : M6 ta qui trinh xt ly de-terrrersng géi div liéu L2TP

4.2.3 Ché dé dwong ham L2TP

L2TP ho tro 2 ché dd - ché d6 dwong hAm bat budc va ché do
dwong hAm tw nguyén. Nhitng dwdong hdm nay gitt mot vai tro quan
trong trong bdo mét giao dich dir liéu tir diém cudi dén diém khac.

Trong ché dé dwong hdm bat budc, khung PPP tir PC & xa dworc
tao dwong hadm trong suét téi mang LAN. Diéu nay cé nghia la Client &
xa khong diéu khién dwong ham va no sé xuit hién nhw né dwoc két
ndi chinh xac téi mang cong ty thong qua mot két n6i PPP. Phan mém
L2TP sé thém L2TP header vao mdi khung PPP c4i ma dwgc tao dwdng
ham. Header nay dwoc sit dung &@ mot diém cudi khac cia dwong ham,
noi ma goi tin L2TP c6 nhiéu thanh phan,
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Mang LAN

Remote PC
E Internet Gateway

) \_ 12TP Tunne 5 ) k///,—l—rl_r
PPP Client ! (LAC) \‘\_/_I (LNS

Két ndi PPP P Tiéu @& IP moi

L2TP | Tieu dé thong diep L2TP

PPP Tiéu dé PPP PPP
IP Tiéu d& IP gbc IP =
Payload | Taitin Payload Payload

| PAN NPA

Hinh 4.2.3.1 : Ché& d6 dwong hAm bat budc L2TP.
Céac budc thiét 1ap L2TP dwong him bat budc dwoc mo ta trong

hinh 3.28 theo cac budc sau:

(1) Ngwoi dung tir xa yéu ciu mot két néi PPP tir NAS dwoc dit tai
ISP site.

(2) NAS xac nhan nguoi dung. Qui trinh xac nhan nay ciing giap
NAS biét dwgc cach thirc ngwoi dung yéu cau két noi.

(3) Néu NAS tw do chap nhan yéu ciu két noi, mot két néi PPP dwoc
thiét 1ap gitra ISP va ngwoi dung tir xa.

(4) LAC khéi tao mot L2TP tunnel dén mét LNS & mang chu cudi.

(5) Néu két néi dwoc chdp nhan béi LNS, PPP frames trai qua qua
trinh L2TP tunneling. Nhitng L2TP-tunneled frames nay sau dé dwoc
chuyén dén LNS thong qua L2TP tunnel.

(6) LNS chip nhin nhirng frame nay va phuc héi lai PPP frame géc.

(7) Cudi cung, LNS xac nhin nguwoi dung va nhin cac goi dir liéu.
Néu nguwoi dung dwoc xac nhan hop 1€, mot dia chi IP thich hop dwoc
anh xa dén frame

(8) Sau d6 frame nay dwoc chuyén dén niat dich trong mang
intranet.
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Kétndi ISP’ Intranet Diéu khién mang

o -
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| ¢¢Sa .sb& oAis’ "a
Nguoi st NAS  LAC LNS
dung
O G
Ui
yéu cFt
@ Xac
nhan
« K }
@ Thiet ——p @ B4t dau dwong hdm
1ap ket noi & Thiét lap két néi
©® Khung duwd'ng hdm LZTE
@ Xac nhan
nguwdi dung tw
—_—

Chuyén t&i nat

Hinh 4.2.3.2 Thiét 1ap mot dwong ham bat budc
Ché dé dwong hdm tw nguyén co Client & xa khi gin lién chirc
nang LAC va n6 c6 thé diéu khién dwong ham. Tt khi giao thirc L2TP
hoat dong theo mdt cach y hét nhw khi stt dung dwong him bat budc,
LNS sé khong thiy sw khac biét gitra hai ché do.

Két nbi PPP toi ISP
3 Mang LAN
Remote PC A= Rt

Gateway

L2TP Client I
LAC I

Két ndi PPP t&i LNS

P Tiéu dé IP moi

L2TP | Tieu dé thong digp L2TP

Tiéu dé PPP PPP
Tiéu dé IP gbc IP P
— Payload Payload

N =

Hinh 4.2.3.3 Ché d6 dwong ham tw nguyén L2TP.
Thuén loi 1én nhat cia dwong hdm tw nguyén L2TP 1a cho phép
nguoi dung tir xa két néi vao internet va thiét Iap nhiéu phién lam viéc
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VPN dong thoi. Tuy nhién, dé irng dung hiéu qua nay, ngwdi dung tir xa
phai dwgc gan nhiéu dia chi IP. Mot trong nhirng dia chi IP dwoc dung
cho két ndi PPP dén ISP va mot dwoc dung dé hd trg cho moi L2TP
tunnel riéng biét. Nhwng loi ich nay cling la mét bat lgi cho nguwoi dung
tlr xa va do d6, mang chu cé thé bi ton hai béi cic cudc tin cong.

Viéc thiét 1ap mot voluntary L2TP tunnel thi don gidn hon viéc
thiét 1ap mot duwdng him bat budc béi vi ngwoi dung tir xa ddm nhiém
viéc thiét 1ap lai két n6i PPP dén diém ISP cudi. Cac buéc thiét lap
dwong ham tw nguyén L2TP gom :

(1) LAC (trong trwong hop nay la ngwoi dung tir xa) phat ra
mot yéu ciu cho mét dwong hAm tw nguyén L2TP dén LNS.

) Néu yéu ciu dwong hdm dwoc LNS chip nhin, LAC tao
haAm cac PPP frame cho mdi sw chi ré L2TP va chuyén hwéng nhitng
frame nay thong qua dwong ham.

3) LNS chdp nhidn nhitng khung dwong ham, lwu chuyén
théng tin tao ham, va x Iy cac khung.

4 Cudi cung, LNS x4c nhin nguwdoi dung va néu nguwoi dung
dwoc xac nhin thanh c6ng, chuyén hwdng cac frame dén nit cudi trong
mang Intranet.

Diéu khién

Nguwoi ISP’s Intranet mang

sv

.-g\ ‘ /
!\b\\\\',
K i
‘\\\\ '
|
§ %
X
¢

® a) Gui ® b) GUri yéu cau

Chap nhan/ t

ALAS
@ Cac khung L2TP
- ————— B

® G& bo thong tin dwdng

@ a) Xac nhan ngwdi dung

@ b) Cac RHung

chuyén t&i nat dich

Hinh 4.2.3.4 : Thiét 1ap L2TP dwong ham ty nguyén.
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4.2.4 Nhirng thudn lg’i va bdt loi ctia L2ZTP
Thuan loi chinh cia L2TP dwoc liét ké theo danh sach dwéi day:

e L2TP la mét gidi phap chung. Hay néi cach khac n6 la mot nén
tang doc 1ap. N6 ciing hd tro nhiéu cdng nghé mang khac nhau. Ngoai
ra, né con ho trg giao dich qua két ndi WAN non-IP ma khong cin mot
[P.

e L2TP tunneling trong sudt doi véi ISP giéng nhw ngwoi dung tir
xa. Do d6, khong doi hoi bat ky ciu hinh nao & phia ngwdi dung hay &
ISP.

e L2TP cho phép mot to chirc diéu Khién viéc xac nhan ngudi dung
thay vi ISP phai lam diéu nay.

e L2TP cung cip chirc nang diéu khién cip thap c6 thé gidm cac goi
di liéu xudng tuy y néu dworng hdm qua tai. Piéu nay lam cho qua trinh
giao dich bang L2TP nhanh hon so véi qua trinh giao dich bang L2F.

e L2TP cho phép ngudi dung tir xa chwa dang ky (hodc riéng tw)
dia chi IP truy cap vao mang tir xa thong qua mét mang cong cong.

e L2TP nang cao tinh bao mat do st dung IPSec-based payload
encryption trong sudt qua trinh tao ham, va kha nang trién khai xac
nhan IPSec trén tirng goi dir liéu.

Ngoai ra viéc trién khai L2TP ciling gap mdt s6 bat loi sau:

» L2TP chdm hon so v&i PPTP hay L2F béi vi n6 dung IPSec dé xac
nhin moi gdi di¥ liéu nhan duorc.

= Maic du PPTP dwoc lwu chuyén nhw mét giai phap VPN dung san,
mot Routing and Remote Access Server (RRAS) can cé nhitng cdu hinh
mo rong.

4.3 IPSec
4.3.1 Gidi thiéu vé IPSec

IPSec 1a mot khung cta cac tp giao thirc chuan mé dwoc thiét ké
dé cung cip sw xac thwc dir liéu, tinh toan ven dit liéu, va sw tin ciy di
lieu.
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IPSec
Framework

Choices:

| P
ESP  oay AW

IPSec Protocol

Encryption DES 03& AES
ANy
Authentication MD5 SHA
Diffie-Hellman

o e

Hinh 4.3.1.1 So d6 khung IPSec
IPSec chay & 1&p 3 va str dung IKE dé thiét1ap SA gitra cac d6i twong

ngang hang. Duwéi diy la cac doi twong can dwoc thiét 1ap nhw 1a mot
phan cua su thiét 14p SA.

»  Thuat toan ma hoa.

»  Thuat toan bam (Hash).

»  Phuong thirc xac thuec.

»  Nhoém Diffie-Hellman.

Chirc ndng cia IPSec la d€ thiét 1ap sw bdo mit twong rng gitra hai
doi twong ngang hang. Sw bao mit nay xac dinh khod, cac giao thirc, va
cac thuit toan dwoc str dung gitra cdc d6i twong ngang hang. Cac SA
IPSec c6 thé chi dwoc thiét lap nhw 1a v hwdng.

Sau khi géi tin dwoc chuyén téi tdng mang thi goi tin IP khong
gan lién v&i bao mat. Bdi vay, khong cam doan rang IP datagram nhan
dwoc la:

- Tlr ngudi gvi yéu cau.

- Di¥ liéu gbc tir ngwoi gii.

- Khong bi kiém tra béi bén th 3 trong khi géi tin dang dwoc glri
tlr nguon téi dich.

IPSec la mot phwong phap dé bao vé IP datagram. IPSec bao vé
IP datagram bang cach dinh nghia mdt phwong phap dinh r6 lwu lwong
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dé bao vé, cach lvu lwong d6 dwoc bdo vé va lwu lwgng d6 dwoc g téi
ai. IPSec c6 thé bdo vé gbi tin gitta cic host, gitra cong an ninh mang,
hodc gitra cic host va cong an ninh. IPSec cling thwc hién dong géi dir
liéu va xt Iy cac thong tin dé thiét lap, duy tri, va huy bé dwong him
khi khong dung dén nira. Cac gdi tin truyén trong dwong him cé khuon
dang gidng nhw cac géi tin binh thwong khac va khong lam thay doi cac
thiét bi, kién tric cling nhw cic &rng dung hién cé trén mang trung gian,
qua d6 cho phép gidm dang ké chi phi dé trién khai va quan ly.

N6 1a tap hop céc giao thirc dwoc phat trién b&i IETF dé ho tro
suw thay doi bdo mat cua goi tin & ting IP qua mang vét ly. IPSec dwogc
phat trién rong rai dé thwc hién VPN. IPSec ho tro hai ché d6 ma hoa:
transport va tunnel

Ché d¢ transport chi ma hoa phan payload ciia moi goi tin,
nhung bé di phan header khéng s& dén. O bén nhan, thiét bi
[PSec_compliant s€ gidi ma twng goi tin.

Ttemet )

C > O
\'\d\jj

St dung ché do Transport (Tunnel) Gitra hai Host

IP Header | TCP Header Data
Transport
Mode
IP Header IPSec TCP Header Data

gée Header gbe

o IP Header bén ngoai o o M_é hoa -
< — >< >

Hinh 4.3.1.2 Ché d0 Transport

Mode transport bao vé phan tai tin cia géi dix liéu, cic giao thirc &
1&6p cao hon, nhwng van chuyén dia chi IP nguon & dang “clear”. Pia chi
IP nguén dwoc st dung dé dinh tuyén cac géi dir liéu qua mang
Internet. Mode transport ESP dwgc st dung gitra hai may, khi dia chi
dich cudi cung la dia chi may cta chinh ban thin né. Mode transport

cung cap tinh bdo mat chi cho cac giao thirc 1&6p cao hon.
Nhwoc diém cua ché dé nay la n6 cho phép céc thiét bi trong
mang nhin thay dia chi nguén va dich cua géi tin va cé thé thuc hién
mot sd x& ly (nhw phén tich lwu lwong) dwa trén cac thong tin cta tiéu
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dé IP. Tuy nhién, néu dit liéu dwgc ma héa béi ESP thi sé khong biét
dwogc thong tin cu thé bén trong gbi tin IP 1a gi. Theo IETF thi ché do
truyén tai chi cé thé dwoc st dung khi hai hé thong dau cudi IP-VPN c¢6
thuc hién IPSec.

Ché do tunnel ma héa ca phan header va payload dé cung cap sw
thay d6i bao mat nhiu hon ctia goéi tin. O bén nhan, thiét bj
IPSec_compliant sé gidi ma tirng goi tin. Mot trong nhiéu giao thirc pho
bién dwgc st dung dé xay dung VPN la ché d6 dwong ham IPSec.

G'::::zi (Tternet ) Gs:::a,
I ER—_E

Chi str dung ché d6 Tunnel giiva 2 Gateways
An di dia chi IP cia mang an toan

IP Header | TCP Header Data
Tunnel
Mode
New IP IPSec |P Header | TCP Header Data
Header Header gbe gbc

Ma hoa

>
<

A 4

_,IP Header bén ngoéi‘;‘ P Header'ben trong

<€

Hinh 4.3.1.3 Ché& d6 tunnel
Ché dd nay cho phép cac thiét bi mang nhw b dinh tuyén thuc

hién x® ly IPSec thay cho cac tram cu6i (host). Trong vi du trén hinh
3.9, bd dinh tuyén A xtr ly cac goi tir tram A, givi chiing vao dwong ham.
B0 dinh tuyén B xtt Iy cdc g6i nhan dwoc trong dwong hdm, dwa vé dang
ban dau va chuyén chiing t&i tram B. Nhw vay, cac tram cu6i khong can
thay d6i ma van cé dwoc tinh an ninh dit liéu cta IPSec. Ngoai ra, néu
st dung ché do dwong ham, cac thiét bi trung gian trong mang sé chi
nhin thdy dwoc cac dia chi hai diém cu6i cia dwong ham (& day la cac
b6 dinh tuyén A va B). Khi str dung ché dé dwdng hdm, cdc dau cudi cla
[PSec-VPN khong can phai thay doi tng dung hay hé diéu hanh.
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Tram A Tram B

g B6 dinh tuyén A Bo dinh tuyén B Q

4—( Buwong hdm IPSec (9—»

Hinh 4.3.1.4: Thiét bi mang thwc hién trong IPSec trong ché do
dwong ham

AH trong mode Transport

| IP HDR | DATA |

\/

—  Authenticated Header and Data .

IP HDR AH HDR DATA

AH trong mode Tunnel

Tunnel HDR IP HDR DATA

\

-«— Everything is Authenticated @————»

New IP HDR AH HDR IP HDR DATA

Hinh 4.3.1.5 AH trong mode Tunnel va transport
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ESP trong mode Transport

IP HDR DATA

\

<+— Encrypted Data —»

IP HDR ESP HDR Encrypted Data ESP

ESP trong mode Tunnel

Tunnel HDR IP HDR DATA

\ \

New IP HDR ESP HDR Encrypted Original IP Header and Data ESP

«—— Everything is Optionally Authenticated ——|

Hinh 4.3.1.6 ESP trong mode Tunnel va transport

IPSec dwoc phat trién cho li do bdo méit bao géom tinh toan ven
khéng két néi, xac thwc dir liéu gbc, anti_replay, va ma hoéa. IETF dinh
nghia theo chirc nang cua IPSec.

» Tinh xdc thwc: Moi ngwoi déu biét 1a dir liéu nhin dwoc giéng
vai dir liéu dwoc glvi va nguoi glri yéu cau la nguwdi giri hién tai.

= Tinh toan ven: Dam bao rang dir liéu dwoc truyén tir nguon t&i
dich ma khong bi thay do6i hay c6 bat ky sw xao trén nao.

» Tinh bdo mdt: Nguwoi glvi c6 thé ma héda cac goi dir liéu truedre khi
truyén qua mang cong cong va dir liéu sé dwoc gidi ma & phia thu. Bang
cach lam nhw vay, khong mot ai c¢6 thé truy nhdp thong tin ma khong
dwoc phép. Tham chi néu ldy dwoc cling khéng doc dworc.

» Md héa: M6t co ciu co ban dwoc st dung dé cung cip tinh bao
mat.

» Phdn tich lvu lwong: Phan tich luong lwu lwgng mang cho muc
dich khiu trir thong tin hitu ich cho ké thu. Vi du nhw théng tin thwong
xuyén dwoc truyén, dinh danh cta cac bén d6i thoai, kich c& géi tin,
dinh danh luéng st dung, vv..
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= SPI: Viét tit cia chi s6 tham s an toan (security parameter
index), n6 la chi s6 khéng c6 két ciu ré rang, dwoc st dung trong lién
két v&i dia chi dich dé dinh danh lién két an toan tham gia.

Phuwong phap bado vé IP datagram bang cach st dung
mot trong cac giao thirc IPSec, Encapsulate Security Payload (ESP)
hodc Authentication Header (AH). AH cung cap ching cit gdc ctia goi
tin nhén, toan ven dir liéu, va bao vé anti_replay. ESP cung cip cai ma
AH cung cap céng véi tinh bdo méat div liéu tuy y. Nén tdng bdo méat
dwoc cung cip béi AH hodc ESP phu thudc vao thuit toan ma hoéa ap
dung trén chung.

Dich vu bdo mit ma IPSec cung cip yéu cau Khéa chia sé dé thuc
hién tinh xac thuc va bao mat. Giao thirc khoa chia sé l1a Internet Key
Exchange (IKE), la m6t phwong phap chuin cta xac thuc IPSec, dich vu
thwong lwong bao mat, va phat sinh khéa chia sé.

4.3.2 Lién két an toan

Mot lién két an toan SA 1a mét lién két don hinh, ma cac dich
vu bdo méat cho phép truyén tai n6. Mot SA chinh 1a mot sy théa thudn
gitta hai dau két ndi cuing cip chang han nhuw giao thitc IPSec. Hai giao
thirc AH va ESP déu st dung SA, va né la chirc ndng chinh cua giao thirc
trao doi khoa IKE. Vi SA la lién két don hinh (c6 nghia la chiing chi lién
két theo mét hwdng duy nhat) cho nén cac SA tach biét dwgc yéu ciu
cho cac lwu lvong givi va nhan. Cac géi SA duwgc st dung dé mo ta mot
tap hop cac SA ma dwoc 4p dung cho cac goi dir liéu géc dwoc dwa ra
b&i cac host. Cac SA dwoc thda thuin gitta cac két néi cung cap thong
qua giao thirc quan Iy khéa chang han nhw IKE. Khi théa thuin clia mot
SA hoan thanh, ca hai mang cung cip doé lwu cac tham sé SA trong co
s& dir liéu lién két an toan (SAD) cia ching. Mot trong cac tham sé cia
SA la khoang thoi gian séng (life time) ctia né. Khi khodng thoi gian ton
tai cia mo6t SA hét han, thi SA nay sé dwoc thay thé béi mot SA méi
hodc bi huy bd. Khi mét SA bi hily bo, chi muc cia né sé dwoc xéa bo
khéi SAD. Cac SA dwoc nhin dang duy nhit bédi mét bd ba chiva chi s
cta tham s6 lién két an toan SPI, mét dia chi IP dich, va mét giao thirc
cu thé (AH hoac ESP). SPI dwgc st dung két hop véi dia chi IP dich va
s6 giao thirc dé tra ciru trong co s& dir liéu dé biét dwoc thuit toan va
cac thong s lién quan.
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A B

_—— = _—
BPuwong ham IP an toan.

1. Dia chi IP dich.
SA 2. Giao thirc an toan. SA

3. Khoa bi mat.
4. Ché do dong goi.
5. (SPI).

Hinh 4.3.2.1 Lién két an toan
Chinh sach

Chinh sach IPSec dwoc duy tri trong SPD. Mdi c6ng vao cla
SPD dinh nghia lwu lwgng dwoc bao vé, cach dé bao vé né va sw bao vé
dwoc chia sé véi ai. V&i moi goi tin di vao va roi khoi hang dei IP, SPD
phai dworc tra ctru.
M6t cong vao SPD phai dinh nghia mét trong ba hoat dong:
» Discard: khéng dé goéi tin nay vao hodc ra.
» Bypass: khong ap dung dich vu bao mat cho goi tin di ra va khéng
doi hoi bao mat trén gai tin di vao.
» Protect: 4o dung dich vu bdo mit trén géi tin di ra va yéu cau goi
tin di vao c6 4p dung dich vu bao mat.

Lwu lwong IP dwoc tao ra thanh chinh sach [PSec bé&i ngwoi chon
lwa. Ngwoi lwa chon IPSec la: dia chi IP dich, dia chi IP ngu6n, tén hé
thdng, giao thirc tAng trén, cong nguon va cong dich va do6 nhay cta dir
liéu.

SPD ghi vao dinh nghia hoat dong “bao vé” sé dwoc chi ro trén SA
ma dinh danh trang thai st dung dé bao vé goi tin. Néu mot cong vao
SPD khong dwoc chi dinh r6 trong bat ky SA nao trong co sé dir liéu SA
(SAD), SA nay sé phai dwoc tao trwére khi bat ky lwu lwong nao c6 thé
di qua. Néu luat dwgc ap dung téi lwu lwong di vao va SA khong ton tai
trong SAD, géi tin sé bi bé di. Néu n6 dwoc 4p dung cho lwu lwong dira,
SA c6 thé dwoc tao khi str dung IKE.

Kién trac IPSec dinh nghia sw twong tac ctia SAD va SPD véi chike
nang xtr ly IPSec nhw dong gdéi va d& goi, ma hoa va giai ma, bao vé tinh
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toan ven va xac minh tinh toan ven. N6 cling dinh nghia cach thyc thi
IPSec khac nhau cé thé ton tai.

Khi nhin dwoc goi tin vao may tinh thi diu tién may tinh dé tham
khao co s& dir liéu vé chinh sach. Trong treong hop can xtr 1y thi xi ly
header, tham khao co s& dit liéu, tim dén SA twong &ng.

X0 ly g6i tin di vao

IPSec IP g IP
Data Header | Header | tsssssmssussies: » Data Hoadar
Dia chi
Security IP dich
F.mtowl(sp)/ \
SAD SPD

Hinh 4.3.2.2 Chinh sach IPSec: x( 1y géi tin dau vao
Khi goéi tin ra ttr mot may thi cling phai tham khao co s¢& dit liéu
chinh sach. C6 thé xay ra 3 truong hop:
- C4m hoan toan, géi tin khéng dwoc phép truyén qua.
- Pwoc truyén qua nhwng khong c6 ma héda va xac thue.

- Co SA twong irng

XU ly goi tin dira

IP IPSec IP
Data Hhaar ...................' ........... > Data Header ERREEE

Nguoi lwa chon
chinh sach
SPD SAD

Hinh 4.3.2.3 Chinh sach IPSec: xtr ly g6i tin dau ra.

4.3.3. Qua trinh hoat déng cua IPSec
[PSec doi héi nhiéu thanh phan cong nghé va phwong phap ma héa.
Hoat dong cia IPSec c6 thé dwoc chia thanh 5 bwéc chinh:
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E— Router Router _-E

A B
1. Host A gli lwu lwong truyén dén host B.
2. Routers A va B thwong lwgng phién IKE pha 1.

| RS

3.Routers A va B thuwong lwong phién IKE pha 2.

4. Théng tin dwoc trao déi thdng qua dwdng ham IPSec.

«— e D———>

5. Bworng ham IPSec két thuc.

—aEw

Hinh 4.3.3.1 Cac buéc hoat dong cua IPSec

Host A Host B

— Router A Router B =
L b -5 D I
— u H —

Hinh 4.3.3.2 Sor d6 két n6i hai Router chay IPSec

Muc dich chinh cia IPSec la dé bao vé luéng dir liéu mong mudn
v&i cac dich vu bao mét can thiét. Qua trinh hoat déng ctia IPSec dwoc
chia thanh nam buéc:

»  Xac dinh luong traffic cin quan tdm: Ludng traffic dwgc xem
12 cAn quan tAm khi d6 cac thiét bi VPN cong nhan rang ludng traffic
ban muén gtri can bao vé.

»  Buwéc 1 IKE: Gitra cac doi twong ngang hang (peer), mot tip
cac dich vu bao mat dwoc thoa thuan va cong nhan. Tap dich vu bao
mat nay bao vé tt ca cac qua trinh trao déi thong tin tiép theo gitra cac
peer.

»  Buéc 2 IKE:IKE thoa thudn cac tham s6 SA IPSec va thiét 1ap
“matching” cac SA IPSec trong cic peer. Cac tham sé bao mit nay dwoc
stt dung dé bao vé dir liéu va cac ban tin dwoc trao doi gitra cac diém
dau cudi. K&t qua cudi cung cta hai bwéc IKE 1a mot kénh thong tin bao
mat dworc tao ra gitra cac peer.

»  Truyén dit liéu: Dir liéu dwoc truyén gitra cic peer IPSec trén
co s cac thong s6 bdo mat va cac khod dwoc lwu trir trong SA database.
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»  Kétthuc dwong ham “Tunnel”: K€t thic cac SA IPSec qua viéc

x0a hay timing out.

Nam bwéc dworc tong két ctia IPSec

Bwérc Hoat Miéu ta
dong
1 Lwu Lwu lwong dwoc cho rang dang

lwong truyén
bat dau qua
trinh IPSec

truyén khi chinh sach bao mit IPSec
da ciu hinh trong cac bén IPSec bat
dau qua trinh IKE.

2 IKE pha IKE xac thwc cac bén IPSec va
mot thwong lwong cac IKE SA trong sudt
pha nay, thiét 1ap kénh an toan cho
viéc thwong lwong cac IPSec SA trong
pha hai.
3 IKE pha IKE thwong lwong tham sd IPSec
hai SA va cai dat IPSec SA trong cac bén.
4 Truyén Dir liéu dwoc truyén giira cac bén
di liéu IPSec dwa trén tham sd IPSec va
nhirng khéa dwogc lwu trong CSDL cua
SA.
5 Két thuc IPSec SA két thic qua viéc x6a

dwong ham
IPSec

hoac hét thoi gian thwe hién.

4.3.4. Nhitng han ché cua IPSec

Maic du IPSec da san sang dwa ra cac dic tinh can thiét dé€ dam

bdo thiét 1ap két ndi VPN an toan théng qua mang Internet, nd van con

& trong giai doan phat trién dé huwdng téi hoan thién. Sau diy 1a mét s6

van dé dat ra ma IPSec can phai gidi quyét dé ho tro tot hon cho viéc
thwc hién VPN:

» T4t ca cac goi dwoc xtr ly theo IPSec sé bi tang kich thwéc do phai

thém vao cac tiéu dé khac nhau, va diéu nay lam cho théng lwgng hiéu
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dung cia mang gidm xudng. Van dé nay c6 thé dwoc khic phuc bang
cach nén dit liéu trwérc khi ma hda, song cac ki thuat nhw vdy van con
dang nghién ctru va chwa dwoc chuin hoa.

= [KE van la céng nghé chwa thuc sw khang dinh duwoc kha ning
cia minh. Phwong thirc chuyén khéa thi cong lai khong thich hop cho
mang c6 s6 lwong 1én cac doi twong di dong.

= [PSec dwoc thiét ké chi d€ ho tr¢ bao mat cho lwu lwong IP, khong
ho tro cac dang lwu lwong khéc.

= Viéc tinh todn nhiéu giai thuat phitc tap trong IPSec van con la
mot vian dé khé doi véi cac tram lam viéc va may PC nang luc yéu.

= Viéc phan phdi cac phan cirng va phAm mém mat ma van con bi
han ché d6i v&i chinh phi mot s6 quoc gia.

4.4 SSTP

4.4.1. Gio'i thiéu vé SSTP

SSTP (Secure Socket Tunneling Protocol) 1a mot dang ctia két
ndi VPN trong Windows Vista va Windows Server 2008. SSTP st dung
cac két n6i HTTP da dwoc ma héa SSL dé thiét Iap mot két noi VPN dén
VPN gateway. SSTP la moét giao thirc rat an toan vi cic théng tin quan
trong cia nguoi dung khéng dwoc giri cho téi khi c6 mot “dwong ham”
SSL an toan dwoc thiét 1ap véi VPN gateway. SSTP cling dwgc biét dén
v&i tw cach 1a PPP trén SSL, chinh vi thé n6 ciling cé nghia la ban c6 thé
st dung cac co ché chirng thwc PPP va EAP dé bao dam cho cac két néi
SSTP dwoc an toan hon.

Windows Vista SP1 Client

High Speed VPN
SSTP Server
Port: 443

Firewall
Allow Port: 443

Hinh 4.4.1.1 SSTP-VPN
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4.4.2 Ly do s dung SSTP trong VPN
Mang riéng do VPN cung cAp mdt cach két néi tir xa dén hé théng
mang thong qua Internet. Windows Server 2003 ho tro cic dwdrng hAm
VPN dwa vao PPTP va L2TP/IPSec. Néu ngwoi dung truy cip tir xa &
dang sau mot Firewall, nhitng dwong hAm nay doi hdi cac port riéng
biét dwoc md bén trong cac firewall nhw cac port TCP 1723 va giao
thirc IP GRE dé cho phép két n6i PPTP.

C6 nhirng tinh huéng nhw nhan vién ghé tham khach hang, dia
diém doi tac hodc khach san ma hé thong chi cho truy cip web (HTTP,
HTTPs), con tat ca cac port khac bi ngan chdn. Két qua, nhitng user tir
xa nay gap phai van deé khi thwc hién két ndi VPN do d6 lam ting cudc
goi nho tro gitp va gidm nang suit ctia nhin vién. Secure Socket
Tunneling Protocol (SSTP) la mot dwong hdm VPN méi dwoc gidi thiéu
trong Windows Server 2008 nham giai quyét van dé két ndi VPN nay.

SSTP thuc hién diéu nay bang cach st dung HTTPs lam 16p van
chuyén sao cho cac két n6i VPN c6 thé di qua cac firewall, NAT va
server web proxy thwong dwoc cdu hinh. Béi vi két n6i HTTPs (TCP
443) thwong dwoc st dung dé truy cip cac site Internet dwoc bao vé
nhuw cadc web site thwong mai, do d6 HTTPs thwong dwoc mé trong cac
firewall va c6 thé di qua cac Proxy web, router NAT.

VPN Server chay trén nén Windows Server 2008 dwa vao SSTP
dé lang nghe cac két ndi SSTP tir VPN client. SSTP server phai c6 mot
Computer Certificate dwoc cai dat thudc tinh Server Authentication.
Computer Certificate nay dwoc sit dung dé xac thwc server SSTP véi
client SSTP trong qué trinh thiét 1ap session SSL. Client hiéu lwc hda
certificate ctia server SSTP. D€ thwc hién diéu nay thi Root CA cap phat
certificate cho SSTP server phai dwoc cai dat trén client SSTP.

Pwong hdm VPN dwa vao SSTP c6 chirc ndang nhue mot dwong
ham peer-L2TP va dwa vao PPTP. Piéu nay cé nghia PPTP dwgc bao
boc trén SSTP ma sao d6 giti cac lwu lwong cho cho két nd6i HTTPs. Nhw
vay,tat ca cic tinh ndng khac cda VPN nhuw kiém tra sirc khoe dwa vao
NAT, tai lwu lwong IPV6 trén VPN,cac thuat toan xac thwc nhw
username va smartcard... va client VPN dwa vao trinh quan ly két noi
van khong thay déi déi véi SSTP, PPTP va L2TP. N6 giup cho Admin
mot dwong dan di tra tot dé€ di chuyén tir L2ZTP/PPTP dén SSTP.
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4.4.3 Cach hoat déong cua SSTP
SSTP hoat dong trén HTTPs tirc la chi HTTP st dung SSL cho sw
bdo mat thong tin va dir liéu. SSL cling cung cip co ché xac thwc cac
di€ém cudi khi dugc yéu cau str dung PKI. SSTP st dung SSL d€é xac thuc
server véi client va né dwa vao PPP chay trén dé xac thuec client véi
server. Nghia 1a Client xac thuwc server bang certificate va Server xac
thuc Client thong qua giao thirc hién c6 dwoc hd tro béi PPP.

Khi Client két ndi v&i Remote Access Server bang cach st dung
SSTP lam giao tac tao 1ap dwong hdm, SSTP thiét 14p session HTTPs véi
server tir xa tai port 443 & mot dia chi URL riéng biét. Cac xac lap proxy
HTTP dwoc cu hinh théng qua IE sé dwgc st dung dé thiét 1ap két néi
nay.

Véi session HTTPs, client doi hoi server cung cip certificate dé
xac thwe. Khi thiét 1ap quan hé SSL hoan tit, cac session HTTP dworc
thiét14p trén d6. Sau d6, SSTP dwoc st dung dé thwong lwgng cac tham
s0 gitra Client va Server. Khilép SSTP dwoc thiétlap, viéc thwong lwong
SSTP dwoc bat ddu nham cung cip co ché xac thuc client vdi server va
tao dwong ham cho dir liéu.

4.5 IKEv2

Internet Key Exchange (phién ban 2) la mot [PSec dua trén
giao thirc dwong him da dwoc phat trién bdi Microsoft va Cisco, va
dwoc dwa vao tir Windows 7 tré 1én. Cac tiéu chuin dwoc hd tro baoi
cac thiét bi Blackberry, va phat trién mot cach doc lap (phan 1on la
twong thich) phién ban cia IKE da dwgc phat trién cho Linux (thong
qua thwc thi ma nguén mé khac nhau) va hé diéu hanh khéc.

Puwoc ménh danh la VPN Connect ctia Microsoft, giao thirc IKEv2
dac biét tot trong tw dong tai thiét IAp mot két n6i VPN khi ngwoi dung
tam thoi mat két ndi internet cia ho (chang han nhw khi vao hodc ra
khéi mét dwong ham xe Ia).

Nguwoi dung di ddng ndi riéng (mobile user) dwoc hwdng loi nhiéu nhat
tir viéc st dung giao thirc IKEv2, trong d6 c6 hd tro cho Két ndi nhiéu
mang - Multihoming (MOBIKE), cling lam cho n6 rit bén dé c6 thé
thay d6i mang lwdi. Py la mot tin tuyét voi cho nguwdi st dung dién
thoai di dong, vi du, nguoi két néi dién thoai thong minh cda ho véi
mot mang WiFi trong khi & nha, nhuwng chuyén sang dit liéu di dong st
dung Kkhi ra ngoai, hodc nhitng nguoi thwong xuyén chuyén doi giira
cac diém ndng.
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Giao thirc IKEv2 tham chi hitu ich hon cho ngwoi dung Blackberry, vi
né 12 mot trong s it cac giao thirc VPN dwoc ho tro béi cac thiét bi
Blackberry.

Giao thirc nay khong phé bién nhw IPSec (dwoc ho tro trén nén tang it
nhiéu), nhwng giao thirc IKEv2 dwoc coi t6t nhat so véi L2TP / IPsec
vé an ninh, hiéu suit (tdc dd), tinh 6n dinh va kha nang thanh lap (va
tai lap) mot két néi.

Thirc IKEvV2 cling la rat tét (an toan va nhanh ch6ng) giao thirc, dac biét
la cho ngwoi dung di dong thim chi cé thé thich n6 dé OpenVPN nho
vao kha nang cai tién cua n6 dé két ndi lai khi két néi Internet bi gidn
doan. P6i v&i nguwoi dung Blackberry, thi diy 1a sw lwa chon t6t nhat.

4.6 SSL/TLS

4.6.1 Giao thirc SSL
Giao thirc Secure Socket Layer (SSL), ban d4u dinh hwéng 1a nham muc
dich bao vé thong tin trao déi gitra Client va Server trong cic mang may
tinh, 1a giao thirc ting phién, n6 st dung cidc phwong phdp mat ma cho
viéc bdo vé thong tin. Dir liéu duoc truyén dwoc gitt bi mat bang viéc
ma hod, trong Khi viéc tao va kiém tra chir ky s6 dam bao tinh xac thuc
va toan ven thong tin.

Trong giao thirc SSL c6 sw két hop cila mat ma doi xirng va bat déi xirng.
Cac thuat todn mit ma bit doi xirng nhw: RSA va thuit todn Diffie -
Hellman. Cdc ham bam nhw: MDS5, SHA1. Cic thuit todn mit ma déi
xtrng dwoc ho tror1a RC2, RC4 va 3DES. SSL hé tro cac chirng chi sd thoa
man chuin X.509

Thu tuc tham do truwdc (bat tay) duoc thwe hién trwede khi bdo vé truc
ti€p sw trao dobi thong tin.
Khi thwc hién thi tuc nay, cic cong viéc sau dwoc hoan tat:

» Xac thuc Client va Server

» Cac diéu kién cta thuit todn mit ma va nén sé dwgc st dung

» Tao mot khod chu bi mat

» Tao mot khoa phién bi mat trén co s& khoa chu
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4.6.2 Giao thtrc TLS
TLS dwgc phat trién nho st dung SSL, giong nhw SSL, TLS cho phép cac
Server va Client cudi lién lac mot cAch an toan qua cac mang cong cong
khong an toan. Thém vao cac kha nang bao mat dwoc

cung cip béi SSL, TLS cling ngdn chin ké nghe trom, gid mao, chin bat
goi tin.

Trong cac kich ban mang riéng do, SSL va TLS c6 thé dwoc thuc thi tao
Server VPN ciing nhw tai Client diu cu6i. TAng phién la ting cao nhit
ctia mod hinh OSI c6 kha nang tao cac két nd6i mang riéng do. Lic tao cac
mang riéng do trén tang phién, né c6 kha nang dat hiéu suit cao va cac
tham s6 vé mat chirc nang cho viéc trao doéi thong tin, kiém soat truy
cip 1a dang tin ciy va dé dang quan tri.

Nhuw viy, ldc tao cAc mang riéng o trén ting phién, ngoai viéc b6 sung
thém sy bao vé bang matma (bao gdm ca xac thuc), noé ciing c6 kha
nang thuc thi cac cong nghé Proxy. SSL/TSL 1a hai giao thirc thong dung
nhat hién nay.

4.7.So sanh cac giao thirc ma hoa trong VPN

Giao thirc U'u diém Khuyét diém
PPTP - S dung trén nén |- Khong an toan (Ching
tang cho client thuc MS CHAPv2 dé bi tidn
- Rat dé cai dat cong mac du dwoc st dung
- Nhanh nhiéu)
- Phai duwoc sy thong qua
cua NSA
L2TP va IPSec |- Kha an toan - Han ché khi gap twong Iiva
- Dé dang cai dat
- C6 sdn hau hét trén
cac nén tang
- Nhanh hon
OpenVPN
SSTP - R4t an toan (phu |- Chilam viéc ding trén moi
thudc trén s6 ma héa) | treong Windows
- Hoan toan tich hop | - Thudc quyén s& hiru cda
vao Windows | Microsoft vi thé khong thé
(Windows Vista SP1, | kiém tra dwgc backdoor

59



Windows 7, Windows
8)

- HO tro Microsoft

- Hau hét bd qua cac
twong lira

IKEv2 - Nhanh hon PPTP, |- Khong hé tro trén nhiéu
SSTP va L2TP, vi né | nén tang

khong lién quan dén | - Thi hanh cac giao thirc
cac chi phi lién quan | IKEv2 tai may chu cuéi la
dén giao thirc Point- | phwong phap, diéu d6 co
to-Point (PPP) thé din dén nhirng van dé
- Rat 6n dinh - dac biét | phat sinh

la khi chuyén doi
mang hodc két néi lai
sau Kkhi két noi
Internet bi mat

- R4t an toan - ho tro
AES 128, AES 192,
AES 256 va thuat toan
ma hoa 3DES

- Dé dang cai dat &
nguwoi dung cudi)

- Giao thtrc dwoc hd
tro trén cac thiét bi

Blackberry

- St dung Perfect
Forward Secrecy
(PES)

CHU'ONG V : TIM HIEU GIAO THU’C OPENVPN
5.1 Lich st cuia OpenVPN

Nim 2003, James Yonan di du lich & chau A va phai két néi véi
van phong qua cac ISP ctia chau A hodc Nga.Ong nhan thay thuc té ring
nhitng két néi nay di qua nhitng nwéc khong dam bao dwoc sy an
toan.Theo nhirng nghién ctru cta James thi c6 hai muc tiéu chinh cta
mot hé thong VPN dé 1a tinh an toan va kha dung.Ipsec c6 thé chip

nhin dwoc vé mat an toan nhwng hé théng x& 1y cua n6 kho thiét 1ap
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va cdu tric phitc tap cia né 1am né dé bi tén thwong b&i cac cudc tdn
c6ng.Chinh vi viy James da ti€p cin giai phdp dung thiét bi card mang
a0 c6 trong hé diéu hanh Linux.Viéc chon thiét bi TUN/TAP cho mang
Lan da ngay lap tirc dwa ra dwgc tinh linh hoat ma cac giai phap VPN
khac khong thé c6 dwgc.Trong khi cac giai phap VPN nén tang SSL/TLS
khac cin mot trinh duyét dé thiét 1ap két ndi thi openvpn chuin bi gin
nhw nhirng thiét bi mang thit trén gan gan nhw tit ca cac hoat déng
ciia mang.Roi Yohan chon tén OpenVPN véi sw ton trong danh cho
nhitng thw vién va nhitrng chwong trinh cia dw 4n Open SSI, va mudn
dwa ra thong diép: Pay 1a ma ngudn mé va phan mém mién phi.Open
VPN st dung thiét bi Tun/Tap( hdu nhw ¢6 san trén cac ban Linux) va
OpenSSL dé xac thwe,ma hoa va giai ma khi nhan dwong truyén gitra

hai bén thanh chung mét mang.

Hinh 5.1.1 James Yonan cha dé cua OpenVPN

5.2 OpenVPN la gi?

™

5.2.1 Logo hién nay cua OpenVPN
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OpenVPN la mot phdn mém mang riéng 4o ma nguén mé danh
cho viéc tao cac dwong 6ng (tunnel) diém-téi-diém dwgc ma héa gitra
cac may chi. Phin mém nay do James Yonan viét va dwgc pho bién
dwdi gidy phép GNU GPL.

OpenVPN cho phép cac may dong dang xac thwc 1an nhau bang
mot Khoa bi mat dworc chia sé tir trueére, chirng chi ma céng khai (public
key certificate), hodc tén nguwoi dung/méat khiu. Phdn mém nay dwoc
cung cip kém theo cac hé diéu hanh Solaris, Linux, OpenBSD, FreeBSD,
NetBSD, Mac 0S X, vaWindows 2000/XP. N6 c6 nhiéu tinh nang bao
mat va kiém soat. N6 khong phai mot mang riéng do web, va khong
twong thich véi IPsec hay cac goéi VPN khac. Toan bé phdn mém gom
c6 mot file nhi phan cho ca cac két ndi client va server, mot file ciu hinh
khong bat budc, va mot hodc nhiéu file khda tuy theo phwong thirc xac
thwc dwoc str dung.

Sign in

() PENVPN®

Your private path to access network

resources and services securely

ON Qarvine ~ VPN Solution | " Community
v f@’l m
o & 4

NNNNNNNNNNNNNNNNN

Hinh 5.2.2 Trang web hién nay cua OpenVPN

5.3 U'u diém cia OpenVPN
e Bao vé nguwdi lam viéc bén ngoai bang bitc twdng lira noi
bo
e Cackétnoi OpenVPN c6 thé di qua dwoc hdu hét moi twong

Ira va proxy: Khi truy cdp cac trang web HTTPS, thi dwong him
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OpenVPN lam viéc.Viéc thiét 1dp dwong hdm OpenVPN bi cAdm la rat
hiém.OpenVPN c6 ho tro uy quyén day du bao gdm xac thue.

e HOtro UDP va TCP: OpenVPN c6 thé dwoc ciu hinh dé chay
dich vu TCP hodac UDP trén may cha hodc client.La mot may chu,
OpenVPN chi don gian 1a cho doi cho dén khi mét khach hang yéu cau
mot két néi, két ndi nay dworc thiét 1ap theo ciu hinh ctia khich hang.

e Chi cin mdt cong trong twong ltra dwoc mé 1a cho phép
nhiéu két ndi vao: K€ tir phdn mém OpenVPN 2.0, may cht dic biét nay
cho phép nhiéu két néi vao trén cung mét cong TCP hodc UDP, dong
th&i van sir dung cac ciu hinh khic nhau cho méi mot két néi.

e Khong c6 van dé gi véi NAT: Cd may chu va may khach
OpenVPN c6 thé ndm trong cung mdt mang va stt dung cac dia chi IP
riéng. Moi twong Itva c6 thé dwoc dung dé givi lvu lwong téi diém cubi
dwong ham.

e Giao dién 4o chdp nhan cic quy tac vé twong Itra: TAt ca cac
quy tac, cac co ché chuyén tiép, va NAT c6 thé dung chung dwong him
OpenVPN. Nhung giao thirc cling c6 thé, c6 thé tao dwong him VPN
khac nhw IPsec bén trong dwong hAm OpenVPN.

e Do linh hoat cao véi kha nang mé rong kich ban: OpenVPN
cung cip nhiéu diém trong qua trinh thiét 1ap két néi d€ bat dau cac
kich ban riéng. Nhirng kich ban c6 thé dwgc sir dung cho mot loat cac

muc dich tir xac thwe,chuyén d6i dw phong va nhiéu hon nira.

e HO tro khad nang hoat dong cao, trong sudt cho IP dong: Hai
dau dwong hAm cé thé str dung IP ddng va it bi thay d6i. Néu bi doi IP,
ca phién lam viéc cia Windows Terminal Server va Secure Shell (SSH)
c6 thé chi bi ngwng trong vai gidy va sé tiép tuc hoat ddng binh dwong.

e (Cai dat don gian trén bit ky hé thong nao: Pon gian hon
nhiéu so véi IPsec.

e Thiét ké kiéu Modun
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5.4 Cac mo hinh bao mat OpenVPN

OpenVPN sir dung giao thitc SSL dé xac thwc moi diém cubi
VPN dén cac may chq, trao d6i khéa va théng tin diéu khién khac. Trong
phwong phap nay, OpenVPN Thiét Iap mét phién SSL/TLS v&i may cla
né dé kiém soat cac kénh. Trong giai doan xac thwc, cic may trao doi
gidy chirng nhan dwoc ky béi mot CA tin ciy 14n nhau. Diéu nay dam
bdo cé hai bén rang ho dang noéi chuyén véi chinh xac ban bé cia ho,
ngan chan cac cudc tin cong man-in-the-middle.

for Server

Private Key

Certificate Signing

Certificate

OpenVPN Server

for Client

Private Key

e

Certificate Signing

Certificate

OpenVPN Client

Hinh 5.4.1 M6 hinh Iwu khéa st dung Openvpn

5.5 Cac kénh dir liéu OpenVPN

OpenVPN cé thé tuy chon st dung két néi TCP thay vi UDP

datagrams. Mac du day la thuin tién trong mot s6 trweong hop, né cé
van dé vé xung dot va nén tranh cac 1&p do tin cay khi co thé.

P upp
header header

packet
header

data payload
header

P
header

J\

Icp
data

header

AN

- encrypted ———————————

I ——— L1110 111 TR L% I

Hinh 5.5.1 Cac OpenVPN kénh dit liéu Béng goi

OpenVPN chia tach cac tai tiéu dé thanh hai phan: phan tiéu dé goi
(packet header), nhan dang
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loai gbi va dang khéa va tiéu dé tai dir liéu (data payload header), bao
gom chirng thuec, IV, va cac

trwong sé thit tw (sequence number fields) cho cac goi dir liéu.

5.6 Ping va giao thirc OCC
Ngoai bang théng st dung, cac kénh dit liéu mang mot s6 lwong
han ché thong tin diéu khién. OpenVPN c6 thé dwgc cau hinh dé c6 cac
nut g, gitr cic thong diép con song (keep-alive ) va x6a bo hodc khai
dong lai VPN néu khéng nhin dwgc lwu lwong truy cip trong mét thoi
gian quy dinh. Mdc du OpenVPN dé cip dén cac thong diép con séng
nhw cac goi tin ping (ping packets), khong phai theo nghia ping ICMP,
ding hon la néu mot nat khong c6 thong lwong dwoc givi trong mot
thoi gian quy dinh, n6 sé gtri t&i chinh cac may cia né moét Iénh ping.
Khi nhin dwoc ping, may mudn thiét lip lai b6 dém thoi gian nhin

dwoc goi tin cia n6 va loai bé cac goi.

5.7 Kénh diéu khién
Nhuw ching ta da thiy véi SSL, SSH va cac mang riéng do khac, hai trong
nhitrng phan kho6 nhat cta viéc cung cdp mot kénh dir liéu an toan la
quan ly khéa va xac thwc. LOi trong mot trong hai dich vu c6 thé lam
cho cac kénh dir liéu khéng an toan. Trong muc nay, ching ta tim hiéu
lam thé nao OpenVPN xtr Iy cic khia canh quan trong cia VPN.

0 78 32

session 1D
(64 bits)

L HMAC L
d (if tls-auth option on) '

packet ID

ACK buffer length

ACK buffer

message sequence number

TLS payload

Hinh 5.7.1 Géi diéu khién kénh OpenVPN
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Cac truong session ID 13 s6 ngiu nhién 64-bit dwoc str dung
dé xac dinh cac phién VPN.

Trwong tuy chon HMAC dwoc st dung dé gitip ngan ngtra tin
cong ttr chdi dich vu. Trwong nay xac thwe toan bd goi tin va cho phép
mot nat x6a mot goi tin gia khong dwoc chirng nhan.

Truwong Pecket ID dwoc sit dung dé ngéan chan cac cudc tin
cong phat lai (replay attack). N6 déng vai tro twong tw trong cac géi tin
kénh dit liéu. Khi phwong thirc TLS dwoc st dung, treong nay la 32bit,
néu khong né la 64 bit.

Cac b6 dém ACK dwoc str dung béi cac 1ép tin cy dé xac nhin
cac goi tin cia mot may.
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CHU'ONG VI : TRIEN KHAI DICH VU OPENVPN
6.1. Trén Windows

Free vpn OpenVPN Setu, X 7 iy Free VPN « 100% Free P X

< C | ® www.pnbook.com

M VPNBOOK VPNBook Free VPN Free Web How-To Features Privacy

Free VPN
100% Free VPN Service

- PPTP and OpenVPN Protocols Support
- -Works on All Mobile Devices and Op

Free OpenVPN Account

@B ppTP and OpenVPN <> Unblock Websites 100% Free
@\ Registration Required! & Surf the Web anonymously Why Pay For VPN Service Again?

Free OpenVPN and PPTP VPN
Choose your preferred VPN type below for access details. No registration or sign-up is required!

Euro VPN
Our free euro VPN servers are hosted in
Romania, which is one of the best locations for 4

NEWS PPTP OpenveN Dedicated VPN

Trang chu OpenVPN Free.

'a Free vpn OpenVPN Setu. X ‘ & HowTo SetUp OpenV?! X y @® Dovnloads

€« C | & nhttps;//openvpn.net/index.php/open-so

(®PENVPN® oo
B rore  vPNSewce VPN Soton powncass [N -~ - [

Sign in =

@k Downloads

Downloads
OpenVPN 2.3.13-- released on 2016.11.03 (Change Log)

Source Code

: This release includes many small improvements and fixes. The largest change in this is release is limiting of —reneg-bytes to
Documentation 64MB when using small block ciphers. A full st of changes is available here
HOWTO If you find a bug in this release, please file a bug report to our Trac bug tracker. In uncertain cases please contact our developers

first, either using the openvpn-devel mailinglist or the developer IRC channel (#openvpn-devel at ircfreenode.net). For generic

Security Overview help take a look at our official

Examples ircfreenode.net)

imentation, wiki

pn-users mailing list and user IRC channel (openvpn at

Graphical User Interface

\ Source Taal (zip) GnuPG Signature

cpempn2 3 13 tar s ‘

Manuals

e a2 ira G e
Change Log ‘ ‘ H nuPG Signatur
Installation Notes Souce Zp ‘ spsen2 313310 ‘ GnuPG Signature
Release Notes ‘ cpemipminstall. 23 1340011685 exe ‘ GnuPG Signature
Non-English 121001485 64exe GnuPG Signature

File Signatures

Articles u GnuPG Signature
FAQ
e Instater (34-53), Windons Vista 3 fter 1316015 Gtexe GnuPG Signature
General
Client
Server Instructions for verifying the signatures are available h v

Buéc 1: Download OpenVPN Windows Client (Download 32bit cai
dat trén 32bit Windows).
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! (O3 Free vpn OpenVPN Setu, X ’ & How To Set Up OpenV?

& C | @ wwwypnbook wto/setup-openvpn-on-windows7

ﬁ VPN Boo K VPNBook Free VPN Free Web How-To Features Privacy

proxy setup vice contact

(o] fm]

[5] Windows Security

Would you like to install this device software?

Name: TAP-Windows Provider V9 Network adapters
&' Publisher: OpenVPN Technologies, Inc.

[[] Always trust software from "OpenVPN Dontinstail

Technologies, Inc.".

@ You should only install p y . How canl
device software is safe to install?

Instaling TAP (may

ullsoft Install System v2.46-10

Fie Sqpatues Back Next > Cancel

e 0, W ot | GEEERTIHGE TR | GouPG Sonate

- wion -

Bl TSl 010
.

348 PM

/203

Buérce 2: Install and launch OpenVPN client (Important: Run OpenVPN
client as Administrator).

Voo Vamwmmar V4o - ==

& 3 C | ® wwwpnbookcom

ﬁVPNBOOK VPNBook Free VPN Free Web How-To Features Privacy

accounts, proxy setup service contact

" —  NoRegistration Required! Surt the Web anonymously W Why Pay For VPN Service Again? -

Free OpenVPN and PPTP VPN

Choose your preferred VPN type below for access details. No registration or sign-up is required!

NEWS = PPTP  OpenVPN Dedicated VPN EUrONEN
pen cdieate Our free euro VPN servers are hosted in
Romania, which is one of the best locations for

Free OpenVPN Account (Requires Download of the free opensource OpenVPN Client, OpenVPN privacy. Our euro VPN allows you to bypass ISP
offers the best anonymity and is impossible to block by your government, school or Internet censorship and get unrestricted internet access.
Service Provider.) - You should try all the profiles and see which provides the fastest and most
stable speeds. US & UK VPN

= Server #1: Download Euro1 Server OpenVPN Certificate Bundle Our free US & UK VPN allow you to watch

= Server #2: Download Euro2 Server OpenVPN Certificate Bundle programming such as Hulu and Netflix and

= Server #3: Download US1 Server OpenVPN Certificate Bundle (US VPN - web surfing only; no p2p) gciss= countryestricied weostes

= Server #4: Download US2 Server OpenVPN Certificate Bundle

VPN - web su

g only; no p2p)

Nhiz
= Server #5: Download CA Server OperVPN Certificate Bundie (Canada VPN - web surfing only; no p2p) <
= Server #6: Download DE Server OpenVPN Certificate Bundle (Germany VPN - web surfing only; no p2p) G

All bundies include UDP53, UDP 25000, TCP 80, TCP 443 profile

= Username: vpnbook

Password: VeStubré

*This service is Advertisement and Donation based, if you enjoy this service, please consider donating
50 we can keep this s a free service and add more servers in the future.

iefos|=|ale]

Buéc 3: Download mot trong nhirng chirng chi cia VPNBook
OpenVPN.
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| » Computer » Local Disk (C) » Program Files » OpenVPN » config

Organize v Includeinlibrary v Sharewith v Bum  Newfolder

Name ’ Date modified Type

7% Favorites
I Desktop [ ReaDME 16/11/2016 348 PM _ Text Document
18 Downloads [ vpnbook-eurol -tcpso 26/11/2014 236 PM  OpenVPN Config
%1 Recent Places ) vpnbook-eurol -tcpd43 26/11/2014 236 M OpenVPN Config
@ vpnbook-eurol-udp53 26/11/2014236PM  OpenVPN Config
4 Libraries ) vpnbook-eurol-udp25000 26/11/2014 236 PM  OpenVPN Config
[ Documents.
& Music
() Pictures
B videos

™ Computer
&, Local Disk (C)
a Local Disk (D)
& CD Drive (F)

GOM Player i € Network
)

Budc 4: Gidi nén va copy OpenVPN profiles d&€n dwong dan
C:\Program Files\OpenVPN\ config.

vpnbook-eurol-tcpd43 Connect
vpnbook-eurol-tcp80 Disconnect
vpnbook-eurol-udp25000 Show Status

vpnbook-eurol-udpS3 Viewlog

Settings... Edit Config
Bt Change Password
gy

Customize...

Bwéc 5: Chudt phai vao biéu twong OpenVPN Client, chon mét trong
nhirng profiles va nhin Connect.
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o @ %

(0D Free vpn OpenVPN Setu; X ( g HowToSetUp OpenVPl X )/ @ Free VPN Accounts + 100 X

ot | @y

< C | ® www.vpnbook.com/freey

MVPNBOOK VPNBook Free VPN Free Web How-To Features Privacy.

protocol. In that case you need fauusa Onen\oN links hal TCD if unu cannat cannact & L J =
@ % |

which is impossible to detect of [[§] OpenVPN Connection (vpnbook-eurol-tcpd43) =

Curent State: Connecting

[Wed Nov 16 15:57:09 2016 OpenVPN 2.3.13x86_64w64mingw32 [SSL (OpenSSL)] [LZ0] [PKCSTII [IPvé]E | [ Donation

Wed Nov 16 15:57.09 2016 Windows version 6.1 (Wmd 7) it oL TenttBuXW!

[Wed Nov 16 15:57:09 2016 library versions: OpenSSL 1.0.1u 22 Sep 20

[Wed Nov 16 15:57.09 2016 MANAGEMENT: TCP Seeka hslenm on [AF \NET]127O 0.1:25340
09

euro217.vpnbook.com

euro214.vpnbook.com

* us1.vpnbook.com (US VP

[Wed Nov 16 1557 ;JDK‘
O T g Wed Nov 16 15:57:10 201 - 0.0.1:25340
fast web surfing; no p2p e Now 18 125710 2016 OpenVPN - User Authentication
« us2.vpnbook.com (US VPl Wed Nov 16 15:57:10 201 W Tweet

[Wed Nov 16 15:57:10 2018 | Usemame: vprbook

fast wet [Wed Nov 16 15:57:10 2011

rfing: no p2p

* cal.vpnbook.com (Canad

t web surfing; no p

de233.vpnbook.com (Gel

optimized for fast web sul

jownloading) < .

S Recomect

e Password: VeStubré

More servers coming. Please Donate. ElE=oLkVeStubig

Choose an OpenVPN
Server from above

9 PM

16/11/2016

Budéc 6: Nhap username/password tir dwdong dan
http://vpnbook.com/freevpn.

A1l rights reser
sers\Tan Ly>ipconfig

!indous IP Configuration

Local Area Conn

Conectingspacifle DG Suffix :
u6 fddress . £e80: :a857:2fah:cdB8 :c924450
N N 10.9.1.58
N 255.255.255.252

Ethernet adapter Local Area Con
Foxit Reader
Autoconf iguration I

Subnet
Default Gat

S D
B lfechernet adapter Local firea Connection:
Git Bash

PM

Ly 4%
. 16/11/2016

Buwéc 7: OpenVPN Client két néi thanh cong dén VPNBook Server. Pia
chi IP Public ctia ban hién tai da dwoc thay doi dén dia chi IP
VPNBook Server.
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6.2. Trén Linux

File \E File Edit View VM Tabs Help | Il v | &0 | OO L) E
& Free VPN +100% Fre... X

€)G

vpnbook.com

‘E‘ 12 Home ‘ (5] Linux Test.

] (5 Ubuntu 64-bit

wBa ¥ a9

»

&
=
"
B

HUUSE yUUT PIEIST EU VE Y Ly DEIUW 101 GULESS UELaIS, N |EZISU auiuni Ut SIgiup 15 | equineus

NEWS PPTP OpenVPN Dedicated VPN

Free OpenVPN Account (Requires Download of the free opensource OpenVPN Client, OpenVPN
offers the best anonymity and is impossible to block by your government, school or Internet Service
Provider) - You should try all the profiles and see which provides the fastest and most stable speeds.

= Server #1: Download Eurol Server OpenVPN Certificate Bundle

= Server #2: Download Euro2 Server OpenVPN Certificate Bundle

= Server #3: Download US1 Server OpenVPN Certificate Bundle (US VPN - web surfing only; no p2p)
= Server #4: Download US2 Server OpenVPN Certificate Bundle (US VPN - web surfing only; no p2p)

= Server #5: Download CA Server OpenVPN Certificate Bundle (Canada VPN - web surfing only; no p2p)

= Server #6: Download DE Server OpenVPN Certificate Bundle (Germany VPN - web surfing only; no
p2p)
= Al bundles include UDPS3, UDP 25000, TCP 80, TCP 443 profile

= Username: vpnbook
= Password: Havaxa2a

*This service is Advertisement and Donation based, if you enjoy this service, please consider donating
S0 we can keep this as a free service and add more servers in the future.

Free IPv6 Certification
Get started in minutes! Become an IPv6 Sage

VPNBook Free VPN Free Web How-Te Feat Pri
#VPNBOOK G e e e

Euro VPN

Our free euro VPN servers are hosted in Romania,
which is one of the best locations for privacy. Our
euro VPN allows you to bypass ISP censorship and
get unrestricted internet access.

US & UK VPN
Our free US & UK VPN allow you to watch

programming such as Hulu and Netflix and access
country restricted websites.

Nhigu ‘,ﬁanK‘

o

@x
@ Enter Site

Buéc 1: Download mot trong nhitng chirng chi cia VPNBook

OpenVPN.

File Edit View VM Tabs Hep | I v

‘E 10Y Home:

VPNBook.com-OpenVPN-Euro1

@Home Downloads VPNBook.com-OpenVPN-Euro1

Recent

Home
book 1- book 1- book-eurol-

P P P
Desktop tcp80.ovpn tepa43.ovpn udp53.ovpn

OB O

Documents
Downloads
Music

Pictures

P&«

Videos

Trash

Gb

Computer

Ubuntu 16.04....

B
(-]
a

Connect to Server

e

[FltimuxTest || (5 ubuntu 64-bit

vpnbook-euro1-
udp25000.0vpn

Buérce 2: Gidi nén chirng chi OpenVPN vira méi download.
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Terminal File Edit View VM Tsbs Help | |FS)]| 2 Home (5] Linux Test (5 Ubuntu 64-bit ) 23:52 L

root@tanly-virtual-machine: ~

The following NEW packages will be installed:
libpkcsi1i-helper1 openvpn
© upgraded, 2 newly installed, © to remove and 2 not upgraded.
Need to get 462 kB of archives.
After this operation, 1.163 kB of additional disk space will be used.
Do you want to continue? [Y/n] y
Get:1 http://vn.archive.ubuntu.com/ubuntu xenial/main amd64 libpkcsii-helper1 am
d64 1.11-5 [44,0 kB]
Get:2 http://vn.archive.ubuntu.com/ubuntu xenial/main amd64 openvpn amd64 2.3.10
-1ubuntu2 [418 kB]
Fetched 462 kB in 3s (132 kB/s)
Preconfiguring packages ...
Selecting previously unselected package libpkcs11-helperi:amd64.
(Reading database . 205186 files and directories currently installed.)
Preparing to unpack .../libpkcsii-helperi_1.11-5_amd64.deb
Unpacking libpkcs11-helperi:amd64 (1.11-5)
Selecting previously unselected package openvpn.
Preparing to unpack .../openvpn_2.3.10-1ubuntu2_and64.deb ...
Unpacking openvpn (2.3.10-1ubuntu2)
Processing triggers for libc-bin (2.23-8ubuntud)
Processing triggers for man-db (2.7.5-1) ...
Processing triggers for systemd (229-4ubuntu12)
Processing triggers for ureadahead (0.100.6-19)
Setting up libpkcsii-helperi:amd64 (1.11-5)
Setting up openvpn (2.3.10-1ubuntu2) o
* Restarting virtual private network daemon(s)...
No VPN is running.
Processing triggers for libc-bin (2.23-6ubuntud)
Processing triggers for systemd (229-4ubuntui2)
Processing triggers for ureadahead (0.100.0-19)
root@tanly-virtual-machine:~#

»

o)
&
m
pa
g
7

Budc 3: Vao dong 1énh OpenVPN Client go “apt-get install openvpn”.

File Edit View VM Iabs Help | =) Home (FlunuxTest || (5 Ubuntu 64-bit ) 00:00 L

root@tanly-virtual-machine: /home/tanly/Downloads/VPNBook.com-OpenVPN-Euro1
tanly@tanly-virtual-machine:~$ su
Password:
root@tanly-virtual-machin home/tanly# cd
root@tanly-virtual-machin # cd /home/tanly/Downloads/VPNBook.com-OpenVPN-Eurol
root@tanly-virtual-machine: /home/tanly/Downloads/VPNBook.com-0OpenVPN-Eurol# ls
vpnbook-euro1-tcp443.ovpn vpnbook-eurol-udp25600.ovpn
vpnbook-euro1-tcp8.ovpn  vpnbook-eurol-udp53.ovpn
root@tanly-virtual-machine: /home/tanly/Downloads/VPNBook.com-OpenVPN-Eurol# open
vpn --config vpnbook-euroi-tcp443.ovpn
Thu Nov 24 00:00:11 2016 OpenVPN 2.3.10 x86_64-pc-linux-gnu [SSL (OpenssSL)] [LZO
1 [EPOLL] [PKCS11] [MH] [IPv6] built on Feb 2 2016
Thu Nov 24 00:00:11 2016 library versions: OpenSSL 1.0.2g 1 Mar 2016, LZO 2.08
Enter Auth Username: ****¥xx

Enter Auth Password: I

Bwéc 4: Cau hinh OpenVPN Client véi mét trong nhitng VPNBook
OpenVPN profiles. V&i 1énh la: “openvpn -config vpnbook-eurol-
tcp443.ovpn”. Sau d6 nhip username/password tir dwdng dan
http://vpnbook.com/freevpn.
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Ele Edt View VM Isbs Hep | 11 v | @ | (O s =] 3| tome FltnoxTest || (5 Ubuntu 64-bit

tanly@tanly-virtual-machine:
tanly@tanly-virtual-machine:~$ ifconfig
nk encap:Ethernet HWaddr 00:6c:29:3b:ce:60

inet addr:192.168.137.152 Bcast:192.168.137.255 Mask:255.255.255.0

inet6 addr: fes0::7252:27e2:7a14:fb30/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1560 Metric:l

RX packets:4447 errors: dropped:@ overruns:0 frame:o

TX packet dropped:® overruns:@ carrier:e

collisions:0 txqueuelen:1000

RX bytes:3953819 (3.9 MB) TX bytes:353183 (353.1 KB)

Link enca

inet addr

inet6 addr: 2 :Host

UP LOOPBACK RUNNING 65536 Metric:1
overruns:0 frame:@
overruns:e carrier

collisions:0 txqueuelen:1

RX bytes:75110 (75.1 KB) TX bytes:75110 (75.1 KB)

Link encap:UNSPEC HWaddr ©0-00-00-00-00-00-00-00-00-00-00-00-00-00-00

P-t-P:10.9.0.193 Mask:255.255.255.255
UP POINTOPOINT RUNNING NOARP MULTICAST MTU ic:1
RX packets:107 errors:® dropped:0 overruns:0

TX packets:118 errors:0 droppe: overruns:@

collisions:0 txqueuelen:100

RX bytes:82082 (82.0 KB) TX bytes:29778 (29.7 KB)

tanly@tanly-virtual-machine:~$

Bwéc 5: Dia chi IP Public cida ban hién tai da dwoc thay doi dén dia chi
IP VPNBook Server.
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