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Tim hiéu giao thirc SNMP va PM QLHTM Orion Neiflow Traffic Analyzer
LOI MO DAU

Ngay nay v6i cac doanh nghiép c6 hé thdng mang 16n, quy md, thi viéc quan 1y hé
thdng nay trod nén cip thiét hon, véi cac yéu cau vé ngudi quan tri nhu xem xét, hiéu dugc
lac nao hé thdng bi tit nghén, quan sat duoc bing théng mang dang thay d6i nhu thé nao.
Nim bat duoc trang thai cuia hé théng mang dé dam bao hé théng mang duogc hoat dong
xuyén subt... Voi mon hoc “Quan 1y hé thong mang” 1a mén hoc cung cip cho sinh vién
cac kién thuc vé giam sat va quan Iy mang , gitp sinh vién c6 cai nhin tong quan, cach
thirc hoat dong, ciing nhu cung cp cac cong cu can thiét dé quan 1y hé thong mang.

Véi muc dich d6, nhom 1 16p MMO3A di lua chon dé tai “Tim hiéu giao thic
SNMP va phan mém quén 1y hé théng mang Orion Netflow Traffic Analyzer” dé lam d6
an mén hoc. Noi dung do an gébm 3 chuong:

v' Chuong 1: Téng quan vé quan 1y mang véi giao thire SNMP. Muc dich cia
chuong nay 1a cung cdp cho ching ta cic khai niém co ban nhat vé giao thirc quan ly
mang don gian SNMP.

v' Chuong 2: Téng quan vé phan mém gidm sat va quan trj mang Solarwind
Orion Netflow Traffic Analyzer. Trong chuong ndy s& gidi thiéu chung vé phin mém
cling nhu cac bude cai dit phan mém.

v' Chuong 3: Tinh ning chinh ctia phdn mém Orion Netflow Traffic Analyzer.

Chuong nay s& di vao phan giéi thiéu cac tinh ning co ban ciia phan mém Orion NTA

Trong qua trinh 1am d6 4n chic chin khéng tranh khoi thiéu s6t. Mong céc thy co

va cac ban dong gop y kién dé do an dugc hoan thién hon. Xin chan thanh cdm on!

Pa nang, thang 3 nam 2012.
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Ky hiéu Y nghia
SNMP Simple Network Management Protocol
IETF Internet Engineering Task Force
MIB Management Information Base
OID Object ID
RMON Remote Network Monitoring
SGMP Simple Gateway Management Protocol
PDU Protocol Data Unit
NTA Network Traffic Analyzer
NPM Network Performer Monitor
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CHUONG 1: TONG QUAN VE QUAN LY MANG VOI GIAO

THUC SNMP

1.1. GIOI THIEU CHUNG VE QUAN LY HE THONG MANG

Su phat trién va hoi tu mang trong nhitng nim gan day da tac dong manh mé t4i tat
ca cac khia canh ctia mang ludi, tham chi ca vé nhitng nhan thirc nén tang va phuong
phap tiép can Quan 1y mang ciing 1 mot trong nhing linh vuc dang c6 nhimg su thay doi
va hoan thi¢én manh mé trong ca nd luc tiéu chuin hoa cua cac td chic tiéu chuan 16n trén
thé gi6i va yéu cau tir phia nguoi sir dung dich vu. Mit khac cac nha khai thac mang, nha
cung cip thiét bi va nguoi sir dung thuong ap dung cac phuong phap chién lugce khéac
nhau cho viéc quan Iy mang va thiét bi ctia minh. Mdi nha cung cap thiét bi thuong dua ra
giai phap quan 1y mang riéng cho san pham cia minh. Trong bdi canh hoi tu mang hién
nay, $6 lugng thiét bi va dich vu rit da dang va phtrc tap da tao ra cac thach thic 16n trong
van dé quan 1y mang.

Nhiém vu cua quan Iy mang rat rd rang vé mit nguyén tic chung, nhung cic bai
toan quan 1y cu thé lai co d6 phuc tap rat 16n. Didu nay xuét phat tir tinh da dang cta cac
hé théng thiét bi va cac dat tinh quan ly cua cac loai thiét bi, va xa hon nita 1a chién lugc
quan 1y phai pht hop véi kién trac mang va dap tng yéu cau cta ngudi stt dung. Mot loat
cac thiét bj dién hinh can duoc quan Iy gdbm: May tinh c4 nhan, may tram, server, may vi
tinh ¢& nho, may vi tinh ¢& 16n, cac thiét bi dau cudi, thiét bi do kiém, may dién thoai,
téng dai dién thoai noi bd, cac thiét bi truyén hinh, may quay, modem, bo ghép kénh, bd
chuyén doi giao thuc CSU/DSU, b ghép kénh thong ké, bd ghép va giai goi, thiét bi
tuong thich ISDN, card NIC, cac bo ma hoa va giai ma tin hiéu, thiét bi nén dir liéu, cac
gateway, cac bg xur 1y front-end, cac dudong trung két, DSC/DAC, cac bd 1ap, bo tai tao tin
hiéu, cac thiét bi chuyén mach, cac bridge, router va switch, tat ca méi chi 1a mot phﬁn
ctia danh sach céc thiét bi s& phai duoc quan 1y.

Toan canh ctia btic tranh quan 1y phai bao gdm quan 1y céc tai nguyén mang ciing
nhu céc tai nguyén dich vu, ngudi st dung, cac Gmg dung hé théng, cac co so dir liéu khac
nhau trong cac loai moi trudng tng dung. Vé mat ky thuat, tit ca thong tin trén duoc thu

thap, trao d6i va dugc két hop véi hoat dong quan 1y mang ludi dudi dang cac sb licu
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quan 1y boi cac k¥ thuat twong ty nhu cac k¥ thuat sir dung trong mang truyén sé liéu.
Tuy nhién su khac nhau cin ban giira truyén thong sb liéu va trao déi thong tin quan 1y 1a
viéc trao d6i thong tin quan 1y doi hoi cac truong dir liéu chuyén biét, cac giao thirc truyén
thong ciing nhu cac mé hinh théng tin chuyén biét, cac k¥ ning chuyén biét dé co thé thiét
ké, van hanh hé thong quan 1y ciing nhu bién dich cac thong tin quan 1y vé bao 15i, hién
trang hé théng, cAu hinh va do bao mat.

Cac co ché quan ly mang dugc nhin nhan tr hai goc do, goc do mang chi ra hé
théng quan 1y nam tai cic mirc cao cia md hinh OSI va tir phia ngudi diéu hanh quan 1y
hé thdng. Mic du c6 rat nhiéu quan diém khac nhau vé mé hinh quan 1y nhung ching déu
thdng nhat boi ba chirc ning quan 1y co ban gém: gidm sdt, diéu khién va dwa ra bdo cdo
t61 ngudi didu hanh.

Chike ning gidm sat: ¢b nhiém vy thu thap lién tuc cac thong tin vé trang thai cua
cac tai nguyén duoc quan 1y sau d6 chuyén cac thong tin nay dudi dang cac su kién va
dua ra cac canh bao khi cac tham s6 ciia tai nguyén mang dugc quan Iy vuot qua ngudng
cho phép

Chike ning qudn Iy: ¢6 nhiém vu thyc hién cac yéu cau cia ngudi quan 1y hodc cac
mg dung quan 1y nham thay ddi trang thai hay c4u hinh ctia mot tai nguyén duoc quan 1y
nao do.

Churc nang dwa ra bdo cdo: c6 nhi€ém vu chuyén ddi va hién thi cac bao cao dudi
dang ma ngudi quan 1y c¢6 thé doc, danh gia hodc tim kiém, tra ctru thong tin duogc bao
cao.

Trong thuc té, tiy theo timg cong viéc cu thé ma con cé mot vai chic ning khac
dugc két hop véi cac hé thdng quan 1y va cac ung dung quan 1y duoc st dung nhu quan 1y
ké hoach du phong thiét bi, dung luong, trién khai dich vu, quan 1y tom tit tai nguyén,
quan 1y viéc phan phdi tai nguyén mang cac hé thong, quan 1y viéc sao luu va khoi phuc
tinh trang h¢ théng, van hanh quan 1y tu dong. Phan 16n cac chirc nang phurc tap ké trén
déu nam trong hoic dugc xay dung dua trén nén tang ctia ba chirc nang quan 1y 16p cao 1a
giam sat, diéu khién va dua ra bao cao.

Hién nay c6 hai phuong phap quan 1y mang dugc sir dung kha pho bién 1a quan 1y

mang tap trung va quan Iy mang phan cap.
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Poi véi hinh thire qudn Iy mang tdp trung: Chi c6 mot thiét bj quan 1y thu nhan céac
thong tin va diéu khién toan bd céac thyc thé mang. Cac chirc ning quan 1y duoc thuc hién
bo1 manager, khd nang cua hé théng phu thudc rat 1én vao muc do thong minh cua
manager. Kién tric ndy thudng duogc sir dung rat nhiéu va cé trung tAm quan tri mang. So
vé6i cac chirc nang thudc manager chirc ning Agent thudng rat don gian, thong tin trao doi
tor manager t&1 cac agent thong qua cac giao thirc thong tin quan ly nhu giao thitc SNMP.
Tuy nhién hé thong quan 1y tap trung rat khé mé rong vi mic do phirc tap cta hé thong

tang.

MANAGER

Cic giao thire quan ly

Cic chire ning so Céac chire ning so Céac chire ning so
cap cap cap

Hinh 1.1: M6 hinh quén li tip trung

Uu diém: Quan sat canh bao va cac su kién mang tir mot vi tri. Bao mat duoc
khoanh vung don gian.
Nhurge diém: Loi hé théng quan 1y chinh s& gy tac hai tdi toan bd mang. Tang do

phuec tap khi c6 thém cac phan tor mdi vao mang.
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Poi véi phwong thire quan 1y phan cdp: Hé thdng dugc chia thanh cac ving tiy
theo nhiém vu quan Iy tao ra hé théng phan cap quan 1y. Trung tdm xu Iy dit tai gbc cua

cdy phén cap, cac hé théng phan tan duoc dit tai nhanh cay.

MANAGER T~ — — — — — — — 7 MANAGER

Vung qu QIy N

Hinh 1.2: M6 hinh quan li phan tan

Uu diém: C6 kha niang mé rong hé thong quan 1y nhanh.

Nhurge diém: Danh sach thiét bi quan 1y phai duoc x4c dinh va cdu hinh trude
1.2. TONG QUAN VE GIAO THUC SNMP
1.2.1. Gié6i thi€u giao thirc SNMP

CAc bai toan dugc dat ra dé quan 1y mot hé thong mang bao gom: Giam sat tai
nguyén may chi, giam sat luu lugng trén cc port cia switch - router, va bai toan cudi
cung la hé théng tu dong canh bao su cd tire thoi.

Vi cac bai toan trén thi giao thirc SNMP ra doi nham giup ngudi quan tri quan 1y
t6t hé thong cua minh, giup ho biét duoc tai nguyén dang dugc sir dung , luu luong ra vao
trén cac cong la bao nhiéu, va théng bao cac su cd kip thoi.

Vi bai toan giam sat tai nguyén may chu, yéu cau dugc dit ra 1a néu ban ¢6 hang

ngan may chu chay cac h¢ di€u hanh khac nhau, vay lam thé nao ban c6 thé gidm sat tai
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nguyén clia tit ca may cha hang ngdy, hang gio dé kip thoi phat hién cic may cha dang
qué tai. Giam sat tai nguyén may chu 1a theo ddi ty 1¢ chiém dung CPU, dung lugng con
lai cua cung, ty 1¢ st dung b nhd RAM,...Ung dung SNMP gilip ngudi quan tri giam
sat dugc may chi, no s& 1ay dugc thong tin tir nhiéu HPH khéc nhau.

Vi bai toan giam sat luu luong trén cac port ciia switch, yéu cau dugce dit ra 1a
1am thé nao giam sat luu luong dang truyén qua tat ca cac port cua thiét bi sudt 24/24, kip
thoi phat hién cac port sip qua tai. Ung dung SNMP giup ban giam sat luu luong, né sé
1y duogc thong tin luu luong dang truyén qua cac thiét bi.

Vo1 bai toan hé théng tu dong canh bao sy cb tire thoi, yéu cu duoc dat ra 1a néu
mot port nao do mét tin hiéu, hodc ¢6 ai d6 vira dang nhap vao hé théng nhung khai bao
sai thong tin username va password va hé théng tir dong khai dong lai, vay lam thé nao
ngudi quan tri biét duoc su kién d6 dang xay ra, dé giai quyét van dé nay, ung dung thu
thap su kién (event) va canh béo (warning) bang SNMP, n6 s& nhan canh béo tir tit ca cac
thiét bi va hién no 1én man hinh hodc gtri email cho ngudi quan tri.
1.2.1.1. Khdi niém giao thiec SNMP

C6t 181 cia SNMP 1a mot tap hop don gian cac hoat dong giup nha quan tri mang
c6 thé quan 1y, thay doi trang thai ctia mang. Vi du chung ta c6 thé dung SNMP dé tit mot
interface nao do trén router cua minh, theo doi hoat dong ctia card Ethernet, hoac kiém
soat nhi¢t do trén switch va canh bao khi nhi¢t do qua cao.

SNMP thuong duogc tich hop vao trong router, nhung khac véi SGMP (Simple
Gateway Management Protocol) dugc dung chu yéu cho céc router Internet, SNMP c6 thé
dung dé quan 1y cac hé théng Unix, Window, may in, ngudn dién ... No6i chung, tit ca cac
thiét bi co thé chay phan mém cho phép liy dugc thong tin SNMP déu co thé quan 1y
dugc. Khong chi cac thiét bi vat Iy moi quan 1y duoc ma ca nhitng phan mém nhu web
server, database.

Mot hudng khac ciia quan 1y hé théng mang 1 theo ddi hoat dong mang, c6 nghia
la theo doi toan bo mot mang, trai véi theo doi router, host, hay cac thiét bi riéng 1é.
RMON (Remote Network Monitoring) cé thé gitp ta hiéu 1am sao mot mang c6 thé ty
hoat dong, lam sao cac thiét bi riéng I¢ trong mdt mang co thé hoat dong déng bo trong

mang do.
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1.2.1.2. Uu va nhwoc diém ciia SNMP

SNMP duoc thiét ké dé don gian hoa qua trinh quan 1y cac thanh phan trong mang.
Nho d6 cac phan mém SNMP c6 thé dugc phét trién nhanh va ton it chi phi. SNMP duoc
thiét ké dé c6 thé mo rong cac chirc nang quan 1y, giam sat. Khi c6 mot thiét bi méi véi
cac thudc tinh, tinh niang méi thi ngudi ta co thé thiét ké tiy chon SNMP dé phuc vu cho
riéng minh. SNMP duoc thiét ké dé co thé hoat dong doc 1ap vai cac kién trac va co ché
ctia cac thiét bi hd trg SNMP. Cac thiét bj khac nhau c6 hoat dong khac nhau, nhung hoat
dong dua trén giao thire SNMP 1a giéng nhau.
1.2.1.3. Cac phién bdn cia SNMP

IETF (Internet Engineering Task Force) 13 t6 chirc d3 dua ra chudn SNMP thong
qua cac RFC. Hién tai SNMP c6 3 phién ban: SNMPv1, SNMPv2, SNMPv3. Cac phién
ban nay khac nhau mdt chut ¢ dinh dang béan tin va phuong thirc hoat dong. Hién nay
SNMPv1 1a phd bién nhat do c6 nhiéu thiét bi trong thich nhat va c6 nhiéu phan mém hd
tro nhét.

Phién ban SNMPv1: Phién ban dau tién cia SNMP, bao gébm 5 phuong thirc Get
Request, Get Next Request, Set Request, Get Response, Trap

- Get Request : Ban tin GetRequest duoc manager giri dén agent dé 1y mot
thong tin nao d6. Trong Get Request co chtra ID cuia object mudn ldy. Vi
du: mudn 13y thong tin tén Device 1 thi manager guri ban tin Get Request ID
= 1.3.6.1.2.1.1.5 dn Device 1, tién trinh SNMP trén Agent s€ nhan duoc
ban tin va tao ban tin tra 1di. Trong mét ban tin Get Request c6 thé chira
nhiéu Object ID, nghia 1a dung mot Get Request c6 thé 1ay vé cung luc
nhiéu thong tin.

- Get Next Request: Ban tin GetNextRequest ciing dung dé liy thong tin va
cling ¢6 chira OID, tuy nhién né dung dé lay thong tin cua object nam ké
tiép object dugc chi ra trong ban tin. Chung ta da biét khi doc qua nhiing
phan trén: mot MIB bao gém nhiéu OID dugc sap xép tha tu nhung khong
lién tuc, néu biét mot OID thi khong xac dinh dugc OID ké tiép. Do d6 ta
can GetNextRequest dé ldy vé gia tri cua OID ké tiép. Néu thuc hién

GetNextRequest lién tuc thi ta sé& Iéy duoc toan bo thong tin cua agent.
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Set Request: Ban tin SetRequest dugc manager gui cho agent dé thiét 1ap
gia tri cho mot object nao d6. Vi du: Co thé dit lai tén cuia mot may tinh
hay router bang phan mém SNMP manager, bang cach gui ban tin
SetRequest ¢c6 OID 1a 1.3.6.1.2.1.1.5.0 (sysName.0) va c6 gia tri la t€n mai
can dat.

Get Response: Moi khi SNMP agent nhan duogc cac ban tin GetRequest,
GetNextRequest hay SetRequest thi né s& gui lai ban tin GetResponse dé tra
l6i. Trong ban tin GetResponse c¢6 chira OID cua object dugc request va gia
tri cua object do.

Trap: Ban tin Trap dugc agent ty dong giri cho manager méi khi co sy kién
Xay ra bén trong agent, cac su kién nay khong phai l1a cac hoat dong thuong
xuyén ciia agent ma 13 cac sy Kién mang tinh bién cb. Vi du: Khi c6 mét
port down, khi c6 mot nguoi dung login khong thanh cong, hoac khi thiét bi
khoi dong lai, agent s€ gui trap cho manager. Tuy nhién khong phai moi
bién cb déu duoc agent gui trap, cling khong phai moi agent déu guri trap
khi x4y ra cung mot bién cb. Viéc agent guri hay khong gui trap cho bién ¢

nao 1a do hing san xuit device/agent quy dinh.

Manager Agent Manager
g 5 5
| etRequest ot Trap |
: GetResponse >
i | Trap o
i GetNextRequest s Trap >E
) GetResponse ! :
¢ ] i
i SetRequest »E E
: < GetResponse | '

Hinh 1.3. Cac phuong thurc trong SNMPv1
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Phién ban SNMPv2: SNMPV2 tich hop kha ning lién diéu hanh tr manager t&i

manager va hai don vi dir liéu giao thitc méi. Kha ning lién két diéu hanh manager -
manager cho phép SNMP hd tro quan 1i mang phan tan trong mot tram va giri bao cdo ti
mot tram khac. Hai don vi dit li¢u giao thitc PDU (Protocol Data Unit) la GetbulkRequest
va InformRequest. Cac PDU nay lién quan t6i xir Iy 161 va kha ning dém cia SNMPv2.
Kha nang dém trong SNMPv2 st dung bo dém 64 bit (hoac 32) dé duy tri trang thai cia
cac lién két va giao dién.

MIB cho SNMPv2: MIB trong SNMPv2 dinh nghia cac d6i tugng mo ta tac dong
ctia mot phan tr SNMPv2. MIB gém 3 nhom:

Nhém hé thong (System group): 1a mét mo rong ctia nhom system trong MIB-I|
gbc, bao gdbm mot nhom cac dbi twong cho phép mot Agent SNMPv2 mo ta cac ddi tuong
tai nguyén cua no.

Nhém SNMP (SNMP group): mot cai tién ciia nhém SNMP trong MIB-II gbc, bao
gbm cac ddi tugng cung cip cac cong cu co ban cho hoat dong giao thirc.

Nhém cdc doi twong MIB (MIB objects group): mot tap hop cac ddi tuong lién
quan dén cac SNMPv2-trap PDU va cho phép mét vai phan tir SNMPv2 cung hoat dong,
thuc hién nhu tram quén tri, phéi hop viéc sir dung cta ching trong toan tir Set cua
SNMPv2

Nhom hé thong: nhém system dinh nghia trong SNMPv2 giéng trong MIB-II va bd
sung mot vai déi twong méi.

Nhom SNMP: Nhém nay gan giéng nhu nhém SNMP duoc dinh nghia trong MIB-
II nhung c6 thém mot s6 d6i tuong mdi va loai bé6 mot s6 doi tuong ban dau. Nhom
SNMP chita mot vai thong tin luu lugng co ban lién quan dén toan tir SNMPv2 va chi ¢o
mot trong cac dbi tuong 13 bd dém chi doc 32-bit.

Nhom d6i twong MIB: Nhom céac dbi tugng MIB chira cac dbi tugng thich hop

thém vao viéc diéu khién cac ddi twong MIB.
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< SNMPv2 Message >,

Version Community SNMPv2 PDU

PDU Request Erroroitatus Erro;)lrndex Objectl, Object2, |
- 7 7 2
Type 1D Non-Rpér Max-Reps Valuel Value2
«— Variable e

Hinh 1.4: C4u trtc ban tin SNMPv2
1.2.2. Hai phwong thirc giam sat Poll va Alert

1.2.2.1. Phwong thirc Poll

Nguyén tic hoat dong: Trung tAm giam sat (manager) s& thudng xuyén hoi thong
tin cua thiét bi can giam sat (device). Néu manager khong hoi thi device khong tra 101, néu
manager hoi thi device phai tra 10i. Bang cach hoi thudng xuyén, manager s& ludn cap
nhap dugc thong tin méi nhit tir device.

Vi du: Nguoi quan 1y can theo dai khi ndo tho lam xong viéc. Anh ta ctr thudng
xuyén héi nguoi thg “Anh da lam xong chua”, va nguodi thg sé trd 101 “Xong” hodc
“Chua”.
1.2.2.2. Phwong thirc Alert

Nguyén tdc hoat déng: Mbi khi trong device xay ra mot sy kién (event ) nao dé thi
device s€ ty dong guri thong bao cho manager, goi la Alert. Manager khong hoi thong tin
dinh ky tir device.

Vi du: Ngudi quan 1y can theo déi tinh hinh lam viéc cia tho, anh ta yéu cau nguoi
tho thong bao cho minh khi c6 van dé gi dé xay ra. Nguoi thg sé thong bao cac sy kién
dai loai nhu “Tién do da hoan thanh 50%”, “Mat dién lic 10h”, “Cé dién lic 11h”, “Co
tai nan xdy ra”.

Device chi gui nhitng thong bdo mang tinh sy kién chir khong gtri nhitng thong tin
thuong xuyén thay doi, n6 ciing s& khong giri Alert néu ching co su kién gi xay ra. Chang
han khi port down/up thi device s& giri canh bao, con tong sd byte truyén qua port d6 sé

khong duoc device giri di vi d6 1a thong tin thuong xuyén thay d6i. Mudn lay nhiing
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thong tin thuong xuyén thay doi thi manager phai chii dong di hoi device, tirc 1a phai thuc

hién phuong thire Poll.

So sanh phuwong thurc Poll va Alert

Hai phuong thirc Poll va Alert 13 hoan toan khac nhau vé co ché. Mot img dung

giam sat co thé sur dung Poll hodc Alert, hodc ca hai, tuy vao yéu cau cuy thé trong thuc té.

Bang sau so sanh nhitng diém khac biét ctia 2 phwong thtc:

POLL

ALERT

C6 thé chii dong 1ay nhimg thong tin
can thiét tir cac dbi twong minh quan
tam, khong cin ldy nhiig thong tin
khong can thiét tir nhitng ngudn minh

khong quan tam.

Tat ca nhitng event xay ra déu duogc
giri vé Manager. Manager phai c6 co
ché loc nhung event can thiét, hodc
device phai thiét 1ap duoc co ché chi

guri nhitng event can thiét.

C6 thé 1ap bang trang thai tat ca cac
thong tin ctia device sau khi poll qua
mot lugt cac thong tin d6. Vi du
device c6 mdt port down va Manager
dugc khdi dong sau do, thi Manager
s& biét dugc port dang down sau khi

Poll qua mot luot tat ca cac port.

Néu khong co event gi xay ra thi
Manager khong biét dugc trang thai
cua device. Vi du device c6 mdt port
down va Manager dugc khdi dong sau
d6 thi Manager s& khong biét dugc
port dang down.

Trong truong hop dudng truyén giita
Manager va Device xdy ra gian doan
va Device c6 su thay doi thi Manager
s& khong thé cap nhap. Tuy nhién khi
duong truyén théng sudt tro lai thi
Manager s€ cap nhdp dugc thong tin

m&i nhat do né ludn poll dinh ky.

Khi duong truyén xdy ra gian doan va
device c6 sy thay dbi thi nd van giri
Alert cho Manager, nhung Alert nay
s& khong thé dén duoc Manager sau
d6, mic du dudng truyén co thong
sudt tro lai thi Manager van khong thé

biét dugc nhitng gi da xay ra.

Chi can cai dit tai Manager dé tro dén
tat ca cac device. Co thé dé dang thay

d6i mot Manager khac.

Phai cai dit ting device dé tro dén
Manager. Khi thay doi Manager thi

phai cai dat lai trén tat ca device.

*

Néu tan suat Poll thap, thoi gian cho

Ngay khi c6 su kién xay ra thi device
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gitra 2 chu ky poll dai s€ lam Manager
chdm cap nhdp cac thay do6i cua
Device. Nghia 1a néu thong tin device
da thay doi nhung van chua dén luot
Poll ké tiép thi Manager van giit

nhirng thong tin ct.

s& gui Alert dén Manager, do do
Manager luon luén c6 thong tin méi

nhét tirc thoi.

C6 thé bo sot cac sy kién: khi device
c6 thay doi, sau d6 thay ddi tro lai nhu
ban dau truéce khi dén luot Poll ké tiép

thi Manager s€ khong phat hi¢n duogc

Manager sé dugc thong bao moi khi
co sy kign xdy ra & device, do do
Manager khong bo sot bat ky sy kién

nao.

Poll hay Alert:

Hai phuong thuac Poll va Alert co diém thuén loi va bat loi nguoc nhau, do do
nhiéu truong hop ta nén st dung két hop ca Poll 14n Alert dé dat duoc hiéu qua két hop
cua ca hai.

Céc vi du tng dung co ché Poll & Alert :

- Giao thic Syslog : mdi khi c6 su kién xay ra thi thiét bi s& gui ban tin
syslog dén Syslog Server.

- Phin mém NetworkView, gidm sat tinh trang cac server bang cach ping lién
tuc.

- Giao thirc STP, phat hién loop trong mang bing cach giri nhan cac goi
BPDU va giri ban tin Topology change mdi khi phat hién thay doi.

- Trong quan ly nguoi ta luon thuc hién song song ché do kiém tra va bao
c4o, thuong xuyén kiém tra dé phat hién van dé va bao cdo ngay khi xay ra
van dé.

1.2.3. Cac thanh phin chinh ciia giao thirc SNMP

Theo RFC1157, kién truc cia SNMP bao gém 2 thanh phan : cic tram quan
Iy mang (network management station) va cac thanh t6 mang (network element).

- Network management station: thuong la mot may tinh chay phan

mém quan ly SNMP (SNMP management application), ding dé giam sat
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va diéu khién tap trung cac network element.

- Network element: 1a cac thiét bi, may tinh, hoic phan mém tuong thich
SNMP va dugc quan ly béi network management station. Nhu vay element
bao gdm device, host va aplication.

- Mbt management station co6 thé quan 1y nhiéu element, mot element ciing co
thé duoc quan Iy bai nhiéu management station. Vay néu mét element duogc
quan ly boi 2 station thi diéu gi s& xay ra ? Néu station lay thong tin tir
element thi ca 2 station s& co thong tin giéng nhau. Néu 2 station tac
dong dén cung mot element thi element s& dap tng ca 2 tic dong theo thi
tu Cai nao dén trugce.

- Ngoai ra con c6 khai niém SNMP agent. SNMP agent la mét tién trinh
(process) chay trén network element, c6 nhiém vu cung cip théng tin cia
element cho station, nho d6 station co thé quan ly duoc element. Chinh
xac hon la application chay trén station va agent chay trén element mai la 2
tién trinh SNMP truec tiép lién hé véi nhau.

1.2.3.1. Object ID
Mot thiét bi hd tro SNMP c¢6 thé cung cip nhiéu thong tin khac nhau, mdi thong
tin do goi la mot object. Vi du :
v' May tinh co6 thé cung cap cac thong tin : tdng sb 6 cing, tong sé port ni mang,
tong s6 byte da truyén/nhan, tén may tinh, tén cac process dang chay, ....
v Router c6 thé cung cép cac thong tin : tong sé card, tong sé port, tong sé byte da
truyén/nhan, tén router, tinh trang cac port cua router, ...
MJi object co6 mot tén goi va mot ma sd dé nhan dang object d6, ma sé goi la
Object ID (OID). Vidu:
v' Tong sb port giao tiép (interface) dugc goi la ifNumber, OID 12 1.3.6.1.2.1.2.1.
v' Tén thiét bi duoc goi la sysName, OID 13 1.3.6.1.2.1.1.5.
v’ Dia chi Mac Address cia mot port duoc goi la ifPhysAddress, OID la
1.3.6.1.2.1.2.2.1.6.
v' S4 byte @3 nhan trén mot port duoc goi la ifInOctets, OID 13 1.3.6.1.2.1.2.2.1.10.

Ban hay khoan thic mic ¥ nghia cua timg chit s6 trong OID, chung sé duogc giai
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thich trong phan sau. Mot object chi c6 mot OID, chang han tén cua thiét bi la mot
object. Tuy nhién néu mat thiét bi lai c6 nhiéu tén thi lam thé nao dé phan biét ? Luc
nay nguoi ta dung thém 1 chi s6 goi la “scalar instance index” (ciing c6 thé goi la “sub-
id”) dat ngay sau OID.

O hau hét cac thiét bi, cac object co thé co nhiéu gia tri thi thuong duogc viét
dudi dang c6 sub-id. Vi du: mot thiét bi du chi c6 1 tén thi né van phai c6 OID la
sysName.0 hay 1.3.6.1.2.1.1.5.0. Ban can nhé quy tic nay dé tng dung trong lap trinh
phan mém SNMP manager.

Sub-id khong nhét thiét phai lién tuc hay bat dau tir 0. VD moét thiét bi co 2 mac
address thi c6 thé chiing duoc goi la ifPhysAddress.23 va ifPhysAddress.125645. OID cua
cac object phd bién c6 thé duoc chuan hoa, OID cua cac object do ban tao ra thi ban
phai tr mé ta ching. Dé liy mot thong tin c6 OID di chuan hoa thi SNMP application
phai gi mot ban tin SNMP c6 chira OID cua object d6 cho SNMP agent, SNMP agent
khi nhan duoc thi né phai tra 1oi bang thong tin ung véi OID d6. VD : Mubn lay tén cia
mot PC chay Windows, tén ctia mot PC chay Linux hoac tén cua mot router thi SNMP
application chi can guri ban tin c6 chira OID la 1.3.6.1.2.1.1.5.0. Khi SNMP agent
chay trén PC Windows, PC Linux hay router nhan duoc ban tin c6 chtra OID
1.3.6.1.2.1.1.5.0, agent lap tuc hiéu rang day la ban tin hoi sysName.0, va agent s& tra 10i
bang tén cua hé théng. Néu SNMP agent nhan duoc mot OID ma né khong hiéu (khong

hd tro) thi no s& khong tra 1oi.

Mg “tir dién” RFC1213 : syshame cd ' Giti request ob 01D =
OIDl31.3.61.2.1.1.5 : SedabledaZedoballel

i Do tordign RFC1213

| Oh, 1.3.6.1.2.1.1.5 I3 syshame.
| 01D = i Minh chicd I tén 3

| i Z_.E.E.'_.Z.'_.'_.Ei.: . : "SuperComputer” !

Ah, tén cua Device 1 13
"SuperComputer” !

Hinh minh hoa qud trinh 18y sysName.0
Hinh 1.5. Minh hoa qu4 trinh ldy sysName
1.2.3.2. Object access
MJi object co quyén truy cap la READ_ONLY hoic READ_WRITE. Moi object
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déu c6 thé doc dugc nhung chi nhimg object c6 quyén READ_WRITE méi co thé thay

dbi dugc gia tri. VD : Tén cua mot thiét bi (sysName) la READ_WRITE, ta c6 thé
thay ddi tén cua thiét bi thong qua giao thirc SNMP. Tong s port cua thiét bi (ifNumber)
la READ_ONLY, di nhién ta khong thé thay ddi s6 port caa no.
1.2.3.3. Management Information Base

MIB (co s& thong tin quan ly) 1a mot cau trac dir liu gdm cac déi twong duoc
quan ly (managed object), dugc dung cho viéc quan Iy cac thiét bi chay trén nén TCP/IP.
MIB la kién tric chung ma céac giao thirc quan Iy trén TCP/IP nén tuan theo, trong dé co
SNMP. MIB dugc thé hién thanh 1 file (MIB file), va c6 thé biéu dién thanh 1 cay
(MIB tree). MIB c6 thé duoc chuan hoa hoic ty tao.

ccitt (0) iso (1) iso-ccitt (2)

standard (0) registration- member- identified-
authority (1) body (2) organization(3)

dod (6)

intemet (1)

directory (1) mgmt (2) experimental (3) private (4) security (5) snmpV2 (6)

mib-2 (1) enterprise (1)

system (1) if(2) ip(4) icmp(5) tcp(6) udp(7) cisco (9) microsoft (311)

Hinh 1.6. Minh hoa MID Tree
Mot node trong cay la mot object, co thé dugc goi bang tén hoic id. Cac objectID
trong MIB dugc sip xép thir tw nhung khong phai la lién tuc, khi biét mot OID thi
khong chic chan co thé xac dinh dugc OID tiép theo trong MIB. VD trong chuan mib-2
thi object ifSpecific va object atlfindex nam ké nhau nhung OID lan luot la
1.3.6.1.2.1.2.2.1.22 va 1.3.6.1.2.1.3.1.1.1.
Mudn hiéu dugc mot OID nao d6 thi ban can co file MIB mo ta OID d6. Mot

MIB file khong nhat thiét phai chira toan bo cay & trén ma cé thé chi chira mé ta cho mot
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nhanh con. Bat c nhanh con nao va tat ca 1a cua nd déu co thé goi la mot MIB. Mot
manager c6 thé quan Iy duoc mot device chi khi tng dung SNMP manager va tng dung
SNMP agent cung hd trg mot MIB. Cac tng dung nay ciing ¢ thé hd trg cung lac nhiéu
MIB.

1.2.3.4. Cdc thwc thé ciia hé théng qudn Iy mang

Ban dau, hé théng quan Iy mang duoc xay dung dua trén mé hinh kha don gian.
Quan ly dugc dinh nghia la su twong tac qua lai gitra hai thuc thé: thuc thé quan Iy va
thuc thé bi quan ly. Thuc thé quan Iy dic trung bai hé thong quan ly, nén tang quan Iy
(flatform) va g dung quan ly.

Agent ciing c6 thé 1a Agent quan ly hodc Agent bi quan ly. Manager chinh Ia thuc
thé quan Iy, trong khi d6 Agent lam thyc thé an dudi su tuong tac gitra Manager va cac
ngudn tai nguyén bi quan Iy thuc su.

Mo hinh Manager — Agent rat thong dung, ding dé moé ta thuc thé quan Iy va thuc
thé bj quan 1y & I6p cao. Pay ciing chinh 14 Iy do ma cac mé hinh duoc tao ra tu nhién cho
muc dich quan Iy déu gan véi mé hinh Manager — Agent. Tuy nhién trong thuc té mé hinh
nay phic tap hon nhiéu.

C6 mét s6 md hinh khac ciing dung cho viéc trao doi thong tin quan Iy nhu mo
hinh Client — Server hay mé hinh Application — Object server. Nhung mé hinh nay, vé
ban chét dung dé xdy dung cac ung dung phan bd hoic cac méi trudng dbi twong phan bd.
1.2.3.5. Méi quan hé giita Manager — Agent

Céac quan diém vé quan Iy cho rang chtc ning quan trong nhét trong quan Iy la
quan hé gitra thuc thé quan 1y va thyuc thé bi quan ly. Biéu nay dwa trén mé hinh phan hdi.
Manager s& yéu cau tir Agent cac thong tin quan |y dic trung va thuc thé bi quan Iy
thong qua Agent, sé& duoc quan Iy lai bang thong tin chita ddy du cac yéu cau. Néu thong
tin yéu cau phan hoi duoc sir dung lién tuc dé tim kiém mdi Agent va cac ddi tuong bi
quan ly tuong (ng thi co ché nay goi la polling va lan dau tién duoc Gng dung dé quan ly

trong moi truong internet dya trén giao thuc quan Iy mang don gian SNMP.
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CHUONG 2: TONG QUAN VE PHAN MEM GIAM SAT VA

QUAN TRI MANG SOLARWINDS ORION NTA

2.1. Giéi thi¢u vé Solarwinds
Solarwinds 1a bg cong cu hd tro déc luc cho nha quan tri nham phan tich, gidm sat

cling nhu cac cong cu quan 1y viéc thuc thi trén hé théng mang. Phan 16n céc cong cuy
trong solarwinds déu str dung giao thirc SNMP dé truyén thong. Solarwinds bao gém 32
cong cu dugc chia lam 6 phén 16n.

v Network Discovery Tools

v" Ping Diagnostic Tools

v" Tools for Cisco Routers

v" IP Address Management Tools

v" Fault & Performance Monitoring Tools

v" Miscellaneous Tools

Céc chtrc nang quan tri cia Solarwinds.
1. Performance management: Quan ly viéc thuc thi ctia hé thong.

» Do tin cay.

> Thoi gian truyén

» Tinh hiéu qua

» Cong cu su dung: Network performance monitor.
2. Configuration management: Quan 1y cac thong sb cu hinh cta hé thong.

» Install (Cai dat)

» Update (Cap nhat)

» Extension (M¢& rong)

» Cong cu su dung: Network performance monitor, DNS Analyser va
DNS/Whois Resover.
3. Fault management: Quan 1y 16i cho hé théng mang.

> Preactive: Khac phuc khi c6 su ¢ xay ra.

> Proactive: Tac dong dén hé thong trudc khi hé théng xdy ra 15i (diéu nay dua

vao kinh nghiém ctia ngudi quan tri mang)
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» Cong cu su dung: Network performance monitor.
4. Security management: Quan 1y bao mat h¢ théng mang.
» Packer Filter: Loc goéi dir li€u
> Access Control: Diéu khién truy cép.
» Tai nguyén mang.
> Service:
e X4c thuc ai mudn dung tai nguyén
e Gi6i han quyén cho tit ca nguoi dung sir dung tai nguyén.
e Bit ky dit liéu luu trit nao ciing duoc cap quyén.
e Tinh toan ven di liéu trén dudng truyén.
e Tinh khong chéi cdi ctia viéc chia sé.
» Cong cu su dung:
e Port Scanner: Xac dinh trén Agent c6 nhiing dich vu nao dang chay thong
qua s6 hiéu céng cua dich vu.
e SNMP Brute Force Attack: Cong cu quét community ciia Agent.
5. Accounting management: Quan 1y tai khoan ngudi dung.
» Xac thuec.
> Cép quyen.
> Giam sat quyén han trén Agent.

» Cong cu st dung: IP Network Browser.

2.2. Cai dit va cau hinh Solarwind Orion Netflow Traffic Analyzer
2.3.1. Giéi thiéu vé Orion NTA

Orion NTA 13 phan mém cung cap cho ngudi ding kha ning theo ddi tai nguyén
mang mdt cach nhanh chong va dé dang.

Orion NTA cung cdp céc tinh ning gitp cho ngudi ding c6 thé theo ddi va kich
hoat thiét bi mang cua ho va tu dong bod sung cac nguén NetFlow.

Vi sao phai dung Orion NTA:

- Cai thién tinh nang va hi¢u suat
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Vé&i Orion NTA, ngudi ding c6 thé nhanh chéng phat hién, chan doan, va giai
quyét su cd mang.

- Gitip phan tich dugc hiéu suit mang

Orion NTA 1am ndi bat xu huéng luu luong truy cdp mang, cho phép nguoi ding
c6 thé dé dang du doan dugc bang thong & cac khu vuc gip tit nghén

- Téi wu hoa mang ludi cip phat tai nguyén

Thong tin dugc cung cip boi Orion NTA cho phép ngudi ding xac dinh duoc cac
khu vyc dang bi gioi han hoac gap su cb vé két ndi mang. Sau do, nguoi dung co thé
chuyén hudng luu luong truy cap hién tai sang cac khu vuc c6 bang thong tét hon.

- Céc tai nguyén duoc lién két

Boi vi Orion NTA dugc xay dung dua trén Orion NPM, ngudi ding cé thé
danh gia duoc cac nhu cau cia mang doanh nghiép trong mot cai nhin téng thé va cac chi
tiét chire ning cu thé cua giao dién va nut mang.

- Tang cuong bao mat

Orion NTA cung cip cho ngudi dung kha ning mot cach nhanh chéng va chinh
xé4c kiém tra luu lugng mang va sau d6 xac dinh va dua ra mo hinh nhirng biéu hién bat
thudng va co thé phat hién virus, bot, hodc cac phan mém gian diép.

Nguoi dung co thé chuyén ddi gitra cac chwong trinh dé c6 duge mot so dd
hoan chinh viéc st dung, hiéu suét, va nhu cau cua mang. TAt ca moi thu ngudi dung can
theo doi luu lugng s€ duoc hién thi trong Orion NPM va Orion NTA.

» Cai dit va cdu hinh
Yéu cau can thiét t}"uég khi cai dat.
a. Yéu cau vé phan ciing may chu.

Yéu ciu Quan Iy tir 100 | 500< ddi tugng < | Lén hon 2000 d6i
dén 500 d6i twong 2000 tuong
Téc do xir ly CPU 2.0 GHz 2.4 GHz 3.0 GHz
Ghi chu: Dung bo xu ly kép ( Dual processor)
Dung lwgng vat ly 2GB 5GB 20GB
tdi thiéu Ghi chii: can it nhat 1GB dung lwong trong dé cai dét Orio

NPM va pai cai ddt vao cing é hé thong noi dang heu triv hé
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diéu hanh

B6 nhé chinh

3GB

4GB 4GB

Bang Léi! Khong c6 vin ban nao cé kiéu da chi dinh trong tai liéu..1. Yéu cau phan

cung may chu trudce khi cai dat Solawinds

b. Yé&u cau v¢é phan mém.

Phan mém

Yéu cau

Opera System

- Windows Server 2003 hoac 2008, voi
IIS ¢ ché do 32-bit.IIS phai duoc cai
dat. Nén quan tri cuc bo dé dam bao déy
du chure nang cua cong cu Orion NPM

- Luu y: SolarWinds khuyén nguoi
dung khong nén cai dat Orion NPM
trong moi truong Windows XP,

Windows Vista hoac Windows 7.

Miéy chu WEB

-Microsoft 11S phién ban 6.0 va cao
hon, & ché d¢ 32-bit.

.NET Framework

- Phién ban 3.5 tré 1én.

Dich vu Trap SNMP

- Céc thanh phan, cong cu giam sat va

quan 1y hé diéu hanh Windown

Trinh duyét web

- Internet Explorer phién ban 6.0 tr¢ 1én

hoac Firefox phién ban 3.0 trd 1én.

Bang 2.2. Yéu cau phan mém trudc khi cai dit Solawinds

C. Yéu cau veé co so dir licu.

Yéu cau Quan Iy tir 100 | 500< dbi twgng < | Lén hon 2000 doi
dén 500 d6i twong 2000 tugng
SQL Server - SQL Server 2005 SP1 Express, Standard, or Enterprise.
- SQL Server 2008 Express, Standard, or Enterprise.
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Téc d6 xir Iy CPU 2GHz 2.4GHz 3GHz
Dung lugng dia 2GB 5GB 20GB
cung
B6 nhd chinh 2GB 3GB 4GB
Bang Lbi! Khong c6 vin ban nao cé kiéu da chi dinh trong tai liéu..2. Yéu cau vé
CSDL
Cai dat.

> Mot s6 luu ¥

e Trudc khi cai dit Orion NTA ta phai cai Solarwind Orion NPM

e Trudc khi cai NPM phai cai .Net Framwork phién ban 3.5 tr¢ 1én trudec.

e Car dat IIS trudce khi ban cai NPM, ma chu yéu la World Wide Web
Service (www), Simple Network Management Protocol (SNMP) va WMI SNMP
Provider.

e Khi cai dat, tot nhat nén cai vao 6 dia hé thdng, tirc 1a 6 dia logic luu file
cai dat NPM va h¢ diéu hanh la mot.

e Nén tit phﬁn hd tro IPv6 dbi véi cac hé diéu hanh Windows Server 2008,
Windows Vista, or Windows 7 trudc khi cai dat.

» Qud trinh cai dat Orion NPM
Vao Start/ Control Panel/ Add or Remove Program/ Windows Component

W duves Cosmpom enl: |

ansgement and Monitoring Tools x| =y

To add o remove & componerl. chck 1ha chect bos & shaded bog maars thal ooy pat
of e comporerd mill b irecaled To ses s’y incleded inoe comporent, clics Decsils.

Subgomponents of Hanagement and Morioing Tocl:

5
¥l %l Medvoik Woedon Tock:
wl ) Sirgle Hetmo®, Managemert Frotocs 04 |
W o] Ml SHMP Fiowides

¥l a‘.ﬂ-ﬂ ‘W ndows Insialler Provide:

Desciplon  IFekalz 3 saol fof the coesslion of shomized iemole access: connadions:,
wiieh o can dishibuts bo poun usscs [:
)
Trokal died, sqrence i, 43 W3 i o
Space avalabl= o dizk: 16E7T.E Hi3 4 ]
o
c Qacs | Hewt 2 | Cencel I =g I

Hinh 2.1. Cai dat dich vu SNMP Ién may chu
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bién email cta ban vao bam Continue

Solarwinds Registration

E-mail Address: | lelonobac2730@agrail. cam

Continue Cancel

Flease confirm the emal address vou provided when registering ko download the
software, This will help us assist vou with pre-sales technical support, educational
material, and other accounk communications. Installation requires a valid email
address,

Hinh 2.2. Nhap thong tin email dé ding ky

Chuong trinh yéu cdu cai dit .NET Framwork trudc khi cai dit phan mém

Installing SolarWinds Orion

~ Solarwinds Onon requires that Microsoft NET Framework 3.5 5P1 be
ﬁ installed on yowr computer prior to installing this apphcation. Click. Install to
beaqin the install of the MET Framewark.

rista Zancel

Hinh 2.3. Chuong trinh cai .NET Framework 3.5

M Orion MNetw o k Performance Monitor Setup

wWelcome to the install wizard for Orion Network
Performance M oritor

The install wizard will install Onon Metwork. Performance
Fdonitor on pour computer. To continue.. click Mext.

Hinh 2.4. Chuong trinh Orion bét dau cai dt
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M orion Network Performance Monitor Setup

License Agreement

Fleaze read the following beense agreement before continuing.
You must accept the terms of this agreement before conbirung.

SOLARWINDS il
END USER LICENSE AGREEMENT

IMFORTANT -- READ CAREFULLY BEFORE USING THIS
SOFTWARE: THIS IS A LEGAL AGREEMENT BETWEEN vOU
(EITHER AN INDIMVIDUAL OR A SINGLE ENTITY) AND
SOLARWINDS WORLDWIDE, LLC COVERING YOUR USE OF
ANY SOLARWINDS SOFTWARE APPLICATION ("SOFTWARE")
THAT YOU HAVE ACQUIRED. YQOU ACKNOWLEDGE UFON
INSTALLATION OF ANY SOFTWARE THAT YOU HAVE
REVIEWED AND AGREED TO ALL OF THE TERMS AMND

-
TR LA NN e P T I TP S TR T — nlﬁ-v-_l

¥ {1 accept the (ems of the License Agreement:

cBock  [(Mes> | Concel |
e

Hinh 2.5. Bang yéu cau chap nhan diéu khoan phan mém

M Orion Network Performance Monitor Setup _-J_Elll

Choosze D estination Location
Select folder where setup wall nstall files,

Setup will inztall Orion Mebwodk Performance Monitor in the following folder.
Toinztall to the folder, chck Mext. To install to a different folder, chick Browse and select another
folder.

IC:\F'rngram Filez\S olarwinds\Onon

Browze |

Hinh 2.6. Chon noi cai dat phﬁn mém
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Orion Install Selection
Select the required type of Onon installation,

' Express Install - Becommended
Fully ingtall Onon Network. Performance Maonitor as quickly as possible.

" Advanced Instal

Inztall Orion MNetwork, Performance Manitor for use with an esnsting SOL Server
databaze,

Mote: Advanced Install requires an exizting SOL Server database for uze with
Orion Wetwork Performance Monitor. 1f you do not aieady have a SOL Server
database to uze with Onon Mebwork, Performance Morsbor, select Express
Install.

Hinh 2.7. Tuy chon cai dat
+ Express Install: Cai dat khi khong c6 SQL Server database st dung cung véi

NPM.
+ Advanced Install: Cai dat NPM str dung SQL database dang hién hanh
=101 %]

Installing Orion Network Performance Monitor

Inztaling Microzoft Visual Ce++ 2008 SP1 Redistributable <86

Hinh 2.8. Qua trinh cai dat cac goi cau hinh
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Completing the Orion Configuration Wizard

You have successfully completed the configuration wizard

The caonfiguration wizard completed succassiully
* The Orion database is set up.
+ The Orion website is s&t up,
+ Al services are up and unning.

Click. Finish to exit the configuation wizard

Hinh 2.9. Qua trinh cai dat NPM thanh cong

» Quad trinh cai dat Orion NTA

Dbién email cta ban vao, bam Continue

1l Solarwinds Registration

E-rnail address: I Ielonobanz 7I0@gmail, com

iCancel |

Flzase confirm the emal address you provided when registering to download the
sofbware, This will help us assist you wikth pre-sales technical support, educational
material, and other account communications, Installation requires a valid email
address,

Hinh 2.10. Nhép thong tin email dang ky
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l Orion Improvement Program E]

This product can send anonpmous data about how you use it
back to Solafw/inds. This data wll help us to design and build
products that fit the range of eraonments and configurations
that our customers uze. To stop sending this data, just uninstall
the Onon mprovement Program wsng Programsz and Features or

Add/Remove Programs.

Would pou like to participate in thiz program’?

Do wiot zend data

Hinh 2.11. Bang thong bao vé viéc gui dit liéu cap nhap
i& SolarWinds Orion NetFlow Traffic Analyzer 3.8 Setup

Welcome to the SolarWinds Orion
MetFlow Traffic Analyzer 3.8 Setup
Wizard

The Setup Wizard will install Solarwinds Orion NetFlow Traffic
Analyzer 3.8 on vour computer. Chick Mext bo continue or
Cancel to exit the Setup Wizard.

Current installation: Full Server

Hinh 2.12. Bang cai dat cua chuong trinh
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i SolarWinds Orion NetFlow Traffic Analyzer 3.8 Setup ;IEILI

s

End-User License Agreement
Flease read the following bcense agreement carefully

SOLARWINDS H
END USER LICENSE AGREEMENT

IMPORTANT -- READ CAREFULLY BEFORE USING THIS
SOFTWARE: THIS IS A LEGAL AGREEMENT BETWEEN Y GU
(EITHER AN INDIVIDUAL OF A SINGLE ENTITY) AND
SOLARWINDS WORLDWIDE, LLC COWVERING YOUR USE
OF ANY SOLARWINDS SOFTWARE APPLICATION
("SOFTWARE") THAT ¥QOU HAVE ACQUIRED. YOU

AARTN AL o IRk BT AL T ATIARL ST ARDY STV AT hd

[ I accept the terms in the License Agreemernt

Cancel |

Hinh 2.13. Bang thong bao vé cac diéu khoan ctia phdn mém

{P—- SolarWinds Orion NetFlow Traffic Analyzer 3.8 Setup - |I:|1|

Installing Solar¥inds Orion NetFlow Traffic Analyzer 3.8

Please walk while the Setup Wizard inskalls Solarwinds Crion NetFlow Traffic Analyzer 3.8,

Skakus: Stopping services. ..

Back | i [\E l

Hinh 2.14. Chuong trinh bat dau cai dat
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i SolarWinds Orion NetFlow Traffic Analyzer 3.8 Setup 10| x|

A

Completed the SolarWinds Orion
MNetFlow Traffic Analyzer 3.8 Setup
Wizard

Click the Finlsh buttan bo et the Setup Wizard,

Back m Cancel |

Hinh 2.15. Qua trinh cai dat Orion NTA thanh cong

Configuration Wizard Loading

| 2

Recycle Bin

Hinh 2.16. Chuong trinh ty dong cau hinh
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R

Completing the Orion Configuration Wizard
Thee fallowing items will be configured

Madule MatFlow Traffic Anslzer will be configursd

Databage: + Modules will be added to Orion database SolatwindsOrion on (local)
WSOLARWINDS_ORION

website: = Modules will be added to the Orion webste on [All Unassigned) on port 8787
Services: + Solarwnds® MetFlow Traffic Analyzer Service will be installed

Click MNest to start configuration of the selected actions

<Back |

Hinh 2.17. Chuong trinh s& cau hinh 3 thanh phan quan trong

{:,'{- SolarWinds Configuration Wizard =10 x|

Configuring Orion

Running PermissionChecker ..

Configuring Solarwfinds MetFlow Tralfic dnalyzer Service

-

Configuring NetFlow Traffic Analyzer

Hinh 2.18. Qua trinh c4u hinh dién ra
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{:} Solarwinds Configuration Wizard —1Oj x|

Completing the Orion Configuration Wizard

You have successfully completed the configuration wizard

The configuration wizard completed successfully
+ The Orion database is st up.
* The Orion website i sat up.
+ Al services are up and unning.

Click. Fimigh to exit the configuration wizard

Hinh 2.19. Cau hinh Orion NTA thanh cong

T T

€« X O longbaoi-dgplhx Discovery/Confi

(Xa| Trang ndy bing | Tiéhg Anh ~ | Ban cé muih dich trang ndy khéng? | Dich | |Khéna

-
solarwinds ¥
2 products in evaluation.

NETWORK NET[}, OW VIRTUALIZATION

NTA Summary Apps Conversafions Countries Endpoints Receivers Transmitters IP Groups Protocols ToS BGP

u 15 new 0st(s) » More Details | Dismiss Message

ict Update Available » iore Detalls | Dismiss Message |

Netflow NTA da duoc
thém vao thanh cong

Network Sonar Wizard

VMWARE  WINDOWS  NETWOR

SNMP Credentials
Enter the SNMP credentials used on your network. The Discovery Engine automatically determines the community string and SNMP version
1o use for each network device. Credentials are used in the order listed below.
See more information about SNMP.

s Add New Cradential

Order  Credential

Version Actions

1 public SNMP vl ar v2e *3 /R

2 privete SHWP ¥l or e R s 4
MEXT CANCEL |

Hinh 2.20. Trang chinh ctia Solarwind sau khi cai ddt thanh cong
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CHUONG 3: TINH NANG CHINH TRONG
SOLARWINDS ORION NETFLOW TRAFFIC ANALYZER

3.1. Orion NTA lam viéc nhu thé nao

(Onon Database Sarver
5
)
rion Mo low Trofte -
‘Anolyzer Collactoe NG

Flow-enabled
Network Devices

Hinh 3.1. Céch thirc phdn mém lam viéc
Céc thiét bi dau cubi s& duogc kich hoat ludng thong tin, giup cung cap cac dia chi
IP, ciing nhu bang thong mang. Orion NTA sé& thu thap cac ludng dit liéu nay, sau do tong
hop, phan tich, va thé hién chi tiét vé mién mang trén phan mém Orion NPM, bang cach
nay chung ta s& dé dang biét dugc vé mién mang ciia minh thong qua so do, cac bao céo
vé bing thong tr mién mang ciia ban. Ban bao cdo niy s& gifip ching ta quan sat duoc

bang thong, luu lugng dang dién ra trong mién mang.
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3.2. Sir dung chuwong trinh

-
solarwinds 7

2 products in evaluation. » Det

Usor name:

Jowme aocount

Hinh 3.2. Giao dién dang nhap

Nhép username va password mac dinh d€ vao giao dién chinh cua chuong trinh

Dung username: admin va password trong dé dang nhap chuong trinh

3.3. Giao dién chinh cia chwong trinh

m N | A ]

= X @ longbaok-Agphx:8757/Crion/TraffcAnalysis/SummaryView.asp

\E:_AJ Trang ndy bing ‘ Tiéhg Anh + | Ban cd mudn dich trang nay khéng? | Dich ‘ ‘ Khéng

-
solarwinds ¥

2 preducts in evaluation. » Detais
HETWORK NETFLOW VIRTUALIZATION
Summary Groups Top 10 Events Alets Syslog Traps Message Center Reports  thwack Custom Summary  Training

0 15 new blog post(s) » hore Detalls | DismissMessage | New NetFlow Traffic Analyzer Product Update Available » hore Details | Dismiss Message |

ADMIN (LOGOL

NetFlow Traffic Analyzer Summary HE

Last 1 Hours & Both &

B

by [pplication name ¥| Las

1 Exportto POF L] Customize Page
14 Thér

Getting Started with NetFlow Traffic Analyzer Last 25 Traffic Analyzer Events EDIT | | HELP.
,2 CEEEREE éNﬁflciw Receiver Service [LONGBAOI4GPLHX] started - listening on port(s)
? Add nodes with flow-enabled interfaces to Orion Yaour Solaninds NetFlow Receiver Service Evaluation [LONGBAOK4GPLHX]
E 140032012 2259 CH will expire in 30 days. Please contact SolarWinds support to purchase s
M lly add a flow-gnabled licensed version... Thank You
H anually acd a flow-enabled source , NetFlow Recelver Service [LONGBAOK4GPLHX] started - istening on port(s)
2 140301255454 & o
Setting up NetFlow for the first time? Your Solainds NetFlow Receiver Servics Evalstion [LONGEAOI-4GPLHX)
1400372012 6:54 SA& will Bxpire I 31 days_ Please contact SolarAinds support to purchase &
licansed version... Thank You!
REMOVE THIS RESOURCE
Top 5 Conversations ~ | @~ |EDIT HELF
NetFlow Sources MANAGE SOURCES| [EDIT) [HELP BOTH, LAST 1 HOURS
OINTERFACES No Data for Selected Time Period.
Currently, you are not gathering NetFlow traffic data
To add your devices with Flow-enabled interfaces: = =
» Use Network Discovery to add a large number of nodes ;g&i_:z:tg:z: Conversations v/ L=l |EBIT] heLs
. de in Mode Management '
more about collecting ata No Data for Selected Time Period.
Javascript:w _DoPostBackiithOptions(ney _PostBackOptions(“ct02$Bod

tisart| | G @ € Jﬂsalect(:\wﬂmwﬁ\sysm & NetFlow Traffic Analy...

Hinh 3.3. Hién thi cac thong tin chung clia hé théng mang

> Bao gém cac tab

o Home: Hién thi tong thé vé thong tin chung cua mang
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o Network: Hién thi thong tin vé& cdc node mang, cc thong bdo méi nhat.
o Netflow: Hién thi cac su kién nhu port nao down, up, may nao dang ma, luu

luong bang thong mang, hé thong hoat dong nhu thé nao. ..

Add Node
DEFINE NODE CHOOSE RESOURCES ADD POLLERS
Change Properties

Change properties or keep defaults. Select OK, Add Node to add this new node to Orion
Name: [Nhom 1- MMO3A

Polling Method
© No Status: External Node
No data collection for this nod
© Status Only: ICMP
1 status, (esponse time and

© Windows Servers: WMI and ICMP
ect CPU, memory ume and ICMP data for Windows Servers that d ot support SNMP

ta for most SNMP-enabled devices,

SNMP Version: [SNMPvZe = SNMPv2e is used for network devices that support SNMP but
SNMP Port: [161

¥ Allow B4 bit counters

Community String: |public Press dov
Read/Write Community String.

"‘Vlllostrbevices: SNMP and ICMP - Recommended

@ Test Successfull

distart| | (2} & € | BN Select CAWINDOWSisys... || € Add Node - Google Ch...

Hinh 3.4. Add c4c node mang
Gi6i Thiéu Giao Dién Home:
Summary
O tab nay ta c6 cai nhin téng quan vé cac su kién cta hé thong.

> Co thé biét téng cong cac loai sy kién ¢ “Event Summary”

Event Summar‘y EDIT | | HELP
& 2 AlertReset
@ 1 Modelp
A 1 Flow Correlation Service Started
1 MetFlove Licensing
1 1 NPM Licensing

Hinh Li! Khéng ¢é viin ban nao cé kiéu da chi dinh trong tai liéu..5 Tinh ning théng
ké su kién
> Co thé tim kiém node & “Search Nodes”

EDIT | HELP

Fired % Search By

| | Made Name =] | searcH
Examples: Cisco*, 10,155 Windows, Server-*, * Solarinds Met

Hinh Li! Khong ¢é viin ban nao cé kiéu da chi dinh trong tai liéu..6. Tinh ning tim
kiém

> C6 bang xép hang 25 su kién sau cing.
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Last 25 Events EDIT = HELP
LAST 12 MANTHS

Mode 192165137 119" packet loss has dropped from above 40% to below 5% and

3MTI201110:29 &M G5 A ————

IMTR01110:29 M 25 Mode 192168137 119 is Up.
SMTR01110:20 A @ 192163137 119 is responding again. Response time is 0 miliseconds
3MTR01110:28 AWM A NetFlow Database Mairtenance : Deleted 0 expired endpoints in 14,26 seconds.

Your Solaftinds Crion Metwork Performance Monitor Evaluation [HUUMGHI-
3MT2011 10:27 AM 1 10MIMDKS] wwill expire in 12 days. Plesse contact Solatinds support to purchase &
licenzed version.

Your Solaftinds MetFlow Receiver Service Evaluation [HUUMGHI-IOMMDRS] swill
3MTI2011 10:27 AM expite in 12 days. Please contact Solatindz support to purchase 5 licensed
wersion.., Thank voul

M50 926 AM  dp Added HUUNGHIPC
IMS2011 328 AWM Mode name vwas changed from 192165137 25 to HUUNGHI-PC
M50 328 AM  dR Added BTY-PC

Hinh L&i! Khong ¢é vin ban nao cé kiéu da chi dinh trong tai liéu..7. Xép hang va
thong ké cac sy kién ctia h¢ thong

> C6 thé o cai nhin tong quan hé théng mang v6i “Map” — so d6 mang.

Map EDIT | HELP

Hinh Li! Khéng ¢6 viin ban nao cé kiéu da chi dinh trong tai liéu..8. So d6 nhin tong
quan cuia mang

> C6 thé quan 1y Nodes v6i “All Nodes”

All Nodes MANAGE NODES | EDIT || HELP
GROUPED BY wEMDOR, STATUS

+  nknown

Hinh Li! Khéng c6 viin ban nao cé kiéu da chi dinh trong tai liéu..9. Hé théng quan

1y node
> C6 thé quan ly“alert véi “All Triggered Alerts”
All Triggered Alerts EDIT | HELP
ALL TRIGGERED ALERTS
TIME OF ALERT gﬁ%m( E,:ILRUREENT MESSAGE

Advanced Alerts
Alert me when a node
goes daown

High Packet Los=s
Manitoring

I 3M002011 0611 Ak TRUTRA

I 3M002011 06:09 AM TRUTRA

Hinh Li! Khong ¢é viin ban nao cé kiéu da chi dinh trong tai li¢u..10. Quan ly
triggered Alerts
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3.5. Giéi thiéu vé muc NetFlow

3.6.1. NTA Sumary

15jA] 1rangnay Dang | 11eng ANN « | BaN co MUON dCN Tang nay knonge | LN | | Knong 1y cnon'=

m NETFLOW VIRTUALIZATION -

NTA Summary Apps Conversations Countries Endpoints  Receivers Transmitters IP Groups  Protocols ToS BGP

o 15 new blog post(s) » bore Defails | DismissMessage | New NetFlow Traffic Analyzer Product Update Available » More Details | Dismiss Message —
[Search NetFio by [application name =] Last 15 Minutes & |£
NetFlow Traffic Analyzer Summary
1 Export toPOF L] Customize Page [ NetFlow Settings
Last 1 Hours & Both &3 14 Théng Ba 2012 6:30.49 54
Getting Started with NetFlow Traffic Analyzer Last 25 Traffic Analyzer Events EDIT  HELF
.
8 -
£ P — Alrg;?w Recelver Service [LONGBACK4GPLHX] started - listening on port(s)
2 Add nodes with flow-enabled interfaces to Orion Your Solarinds NetFlow Receiver Service Evaluation [LONGEAOKH4GPLHX] S
3 140312012 2:59 CH will expire In 30 days. Please contact Salanénds support 1o purchase a
z Manually add a flow-enabled source licensed version. .. Thank Youl )
E PP Aul;ﬁrwsn]w Recelver Service [LONGBACL4GPLHX] started - stening on port(s)
Setting up NetFlow for the first time? “Your Sola¥¥inds NetFlow Recsiver Service Evaluation [LONGBAOK4GPLHX]

1400372012 6:54 SA will expire in 31 days. Please cortact Solainds support to purchase a
licensed version... Thank Youl

REMOVE THIS RESOURCE

Top 5 Conversations « | afy [EDIT] [HELF =
NetFlow Sources MANAGE SOURCES | [EDIT] [HELF BOTH, LAST 1 HOURS
OINTERFACES No Data for Selected Time Period,

Currently, you are not gathering NetFlow traffic data

To ads your dew:keﬁ)wwth F\uv;f—eﬂ;:bdl mlerfacez. oo Top 5 IP Groups Coenversations - [ e+ [EDIT] [HELP
= Usi rk Discovery to add a large number of nodes BOTH, LAST 1 HOLRS

Mode Management
out collecting NetFlow data No Data for Selected Time Period,

Top 10 NetFlow Sources by % Utilization EDIT |HELF Top 5 Autonomous Systems « | af+ [EDIT| [HELF

All monitored interfaces are consuming less than 1% utilization BOTH, LAST 1 HOURS

N ot Gt Time Bosind =l

' start! | Gac J [ Select C:\WINDOWS!sys.. lm m
Hinh 3.11. Bang thong tin chung vé Netflow

O tab nay s& cho chung ta biét vé luu luong bang thong ctua hé théng

> C6 thé biét cac sy kién gi dang xay ra, port ndo down, port nao dang ling nghe. ..

Last 25 Traffic Analyzer Events EDIT HELP

A MetFlow Recelver Service [LONGBADR4GPLHY] started - listening on port(s)
[2055]
Your Solarvinds NetFlow Receiver Service Evalustion [LONGBAOL-4GPLHX)
140352012 259 CH wiill expire in 30 days. Please contact Solarinds support to purchase a
licensed version... Thank Yow
‘&‘ MetFlowy Receiver Service [LOMNGBAOI-4GPLHK] started - listening on port(s)
[2055]
Your Solarvinds MetFlow Receiver Service Evalustion [LOMNGBAO-4GPLHX]
140352012 5:54 S4& will expire in 31 days. Please contact Solaninds support to purchase a
licensed version... Thank You

14/03/2012 2258 CH

1410302012 5:54 SA

Hinh 3.12. Thong tin su ki¢n
> C6 thé biét duogc hé théng hoat dong nhu thé nio
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Top 5§ Conversations ~ | o~ EDIT| HELP
BOTH, LAST 1 HOURS

Mo Data for Selected Time Period.

Top 5 IP Groups Conversations v | e+ EDIT HELP
BOTH, LAST 1 HOURS

No Data for Selected Time Period.

Top 5 Autonomous Systems v | alv EDIT| HELP
BOTH, LAST 1 HOURS

M MNata fnr Calartad Tima Parind LI
W20 s30am
Hinh 3.13. Hién thi vé top cac thong tin hé thong

- Top 5 Conversations: Muc ndy chtra cac thong tin vé viéc trao ddi dir liéu thong tin
Vao ra.
- Top 5 IP Autonomous Systems: Muc nay chtra cac thong tin vé h¢ thong.

> Céc luu luong goi tin bi mat
Home (5%
Node Details - ATTACK

Average Response Time & Packet Loss THRESHOLDS EDIT HELP

1

1000

<

S00 v 2000

>

0 2500

Avg Resp Time Packet Loss

Hinh 3.14. Phan tram luu lugng, goi tin bi mat.

» Céc tng dung nao dang dugc chay trén may chu hodc may tram
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“ 15 new blog post{s) » More Details | Dismiss Message Hew NetFlow Traffic Analyzer Product Updz

NetFlow Applications Summary
Last 1 Hours wd  Both kd
+  @f~ |EDIT HELF

Top 5 Applications
BOTH, LAST 1 HOURS

Mo Data for Selected Time Period,

Flow Navigator

Hinh 3.15. Céac img dung nao dang dugc chay

» Cac cudc hoi thoai trao doi nao dang dién ra

NetFlow Conversations Summary

Last 1 Hours wd Both &

Top 5 Conversations +~  oflw EMT HELF
BOTH, LAST 1 HOURS

Mo Data for Selected Time Period.

Flow Navigator

Hinh 3.16. Top 5 céac cudc hoi thoai trao ddi dit liéu

» Cac giao thirc nao dugc st dung

Top 5 Protocols v | &~ |EDIT| HELP

BOTH, LAST 1 HOURS

Mo Data for Selected Time Period.

Flow Mavigator

Hinh 3.17. Top 5 céac giao thuc
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3.6. Thuc hanh giAm sat mang véi phin mém Orion NTA

3.6.1. Mo hinh gid lap

Server-PT
Orion NTA Server

L

”i PC-PT
PC-PT PC1
PCO

Hinh 3.18. M6 hinh gia 1ap quan 1y mang
Dé thyc hién giam sat voi md hinh gia lap nhu trén, giao thirc SNMP phai dugc
kich hoat trén cac thiét bi mang va thuc hién cai dat ph?m mém Solarwinds NPM va Orion
NTA trén Server Manager chay hé diéu hanh Windows server 2003.
3.6.2. Cai diit va cdu hinh SNMP Agent trén PC

T e i

Windows Components
You can add or remove components of Windows,

To add or remowve a component, chick the checkbox. A shaded box means that only
part ul the component will be installed. To see what's included in 2 component, click

Details.
LComponents:
¥ @) Internet Explorer Enhanced Security Configuration 0.0MB ;I
] jj Management and Monitonng Tools 6.3MB
| B9 Networking Services 27 MB
| B9 0ther Network File and Print Services 0.0MB
85 Remnte Shorans 42MR X

Descrphion:  Includes Windows Accessones and Utilities for pour computer.

Tokal dizk zpace required: 4.0MB Details |
Space available on digk: 32578.2MB —

T cBack [ New> | cancel | Hep | Trang ™

-] L e S (]
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Hinh 3.19. Cai dat dich vu SNMP 1én cac may chu va PC

Dé cai dat thém céac dich vu : Start/Control Panel/ Add or Remove Program/ Add

or Remove Windows Component/ Manage and Monitor Tool/

Management Protocol.

s - s L 1 & v s

Management and Monitoring Too x|

To add or remove a component, click the check box. & shaded box means that only part
of the companent will be inztalled. To see what's included in a component, chick Details.

Subcomponents of Manhagement and Monitoring Tools:

[ &' Connection Manager Admiristration Kit 1.1 MB ;I
O QEonnection Paint Services 0.2 MB

O .;gNetwolk Monitor Tools 23MB

&L Simple Network Management Protocol

L1 o= wMl SHMP Provider 1.1 MB

L] =Ml windows Installer Provider 0.6MB

=

Descrption:  Includes agents that mondtor the activity in network, devices and report to
the network, conzole workstation.

Total dizsk space required: 49MB
Space avallable on disk: 32578.2 MB

T TS YT T S DT T OO Ty

Simple Network

Hinh 3.20. Chon Simple Network Management Protocol

Sau khi chon xong bam OK dé tién hanh cai dat dich vu SNMP 1én may chu va cac

may PC.

%Sscunty Accounts ... The starku.., Started Autormatic
B server Supports fil.., Started Aukormatic
8l shell Hardware Det...  Provides n... Started Autormnatic
8 smart Card r Manual

Se = Started Subornatic
% NMP Trap Service REceives kr... Started Manual
8 Solarwinds Alerting. .. Started Butornatic
%Solar‘v\-‘inds Collecto... Started Automakic
%Solar‘v\-‘inds Collecto... Started Automatic
88 Solarwinds Collecto. .. Started Automatic
s Solarwinds Informa. .. Started Autormatic
& Solarwinds Job Eng. .. Started Automatic
i Solarwinds Job Eng. .. Started Aukormatic
%SDIarWind& Job Sch... Started Aukarnatic
%Solarw‘inds Oron 1. Informatio, ., Started Aukarnatic
%Solarwmds Orson M. Started Aukarnakic
%SolarWinds Syshog ... Started Aukomakic
%SolarWinds Trap 5e... Started SAukornatic
%Special Admanistrati...  Allows adm. .. Marual
%SQL Server (SOLAR... Provides st... Starbted Aubomatic
g’:%SQL Server Active ... Enables int... Disabled
g%SQL Server Browser Provides 5., Started Aukarnatic
9 SQL Server VS5 Wri... Provides th... Started Autormatic
%Svstsrn Ewent Motifi... Monitors s... Started Aubornatic
%Task Scheduler Enables a ..., Started Aukarnakic

Local System
Local System
Local System
Local Service
Loc sk

Local Service
Local System
Local System
Local System
Local System
Local System
Local System
Local System
Local Systbem
Local Sysbem
Local Sysbem
Local Syshem
Local Syshem
Local Syshem
Local Sysbem
Metwork 5.
Local System
Local System
Local System
Local Syshbem
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Hinh 3.21. Dich vu SNMP sau khi cai dat thanh cong

Pé cau hinh dich vu SNMP, chudt phai vao My Computer/Manage/Service. Sau d6

chudt phai vao dich vu SNMP Service/Properties. Chon Tab Agent.

g
E
E
F
E
(
E
1
g
F
P
E
F

SNMP Service Properties {Local Computer)

Generall Log l]nI Recovery  Agent |Traps I Sec:uiyl Dependenciesl

Internet management systems may request the contact person,
system location, and network. services for this computer from the
SNMF service.

Contact: Irhoml@gmaul.ccm

Loeatior: IMMO?A

Service

[ Physical & Applications

¥ Intemet | Endto-end

2]

0k | Cancel | spph

Hinh 3.22. C4u hinh Agent SNMP

Dé May chu quan sat va thiy dugc mdy tram thi can thiét 1ap Community Name

v6i tén bat ky hoic 1a public.

Chon Tab Sercurity/ Add.

R —— "

...... [P — P 2

. Allowstac...

Manual Local System

B SHMMP Service Properties

Genetall Log l:lnl Fleu:welyl Agent I Traps Secunty IDependenc:iesI

T m = M aa Mmoo~ om o omom

I

v Send authentication trap

Accepted community names
Community

| Rights

SNMP Service Configuration

Community nights:
|READ DNLY =1

LCommunity Mame:
Ipublic

Edi. |

Fiemovel

il

Nhom I — Lop: MMO03A
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Hinh 3.23. Add Community Name

AlloWs Lo C,,. Maniual Local Sy stem

EH SNMP Service Properties (Local Computer) 2=l

Generall Log Dnl Flemvupl Agent  Traps |Seu.|i5.l] Dependencie&l

The SHMP Service provides network. management owver TCP/P
and IFX/SPX protocols. If fraps are required, one or more
cammurity names must be specified. Trap destinabons may be
hast hames, IP addiesses of IP addresses.

Carmmunity riame

[pubiic =]

Trap destinations:

T M = M A Mmoo mom

| Edi

§ Ok I Cancel Apply

Hinh 3.24. Cu hinh Trap
Chon Tab Trap va add community 1a public.

21

§e

Hozt name, IF or IF addiess:
[192.168.137.2

Hinh 3.25. Nhéap IP may can quan sat
3.6.3. Thuwc hién viéc add cdac node mang
Nhap IP mién mang can quét, dé tién hanh quét cic may trong mién mang can

quan sat, dé thu thap va lay thong tin
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Add Node
CHODSE RESOURCES  ADD POLLERS  CHANGE PROPERTIES
Define Node
Specify the node you want to add by completing the fields below. Are you adding a large number of nodes? Try the Metwork Discovery,
Hostname or IP Address: [192.168.137.10 [P and IFS formats are both valid

I~ Dynamic IP Address

(DHCF or BOOTF)
Folling Method  © Ng Status: External Node

Mo data collection for this node

" Status Only: ICMP
Collact status, response time and packat losz data only, using ICMP (ping).

' Windows Servers: WMl and ICMP
Collect CFU, memory, volume and ICMF data for Windows Servers ihat de not support SNMF

& Most Devices: SNMP and ICMP - Recommended
Collest CPU, memory, volume and ICMP dats for most SNMP-enabled devices.

SHMP Wersion: IW .
SNMP Port: |161
¥ Allow B4 bit counters
1 r
Hinh 3.26. Add cic node mang
SHMP Yarsion: ,Wﬂ SRMMFE L i usad ol pabme b devioss thal supp ot SHIF Dulvhgm SHW=eE & nol egaind o supaoted

SHMP Port: [161

 llow B4 b courtess

Communty String: ,:nu:jll(‘— Fress doaay anow to ies al
Readiiite Commurity Siring: feme M0

Test

Hinh 3.27. Nhap community string dugc khai bao ¢ trén vao

3.6.4. Quan sdt thong tin vé PC

Adnn F Hode ManedEmem e

Add Mode

DEFIRE KODE ADD POLLERS CHARIGE PROFERTIES

Choase Resource to moniter an ATTAGHK
Selecl the resnumes and sfatistics 1o monitor. The select mene provides shortcuds for selections

Seiact oAl JEMone of AlVolumaz o A nednces o Al Activa terfeces IR Imetace Statistics

W % CPLLE Bamore
8 Teaologs. Layer 3
4 4 “olume Ublization
e dat]
[# 3 £y Labal: Serisl Mumbar 4745735
M2 0y Label ARMEVDL_ER Serial Number Shiaf2dd
[¥ %8 rtus Merrary
¥ % Faysical Memary
B 05 TCP Loopback interfacs
(™ -] AaliF) PROATOD MT Mesvenrk Carnestan
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Hinh 3.28. Théng tin may PC can quét

> Sau khi cdu hinh va add cac node thanh cong thi cac thong tin cia may PC sé& hién

1én nhu:

- CPU & Memory

- Dung lugng timg phan ving va tén ctia mdi phan viing

- Thong tin vé Cardmang

» Thong tin chi tiét duoc thé hién nhu sau

W Uninsrage 8 Polers

O or meore Intay faces mve moan Lnknoyen mtake

Herguwsi e =56 Fornily B ookl 37 Sheppire 2 ATATCONPRATHELE

Node Detalls

& Lol Mede Q =t Resaross
Mlanagement ) -

¥ Poil Wy Rediscoves
Hinfle Saius H Node |5 Up.
IF Address 18218513790
Dymarme P Ha
Machiine Type &7 wwdndores 2003 Seror
OMHS
Systam Hame BT
D e riigrtnm

Fraz)

Location [ fLE
Contaet nhoa gl oo
Loarst Kloeot
Cpsrating
SpHlam
135 e Linknicraun
Hemd e Fhyscal
Hn ol CPll= &
LE-111,-14 (L] P RLEE R | ket i)
kb Brorwd s blip M5 155137 10

Event Summary

- Softwanne: Wilncdoses Werson 5.2 (Bulkd 2790 Mubproo s

E2IT! HELF

Hinh 3.29. Chi tiét vé node

- Node Status: Up. Chung té node ndy dang dugc bat

- IP Address: IP ciia may can quan st chinh 13 Server

- Heé diéu hanh: Windows 2003 Server
- Tén may: Attack

- Description: Phan mé ta chi tiét thong tin ctia hé thong.

- Location: Thong tin vi tri .

Ngoai ra con mot so chi tiét khac nhu
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urrent Percent WMilization of Each Interface EDIT  HELF

ETATIS INTERFALE TRAMEMTT RECENE
Lrsnicraen B RS TR Loophsch inber e 0 0%
Lrdnraen T e PR O 00 BT Hedeork Conrmeton n% nE

Hinh 3.30. Luu lugng vao ra cua card mang

> Tai muc nay sé& cho biét, luu luong dang chuyén vao hay ra cta card mang 1 bao

nhi€u phan tram, ttr 6 cho chung ta biét hi¢u suat cua mang nhu thé nao.

sk Volumes ELIT HELF
OLUKE ZIZE ERACE UEED
= w1
i) Cilabd 4T4RT3S

I
P 1-':“ T=mary

Yriual HeEmary

¢ 8E

N9
A A

Hinh 3.31. Thong tin vé€ 6 dia clia may

> Céc thong tin nhu tén 6 dia, kich thudc va sé dung luong duoc dung, dugc thé hién
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KET LUAN

> Két qua dat duoc

o V&ély thuyét:
Nhom di tim hiéu dugc tong quan vé giao thirc giam sat mang SNMP, cac phuong
thirc giam sat mang. Uu nhuoc diém trong thiét ké cia SNMP.

Tim hiéu Iy thuyét vé phan mém quan tri mang Orion Netflow Traffic Analyzer

o V& thuc hanh
Trién khai hé thong giam sat va quan tri mang véi Orion Netflow Traffic Analyzer

trén mo hinh gia lap, thuc hién mot so tién ich gidm sat va quan tri mang co ban.

> Han ché

Vi thoi gian ¢6 han nén chua tim hiéu hét cac tinh ning ctia bo phin mém. Chua di
sau vao giao thiuc SNMP.

Db an chwa mang tinh thuc té cao. Hé thong mang tmg dung phan mém Orion
NTA khong trién khai thuc té nén chua phat hién dugc cac 18i ciing nhu cac van dé phat
sinh.

» Huéng mé

Trién khai phin mém giam sat va quan Iy mang Orion NTA trong mdi truong thuc

té néu c6 diéu kién. Tiép tuc tim hiéu bd phan mém Solarwind mot cach trién dé hon nita.

Nhom I — Lop: MMO03A Trang 50



Tim hiéu giao thire SNMP va PM gZLHT ‘M Orion Netﬂow T raf{zc Analzzer

TAI LIEU THAM KHAO

e Sach, gido trinh, do an

[1]. AdministratorGuide-Orion Common Components — Tai li¢u tham khao tir nha
san xuat.

[2]. AdministratorGuide-OrionNPM - tai liéu tham khao tir nha san xuat.

[3]. EvaluationGuide-OrionNPM - tai liéu tham khao tir nha san xuat.

[4]. QuickStartGuide-OrionNPM - tai liéu tham khao tir nha san xuat.

[5]. Bao Cao Trién Khai Solawind trong mé hinh thuc té - Nguyén Tién Luc — Hoc

Vién Buu Chinh Vién Thong.

e Internet

http://solarwinds.com/support/
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