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LOI CAM ON

Trong subt thoi gian tir khi bat dau hoc tap ¢ giang duong dai hoc dén nay,
chung em d3 nhan duoc rat nhiéu sy quan tim, giup d& cua quy Thay C6, gia dinh
va ban bé. Vi long biét on sdu sic nhat, ching em xin gai dén quy Thay C6 ¢
Khoa Cong Nghé Thong Tin — Trudng Dai Hoc Tén Buc Thang cung vdi tri thirc
va tdm huyét cia minh dé truyén dat von kién thic quy bau cho ching em trong
sudt thoi gian hoc tap tai truong, ciing xin cam on gia dinh va ban bé da ¢ bén va

giup d& trong thoi gian qua.

Chdng em xin chan thanh cam on Thay Nguyén Thanh Long da tan tam
hudng dan ching em qua nhitng budi noéi chuyén, thao luan vé dé tai khoa luan
chdng em 1am. Néu khéng c6 nhirng loi huéng dan, day bao caa thay thi ching em
nghi khoa luan ndy cta ching em rat khd cé thé hoan thién dugc. Mét 1an nira,

ching em xin chan thanh cam on thay.

Khoéa luan duoc thuc hién trong khoang thoi gian 4 thang. Bude dau di vao
thuc té nén kién thirc ciia em con han ché va con nhiéu bd ngd. Do vay, khong tranh
khoi nhitng thiéu sét 1a diéu chac chan, ching em rat mong nhan duoc nhing y kién
dong gop quy bau cta quy Thay Co dé kién thirc ciia em trong linh vuc nay duoc

hoan thién hon.

Sau cung chiing em xin chdc quy thay cd khoa Céng Nghé Thong Tin doi
dao stc khoe, niém tin dé tiép tuc thyc hién st ménh cao dep ciia minh 14 truyén dat

kién thuc cho thé hé mai sau.
TP. HCM, ngay 29 thang 6 nam 2014
Sinh vién thuc hién :
Nguyén Hoa An

Nguyén Tran Hoang Hung



CONG TRINH PUQC HOAN THANH

TAI TRUONG PAI HOC TON PUC THANG

Chudng t6i xin cam doan day la cong trinh nghién cttu cua riéng ching toi va
duoc sy hudng dan khoa hoc cua thady Nguyén Thanh Long. Cac noi dung nghién
ctu, két qua trong dé tai nay 1a trung thuc va chwa cong bd dudi bt ky hinh thirc
nao trudc day. Nhitng sé liéu trong cac bang biéu phuc vy cho viéc phan tich, nhan
xét, danh gia duoc chinh tac gia thu thap tir cAc ngudn khac nhau cé ghi rd trong

phan tai liéu tham khao.

Ngoai ra, trong luan vin con st dung mot s6 nhan xét, danh gia cling nhu sé
licu cua cac tac gia khac, co quan t6 chirc khac déu co trich dan va chd thich nguén
géc.

Néu phat hién c6 bat ky sw gian 1an nao tdi xin hoan toan chiu trach
nhiém vé ngi dung luan viin cia minh. Truong dai hoc Tén Puc Thang khdng
lién quan dén nhitng vi pham tac quyén, ban quyén do tdi gay ra trong qué trinh

thue hién (néu cd).
TP. Ho Chi Minh, ngay 29 thang 6 nam 2014

Tac gia

(ky tén va ghi r6 ho tén)



TOM TAT

Trong xu hudng phét trién cta x& hoi ngay nay, cong nghé théng tin ludn cé
mit & bat cr linh vuc, nganh nghé ndo. Mang ludi cong nghé thdng tin trén thé gigi
phét trién mot cach chéng mat, moi ngudi ai ciing mudn cap nhat théng tin mot
cach nhanh nhét va chinh xéac nhat. trén thyc tién dé cac doanh nghiép ciing khong
thé thiéu viéc &p dung cdng nghé thong tin vao doanh nghiép cua minh dé quan ly

va phat trién.

Ddi véi cac doanh nghiép hién nay dic biét 13 doanh nghiép ¢ nhiéu chi
nhanh ¢ nhirng vi tri dia ly xa nhau thi viéc quan Iy va chia sé tai nguyén gitra cac

chi nhanh rat kho khan va t6n chi phi néu khéng cé cong nghé thong tin.

Viéc sir dung may tinh trong doanh nghiép nhu mét ¢éng cu dé phuc vu cho
cdng viéc ngay cang nhiéu vi vay can may cha dé quan tri hé théng mang trong
doanh nghiép 1a rat thiét thuc dé c6 mot hé thdng quan Iy tét, an toan, c6 d6 bao mat

cao, chi phi hop ly va thuan tién trong viéc trao ddi thdng tin gitta cac chi nhanh,. ..

Véi nhitng ly do trén chdng t6i quyét dinh lya chon dé tai “Xay dung, trién
khai va quan ly mé hinh mang” vtra va nho su dung Windows Server 2003 trén
phan mém may ao VMWare dé thyc hién. Dé tai rat thyc té va phi hop véi céc yéu
cau dat ra hién nay cho cac to chirc, doanh nghiép va né con gitp ching tdi c6 thém
kinh nghiém, hiéu biét rd hon vé mod hinh mang va dé dang thich nghi véi moi

trurong cong Vviéc sau nay khi ra truong.
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DANH MUC CHU VIET TAT

DHCP: Dynamic Host Configuration Protocol
DNS: Domain Name System

FTP: File Transfer Protocol

VPN: Virtual Private Network

TCP/IP: Transmission Control Protocol/Internet Protocol
MAC: Media Access Control

HTML: HyperText Markup Language

MUA: Mail User Agent

MTA: Mail Transfer Agent

PPP: Point-to-point Protocol

UUCP Unix-To-Unix Copy Protocol

NFS: Network File System

IMAP: Internet Message Access Protocol
SMTP: Simple Mail Transfer Protocol

POP: Post Office Protocol

MIME: Multipurpose Internet Mail Extensions
DTP: Data Transfer Process

User-PI: User Protocol Interpreter

User-DTP: User Data Transfer Process
Server-DTP: Server DataTransfer Process
Server-Pl: Server Protocol Interpreter

ACK: Acknowledge



OSI: Open Systems Interconnection

FQDN fully qualified domain name
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CHUONG 1-MO PAU
1.1 Yéu cau dé tai

Yéu cau dua ra ctia dé tai 1a xay dung dugc mot mang doanh nghiép c6 2 chi
nhanh dit & 2 khu vyc dia 1y khac nhau nhu Ha Noi va TP H5 Chi Minh, may tinh
cua chi nhanh nay c6 thé truy cap va lay théng tin tir may tinh caa chi nhanh khac
va thiét 1ap cac quy tic hop ly cho cac may tinh truy cap théng tin, cac IP cua may
tinh dugc cip phat mot cach tu dong va phai thiét 1ap cac dich vu DHCP, mdi chi
nhanh s& c6 1 Web Server riéng va 1 DNS Server véi 1 dia chi riéng biét. Moi User
khi ding nhap phai Join vao Domain riéng mai c6 thé chia sé va lay tai nguyén tir
may chu vi thé can thiét phai cai dat va ciu hinh Domain Controller cho Server.
Ngoai ra, xay dung va cai dat Mail Server riéng cho mdi chinh nhanh dé cac User
(Nhan vién) trao doi thu ndi bo véi nhau, cau hinh FPT Server dé chia sé tai nguyén
gitra cac User. V6i bao mat, can xay dung Proxy Server, Firewall.

1.2 Pham vi luan van

Luan van dugc thyc hién trén moi truong gia lap (may ao) Vmware.
1.3 Cbng cu ho trg va Ki thuat sir dung

Str dung céc céng cu ho trg nhu Vmware Workstation, GNS3, Visio 2010.
1.4 Hwéng phét trién cho dé tai.

Hién nay, hau hét cac md hinh may tinh I6n va nhé déu két ndi véi nhau qua
mang Internet va lién két noi bo vaéi nhau thong qua VPN. Véi nhimg vu diém vuot
troi cuia no thi twong lai VPN sé& van la sy lya chon cho cac doanh nghiép vira va
nho dé xay dung mang may tinh cho riéng minh. Ddi vai hé diéu hanh, hién nay,
Microsoft da phat trién 1én Windows Server 2012 véi nhiéu tinh nang vuot troi va
co ché bao mat cao cip hon va cac phan mém c6 lién quan ciing dugc cap nhat thém
nhitng phién ban méi dé tiang hiéu nang sir dung ciing vai nhiing tién ich mai.

TOm lai, trong tuong lai, d6i v&i nhitng doanh nghiép vira va nhé thi VPN
van 1 1 phuong an day tinh kha thi khi xay dung 1 mé hinh mang vira va nho. Va

cling voi sy phét trién cia céng nghé, cac Router dugc nang cap, cau hinh Server



duoc cai thién cung véi cac phan mém duogc cap nhat thi dit liéu, tai nguyén s& duoc

bao mat hon, tdc do chia sé nhanh hon. ..



CHUONG 2-CO SO LY THUYET
2.1 Mang may tinh

Mang may tinh (Computer Network) 1a tap hop ctia 2 hay nhiéu may tinh két
ndi v6i nhau thong qua cac phuong tién két ndi (thiét bi két néi — Switch, Hub, day
cap, séng v tuyén,...) dé chia s¢ cac tai nguyén. Viéc két ndi giita cac may tinh
tuan theo cac chuan vé mang may tinh (Network Standard), cac cong nghé mang va
cac giao thirc (Protocol). Cac may tinh trong mang c6 thé goi 1a nit mang. Viéc st
dung mang may tinh gidp céc t6 chuc, doanh nghiép dé& dang trong viéc chia sé cac
tai nguyén cho ngudi dung. Céc tai nguyén chia sé bao gom cac file, thuw muc, may

in, két ndi Internet, tng dung dung chung.
2.2 Cac thanh phan mang (Network Component)

MJi mang may tinh bao gom céc may tinh, thiét bi mang, may in,... ching
duogc goi la cac thanh phan mang (Network Component) chiing bao gom cac thanh

phan chinh sau:

May chi (Server) — 1a mot may tinh chay trén nén ciia mot hé diéu hanh nhat
dinh (Windows Server, Linux...) va dugc dung dé thi hanh cac chwong trinh dich
vu trén toan mang. Cac chuong trinh dich vu trén Server chap nhan moi yéu cau
hop 18 tir may Client, thi hanh dich vu va tra vé két qua cho may Client. Mdi may

chua s& c6 mot Policy riéng dé xac thuc va quan ly cac User dang nhap.

May tram (Client): L& cac may tinh trong mang c6 thé két ndi dén cac may
cha dé yéu cau céc dich vy, chia sé va st dung cac tai nguyén mang. May tram chay

hé diéu hanh twong wng (WindowsXP, Vista...) va cAc phan mém may tram.

Phuong tién truyén dan (Media): La cac thanh phan chuyén dan vat ly gitra

cac may tinh nhu day cap (Cable), song radio,...
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Tai nguyén (Resources): La cac ¢ng dung, dir liéu, cac phan cang chuyén
dung,... dugc cung cip béi cac may chu trén mang cho ngudi dung thdng qua cac

may tram (files, may in,...).

Card mang (Network Adapter): La mét thiét bi chuyén dung gidp cac may
tinh c6 thé giri dir liéu téi cac mdy tinh thong qua phuong tién truyén dan. CAc thiét
bi két ni nhu Hub, Switch, Router. ..

Giao thirc mang (Network Protocol): La tap hop cac quy luat, quy dinh gidp
c4c may tinh c6 thé giao tiép véi nhau (hiéu duoc nhau — gidng nhu ngdn ngit ma

con nguoi st dung).

M6 hinh mang (Network Topology): La cau tric vat ly caa mang (Bus, Star,
Ring,...), n6 duoc phan loai dwa vao loai phuong tién truyén din (Media Type),
giao thirc mang (Protocol), card mang,...(Trong khuon kho dé tai nay sé chi nghién
ctru vé cac thanh phan quan i va bao mat mang, cac thiét bi ngoai vi hay cac phan

ciing vé may s& khong duoc dé cap dén).
2.3 Cac loai mang may tinh

Mang may tinh c6 thé dugc phan loai theo mét sé cach khac nhau: phan loai
theo pham vi (Scope), theo kién tric (Architecture), theo hé diéu hanh ding trong

mang,...(¢ day chdng téi chi xét phan loai theo pham vi).
Phan loai theo pham vi

Mang noi bo (LAN — Local Area Network): La mang may tinh trong do cac
may tinh két ndi truc tiép véi nhau, trong mot pham vi dia ly nho (phong, toa
nha,...). Viéc gigi han ndy phu thudc vao phuong tién truyén dian ma mang noi bo

su dung.

Mang dién rong (WAN — Wide Area Network): La mang c6 thé trai trén céac
pham vi dia 1y rong 16n, ndi cac khu vuc trong mot qudc gia hodc cac vi tri & cac

qudc gia khac nhau voi nhau. Cac phuong tién két ndi c6 thé sa dung nhir cap
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quang (Fiber Optic Cable), qua vé tinh (Sateline), giay dién thoai (Telephone Line),
cac két ndi danh riéng (Lease Line). Tuy nhién, gia thanh cua céc két ndi nay twong

ddi cao.

Mang Internet: La mot loai hinh mang dac thu caa mang dién rong, ngay nay
mang Internet di trd thanh maot loai hinh mang phé bién nhat. Muc dich ctia mang
Internet 1a dap ung lai cac két ndi cua nguoi dung & bat ky dau trén thé gidi, giup
cac to chuc, doanh nghiép cé thé dé dang quang ba céc thong tin, cung cap cac dich

vu chia sé dé dang voi gia thanh hop 1y.

Mot s6 loai mang khac: Mang noi d6 (MAN — Metropolitan Area Network),
Mang luu trit dir liéu (SAN — Storage Area Network), mang riéng ao (VPN —
Virtual Private Network), mang khong gidy (Wireless Network),...Trong pham vi
cua dé tai, voi mot cong ty ¢& vira va nhoé bao gom cac may chi quan tri sir dung
Windows Server 2003 va mot sé6 may Client (50-100 may) chidng tdi chi xét pham
vi may tinh dang Local Area Network (LAN) va mang riéng ao (VPN).

Mang riéng ao (VPN): la sy m& rong cua cac mang riéng théng qua mang
cdng cong. VPN 1a mot mang riéng Ié st dung mang chung dé két néi céc site & cac
vi tri dia ly khac nhau. Thay vi dung két néi thuc (Lease Line) kha ton kém chi phi
thi VPN sir dung két ndi a0 duoc dan duong qua Internet tir mang riéng caa tram
chinh t&i cac site. Bé dam bao tinh an toan va bao mat théng tin, VPN sir dung co
ché ma hoa dit liéu trén duong truyén, tao ra mot ong bao mat gitta noi guri va noi

nhan (Tunnel), giong nhu mot két ndi Point to Point trén mang riéng.
2.4 Hé thong Domain quan Ii mang LAN

Cau trdc to chirc co ban cia md hinh mang Windows Server 2003 1a Domain.
Mot Domain dai dién cho mot duong bién quan tri. Cac may tinh, nguoi dung, va

cac dbi twong khéac trong mot Domain chia sé mot co s dit liéu bao mat chung.
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Str dung Domain cho phép cac nha quan tri phan chia mang thanh céac ranh
gigi bao mat khac nhau. Thém vao d6, cac nha quan tri tir cac Domain khac nhau cé

thé thiét 1ap cac md hinh bao mat riéng cua ho.

Bao mat trong mot Domain 12 riéng biét dé khong anh huong dén cac mét
hinh bao mat cia cac Domain khac. Chu yéu Domain cung cap mot phuong phap dé
phan chia mang mét cach logic theo té chuc. Cac to chirc du 16n c6 hon mét
Domain ludn luén dugc phan chia dé chiu trach nhiém duy tri va bao mat cac nguon

riéng caa ho.

Mot Domain Windows Server 2003 ciing dai dién cho mot khdng gian tén
twong ng Vi mot cau truc tén. Mot Domain khi tao, né s& cung cap mot sé dich vu

co ban cho hé théng mang nhu:

- DNS (Domain Name System): day la dich vy phan giai tén mién duoc st
dung dé phan giai cac tén Host tuan theo chuan dat tén FQDN thanh cac
dia chi IP tuong ung.

- DHCP (Dynamic Host Configuration Protocol — Giao thirc cau hinh dia
chi IP dong ): day l1a dich vu quan Iy va cap dia chi IP cho cac may tram.
Nho dich vu nay dia chi IP, DNS cua cac mdy trong cong ty duoc cap
phat nhanh chdng va tré nén dé quan 1i hon.

- Windows: cau hinh hé diéu hanh va quan ly Server c6 cai dat dich vu hé
théng.

- Active Directory: quan 1y va diéu hanh hoat dong ciia Domain Controller
cung cap dich vu Active Directory.

- WindowslInternet Name Service (WINS): cung cip kha ning phéan gidi

tén may tinh bang cach phan giai tén NetBIOS sang dia chi IP.

Ngoai ra Windows Server 2003 con cung cip rat nhiéu tinh niang dang may

chu hd trg khac nhu: may chi in an (Print Server), may chu File, may chii @ng dung
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(1SS, ASP.NET), may chu thu dién te (POP3, MSTP), may chu dau cudi
(Terminal), may chu VPN, may chu WINS.

2.5 Windows Server 2003

Windows Server 2003 con goi 1a Win2k3 1a hé diéu hanh danh cho may cha
dugc san xuat boi Microsoft, dugc gidi thiéu vao ngay 24 thang 4 nim 2003. Phién
ban cap nhat la Windows Server 2003 R2 dugc phat hanh ngay 6 thang 12 nam
2005. Hé diéu hanh tiép theo phién ban nay l1a Windows Server 2008, phat hanh vao
04 thang 2 nam 2008.

Windows Server 2003 dugc thiét ké dé hd trg cac nén tang thiét bi phan ciing
va vai tro may chu khac nhau. 4 phién ban cia Windows Server 2003 la Web,

Standard (tiéu chuan), Enterprise (doanh nghiép) va Datacenter (trung tam di liéu).

Dbi v6i mdi phién ban khac nhau Microsoft dua ra nhitng yéu cau phan cang

t6i thiéu va phan cang Microsoft khuyén nghi nhu sau:
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Pic Tinh Web Standard | Interprise Edition | Datacenter
edition | Edition Edition
Dung luong | 128MB | 128MB 128MB 512MB
RAM tbi thiéu
Dung luong | 256MB | 256MB | 256MB 1GB
RAM goi ¥
Dung luong | 2GB 4GB 32GB cho dong may | 64GB cho dong
RAM hd trg toi x86, 64GB cho dong | may x86, 512GB
da may ltanium cho dong may
Itanium
Toc do t6i thieu | 133Mhz | 133Mhz | 133Mhz cho dong | 400Mhz cho dong
cua CPU may x86, 733Mhz | may x86, 733Mhz
cho dong may|cho dong may
Itanium Itanium
Tbc @6 CPU goi | 550Mhz | 550Mhz | 733Mhz 733Mhz
y
Ho trg nhiéu |2 4 8 8 dén 32 CPU cho
CPU dong may x86, 64
CPU cho dong
may Itanium
Dung luong dia | 1.5GB | 1.5GB 1.5GB cho dong |1.5GB cho dong
trbng phuc vu may x86, 2GB cho | may x86, 2GB cho
qua trinh cai dat dong may Itanium dong may Itanium
S6 may két noi | Khéng | Khong hd | 8 may 8 may

trong dich vy |hdtrg |tro

Cluster

Bang 2.1: Y&u cau hé thong cua ting phién ban Windows Server 2003

Ngudn: (Gido trinh quan tri mang - Trung tim Dién Toan Truyén S6 Liéu KV1)
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CHUONG 3 - XAY DUNG HA TANG MANG
3.1 Gi6i thiéu ha tang mang

Khai ni¢m: Ciing gidng nhu co s& ha ting co ban caa mot d6 thi, khi xay
dung mét hé thdng mang, ching tdi ciing can ¢6 mot co sé ha tang riéng véi bao
gom nhiéu thiét bi khac nhau duoc ldp rdp véi nhau dé tao nén mot hé thong khép
kin nhung van lién lac duoc véi thé giéi bén ngoai thdng qua Internet. NGi cach

khac, ddy 1a 1ap dat vat ly nhitng thiét bi mang vai nhau: bam cap, néi cap,...

Vai Tro: Ha ting mang dong vai trd truyén tai thong tin wng dung trong
doanh nghiép, tuy theo quy mé va nhu cau ma mirc d6 phirc tap cua ha ting mang
khac nhau. Trong dé tai nay, vi la md hinh nhé nén ha tang mang sé rat don gian

phu hop vai moi truong LAB.

Chi tiét: Khi n6i dén mot ha ting mang ching toi c6 thé lién tudng mot cach
tong thé vé hé théng va nhitng thanh phan trong hé théng mang ma théng tin, tai
nguyén mang duoc to chirc, luu trit Va truyén tai trén d6. CAu tric vat Iy caa mét ha
tang mang 1a bao gom tat ca cac thiét bi duoc phan bd va lap dat mot cach hop ly
trén mot dia diém nhat dinh dé dam bao thong tin dugc truyén di toi tat ca cac may
Client hoic chia sé tai nguyén giira cac may duoc dién ra mot cach an toan, tin cay,
nhanh chong dap Gng dugc nhu ciu truy xuit théng tin da dang caa doanh nghiép

hay mang ndi bo.
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View
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Management Server
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Hinh 3.1: So d6 cua mot ha tang mang tiéu biéu
Ngudn: (http://www.minierp.vn/Solution/Infrastructure.aspx - Truy cap: ngay
27/5/2014)

Cac thanh phan vat ly caa ha tang mang thuong chia ra thanh 3 16p co ban

sau (tu trong ra ngoai):

- Lép trung tam (Core): bao gom cac thiét bi dinh tuyén (Router), c4c thiét
bi chuyén mach (Switch) cao cap, thong tin duoc truyén tai ¢ tée do cao,
thiét bi chuyén mach phuc tap, dap ung duoc do an toan va hiéu qua cia
viéc truyén tai thong tin va chia sé tai nguyeén.

- L6p phan phéi (Distribution): Bao gom cac thiét bi chuyén mach (Switch)
gitip thong tin dugc chuyén qua cac Node trén dudng mang ma ¢ day la
cac may Client & cac phong ban, ching lién két dén cac bo phan chuyén
mach cap thap cua phan truy cap. Céc chinh séch truyén tai théng tin,

chia sé tai nguyén, truy cap sé duoc thuc thi ¢ bo phan nay.
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- Lép truy cap (Access): Bao gom cac thiét bi chuyén mach don gian (Hub,
Switch) ding dé két nbi dén nguoi sir dung, gom céc thiét bi chuyén

mach c6 day (wire) va thiét bi chuyén mach khong day (Wireless).

Tuy theo nhu cau va diéu kién tai chinh caa mdi doanh nghiép, méd hinh
mang ma lya chon céc thiét bi , thanh phan sao cho thich hgp. Khdng nhat thiét mot
md hinh mang phai day du 3 yéu té trén nhat 1a nhitng mé hinh mang cta nhiing

doanh nghiép vira va nho.
3.2 Ao hoa ha tang mang

Bén canh viéc xay dung truc tiép bang tay ha ting mang, ngay nay cac nha
xay dung ha ting mang con c¢6 mot lya chon khac 1a xay dung ha ting mang cua

minh bang phuong phap 40 hoa.

Mang a0 hoa gitp cho céc doanh nghiép c6 thé tiét kiém duoc mot khoang

chi phi rat 16n so vai viéc xay dung ha tang mang vat ly.

Khéai niém: Ao hoa ha ting mang 1a qua trinh hop nhat thiét bi mang, tai
nguyén, phan mém, phan cing thanh mot hé thdng 4o. Sau do, cac tai nguyén nay s&

dugc phan chia thanh cac Channel va gin voi may cha hodc mot thiét bi nao do.

C6 nhiéu phuong phap dé 40 hda mot ha ting mang. Cac phuong phép nay
phu thudc vao cac thiét bi hd tro, tirc 12 cac nha san xuat ra cac thiét bi do, ciing nhu
phu thudc vao ha ting mang sin c6 va nha cung cap dich vu mang (ISP). Mot vai

mo hinh a0 hda hé thong mang:

Ao hoa 16p mang (Virtualized Overlay Network): trong md hinh nay, nhiéu
hé thong mang 4o s& cling ton tai trén mot I6p nén tai nguyén dung chung. CAc tai
nguyén d6 bao gom céc thiét bi mang nhu Router, Switch, day cép, NIC (Network
Interface Card). Viéc lap nhiéu hé thong mang ao nay cho phép su trao ddi thong
sudt giira cac hé thong mang véi nhau, st dung cac giao thirc va cac phuong tién

truyén tai khac nhau (Internet).
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Mo hinh ao héa Cisco: lIa md hinh ao hoéa dwoc phan ra lam 3 khu vuc vaéi

cac chirc nang chuyén biét. Mi khu vuc s& lién két vai cac khu vuce khac dé cung

Cap céc giai phap dén tay ngudi ding mot cach nhanh nhat, an toan, va hiéu qua

nhat.

Khu vuc quan ly truy cap (Access Controll): C6 nhiém vu ching thuc
ngudi ding mudn diang nhap dé sir dung tai nguyén hé théng, qua dé cé
thé ngan chan céc truy xuat khdng hop 18 ciia nguoi dung. Ngoai ra khu
vuc nay con Kiém tra, xac nhan va chiing thuc viéc truy xuat cia nguoi
dung vao trong cac vung hoat dong (Vlan, Access List).

Khu vuc duong dan (Path Isolation): nhiém vu cia khu vuc nay la duy tri
lién lac théng qua tang Network, van chuyén lién lac giira cac ving khéc
nhau trong hé thong. Ngoai ra, khu vuc nay con cé nhiém vu lién két cac
duong truyén dan véi cac ving hoat dong & 2 khu vuc canh n6 1a Access
Controll va Service Edge.

Khu vuc lién két dich vu (Service Edge): tai day cac nha quan tri s& ap
dung chinh sach phan quyén, bao mat tng dung va tai nguyén theo ting
viing hoat dong cu thé, déng thoi qua do cung cap quyén truy cap dich vu
dén cho nguoi ding, céc dich vu c6 nhiém vy chia s& hay phan tan, tiy

thudc vao mai truong phat trién tng dung va yéu cau cia ngudi dung.

CA4c thanh phan ciia mang a0

Mang phan ctng: c4c thiét bi chuyén mach nhu: Router, Switch... hay
cac day dan,....
Thiét bi luu trit mang.

Mang lué6i truyén théng: Ethernet, Fibre Channel.
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Ao hoéa mang bén ngoai

Céc thanh phan chinh cua a0 héa mang bén ngoai 1a cac Vlan va chuyén doi
mang. Str dung céng nghé Vlan va chuyén ddi, cac nha quan tri hé théng cé thé cau
hinh hé théng vat ly thuoc mang cing mét dia phuong vao cac mang khac nhau ao.
Nguoc lai, cdng nghé Vlan cho phép quan tri hé théng két hop céc hé thong trén cac
mang riéng biét cua dia phuong thanh mot Vlan mé rong cac giai doan cua mot

mang cong ty lon.
Vi du vé cac cong nghé 40 hda mang bén ngoai

Cisco Systems Service-Oriented Network Architecture cho phép ao hoda
mang bén ngoai thdng qua viéc st dung phan cing va phan mém chuyén doi mang
VLAN.

Hewlett Packard da thuc hién ao hda mang bén ngoai thong qua X Blade cua
cong nghé ao hoa. Pung dau trong s6 nay la Virtual Connect, cho phép quan tri hé
théng dé két hop cac mang cuc bo va mang luéi luu trit thanh mot thyc thé don 1¢

mang c6 day va quan ly.
Ao héa mang ni b

Bén canh a0 hda mang ngoai, cac nha cung cap khac con cung cap cong nghé
40 h6a mang noi bo. Pay 1a mot hé théng don 1é¢ dwoc cau hinh véi cac VMC
(Virtual Machine Container), két hop véi chuong trinh kiém soat Hypervisor hoac
gia giao dién nhu cac VNIC, dé tao ra mot “Network In Box”. Giai phap nay gidp
cai thién hiéu qua tong thé cua mot hé théng duy nhat bang cach céach ly tng dung

dé dung riéng biét va / hoic gia cac giao dién.
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3.3 VPN (Virtual Private Network)

Khi thuc hién dé tai nay, muc dich chu yéu I1a xay dung, lién két 2 mang noi
bo tir 2 site khac nhau. Thong thuong, ¢ 2 cach chu yéu dé lién két 2 mang noi bo

tur 2 site khac nhau lai. Do 1a:

- Lease line: thué mot dudng day riéng dé thuc hién viéc két ndi. Cach nay
thuong dudng truyén sé rat nhanh va khé an toan trong bao mat nhung rat
tén kém va kho bao tri.

- VPN: dung mang két néi riéng ao dé thuc hién két ndi, tuy toc do6 cham

hon nhung d& tén kém hon va thuong dé bao tri hon.

Trong dé tai nay Vi l1a thuc hién trong md hinh LAB nén ching tdi s& thyuc
hién demo bang VPN.

Khai niém VPN:

Xét trén téng thé, VPN thudc vé cong viéc cua Network Administrator. Vi

vay, dwong nhién lap dat, cdu hinh VPN thudc vé mang lap dit ha ting mang.

VPN (Virtual Private Network) la mang riéng ao dung dé két néi cac may
tinh ctia c&c mang noi bo lai vai nhau thdng qua Internet cong cong (thuong la cac
nhanh mang con caa céc cong ty con tir nhitng dia diém dia ly khac nhau téi mang
tong & trung tdm). Thay vi st dung két néi that bang duong day thué (Lease line)
vGi mot két cau phuc tap, VPN s& tao nén céc lién két ao duoc truyén qua Internet

gitra cAc mang.
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Muc dich

- Cung cép truy nhap tir xa dén tai nguyén cua hé thong may cha moi ldc
Moi noi.

- Két ndi cac nhanh mang tir céc site lai véi nhau.

- Kiém soét viéc truy nhap cua céc Client “vo danh” téi tai nguyén cua hé

théng.

Chire niang (VPN s& dam bao cac chirc ning sau khi truyén goi tin tir node xuat

phat toi node nhan):

- Do tin cay: tt ca goi tin duoc giri di, khi qua tunnel s& dugc ma hda toan
bo nén ngudi s dung s& khdng phai lo lang vé gai tin bi danh cap thong
tin.

- Tinh toan ven: node nhan s& cé thé kiém tra rang dit liéu da duoc truyén
qua mang ma khdng c6 sy can thiép hay thay d6i gi boi khau trung gian.

- Xéc thuc ngudn tin: Node nhan cd thé xac nhan lai goi tin duoc truyén

tai, dam bao va céng nhan gai tin.
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Cac loai hinh VPN
C6 3 loai VPN chinh la: Remote Access, Site to Site va Firewall-Based. Du
1a loai nao di nira thi dic diém chung cua VPN van 1a 2 nat dau cudi (Router,

Firewall, Client Workstation, Servers)

- Remote Access: giéng nhu tén goi, Remote Access cho phép cac thiét bi
truyén thong, mobile, remote dwgc phép truy cap vao tai nguyén mang

cua to chirc. VPN nay thudng duoc goi 1a VPN truy cap tir xa.

Metwork Access
Server (MAS)
Secure VPN !

Connaction

\ j
Client e 25

Software

Hinh 3.2: Anh minh hoa Remote Access VPN

Ngudn: (computer.howstuffworks.com)

- Site To Site: Vi mot md hinh mang c6 nhiéu mang con dugc dat ¢ nhiéu
vi tri dia Iy khac nhau thi VPN Site To Site s& tao ra mot két ndi mang
thong qua st dung mot thiét bi chuyén dung va bao mat. C6 2 dang VPN
Site To Site la:

e Intranet VPN: Intranet VPN 1a mot VPN noi bo duoc sir dung dé bao
mat cac két ndi giira cac node trong mot md hinh mang véi nhau. Piéu
nay cho phép cac Node cd thé truy cap ti cac ngudn tai nguyén cho phép
trong toan bo hé théng mang.

e Extranet VPN: Khac véi Intranet chi gidgi han trong néi bo mang thi

Extranet s€ cho phép md hinh mang nay lién lac véi mé hinh mang khac.
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SITE TO SITE VPN NETWORK DIAGRAM

Boudtr A

fouss

Hinh 3.3: Site To Site VPN

Nguon: (www.network-insider.net)

- Firewall-Based: 12 mét hinh thic khac cua VPN qua ting site, duoc thiét
lap dé dam bao an toan thong tin. Ching tdi ¢ thé thiét 1ap dé han ché sé

cong ma, loai goi tin va giao thire duoc chuyén qua.

- UOP m ‘
Wandows L2TPAPSac oo 1SA Frowaild
client behind NAT device % VPN Scense
Al Noted o Home oice -
4

NAT .T L2TPVoSec |
PO s "bundie”

Hinh 3.4: Firewall-Based

ngudn: (Www.isaServer.org)
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Bao Mat Trong VPN

Hién nay, bao mat dang 1a van dé hét stc trong quan trong khi ching toi
cai dat va van hanh bat ctr cai gi lién quan dén méi tredng mang. VPN
cling vay khi truyén tin, lam sao dé dam bao céc goéi tin dugc an toan,
khong bi thét lac va ciing khong bi danh cép thong tin bén trong.

VPN cung cdp nhitng c6ng cu bao mat nhu: Firewall, Xac thuc

(Authentication), m& hoa (Encryption) va Tunneling.

e Firewall: Firewall sé duoc dat bén trong mang Intranet caia mo hinh
mang, vai tro 13 ngan chan su truy cap trai phép, nham bao vé cac
ngudn tin ndi bo va han ché sy thAm nhap khéng mong mudn vao hé
thng. Firewall cung cap 2 chiic ning cho nha quan tri: Thir nhat Ia
kiém soat nhitng gi ma Anonymos Client c6 thé thay duoc va nhitng
dich vu nao duoc phép sir dung trong mang noi bo va Tha hai 12 kiém
soat nhitng noi, nhitng dich vu nao cua Internet ma mot User c6 thé
dugc truy cap va st dung.

e Xac thuc (Authentication): phuong phao nay dam bao cac bén tham gia
truyén tin, trao ddi dir liéu dung ngudi nhan, dung Host. Twong ty nhu
Windows nhung VPN yéu cau tinh xac thyc nghiém ngat va chat ché
hon dé xéac nhan tinh hop 18. Co ché khda cua VPN duoc dya trén ma
bam.

e M4 hda (Encryption): qua trinh ma hoa dir liéu trén goi tin dé dam bao
rang goi tin dugc chuyén di ludn ludn an toan va khong bi lay cip hay
stra d6i boi bat Ki ai. Qua trinh ma hoa khi mot goi tin dugc truyén di
s& theo mot quy tic nhat dinh ma bén nhan hop 18 s& c6 thé giai ma
duge. Co ché ma hda s& bao gom 2 loai: M4 hda su dung khoa riéng
(Symmectric Key Encryption) va Ma hoa stir dung khéa cong khai

(Public Key Encryption).
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e Tunneling: Hau hét cac VPN déu dya vao k§ thuat goi 1a Tunneling dé
tao ra mot mang riéng trén nén Internet. Vé ban chat, day 1a qua trinh
dit toan bo goi tin vao trong mot 16p Header (tiéu d&) chtra théng tin
dinh tuyén c6 thé truyén qua hé thng mang trung gian theo nhitng
"dudng ong" rieng (Tunnel).

Khi géi tin dugc truyén dén dich, chung duoc tach 16p Header va
chuyén dén cac may tram cudi cling can nhan dit liéu. Dé thiét 1ap két
ndi Tunnel, may khach va may cha phai st dung chung mét giao thirc
(Tunnel Protocol).
Giao thuc cua goi tin boc ngoai dwoc ca mang va hai diém dau cudi
nhan biét. Hai diém dau cudi nay duoc goi 1a giao dién Tunnel
(Tunnel Interface), noi goi tin di vao va di ra trong mang.
- Trén day la 4 phuong phap bao mat pho bién ngoai ra VPN con co cac
phuong phap bao mat khac: Packet Filtering Router, Bastion Host
.....(Trong bai nay chidng t6i Demo trén mo hinh VPN Site to Site va co

ché bao mat Firewall).
Vi du vé c4c cong nghé 40 hda mang ndi b

Microsoft Virtual Server sir dung c4c may 4o nhu nhitng cung cap bai Xen
(mot Hypervisor sir dung mot thiét ké Microkernel, cung cap dich vu cho phép
nhiéu hé diéu hanh may tinh dé thuc hién trén phan ciing may tinh cuing mot ldc) dé
tao ra mot mang luéi trong hop kich ban cho céc hé thong x86. VMC c6 thé chay hé
diéu hanh khac nhau, chiang han nhu Windowshodc Linux, va dugc lién két véi

hoac doc lap caa NIC cuaa hé thong.
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Két hgp cdng nghé 40 héa mang ndi b va bén ngoai

Mot s6 nha cung cdp cung cap ca phan mém ao héa mang noi bo va bén
ngoai trong dong san pham cua ho. Vi du, VMware cung cap san pham cung cap ca
cdng nghé 40 héa mang noi bo va bén ngoai. Céch tiép can co ban cua VMware 12
mang trong hop trén mot hé théng duy nhat, bing cach st dung cac may ao duoc
quan ly bai phan mém ao. VMware sau d6 cung cap phian mém co s& ha tang
VMware dé két ndi va két hop cadc mang trong cac hop nhiéu vao mét kich ban ao

hoa bén ngoai.
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CHUONG 4 - THIET LAP DICH VU

4.1 Dich vy DHCP
4.1.1 Giéi thigu vé DHCP

DHCP la viét tit cua Dynamic Host Configuration Protocol, 1 giao thirc cau
hinh Host dong duoc thiét ké lam giam thoi gian chinh cau hinh cho mang TCP/IP
bang céch ty dong gan cac dia chi IP cho khach hang khi ho vao mang. Dich vu
DHCP 1a mét thuan loi rat 16n déi véi nguoi diéu hanh mang. N6 1am yén tam vé

c4c van dé ¢ hiru phat sinh khi phai khai bao cau hinh thi cong.

DHCP Server c6 chtc ning quan |y sy cap phat dia chi IP dong va céc dir
liu cau hinh TCP/IP. Ngoai ra con c6 nhiém vu tra 15i khi DHCP Client ¢ yéu cau
vé thoi gian cap phat va gia han IP.

DHCP Client ¢6 chtic nang dé dang ky, cap nhat théng tin vé dia chi IP va
cac ban ghi DNS cho chinh ban than n6. DHCP Client s& giri yéu cau dén DHCP
Server khi n6 can dén 1 dia chi IP va cac tham s6 TCP/IP can thiét dé 1am viéc
trong hé thong mang cua t chirc va trén Internet.

4.1.2 Cach tharc hogt dong ciia DHCP

Co ché hoat dong ciia DHCP la khi mot DHCP Client khai dong sé giri cho
Server 1 thong diép, DHCP s& tim 1 IP con rdi trong day IP dé cip cho Client, sau
d6 dua ra 1 thong diép thdng bao trén toan mang vé dia chi IP cua Client d6. Cu thé

nhu sau:

- Dau tién may Client s& giri di 1 géi tin quang ba tén 12 DHCP Discover,
nham yéu cau cho viéc lay cac théng tin cau hinh IP Address, Subnet Mask, Defaut
Gateway, Preferred DNS ..... Lac nay, vi Client chua c6 dia chi Ip cho nén no sé
ding maot dia chi Source (ngudn) 14 0.0.0.0, ddng thoi ciing khong biét mot dia chi
Broadcast 1a 255.255.255.255 va sau d6 goi tin DHCP Discover nay s€ quang ba di

toan mang. Goi tin nay chira mot dia chi MAC (1a dia chi ma méi mot card mang
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duoc nha san xuét cap cho 1a ma dé phan biét cac card mang véi nhau). Ngoai ra nd
con chtra tén cua may Client dé Server cd thé biét dugc Client ndo goi yéu cau dén.

- Sau khi nhan dugc goi tin DHCP Discover cua Client, néu c6 mot DHCP
Server hop 1& (nghia 13 né c6 kha ning cung cip dia chi IP cho Client) thi n6 sé tra
loi lai bang mot gdi tin DHCP Offer. G6i tin nay chira mot dia chi Ip d& nghi cho
thué trong mot khoang thoi gian nhit dinh (mic dinh 12 8 ngay, sau mét khoang thoi
gian 50% tac 4 ngay, no s& ty thu hoi IP Address da cap néu nhu Client khéng st
dung) kém theo 1a dia chi MAC cua Client duoc cp, mot Subnet Mask va dija chi IP
cua DHCP Server di cap phat. trong thoi gian nay Server sé khéng cap phat dia chi
IP vira dé nghi cho mét Client nao khac.

- May Client sau khi nhan duoc nhitng loi dé nghi 1a goi tin DHCP Offer
trén mang (truong hop trong mang ¢ nhiéu hon 1 DHCP Server) sé tién hanh chon
loc mot goi tin phi hop va sau d6 phan hoi lai bang mét goi tin 12 DHCP Request
(bao gom thdng tin vé DHCP Server cip phat dia chi cho né) dé chap nhan loi dé
nghi dé. Piéu nay gilp cho viéc cac goi tin con lai khong dugc chap nhan s& duoc
cac Server r(t lai va dung dé cap phat cho Client khac.

- Khi DHCP Server nhan dugc DHCP Request, no sé tra loi lai DHCP
Client bang goi tin 12 DHCP Acknowledgement nham muc dich thong béo 1a da
chap nhan cho DHCP Client d6 thué dia chi IP. Gai tin nay bao gom dia chi IP va
c4c thdng tin cau hinh khac (DNS Server, Wins Server....) cudi cing Client nhan
dugc goi DHCP Acknowledgement thi ciing c6 nghia 1a két thic qua trinh thué va

cap phat dia chi IP va dia chi IP nay chinh thtrc dugc Client st dung.

Qua trinh gia han cap phat IP: Khi hét han sir dung IP, may Client gui lai
cho Server géi tin DHCP Request trong mot nua thoi gian s dung IP cia may
Client. Néu duoc Server gia han (Server s& gui lai cho Client goi tin DHCP ACK)
thi thoi gian sir dung IP s& duoc tinh lai tir ddu. Néu khéng nhan dwoc phan hoi tir
Server thi Client tiép tuc lién lac v&i Server. Bén 87,5% thoi gian cho phép thi

Client s& guri 1 g6i tin DHCP Discover yéu cau xin cip IP Ién trén toan hé théng
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mang, sau khi hét thoi gian thi Server s& thu hoi lai IP di cap cho Client da khong

duoc gia han.
4.1.3 DHCP Replay Agent

DHCP Replay Agent 1a mot may tinh hoic mot Router dugc cau hinh dé ling
nghe va chuyén tiép cac goi tin gitra DHCP Client va DHCP Server tir Subnet nay

sang Subnet khéc.

DHCP Replay Agent la b trung chuyén DHCP Discover (hoic DHCP
Request) dén DHCP Server. DHCP Replay Agent cho phép forward cé4c truy van tir
DHCP Client dén DHCP Server va tra lai IP cho Clients (Iam nhiém vy nhu Proxy).

Trong truong hop DHCP Client va DHCP Server khdng nam ciing subnet va
duogc két néi qua bo dinh tuyén (Router) thi can phai 6 giai phap cho phép truy van
tir DHCP Client vuot qua Router dé ¢én DHCP Server. DHCP Relay Agent 1a mot
thuc thé trung gian cho phép chuyén tiép (relay) cac DHCP Discover (hoic DHCP
request), ma thuong bi chan ngay & Router, tr DHCP Client ¢én DHCP Server.
Dich vu Routing va Remote Access cia Window Server 2003 hd tro tinh ning cau
hinh mot DHCP Relay Agent nén ching tdi khdng can cai thém chwong trinh khac

ma chi can kich hoat tinh ning nay trong routing & remote access.

Céau hinh DHCP Reservations bang céach lay dia chi Mac cua vai Client, tao
Reservations méi. Reservations phuc vu cho muc dich lya chon IP ¢b dinh cho mot

Client nao do.

4.1.4 Uu diém va nhwoc diém ciia DHCP
- Uu diém
e Quan ly TCP/IP tap trung
Thay vi phai quan 1y dia chi IP va cac tham sé TCP/IP khac vao mot
cubn s6 nao d6 (day la viéc ma quan tri mang phai 1am khi cau hinh

TCP/IP bang tay) thi DHCP Server s& quan ly tap trung trén giao dién
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cua nod. Gilp cac nha quan trj vira dé quan ly, ciu hinh, khic phuc khi
c6 16i xay ra trén cac may tram.

e Giam ganh ning cho cé4c nha quan tri hé théng
Thi nhét, trede day cac nha quan tri mang thuong phai danh cau hinh
IP bang tay (goi 1a IP tinh) nhung nay nho c6 DHCP Server nd s& cap
IP mot cach ty dong cho cdc may tram. Nhit 1 trong mdi truong
mang 16n thi sy can thiét va hiru ich caa dich vu mang nay mai thay
rd rang nhat.
Thi hai, trude day véi kiéu cau hinh bang tay thi nguoi ding ho ¢6
thé thay d6i IP. Véi truong hop c¢6 1 Client thay doi lung tung DNS
Server sau d6 quén khong nhé IP ciia DNS Server 1a gi dé dat lai cho
dung lai va&i quan tri mang, cé Client dat IP lam trung véi IP cua
Client khéac, Client khac dat IP trung véi Default Gateway,... lam cho
quan tri mang khdn khé vi phai chay. Nhung kiéu nay khdng c6 & IP
dong. Client nao thich thay dbi ciing khong dugc. Chi c6 nguoi quan
tri DHCP Server ho méi ¢6 quyén thay doi.

e Gilip hé thong mang ludn dugc duy tri on dinh
Dia chi IP cap phat dong cho cac may tram lay tir dai IP cau hinh sin
trén DHCP Server. Céc tham s (Default Gateway, DNS Server ...)
cling cap cho tat ca cac may tram la chinh xé&c. Su tring lap IP khéng
bao gio xay ra. C4&c may tram ludn ludn c6 mot cau hinh TCP/IP
chuan. Lam cho hé thdng hoat dong lién tuc, vira giam ganh nang cho
nguoi quan tri vira tang hiéu qua lam viéc cho User noi riéng va doanh
nghiép ndi chung.

e Linh hoat va kha nang m¢ rong
Nguoi quan tri ¢6 thé thay doi ciu hinh IP mot cach dé dang khi co so
ha tang mang thay d6i. Do d6 lam tang sy linh hoat cho nguoi quan tri
hé thng mang. Ngoai ra DHCP phu hop tir mang nhé dén mang I16n.
NG c6 thé phuc vu 10 may khach cho dén hang ngan may khach.
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- Nhuoc diém: DHCP Server khong ¢ qué trinh xac thuc cip phat hay
kiém soat truy cap nén DHCP Server khong thé biét duoc rang né dang
lién lac véi Client cd hop phap hay khong va nguoc lai, Client khong thé
biét duoc Server ma n6 dang lién lac c6 hop phap hay khong. Piéu nay
gay ra nhitng cudc tan cdng tir chbi dich vu DHCP 1am cho nhitng Client
hop phap sau khi dd dang nhap duoc s& con IP dé duoc cip phét hoic tan
cdng bang nhiéu cach khac néu Server 1a mot may chu bat hop phap, khi
d6 Client hop phap sau khi ding nhap vao s& bi tan cong theo kiéu Man
In A Middle hay Redirect.

Nhu vay, nhuoc diém 16n nhat caa DHCP chinh 12 viéc bao mat vé An Toan

Thong Tin cho cac may Client.

4.2 Dich vu DNS (Domain Name System)
4.2.1 Giédi thiéu vé DNS

Mdi may tinh, thiét bi mang tham gia vao mang Internet déu giao tiép voi
nhau bang dia chi IP (Internet Protocol). Dé thuan tién cho viéc sir dung va dé& nhé
ching t6i dung tén (Domain Name) dé xac dinh thiét bi d6. Hé théng tén mién
(Domain Name System) duoc sir dung dé anh xa tén mién thanh dia chi IP. Vi vay,
khi mudn lién hé t&i cac may, ching chi can st dung chudi ky tu dé nhg (Domain
Name) nhu: www.microsoft.com, www.ibm.com..., thay vi st dung dia chi IP la

mot day s6 dai kho nhé.

Ban dau, khi DNS chua ra doi, nguoi ta st dung mot file tén Host.txt, file
nay sé luu thong tin vé tén Host va dia chi ciia Host cua tat ca cac may trong mang,
file nay duoc luu & tit ca cac may dé ching co thé truy xuat dén may khac trong
mang. Khi d6, néu co bat ky sy thay dbi vé tén Host, dia chi IP cua Host thi ta phai
cap nhat lai toan bo céc file Host.txt trén tit ca cic may. Do vay dén nam 1984 Paul
Mockpetris thuoc vién USC’s Information Sciences Institute phat trién mot hé thong

quan Iy tén mién mai lay tén 14 Hé thong tén mién — Domain Name.
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Hé thdng tén mién nay ciing sit dung mot file tén Host.txt, luvu thong tin cua
tat ca cac may trong mang, nhung chi duoc dat trén may lam may cha tén mién
(DNS). Khi d6, cac Client trong mang mudn truy xuat dén cac Client khéc, thi n6
chi viéc hoi DNS.

N6i ngan gon DNS la phan giai dia chi tén may thanh dia chi IP va nguoc lai.
4.2.2 Cau trac cia hé théng DNS va DNS Server
Céu truc caa hé théng DNS

Cau trlic hé théng tén mién dugc phéan cap theo hinh cay. Vi .Root Server 1a
dinh cua ciy va sau d6 cac Domain phan nhanh dan xudng va phan quyén quan ly.
Khi mot Client truy van mot t8n mién nd sé lan luot di tir Root phan cap lan luot

xudng duéi dé ¢én DNS quan ly Domain can truy van.

Vi) com edy) goy
hinh 4.1: So d6 cay DNS

Ngudn: (Gido trinh quan tri mang - Trung tm Dién toan Truyén sé licu KV1)

Hé thdng tén trong DNS dugc sip xép theo md hinh phan cip va cau trdc cay

logic va chung duoc goi la DNS Namespace.
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Hién nay hé thdng tén mién duoc phan thanh nhiéu cap :

- Gbc (Domain Root): N6 1a dinh caa nhanh cdy cua tén mién. N6 co thé
biéu dién don gian chi 1a diu cham «.”.

- Tén mién cap mot (Top-level-Domain): gom vai ki ty xac dinh mét
nude, khu vue hoic to chie. N6 duoc thé hién 1a “.com” , “.edu”,... Tang
nay madi t&n mién bao gdm 2 dén 5 ki tu, riéng tén mién 2 ki tw danh riéng
cho mdi quéc gia vi du nhu Viét Nam 1a “.vn”, Mi 13 “.us”.

- Tén mién cap hai (Second-level-Domain): N6 rat da dang rat da dang c6
thé 1a tén mot cong ty, mot to chac hay mot ca nhan, vi du nhu
“microsoft.com” hay “.com.vn”.

- Tén mién cap nho hon (SubDomain) : Chia thém ra cia tén mién cap hai
tré xudng thuodng dugc sir dung nhu chi nhanh, phong ban ctia mét co

quan hay chua dé nao dé.
Cong thire tong quét cua tén mién: HostName + Domain Name + Root

Trong d6 Domain Name = SubDomain.Second-level-Domain.Top-

level Domain.Root.
Vi du: ching tdi c6 tén mién: WebServer.training.microsoft.com.

Trong d6: WebServer la tén Host, training Ia subDomain, microsoft la

second-level-Domain, com Ia top-level-Domain, diu cham 14 Root.

Zone: Hé thdng DNS cho phép phan chia tén mién dé quan Iy va no chia hé
théng t&n mién ra thanh Zone va trong Zone chtra thdng tin Domain cip thap hon va
c6 kha niang chia thanh cac Zone cap thap hon va phan quyén cho DNS Server khac
quan ly. Vi du nhu Zone “.com” thi DNS Server quan ly Zone “.com” chua thong
tin cac ban ghi c6 dudi 1a “.com” va c6 kha ning chuyén quyén quan ly (Delegate)
cac Zone cap thap hon cho cac DNS khac quan 1y nhu “microsoft.com” 1a ving

Zone do tap doan microsoft quan ly.
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Root Server

La Server quan ly toan bo céu trdc cua hé théng DNS.

Root Server khdng chtra dir liéu thong tin vécau tric hé théng DNS ma né
chi chuyén quyén quan ly xudng céc cap thap hon va do d6 Root Server
c6 kha niang xac dinh dudong dén cua mot Domain tai bat ctr dau trén
mang.

Hién nay trén thé gigi c6 khoang 13 Root Server quan Iy toan bo hé thong

Internet

DNS Server

DNS Server 1a mot co so dit liéu chta cac thong tin vé vi tri ciia cac DNS
Domain va phan giai cac truy van xuat phat tir cac Client.

DNS Server c6 thé cung cap cé4c théng tin do Client yéu cau, va chuyén
dén mot DNS Server khac dé nho phan giai ho trong trudong hop né
khong thé tra loi duoc cac truy van vé nhitng tén mién khong thuoc quyeén
quan ly va ciing ludn san sang tra loi cac méay chu khac vé cac tén mién
ma né quan ly. DNS Server luu thong tin ctia Zone, truy van va tra két
qua cho DNS Client.

May chu quan ly DNS cip cao nhét 1a Root Server do t6 chiic ICANN
quan ly.

Phan loai DNS Server

Primary Server :

Duoc tao khi thm maot Primary Zone mai théng qua New Zone Wizard.
Théng tin vé tén mién do nd quan 1y duoc luu trir tai day va sau d6 c6 thé
duoc chuyén sang cho cac Secondary Server.

Cé4c tén mién do Primary Server quan 1y thi dwoc tao va sira doi tai

Primary Server va duoc cap nhat dén céc Secondary Server.



35

Secondary Server :

DNS duoc khuyén nghi nén sir dung it nhat 1a hai DNS Server dé luu
cho mdi mot Zone. Primary DNS Server quan ly cic Zone va
Secondary Server st dung dé luu trit du phong cho Primary Server.
Secondary DNS Server duoc khuyén nghi ding nhung khong nhat
thiét phai co.

Secondary Server dugc phép quan ly Domain nhung dit liéu vé tén
mién (Domain), nhung Secondary Server khdng tao ra cac ban ghi vé
tén mién ma no lay vé tir Primary Server.

Khi lwgng truy van Zone ting cao tai Primary Server thi nd s& chuyén
bét tai sang cho Secondary Server. Hoac khi Primary Server gap su c6
khong hoat dong duoc thi Secondary Server s& hoat dong thay thé cho
dén khi Primary Server hoat dong tro lai.

Primary Server thuong xuyén thay d6i hodc thém vao cac Zone méi.
Nén DNS Server sir dung co ché cho phép Secondary lay thong tin tir
Primary Server va luu trit n6. C6 hai giai phap lay thong tin vé céc
Zone moi la lay toan bo (full) hoic chi ldy phan thay doi

(Incremental).

Caching-only Server

Tat ca cac DNS Server déu c6 kha ning luu trix dix liéu trén bd nhé
Cache ctua may dé tra loi truy van mot cach nhanh chéong. Nhung hé
thdng DNS con c6 mat loai Caching-Only Server.

Loai nay chi sir dung cho viéc truy van, luu giir cau tra loi duya trén
thong tin c6 trén Cache cua may va cho két qua truy van. Ching
khong hé quan Iy mot Domain ndo va théng tin ma né chi gidi han
nhiing gi dugc luu trén Cache cua Server.

Luc ban dau khi Server bat dau chay thi né khong luu thong tin nao

trong Cache. Thong tin sé duoc cap nhat theo thoi gian khi cac Client
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Server truy van dich vu DNS. Néu str dung két néi mang WAN téc do
thap thi viéc s dung caching-only DNS Server 12 giai phép hitu hiéu
cho phép giam luu lwong théng tin truy van trén dudng truyeén.

- Caching-only c6 kha ning tra loi cac cAu truy van dén Client. Nhung
khong chtra Zone nao va ciing khong c6 quyén quan Iy bat ki Domain
nao. N6 sir dung bd Cache cta minh dé luu cac truy van caa DNS cua
Client. Théng tin s& duoc luu trong Cache dé tra 10i cac truy van dén
Client.

4.2.3 Céach hoat dong ciia DNS

Dé biét duoc DNS hoat dong nhu thé nao t6i xét 2 vi du sau day.

Trudng hop Root Server két ndi truc tiép véi Server tén mién can truy van

Root server

Abc.com

Www . abc.com

Hinh 4.2: So d6 Root Server két néi truc tiép vai Server tén mién can truy van

Ngudn: (Gido trinh quan tri mang - Trung tm Dién toan Truyén sé licu KV1)
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Trong trudng hop Root Server biét dwgc DNS Server quan |y tn mién can

truy van thi cac budc truy van nhu sau:

Budgc 1: PC A truy van DNS Server tén mién vdc.com.vn (1a Local Name Server)

tén mién www.abc.com.

Budc 2: DNS Server tén mién vdc.com.vn khong quan 1y ten mién www.abc.com.

nén no s& chuyén truy van 1én Root Server.

Buéc 3. Root Server xac dinh duoc réng DNS Server quan ly tén mién
www.abc.com la DNS.abc.com va nd chuyén truy van dén DNS Server
DNS.abc.com dé tra 10i.

Budc 4: DNS Server: DNS.abc.com sé xac dinh ban ghi www.abc.com va tra 1oi lai

Root Server
Budc 5: Root Server s& chuyén cau tra 1o lai cho Server vdc.com.vn

Budc 6: DNS Server vdc.com.vn s& chuyén cau tra 1i vé cho PC A va tir d6 PC A
két ndi téi PC B (quan ly www.abc.com) va bay gio DNS Server vdc.com.vn di c6

thong tin vé www.abc.com cho nhitng lan truy van sau cua céac Client.
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Truong hop Root Server khong két ndi truc tiép véi Server tén mién can truy

Root server

Dns.com.sg
Vdc.com.vn

Dns.abc.com.sg Www.abc.com.sg

Hinh 4.3: So d6 Root Server khdng két ndi truc tiép véi Server tén mién can truy

van

Ngudn: (Gido trinh quan tri mang - Trung tam Dién toan Truyén sé licu KV1)

Trong truong hop khong két ndi truc tiép thi Root Server s& hoi Server trung
gian (phan I16p theo hinh ciy) dé dén dwoc Server tén mién quan ly tén mién can

truy van.

Budc 1: PC A truy van DNS Server tén mién vdc.com.vn (14 Local Name Server)

tén mién www.abc.com.sg.

Budc 2: DNS Server tén mién vdc.com.vn khéng quan ly tén mién www.abc.com.sg

nén no sé chuyén truy van Ién Root Server.

Budc 3: Root Server s& khong xac dinh duoc DNS Server quan Iy truc tiép tén mién

www.abc.com.sg nén né s& can ctr vao hé théng tén mién dé chuyén dén DNS
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Server quan ly cip cao hon cta t&n mién www.abc.com.sg d6 1a com.sg va no xac

dinh duoc ring DNS Server DNS.com.sg quan ly tn mién com.sg.

Budc 4: DNS.com.sg sau do s€ xac dinh dugc réng DNS Server DNS.abc.com.sg c6

quyén quan ly t&n miénwww.abc.com.sg.

Budc 5: DNS.abc.com.sg s& lay ban ghi xac dinh cho t&n mién www.abc.com.sg dé
tra 1oi DNS Server DNS.com.sg.

Budc 6: DNS.com.sg sé& lai chuyén cAu tra 15i 1&n Root Server.
Budc 7: Root Server s& chuyén cau tra 1oi trg lai DNS Server vdc.com.vn.

Budc 8: Va DNS Server vdc.com.vn sétra 16i vé PC A cau tra 1oi va PC A da két
ndi duge dén Host quan ly t&n mién www.abc.com.sg. Va bay gio DNS Server
vdc.com.vn di c6 thong tin vé& www.abc.com.sg cho nhitng 1an truy van sau cta cac
Client.

Qua trinh 1am viéc cua DNS ¢ thé chia lam 2 mang:

Forward Lookup Query: mot Forward Lookup Query 1a mot yéu cau chuyén

d6i tir mot tén sang dia chi IP.

Reverse Lookup Query: mot Reverse Lookup Query 1a mot yéu cau chuyén

d6i tir mot IP sang tén.
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4.3 Web Server
4.3.1 Giai thiéu Web Server

Web Server (may phuc vu Web): may tinh ma trén d6 cai dit phan mém phuc
vu Web, d6i khi ngudi ta ciing goi chinh phan mém d6 1a Web Server. Tat ca cac
Web Server déu hiéu va chay dugc céc file *.htm va *.html, tuy nhién méi Web
Server lai phuc vu mét sé kiéu file chuyén biét chiang han nhu IIS cua Microsoft
danh cho *.asp, *.aspx...; Apache danh cho *.php...; Sun Java System Web Server
cua SUN danh cho *.jsp...

May Web Server 1a may cha c¢6 dung luong Ién, téc d6 cao, dugc dung dé
lwu trit thong tin nhu mot ngan hang dir liéu, chira nhitng Website da duoc thiét ké
cung vaéi nhiing thong tin lién quan Khac (cac ma Script, cac chuong trinh, va cac

file Multimedia).

Web Server c6 kha ning gui dén may khéach nhitng trang Web thong qua mdi
truong Internet (hoac Intranet) qua giao thuc HTTP - giao thuc duogc thiét ké dé guri

cac file dén trinh duyét Web (Web Browser), va cac giao thuc khac.

Tat ca cac Web Server déu c6 mot dia chi IP (IP Address) hoic ciing c6 thé
cd mot Domain Name. Gia st khi danh vao thanh Address trén trinh duyét mot
dong http://www.abc.com sau d6 g& phim Enter nd s& giri mot yéu cau dén mot
Server c6 Domain Name la www.abc.com. Server nay sé tim trang Web co tén la

index.htm réi giri n6 dén trinh duyeét.

Bat ky mot mdy tinh nao ciing c6 thé tré thanh mot Web Server boi viéc cai
dat 18n n6 mot chuong trinh phan mém Server Software va sau d6 két néi vao

Internet.

Khi may tinh két néi dén mot Web Server va gui dén yéu cau truy cap cac
thdng tin tir mot trang Web nao d6, Web Server Software s& nhan yéu cau va gui lai

nhitng théng tin mong muén.
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Gidng nhu nhitng phan mém khac da ting cai dit trén may tinh, Web Server
Software ciing chi 1a mot tng dung phan mém. N6 duoc cai dat, va chay trén may
tinh ding 1am Web Server, nho ¢6 chuong trinh ndy ma ngudi sir dung c6 thé truy
cap dén cac thong tin cua trang Web tir mot may tinh khac ¢ trén mang (Internet,

Intranet).

Web Server Software con c6 thé duoc tich hop véi CSDL (Database), hay
diéu khién viéc két ndi vao CSDL dé c6 thé truy cap va két xuat thong tin tir CSDL

Ién céc trang Web va truyén tai ching dén ngudi ding.

Server phai hoat dong lién tuc 24/24 gio, 7 ngay mot tuan va 365 ngay mot
nam, dé phuc vy cho viéc cung cap thdng tin truc tuyén. Vi tri dat Server dong vai
trd quan trong trong chat luong va téc do luu chuyén thong tin tir Server va may

tinh truy cap.
4.3.2 Hoat déng cia may chu Web
Pé hiéu rd hon vé hoat dong caa may chu Web chiing tdi xét vi du sau day:

Client thyc hién mot két néi téi may chi Web yéu cau mot trang Web tén 1a

http://maychuvietnam.com.vn.

Trinh duyét Web tach dia chi Website lam 3 phan: Tén giao thic “http”, Tén
mién cia may chi Web http://maychuvietnam.com.vn va Tén tép HTML “Web-

Server.htm”

Trinh duyét lién hé véi may chu tén mién (DNS Server) dé chuyén doi tén
mién “http://maychuvietnam.com.vn” ra dia chi IP twong tng. Sau do, trinh duyét
s& guri tiép mot két ndi t6i may chu caa Website co dia chi IP nay qua céng 80. Dya
trén giao thac HTTP, trinh duyét giri yéu cau GET dén may chu, yéu cau tép HTML
“Web-Server.htm”. (Cha y: mot cookies ciing sé dugc gui kém theo tir trinh duyét

Web dén may chu).
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Tiép dén, may chu s& giri mot file van ban c6 cac the HTML dén trinh duyét
Web (Mot cookies khac cling dugc guri kém theo tir may chu tai trinh duyét Web,

cookies nay duoc ghi trén dau trang cua mdi trang Web).

Trinh duyét Web doc céc thé HTML dé xac lap dinh dang (hinh thic trinh

bay) trang Web va két xuit noi dung trang ra man hinh.

Trong giao thizc HTTP nguyén ban can cung cip diy du duong dan cua tén
tép, vi du nhu “/” hodc “/tén tép.htm”. Sau d6, giao thuc s& tu diéu chinh dé co thé
dua ra mot dia chi URL day du. Diéu ndy cho phép cac cong ty kinh doanh dich vu
Iwu trir ¢6 thé luu trit nhiéu tén mién ao (virtual Domains), c6 nghia nhiéu tén mién
cling ton tai trén mot may chu va str dung cling mot dia chi IP duy nhat. Vi du: trén
may chu ctaa May chu Viét Nam, dia chi IP 1a 123.30.171.44, nhung n6 c¢6 hang

tram tén mién khac nhau cing ton tai.

Rat nhiéu may chi Web dua thém cac ché d6 bao mat trong nhiéu tién trinh
xu ly. Vi duy, khi truy cap vao mét trang Web va trinh duyét dua ra mot hop hoi
thoai yéu cau dua vao tén truy cap va mat khau, lGc nay trang Web dang truy cap da
duoc bao vé bang mat khau. May chi Web hd tro ngudi quan ly trang Web duy tri
mot danh sach tén va mat khau cho phép nhiing nguoi duoc phép truy cap vao trang
Web. Di véi nhitng may cha chuyén nghiép, yéu cau mic do bao mat 16n hon, chi
cho phép nhiing két ndi da duoc ma hoa gitra may chi va trinh duyét, do dé nhitng

thong tin nhay cam nhu ma sb thé tin dung. .. c6 thé duoc truyén tai tén Internet.
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4.4 Mail Server
4.4.1 Gidi thigu vé Email

Email 12 mot phuong tién théng tin rat nhanh. Mot mau thong tin (thu tir) 6
thé dwoc guri di & dang ma ho& hay dang thong thudng va dugc chuyén qua céc
mang mAy tinh dic biét 1a mang Internet. N6 c6 thé chuyén mau thdng tin tir mot

may nguon téi mot hay rat nhiéu may nhan trong cling luc.

Ngay nay, Email chang nhiing c6 thé truyén giri duoc chit, né con co thé
truyén duoc cic dang thong tin khac nhu hinh anh, 4m thanh, phim, va dic biét cac
phan mém thu dién t kiéu mdi con co thé hién thi cac Email dang séng dong tuong
thich véi kiéu tép HTML.

Phan mém thu dién tir (Email Software) I loai phan mém nham hd trg cho
ngudi ding viéc chuyén va nhan cac mau thong tin (thuong la dang chit). Thong tin
¢ thé dwa vao phan mém thu dién tir bang cach théng dung nhét 1a gd chir ban
phim hay cach phuong cach khac it dung hon nhu la dung may quét hinh (Scanner),
ding may ghi hinh s6 (Digital Camera) dic biét 12 cac Webcam. Phan mém thu dién
ter gitip d& cho viéc tién hanh soan thao, gui, nhan, doc, in, xoa hay luu giit C4c
(dién) thu.

C6 hai trudong hop phan biét phan mém thu dién tir 1a:

Loai phan mém thu dién tir duoc cai dat trén tirng may tinh ctia nguoi ding
goi 1a Email Client, hay phan mém thu dién tr (cho) may khach. Vi du nhu
Microsoft Outlook, Microsoft Outlook Express, Netscape Comunicator, hay
Eudora. Phan mém thu dién tir ndy con co tén 1a MUA (Mail User Agent) tic 12 tac

nhan str dung thu.

Nguoc lai, loai phan mém thu dién tir khdng can phai cai dit ma n6é duoc
cung tng bai cac may cha (Web Server) trén Internet goi 1a WebMail, hay Phan

mém thu dién tir qua Web. Dé dung duoc cac phan mém loai nay thuong cac may
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tinh ndi vao phai c6 mot may truy cap twong thich véi su cung tng caa WebMiail.

Vi du loai nay la mail.Yahoo.com, hay hotmail.com.

Noi cung (ng phan mém ciing nhu phuong tién chuyén thu dién ti goi la nha

cung urng dich vu thu dién tir (Email Sevice Provider).

May tinh lam viéc cung tng cac dich vu thu dién tir [a MTA (Mail Transfer

Agent) hay 1a dai ly chuyén thu.

Céc dich vu thu dién tir c6 thé duoc cung wng mién phi hay c6 Ié phi tuy theo
nhu cau va muych dich cua nguoi dung. Ngay nay, Email thuong dugc cung cap kém
V6i cac phuong tién Internet khi ngudi tiéu ding ky hop dong véi céc dich vu

Internet mot cach mién phi.
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CA4c thanh phan trong hé théng Mail

M6t hé théng mail théng thudng it nhat ¢ 2 thanh phan d6 13 mail Server va
mail Client c6 thé dinh vi trén hai hé théng khac nhau hay trén ciing mét hé thong.

Ngoai ra con ¢ nhitng thanh phan khac nhu mail Gateway va mail Host.

Other Domain

-

-

- Mail Gateway
A}

-
Mail Host ™
v
. -
Mailbox » - ® - Mailbox
A v

Mail Server Mail Server

] ] = ] = -
oo | W - Sor

Client Client Client Client

Hinh 4.4: Hé théng Email day du cac thanh phan
Mail Gateway

Mot mail Gateway la mot may két ndi gitra cac mang dung cac giao thic
truyén théng khac nhau hoic két néi cac mang khac nhau ding chung giao thic.Vi
du mot mail Gateway c6 thé két ndi mot mang TCP/IP véi mot mang chay bo giao
thac Systems Network Architecture (SNA).

Mot mail Gateway don gian nhat dung dé két ndi hai mang ding chung giao
thic hodc mailer. Khi d6 mail Gateway chuyén mail gitra Domain noi bo va céc

Domain bén ngoai.
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Mail Host

M6t mail Host 12 may giir vai trd may cha Mail chinh trong hé théng mang.
N6 dung nhu thanh phan trung gian dé chuyén Mail giira céac vi tri khong két noi

tryc tiép duoc véi nhau.

Mail Host phan giai dia chi nguoi nhan dé chuyén gitta cac Mail Server hoic

chuyén dén mail Gateway.

M6t vi du vé mail Host 1a may trong mang cuc bo LAN c6 modem dugc thiét
lap lién két PPP hoic UUCP dung duong day thoai. Mail Host ciing c6 thé la may

chu dong vai tro Router gitra mang noi bo va mang Internet.
Mail Server

Mail Server chtra mailbox caa ngudi ding, nhan mail tir mail Client giri dén
va dua vao hang doi dé guri dén mail Host.Mail Server nhan mail tir mail Host giri

dén va dua vao mailbox ctia ngudi dung.

Nguoi dung sir dung NFS (Network File System) dé gan két (mount) thu
muc chta mailbox trén mail Server dé doc mail. Néu NFS khong duoc hd trg thi

nguoi ding phai login vao mail Server dé nhan thu.

Trong trudng hop mail Client hd tro POP/IMAP va trén mail Server ciing hd
trg POP/IMAP thi nguoi duing ¢d thé doc thu bang POP/IMAP.

Mail Client

La nhitng chuong trinh hd tro chic niang doc va soan thao thu, mail Client sir
dung 2 giao thic SMTP va POP, SMTP hd trg tinh ning chuyén thu tir Client dén
mail Server, POP hd trg nhan thu tir mail Server vé mail Client.Ngoai ra, mail
Client hd tro céc giao thirc IMAP, HTTP dé thuc thi chirc nang nhan thu cho ngudi
dung.
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Cac chuong trinh mail Client thuong duoc st dung nhu: Microsoft Outlook

Express, Microsoft Office Outlook, Eudora....
4.4.2 Cac giao thic Mail

SMTP (Simple Mail Transfer Protocol)

SMTP la giao thuc tin cay chiu trach nhiém phan phat Mail, né chuyén Mail
tir hé thong mang nay sang hé thdng mang khéac, chuyén Mail trong hé théng mang
noi bo. Giao thirc SMTP dugc dinh nghia trong RFC 821, SMTP la mot dich vu tin
cay, husng két ndi (Connection-Oriented) duoc cung cap boi giao thuc TCP

(Transmission Control Protocol), n6 sir dung so hiéu cong (well-known port) 25.

SMTP la hé théng phan phéat mail truc tiép tir dau dén cudi (tir noi bat dau
phan phét cho dén tram phan phat cudi cing), diéu nay rat hiém khi st dung. hau
hét hé théng mail st dung giao thuc Store and Forward nhu UUCP va X.400, hai
giao thirc nay di chuyén Mail di qua mdi hop, nd luu trit thong diép tai méi hop va
sau d6 chuyén t6i hé thong tiép theo, thong diép dwoc chuyén tiép cho tsi khi né toi

hé thong phan phéat cudi cung.
POP (Post Office Protocol)

POP Ia giao thiic cung cép co ché truy cap va luu trit hop thu cho nguoi

dung.

Cé hai phién ban caa POP dugc su dung rong rai la POP2, POP3. POP2
dugc dinh nghia trong RFC 937, POP3 dugc dinh nghia trong RFC 1725. POP2 st
dung Port 109 va POP3 sir dung Port 110. Céac céu Iénh trong hai giao thic nay
khong giéng nhau nhung ching cung thyc hién chic nang co ban Ia kiém tra tén
ding nhap va Password caa User va chuyén Mail cua ngudi dung tir Server téi hé

théng doc Mail cuc bo cua User.
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IMAP (Internet Message Access Protocol)
L& giao thirc hd trg viée luu tri va truy xuat hop thu cua ngudi dung, thdng
qua IMAP nguoi dung c6 thé sir dung IMAP Client dé truy cap hop thu tir mang noi

bo hoic mang Internet trén mot hoc nhiéu may khac nhau.
Mot sé dic diém chinh cua IMAP:

- Tuong thich day dua véi chuan MIME.

- Cho phép truy cap va quan ly message tir mot hay nhiéu may khac
nhau.

- H& trg cac ché do truy cap "online”, "offline".

- H& tro truy xuat mail déng thoi cho nhiéu may va chia sé mailbox.

- Client khdng can quan tdm vé dinh dang file luu trit trén Server.
MIME (Multipurpose Internet Mail Extensions).

MIME cung cap céach thuc két hop nhiéu loai dit liéu khac nhau vao trong
mot thdng diép duy nhat c6 thé dugc gai qua Internet ding Email hay Newgroup.
Thong tin duoc chuyén doi theo cach nay tréng giéng nhu nhirng khéi ky tu ngiu
nhién. Nhimng théng diép sir dung chuan MIME c6 thé chaa hinh anh, am thanh va
bat ky nhitng loai thdng tin ndo khac c6 thé luu trir dugc trén may tinh. Hau hét
nhitng chuong trinh Xt 1y thu dién tir s€ tu dong giai md nhitng théng bao nay va
cho phép ban luu trir dit lidu chira trong chung vao dia cang. Nhiéu chuong trinh
giai ma MIME khac nhau c6 thé duogc tim thay trén NET.

X.400

X.400 la giao thirc dugc ITU-T va ISO dinh nghia va da dugc (tng dung rong
rdi & Chau Au va Canada. X.400 cung cap tinh ning diéu khién va phan phdi E-
mail, X.400 sir dung dinh dang nhi phan do d6 né khong can ma héa noi dung khi

truyén dir liéu trén mang.
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4.4.3 Nguyén tic hoat déng cia mail

Khi nhan nat send mail thi Mail Server gui (Sender) 1am nhiém vu nhan thu
giri. Sender truy van DNS dé tim MX Record (IP) cia Domain dich. Sender Telnet
Port 25 cua Receiver dé béo hiéu mubn guri Mail. Receiver kiém tra mot sé diéu
kién dé quyét dinh c6 nhan mail cua sender khong. Néu Receiver dong v thi Sender

ding Protocol SMTP dé giri mail cho Receiver.

C6 thé vi Iy do nao do, receiver tir chbi khéng nhan mail caa sender, sender
phai Forward Mail can gui sang mot Server trung gian dé Server ndy gui gidp, qua
trinh nay goi la Relay Mail. C6 rat nhiéu nha cung cap dich vu Mail Relay. Vi du
nhu google.

Mail Server nhan (Receiver) nhan mail tir Sender va dé trong box mail (Hop
Iru trir mail). Khi ngudi nhan muén doc thu thi giri yéu cau va chuyén vé thu vé

Client thong qua giao thic POP3.
C6 2 mo hinh Mail Server:

- M® hinh online: Mail tir internet goi thang vé server cua ta. Cai mail
server noi b, publish port 25 cua mail server ra firewall, NAT port 25
tir ADSL vé Firewall. Tuy theo tinh hudng thuc té s& c6 nhiing diéu
chinh phu hop, vi du Firewall c6 IP Public thi khéng can cong doan
NAT port ...

- M6 hinh offline: Ching ta phai thué server trung gian nao do6 dung ra
nhan mail gitp, sau d6 ta cau hinh mail server noi bo két néi dén

server nay tai mail vé.
Uu va nhuoc diém cia mdi mé hinh:

- Mail online doi hoi phai ¢ 1 ha tang hoan chinh va 6n dinh. Yéu cau
kh& ton kém ca vé nhan lyc 1an tai nguyén. Nhung chung ta s& lam

cha moi ther. Tir khau cau hinh va quan 1.
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- Mail offline thi ko can nhitng thu trén nhung bu lai ban ko lam chu

duoc mail, vi du: ro ri thdng tin, mat mail ...

Luu ¥: Mudn giri - nhan mail trén Internet phai mua domain Qudc té, domain
local chi c6 thé gui - nhan mail trong local va gui ra internet nhung khéng thé nhan
vé, mot sb domain Qudc té tir chdi khéng nhan mail gui tir domain local. Néu
domain qudc té khac domain local (vnme.info va vnme.local) thi phai dung email
address policy (Exchange 2007) hoic Receipient Policy (Exchange 2003) dé ddi
email address trudc khi giri ra, Mdaemon thi khai bao trong phan Primary Domain.

Domain qudc té 1a phai dugc dang ky, mua tén mién. Con domain local ty dat.
4.4.4 Mdaemon Email Server

Mdaemon Email Server phién ban danh cho hé diéu hanh Windows,
Mdaemon hd tro cac giao thuc IMAP, SMTP, and POP3 va mang lai hiéu qua cao
tir nhitng thiét ké tinh ning phong pha. Mot giai phéap thay thé dang tin cay cho
Microsoft Exchange, MDaemon Email Server cung cip cac tinh ning phan mém
nhom xuat sac, két hop vaoi Microsoft Outlook (st dung Outlook Connector cho
Mdaemon) va cung cdp Webmail Client da ngén ngit cho viéc truy cap & bat ci noi

nao khac.

Mdaemon mail Server cung cap an toan, tuan thu céc tiéu chuan va chi phi
thip ma dam bao day du tinh ning cho cic doanh nghiép nho dén trung binh trong
nhiéu ngdn ngit, trong khi danh sach gui thu hd trg, loc noi dung, hd tro nhiéu mién,

quan Iy linh hoat, va mot mé céc tiéu chuan thiét ké dé truy cap di dong.

MDaemon Email Server hd tro hau hét céc thiét bi di dong c6 quyén truy cap

vao lich, Email va dia chi lién lac...
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45 FTP Server

Trong dé tai nay ching toi xay dung hé théng mang cia mot cong ty co chi
nhanh nim & nhitng ving 1anh thd cach xa nhau. Dé cac co sé nay co thé sir dung
va lién két dir liéu nhu dang hoat dong trén cing 1 cdng ty, giai phap gui mail s&
khong phai 12 mot phuong phap tot va hiéu qua ddi véi viec cap nhat di lidu thuong
xuyén va chua ké dit liéu giri co6 dung luong 16n s& khién viéc giri mail tré nén cham

chap. LUc nay, giai phap vé may chi FTP |4 tt ca nhitng gi chdng tdi can.
4.5.1 Gigithiéu FTP

FTP (viét tit tir File Transfer Protocol, giao thic truyén tai file) 1a mot giao
thize dung dé tai 1én (Upload) cac file tir mot tram 1am viéc (Workstation) hay may
tinh c& nhan t&i mot FTP Server hoic tai xudng (Download) céc file tir mot may cha
FTP vé mot tram 1am viéc (hay may tinh ca nhan). Pay 1a cach thic don gian nhat
dé truyén tai cac file giira cac may tinh trén Internet. Khi tiép dau ngit ftp xuat hién
trong mot dia chi URL, c6 nghia rang ngudi ding dang két ndi téi mot file Server
cha khong phai mot Web Server. Khéac vai Web Server, hau hét FTP Server yéu cau

ngudi ding phai diang nhap (log on) vao Server d6 dé thuc hién viéc truyén tai file.

FTP hién dugc dung phé bién dé Upload cac trang Web tir nha thiét ké Web
lén mot may cha Host trén Internet, truyén tai cac file dix liéu qua lai giira cac may
tinh trén Internet, cling nhu dé tai cac chwong trinh, céc file tir cic may chii khac vé
may tinh ca nhan. Dlng giao thuc FTP, chling tdi c6 thé cap nhat (xoa, doi tén, di

chuyén, copy) cac file tai mot may chi néu dugc cap quyen.
4.5.2 Mb hinh hogt déng ciia FTP, c4c thanh phan trong giao thic FTP

Giao thic FTP dugc md ta mot cach don gian théng qua mé hinh hoat dong
cua FTP. Md hinh nay chi ra cac nguyén tic ma mat thiét bi phai tuan theo khi tham

gia vao qué trinh trao d6i file, cling nhu vé hai kénh thong tin can phai thiét lap giira
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c4c thiét bi d6. N6 ciing mo ta cac thanh phan cua FTP duoc dung dé quan Iy cac

kénh nay & ca hai phia — truyén va nhan.

FTP Ia mot giao thiic dang Client/Server truyén thdng, tuy nhién thuat ngi
Client théng thudng duoc thay thé bang thuat ngir User — ngudi dung — do thuc té 12
ngudi st dung maéi 1a d6i twong truc tiép thao tac cac Iénh FTP trén may Clients. Bo
phan mém FTP duogc cai dit trén mot thiét bi duoc goi 1a mot tién trinh. Phan mém
FTP duoc cai dat trén may Server duoc goi 12 tién trinh Server-FTP, va phan trén

may Client duoc goi la tién trinh User-FTP.

Mic du giao thirc nay sir dung két ndi TCP, nhung né khong chi dung mot
kénh TCP nhu phan Ién céc giao thuc truyén thdong khac. M6 hinh FTP chia quéa

trinh truyén thong gitra bo phan Server véi bo phan Client ra lam hai kénh logic:

- Kénh diéu khién: day 1a kénh logic TCP dugc ding dé khoi tao mot phién
két ndi FTP. N6 dugc duy tri xuyén sudt phién két ndi FTP va dugc sir
dung chi dé truyén cac thong tin diéu khién, nhu cac 1énh va cac hoi dap
trong FTP. N6 khong dugc dung dé truyeén file.

- Kénh dir liéu: M&i khi dit liéu duoc truyén tir Server téi Client, mot kénh
két ndi TCP nhat dinh lai duoc khoi tao gitra ching. Di liéu dugc truyén
di qua kénh két ndi nay — do d6 n6 duoc goi la kénh di liéu. Khi file dugc
truyén xong, kénh nay duoc ngat. Viéc sir dung cac kénh riéng lé nhu vay
tao ra sy linh hoat trong viéc truyén truyén dir liéu — ma ta s& thay trong
cac phan tiép theo. Tuy nhién, né ciing tao cho FTP d6 phuc tap nhat
dinh.

Do cé4c chirc nang diéu khién va di liéu sir dung cac kénh khéac nhau, nén mo
hinh hoat dong cua FTP ciing chia phan mém trén mdi thiét bi ra 1am hai thanh phan
logic twong ung vai mdi kénh. Thanh phan Protocol Interpreter (PI) 1a thanh phan
quan 1y kénh diéu khién, véi chic nang phat va nhan Iénh. Thanh phan Data

Transfer Process (DTP) cO chic nang giri va nhan di liéu gitra phia Client véi
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Server. Ngoai ra, cung cap cho tién trinh bén phia ngudi ding con c6 thém thanh

phan thir ba 14 giao dién ngudi dung FTP - thanh phan nay khéng cd & phia Server.

Do d6, c6 hai tién trinh xay ra & phia Server, va ba tién trinh & phia Client. C4c tién

trinh nay dugc gin voi mé hinh FTP dé mé ta chi tiét hoat dong cua giao thic FTP.

C4c tién trinh phia Server:

Server Protocol Interpreter (Server-Pl): chiu trach nhiém quan ly kénh
diéu khién trén Server. N6 ling nghe yéu cau két ndi hudng téi tir Users
trén cong danh riéng. Khi két néi da duoc thiét 1ap, n6 s& nhan Iénh tur
phia User-Pl, tra loi lai, va quan ly tién trinh truyén dit liéu trén Server.

Server DataTransfer Process (Server-DTP): lam nhiém vu giri hoac nhan
file tir bo phan User-DTP. Server-DTP vira 1am nhiém thiét 1ap két ndi
kénh dit liéu va lang nghe mot két néi kénh dix liéu tir User. N6 tuong tac

véi Server file trén hé thong cuc bd dé doc va chép file.

Cac tién trinh phia Client:

User Protocol Interpreter (User-PI): chiu trach nhiém quan 1y kénh diéu
khién phia Client. N6 khoi tao phién két néi FTP bang viéc phat ra yéu
cau toi phia Server-Pl. Khi két ndi da duoc thiét 1ap, nd xu Iy céac lénh
nhan duoc trén giao dién nguoi dung, gui chung téi Server-Pl, va nhan
phan hdi tré lai. N6 ciing quan ly tién trinh User-DTP.

User Data Transfer Process (User-DTP): 1a bo phan DTP niam & phia
nguoi dung, lam nhiém vu gui hoac nhan dir liéu tir Server-DTP. User-
DTP c6 thé thiét 1ap hoic ling nghe yéu cau két néi kénh dir liéu trén
Server. N6 twong tac véi thiét bi luu trix file phia Client.

User Interface: cung cap giao dién xir Iy cho nguoi ding. N6 cho phép sir
dung cac lénh don gian huéng ngudi ding, va cho phép ngudi diéu khién

phién FTP theo d&i duoc cac thdng tin va két qua xay ra trong tién trinh.
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4.5.3 Thiét ldp kénh diéu khién va ching thire nguwoi ding trong FTP

M6 hinh hoat dong caa FTP md ta rd cac kénh dir liéu va diéu khién duoc
thiét lap gitra FTP Client va FTP Server. Truéc khi két néi dugc str dung dé thuc su
truyén file, kénh diéu khién can phai duogc thiét 1ap. Mot tién trinh chi dinh sau d6
dugc dung dé tao két ndi va tao ra phién FTP lau bén giita cac thiét bi dé truyén

files.

Nhu trong cac giao thic Client/Server khac, FTP Server tuan theo mot luat
passive trong kénh diéu khién. Bo phan Server Protocol Interpreter (Server-Pl) s&
ling nghe cong TCP danh riéng cho két ndi FTP 1a cong 21. Phia User-Pl s& tao két
ndi bang viéc mé mot két ni TCP tir thiét bi ngudi dung toi Server trén cong do.

NG str dung mot céng bat ky 1am cong ngudn trong phién két ndi TCP.

Khi TCP di duogc cai dit xong, kénh diéu khién giita cac thiét bi s& duoc thiét
lap, cho phép céc 1énh duoc truyén tir User-PI t6i Server-Pl, va Server-Pl s& dap tra
két qua 1a cac ma thong bao. Budc dau tién sau khi kénh di di vao hoat dong 1a

budc dang nhap cua nguoi dung (login sequence). Budc nay c6 hai muc dich:

- Access Control - Diéu khién truy cap: qua trinh ching thuc cho phép han
ché truy cap tsi Server véi nhitng ngudi ding nhat dinh. Né ciing cho
phép Server diéu khién loai truy cap nhu thé nao d6i vai timg nguoi dung.

- Resource Selection - Chon ngudn cung cap: Bang viéc nhan dang nguoi
ding tao két ndi, FTP Server cd thé dua ra quyét dinh s& cung cap nhiing

ngudn nao cho nguoi dung da duoc nhan dang do.

Quy luat chung thuc trong FTP kha don gian, chi la cung cap

UserName/password.
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Trinh ty cua viéc ching thuc nhu sau:

Nguoi dung giri mot UserName tir User-Pl toi Server-Pl bing lénh
USER. Sau d6 password cta nguoi dung duoc giri di bang lénh PASS.

Server kiém tra tén ngudi dung va password trong database ngudi ding
ctia nd. Néu ngudi dung hop 18, Server s& giri tra mot thong béo téi nguoi
ding rang phién két ndi da duoc mé. Néu ngudi dung khdng hop 18,
Server yéu cau ngudi dung thuc hién lai viéc ching thuc. Sau mét sé 1an

chung thuc sai nhat dinh, Server s& ngat két ndi.

Gia st qua trinh ching thuc da thanh cong, Server sau dé sé thiét 1ap két noi

dé cho phép tirng loai truy cap ddi véi nguoi dung duoc cap quyén. Mot sb ngudi

ding chi cd thé truy cap vao mét sé file nhat dinh, hoic vao mot sé loai file nhat

dinh. Mot sb Server c6 thé cap quyén cho mot so ngudi dung doc va viét 1én Server,

trong khi chi cho phép doc ddi véi nhimg ngudi dung khac. Ngudi quan tri mang co

thé nho d6 ma dap tmg ding cac nhu cau truy cap FTP.

Mot khi két ndi da duoc thiét 1ap, Server c6 thé thuc hién cac lya chon tai
nguyén dua vao nhan dién nguoi dung. Vi du: trén mot hé théng nhiéu
ngudi dung, ngudi quan tri co thé thiét lap FTP dé khi c6 bat ct nguoi
ding nao két néi tsi, anh ta sé ty dong dugc dua téi "home directory” cua
chinh anh ta. Lénh tuy chon ACCT (account) ciing cho phép nguoi dung
chon mat tai khoan c4 nhan nao d6 néu nhu anh ta c6 nhiéu hon mot tai

khoan.

4.5.4 Quan ly kénh da ligu FTP

Chuan FTP chi dinh hai phuong thtrc khic nhau dé tao ra kénh dir liéu. Khac

biét chinh cuia hai phuong thirc d6 1a & mat thiét bi: phia Client hay phia Server 1a

phia d3 dua ra yéu cau khoi tao két ndi.
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Két ndi dang chi dong (Active FTP)

O ché do chu dong (Active), may khach FTP (FTP Client) ding 1 cong ngau
nhién khdng danh riéng (cong N > 1024) két ndi vao cong 21 cua FTP Server. Sau
d6, may khach 1iang nghe trén cong N+1 va guti 1énh PORT N+1 dén FTP Server.
Tiép theo, tir cong dir liéu caa minh, FTP Server s& két néi nguoc lai vao cong dir

liéu cua Client da khai bao trude do (tc la N+1).

O khia canh Firewall, @& FTP Server h trg ché do Active cac kénh truyén

sau phai mo:

- Cbng 21 phai dugc mé cho bat cir ngudn giri nao (dé Client khoi tao két
néi)

- FTP Server's port 21 to ports > 1024 (Server tra 10i vé cong diéu khién
cua Client)

- Cho két néi tir cong 20 cua FTP Server dén cac cong > 1024 (Server khoi
tao két ndi vao cong dit liéu cua Client)

- Nhan két ndi huéng dén cong 20 cua FTP Server tir cac cong > 1024

(Client giri xac nhan ACKs dén cong data cua Server)
Cac budc két noi:

- Budc 1: Client khoi tao két ndi vao cong 21 cua Server va gui lénh PORT
1027.

- Budc 2: Server giri xac nhan ACK vé cong lénh cua Client.

- Budc 3: Server khoi tao két ndi tir cong 20 ctia minh dén cong dir liéu ma
Client da khai bao trude do.

- Budc 4: Client giri ACK phan hoi cho Server.

Khi FTP Server hoat dong & ché do chu dong, Client khdng tao két néi that
sur vao cong dir liéu caa FTP Server, ma chi don gian 1a thdng bao cho Server biét

rang n6 dang lang nghe trén cong nao va Server phai két ndi nguoc vé Client vao
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cong d6. Trén quan diém Firewall ddi véi may Client diéu nay giéng nhu 1 hé théng
bén ngoai khai tao két ndi vao hé thong bén trong va diéu nay thuong bi ngin chan

trén hau hét cac hé théng Firewall.
Két ndi dang bi dong (Passive FTP)

Dé giai quyét van dé 1a Server phai tao két nbi dén Client, mot phuong thic
két ndi FTP khac di duoc phat trién. Phuong thirc ndy goi 1a FTP thu dong (passive)
hodc PASV (la 1énh ma Client giri cho Server dé béo cho biét 1a n6 dang ¢ ché do

passive).

O ché do thu dong, FTP Client tao két ndi dén Server, tranh van dé Firewall
loc két néi dén cong cua may bén trong tir Server. Khi két néi FTP dugc mé, Client
s& m& 2 cdéng khong danh rieng N, N+1 (N > 1024). Cong thir nhit ding dé lién lac
Vvéi cong 21 cua Server, nhung thay vi giri 1énh PORT va sau d6 1a Server két ndi
ngugc vé Client, thi lénh PASV duoc phét ra. Két qua la Server s mg 1 cong
khéngdanh riéng bat ky P (P > 1024) va giri Iénh PORT P nguoc vé cho Client. Sau

d6 Client s& khoi tao két ndi tir cong N+1 vao cong P trén Server dé truyén dix liéu.

Tt quan diém Firewall trén Server ETP, dé hd tro FTP ché do passive, cac

kénh truyén sau phai duoc mao:

- Cong FTP 21 cua Server nhan két ndi tir bat nguon nao (cho Client khoi
tao két ni)

- Cho phép tra 10i tir cdng 21 FTP Server dén cong bat ky trén 1024 (Server
tra loi cho céng control cua Client)

- Nhan két ndi trén cong FTP Server > 1024 tir bat cr nguon nao (Client
tao két ndi dé truyén dir liéu)

- Cho phép tra loi tir cong FTP Server > 1024 dén céc cong > 1024 (Server

guri Xac nhan ACKs dén cong dir liéu cua Client)
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Céc budc két ndi:

- Budc 1: Client két néi vao cong Iénh cua Server va phat 1énh PASV.

- Budc 2: Server tra 10i bang Iénh PORT 2024, cho Client biét cong 2024
dang mo dé nhan két ndi dir lieu.

- Budc 3: Client tao két ndi truyén dix liéu tir cong dit liéu cua nd dén cong
dir liéu 2024 cua Server.

- Budc 4: Server tra 161 biang xac nhan ACK vé cho céng dir liéu cua
Client.

Trong khi FTP ¢ ché do thu dong giai quyét duoc van dé phia Client thi no
lai gay ra nhiéu van dé khac & phia Server. Thtr nhat 1a cho phép may ¢ xa két ndi
vao cong bat ky > 1024 cua Server. Biéu nay kha nguy hiém trir khi FTP cho phép
md ta ddy cac cong >= 1024 ma FTP Server s& dung (vi du WU-FTP Daemon).

Vién dé thir hai 12 mot s6 FTP Client lai khéng hé tro ché do thu dong. Vi du
tién ich FTP Client ma Solaris cung cap khdng hé tro FTP thy dong. Khi d6 can
phai c6 thém trinh FTP Client. Mot luu y 1a hau hét cac trinh duyét Web chi hé tro
FTP thu dong khi truy cap FTP Server theo duong dan URL ftp://.

4.6 Domain Controller

Domain 14 mot trong nhitng khéi niém quan trong nhat cia Windows, no tap
hop céc tai khoan nguoi ding va cac may tinh dugc nhém lai voi nhau dé dé quan
ly va Domain Controller dugc sinh ra 1a dé quan ly cac Domain va gilp viéc khai
thac tai nguyén tré nén dé dang hon. Diéu nay cho thay Domain Controller ddi lap
v6i moi trudng Work Group (viéc quan Iy thuc hién trén timg may). Va déi vai mot
moi trudng c6 nhiéu may (cong ty, tap doan...) thi Domain Controller 13 su lua

chon tdi wu.
Cac thanh phan trong Domain Controller

- Domain Controller: May Server dé quan ly.
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- Workstation: Vung lam viéc, bao gém cac may Client da Join Domain.
- Member Server: Céc Server khac trong hé thdng dé lién lac giira cac
Domain véi nhau.

- Va cac thanh phan khac: OU, Account... duoc goi chung 1a Object.

Trong cau hinh Domain Controller, thanh phan quan trong nhat d6 chinh 1a
Active Directory.

Diretory Service: 1a hé thong tap tin chira trong NTDS.DIT va cac chuong
trinh quan ly va khai thac cac tap tin nay. Muc dich cua Directory Service la thuan
loi cho viéc quan Iy cac Object (Account, OU...) trong Domain nén ngudi ta to

chac phan cap chang .
Tam quan trong cia Domain Controller

Trong mé hinh mang du 1a I6n hay nho thi ciing chira rat nhiéu may Client,
véi mot may Client da cai dat hé diéu hanh (thuong 1la Windows) thi thuong s€ ¢6
nhiéu tai khoan khac nhau voi méi tai khoan 1a mot chirc ning riéng, thém vao d6
hé diéu hanh con cho phép tao mai thém nhiéu User khac nhau. Néu céc tai khoan
chi ding & mac User Client thi chiing khéng thé diéu khién truy cap tai nguyén
mang Vi ching s& thém ganh nang rat 16n cho viéc quan ly tai nguyén mang. Thém
vao do, khong ai mudn phai chuyén tai khoan ngudi ding tir may ndy sang may
khac.Va khi d6 Domain Controller s& giai quyét cac van dé nay, ching sé tap trung
hoa cac tai khoan nguoi dung. Piéu nay s& l1am cho viéc quan ly d& dang hon va
gitip cho nguoi ding cé thé dang nhap tai khoan ciia minh ¢ bat cd may nao do

trong Forest.
Chire nang ciia Domain Controller

Cong viéc cua Domain Controller la chay dich vu Active Directory. Active
Directory hoat dong nhu mot noi luu trit cac ddi twong thu muc (trong dé co tai

khoan nguoi dung-User Account).
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Phai luu ¥ rang, Domain Controller cung cip dich vu thim dinh, chir Domain
Controller khong cung cap dich vu cip phép. Piéu d6 c6 nghia Domain Controller
chi kiém tra tinh dtng dan va tn tai cua UserName va Password cua ngudi ding
khi ho truy cip vao chir Domain Controller s& khong cho ngudi dung biét ho 6 thé
dugc phép truy cap vao tai nguyén nao. Diéu ndy s& duoc diéu khién boi Danh Séach
Diéu Khién Truy Cap (ACL). ACL la danh sach ghi nhé nhitng quyén ma ngudi
ding c6 thé co khi truy cap tai nguyén mang. Khi mot ngudoi ding ¢b ging truy cap,
ho s& dwa ra nhan dang caa minh cho may chi d6, sau khi kiém tra thi may chu s&
tham chiéu dén ACL dé xem danh sach ngudi ding cd thé c6 dugc nhitng quyén gi

khi truy cap vao tai nguyén mang.
Active Directory - Thanh phan quan treng nhat ciaa Domain Controller

Active Directory 1a mot hé théng chuan tap trung, dung dé ty dong hda viéc
quan Iy mang dix liéu nguoi ding, bao mat cac ngudn tai nguyén dwoc phan phéi
cho phép twong tac voi cac thu muc khac. Active Directory dugc thiét ké dac biét
cho mdi trudng két ndi mang dwoc phan bo theo dang nao do: vi du 1a nhdm ring

(Forest) trong Domain Controller.

Active Directory cung cap mot tham chiéu duoc goi 1a Directory Service dén
tat ca cac dbi twong trong mang: User, Group, Computer, Policy, Permission.
Chire ning: Active Directory cung cip kha ning du phong va ty dong
chuyén d6i dy phong khi trong so d6 mang c6 2 hay nhiéu Domain dugc trién khai.
Thuc thi Active Directory c6 thé quan 1y dugc sy trao d6i gitta cac Domain dé
dam bao mang duoc duy tri, ngudi ding ¢ thé truy cap tai nguyén mang véi chi
mét lan ding nhap. Vi co ché bao mat khé cao thi khi truy cap co ché bao mat nay
dinh dang nguoi ding va quyén han truy cap déi vai mdi tai nguyén.
Cac hé thdng c6 thé duoc quan 1y thong qua Group Policies. Pay 1a mé hinh tb
chire ¢6 thar bac linh hoat, dé dang quan ly va iy nhiém trach nhiém quan tri.
Cac thanh phan ciaa mt Active Directory: Forest, Domain, Organization
Unit va Site.
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Trong do:
- Forest: nhom dbi tuong c6 ¢l phép, thudce tinh chung.
- Domain: nhdm may tinh tap trung vai chinh sach chung, tén, co s dir
liéu chung.

- Organization Unit: nhdm céc muyc trong mién nao do.

- Site: nhém vat ly nhitng thanh phan doc lap cua mién va cau trac OU.

Quan ly Group Policy trong Active Directory: 1a mét thanh phan quan
trong trong Active Directory. N6 dugc dung dé thiét l1ap nguoi dung va may tinh
trong toan mang, cac thiét lap nay duoc cdu hinh va duoc luu trir Group Policy
Object.

Thong qua Group Policy, ngudi quan tri ¢d thé cau hinh toan cuc trén may
tinh nguoi dung, han ché, cho phép truy cap dbi vai bat ki thu muc nao trong mang.

Group Policy Object dugc &p dung theo thir ty sau: Cac chinh sach may noi
bo duoc sir dung trude, sau do6 13 cac chinh sach site, chinh sach mién, chinh sach
duogc sir dung cho cac OU riéng. O mét thoi diém nao d6, mot ddi twong ngudi ding
hoac may tinh chi c6 thé thudc vé mot site hodc mot mién, vi vay ching sé chi nhan
cac GPO lién két vai site hoic mién do.

Vi Active Directory thi cac Domain Controller ¢ thé dé dang lién lac voi
nhau gidp cho viéc quan ly tro nén dé dang hon va céc tai nguyén duoc linh hoat va

bao mat hon.
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4.7 Proxy Server

O hé théng mang doanh nghiép viéc cac nhan vién ra mang Internet dé tim
kiém théng tin, lién lac véi khach hang, trao doi dit liéu,... 1a diéu khéng thé thiéu.
Nhung dé dam bao an toan khong dé céc attacker xam nhap vao may noi bo cong ty,
hay khéng cho c4c nhan vién vao nhiing trang Web cdm, doc bao, choi game trong
gid 1am viéc thi can phai quan 1y ra vao Internet caa cac may tinh trong noi bd mang
bang viéc xay dung hé théng may chi Proxy (Proxy Server).

4.7.1 Gigithi¢u Proxy Server

Proxy Server la mot Server dong vai tro cai dat Proxy lam trung gian gita
nguoi dung tram (Workstation User) va Internet. Vi Proxy Server, cdc may khach
(Clients) tao ra cac két néi dén cac dia chi mang mot céach gian tiép. Nhirng chuong
trinh Client cia ngudi str dung s& qua trung gian Proxy Server thay thé cho Server

that su ma ngudi sir dung can giao tiép.

Proxy Server xac dinh nhitng yéu cau tir Client va quyét dinh dap tng hay
khong dap ung, néu yéu cau duoc dap tng, Proxy Server s& két néi vai Server that
thay cho Client va tiép tuc chuyén tiép dén nhitng yéu cau tir Client dén Server,
cling nhu dap tng nhiing yéu cau caa Server dén Client. Vi vay Proxy Server giéng

cau ndi trung gian gitra Server va Client.

Hiéu mot cach don gian 1a : Proxy Server 1a mot trung tam cai dat cac Proxy
ma cac Proxy ndy nam gitta may tinh cua ching tdi va tai nguyén internet (bd dém)
ma chdng t6i dang truy nhap. Dit liéu ma ching toi yéu cau dén Proxy trudc , roi

sau d6 n6 méi truyén dir liéu cho ching t6i va nguoc lai.
4.7.2 Phan logi Proxy

HTTP Proxy: HTTP Proxy Ia mot Proxy Server phd bién nhat. Trude day,
VGi su trg gilp cua loai Proxy nay, ta chi cd thé xem trang Web, hinh anh, va tai

file. Tuy nhién, ngay ngay, cac phién ban chuong trinh méi (ICQ,..) di biét cach
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lam viéc xuyén qua cac Proxy Server loai nay. Bat ky phién ban trinh duyét nao

cling c6 thé 1am viéc véi chang.

SOCKS Proxy: Cac Proxy Server loai nay biét cach lam viéc voi bat ky loai
thdng tin nao trén Internet (mang dung giao thic TCP/IP), tuy nhién cach dung cua
ching trong cac chuong trinh nén dugc chi rd l1a c6 kha nang lam viéc véi Socks
Proxy. Can phai c6 chuong trinh phu thém nao d6 dé dung Socks Proxy véi trinh
duyét (cac trinh duyét khong biét cach lam viéc xuyén qua cac Socks Proxy). Tuy
nhién, bat ky phién ban 1CQ nao (va nhiéu chuong trinh théng dung khac) ciing c6

thé 1am viéc hoan hao thdng qua cac Socks proxies.

CGI Proxy: Loai Proxy Server chi c6 thé dugc truy cap voi trinh duyét ma
thoi. Trong cac chuwong trinh khac, viéc dung loai Proxy nay la phuc tap (va ngudoi
ta khong can thiét diéu do, vi di c¢6 cac HTTP proxies). Tuy nhién, boi loai Proxy
nay lac dau duoc thiét ké 1a dé 1am viéc véi trinh duyét, nguoi ta c6 thé ding né
mot cach rat don gian. Hon thé nita, ta ¢d thé tao cau tric chudi tir cac Proxy loai

nay mot cach kha dé dang.

FTP Proxy: Loai Proxy nay duoc chuyén biét hoa dé chi lam viéc véi céc
may chu truyén file (FTP Servers), ta c6 thé dung cac Proxy loai nay trong hau hét
cac trinh quan ly file (FAR. WindowsCommander,...), cac trinh tai file théng dung
(CuteFTP, GetRight,...) va trong céac trinh duyét.
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4.7.3 Tinh nang caa Proxy Server
Twong lira va filtering (Tinh loc &ng dung)

Péi vai cac nha cung cap dich vu dudng truyén internet: Do internet ¢ nhiéu
lurong thoéng tin ma theo quan diém cua tung qudc gia, tirng chung toc hay dia
phuong ma cac nha cung cip dich vu internet khu vuc d6 s& phdi hop sir dung
Proxy véi ki thuat tuong lira dé tao ra mot bo loc goi la Firewall Proxy nham ngin
chin cac thong tin doc hai hoic trai thuan phong my tuc ddi véi quéc gia, chang toc
hay dia phuong d6. Pia chi cac Website ma khach hang yéu cau truy cap s& duoc
loc tai bo loc ndy, néu dia chi khdng bi cam thi yéu cau caa khach hang tiép tuc
duoc gui di, t6i cac DNS Server caa cac nha cung cap dich vu. Firewall Proxy s&

loc tat ca cac thong tin tir internet giri vao may cua khach hang va nguoc lai.
Chia sé két néi véi Proxy Server

Nhiéu san pham phan mém danh cho chia sé két ndi trén cac mang gia dinh
d3 xuét hién trong mot s6 nam gan day. Miac du vay, trong cac mang kich thudc 16n
va trung binh, Proxy Server van la giai phap cung cap su md rong va hiéu qua trong
truy cap Internet. Thay cho viéc gan cho mdi may khach maot két néi Internet truc
tiép thi trong trudng hop nay, tat ca cac két ndi bén trong déu ¢ thé dugc cho qua

mét hoac nhiéu Proxy va lan luot két ndi ra ngoai.
Proxy Servers va Caching

Caching cua cé4c trang Web c6 thé cai thién chat lwong dich vu cia mot mang
theo 3 cach. Thu nhat, n6 cd thé bao ton bang théng mang, ting kha niang ma rong.
Tiép dén, co thé cai thién kha ning dap tra cho cadc may khach. Vi dy, véi mot
HTTP Proxy Cache, Web page c6 thé load nhanh hon trong trinh duyét Web. Cudi
cling, cac Proxy Server Cache c6 thé ting kha niang phuc vu. Cac Web page hoic
céc dong khac trong Cache van con kha ning truy cap tham chi ngudn nguyén ban

hoac lién két mang trung gian bi offline.
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4.7.4 Hoat dong caa Proxy Server

Nguyén tic hoat dong co ban cua Proxy Server Ia : Proxy Server xac dinh
nhitng yéu cau tir phia Client va quyét dinh dap tmg hay khong dap ung, néu yéu
cau duoc dap tng, Proxy Server s& két ndi téi Server that thay cho Client va tiép tuc
chuyén tiép dén nhiing yéu cau tir Client dén Server, ciing nhu dap ¢ng nhitng yéu

cAu cua Server dén Client.

Dé hiéu rd hon co ché hoat dong cua Proxy Server ching toi tim hiéu vé

phan loai cac hé théng Proxy.
Dang két noi truc tiép

Phuong phap dau tién duoc sir dung trong k¥ thuat Proxy 1a cho nguoi sir
dung két ndi truc tiép dén Firewall Proxy, sir dung dia chi cia Firewall va sb cong
cua Proxy (vi du Proxy 221.7.197.130:3128 cong cua Proxy 1a 3128), sau d6 Proxy
hoi ngudi sir dung cho dia chi cia Host huéng dén, d6 1a mot phuong phap brute
force (vét can) st dung bai Firewall mot cach dé dang.Va d6 ciing 1a mét vai

nguyén nhan tai sao né la phuong phap it thich hop.

Trudc tién, yéu ciu ngudi sir dung biét dia chi cua Firewall, ké tiép nd yéu
cau ngudi sir dung nhip vao hai dia chi cho mdi su két ndi: Dia chi caa Firewall va
dia chi cua dich huéng dén. Cudi cing né ngan can nhitng tng dung hoic nhiing
nguyén ban trén may tinh ciia ngudi st dung diéu d6 tao ra sy két ndi cho ngudi sir
dung, bai vi chiing s& khdng biét nhu thé nao diéu khién nhiing yéu cau dic biét cho

su truyén thdng véi Proxy.
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Dang thay déi Client

Phuong phép ké tiép sir dung Proxy setup phai thém vao nhitng ¢ng dung tai
may tinh ctia nguoi sir dung. Nguoi su dung thuc thi nhitng tng dung dac biét do
Vi viéc tao ra sy két ndi théng qua Firewall. Nguoi sir dung véi tng dung d6 hanh
d6ng chi nhu nhitng &ng dung khéng sira d6i. Nguoi st dung cho dia chi cia Host
dich huéng toi. Nhitng @ng dung thém vao biét duoc dia chi Firewall tir file config
(file thiét 1ap) cuc b, cai dat sy két ndi dén wng dung Proxy trén Firewall, va truyén
cho né dia chi cung cap bai nguoi sir dung. Phuong phap nay rat c6 hiéu qua va co
kha ning che dau ngudi sir dung, tuy nhién, can c6 mét ang dung Client thém vao

cho méi dich vu mang 1a mét dic tinh tré ngai.
4.75 Uu diém va nhwoc diém ciia Proxy
U'u diém

Proxy khéng chi c6 gia tri boi n6 lam duoc nhiém vu caa mot bo loc thong
tin, n6 con tao ra dugc su an toan cho cac khach hang cua no, firewal Proxy ngan
chan hiéu qua su xam nhap cua cac d6i twong khéng mong mubn vao may cua
khach hang. Proxy luu trit duoc céc thong tin ma khéch hang can trong bo nhé, do

do lam giam thoi gian truy tim lam cho viéc s dung bang thong hiéu qua.

Proxy Server giéng nhu mot vé si bao vé khoi nhiing ric rdi trén Internet.
Mot Proxy Server thudng nam bén trong tuong lta, gitra trinh duyét Web va Server
that, 1am chic ning tam giit nhitng yéu cau Internet cia cac may khach dé ching
khong giao tiép truc tiép Internet. Ngudi dung s& khong truy cap duoc nhiing trang

Web khéng cho phép (bi cam).

Moi yéu cau cua may khéach phai qua Proxy Server, néu dia chi IP c6 trén
Proxy, nghia la Website nay dugc luu trit cuc b, trang nay sé duoc truy cap ma
khong can phai két ndi Internet, néu khong ¢ trén Proxy Server va trang nay khong

bi cAm, y8u cau s& duoc chuyén dén Server that, DNS Server... va ra Internet.
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Proxy Server luu trit cuc bd cac trang Web thuodng truy cip nhat trong bo dém dé

giam chi phi két néi, gitp tbc do duyét Web nhanh hon.

Proxy Server bao vé mang noi bo khoi bi xac dinh bai bén ngoai bang céch
mang lai cho mang hai dinh danh: mét cho noi bo, mot cho bén ngoai. Biéu nay tao
ra mot “bi danh” dbi voi thé gisi bén ngoai va gay kho khin doi véi néu nguoi ding

“ty tung tu tac” hay cac hacker mudn xam nhap truc tiép may tinh nao do.
Nhugc diém

Nhuoc diém dau tién ma ching t6i thay do khong truy xuat truc tiép ra bén
ngoai ma phai khéng qua mot Proxy Server nén téc do truy xuat cham hon so véi

thuc té .

Khéng phai IGc ndo ching tdi cling c6 thé kiém mot Proxy Server con séng
(alive) dé str dung .Va nguy co c6 thé bj tan cong néu Proxy Server d6 mang thong

tin nguy hiém nhu hacker lap ra dé phlc vu muc dich xau.

Doi khi can mot Proxy khac nhau cho mdi nghi thirc, bai vi Proxy Server
phai hiéu nghi thie d6 dé xac dinh nhimg gi duoc phép va khéng dugc phép. Bé
thuc hién nhiém vu nhu 1a Client dén Server that va Server that dén Proxy Client, sy

két hop, install va config tat ca nhitng Server khac nhau d6 c6 thé rat kho khan .

Mic dd phan mém Proxy c6 hiéu qua rong rai nhitng dich vu 1au doi va don
gian nhu FPT va Telnet, nhitng phan mém méi va it duoc st dung rong rai thi hiém
khi thiy. Thuong d6 chinh 1a sy cham tré gitra thoi gianxuat hién mot dich vu méi
va Proxy cho dich vu d6, khoang thoi gian phu thudc vao phuong phap thiét ké
Proxy cho dich vy dé, diéu ndy cho thay kha kho khan khi dua dich vu méi vao hé
thng khi chua c6 Proxy cho né thi nén dat bén ngoai fire wall, bai vi néu dit bén

trong hé théng thi d6 chinh 1a yéu diém.
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4.8 Firewall
4.8.1 Giai thigu Firewall

Thuat ngir Firewall c6 nguon géc tir mot ki thuat thiét ké trong xay dung dé
ngan chin, han ché hoa hoan. Trong cng nghé thdng tin, Firewall 1a mot ky thuat
dugc tich hop vao hé théng mang dé chng sy truy cap trai phép, nham bao vé céc
ngudn thdng tin ndi bo va han ché su xam nhap khéng mong muébn vao hé thong.
Firewall dugc miéu ta nhu 13 hé phong thu bao quanh véi cac “chdt” dé kiém soat
tat ca cac luong luu thong nhap xuat. Co thé theo ddi va khoa truy cap tai cac chot

nay.

Cac mang riéng ndi véi Internet thudng bi de doa bai nhirng ké tin cong. Dé
bao vé dit liéu bén trong nguoi ta thuong dung Firewall. Firewall c6 cach nao d6 dé

cho phép nguoi dung hop di qua va chan lai nhitng nguoi dung khéng hop €.

Firewall c6 thé Ia thiét bi phan ciang hoic chuong trinh phdn mém chay trén
Host bao dam hoic két hop ca hai. Trong moi trudng hop, n6 phai cé it nhat hai
giao tiép mang, mot cho mang ma nd bao vé, mot cho mang bén ngoai. Firewall c6
thé 1a Gateway hozc diém ndi lién gitra hai mang, thuong la mot mang riéng va mot

mang cong cong nhu 1a Internet. Cac Firewall dau tién la cac Router don gian.
4.8.2 Chirc nang cua Firewall

Chuc ning chinh cua Firewall 14 kiém soat ludng thong tin tir giira Intranet
va Internet. Thiét lap co ché diéu khién dong théng tin giita mang bén trong

(Intranet) va mang Internet.

- Cho phép hoic cam nhirng dich vu truy cap ra ngoai.
- Cho phép hoic cam nhiing dich vu tir ngoai truy cap vao trong.
- Theo dbi ludng dir liéu mang gitta Internet va Intranet

- Kiém soét dia chi truy nhap, cdm dia chi truy nhap
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- Kiém soat nguoi sir dung va viéc truy cap cia ngudi sir dung. Kiém soat

noi dung thong tin luvu chuyén trén mang.

Mot Firewall khao sat tat ca cac ludng luu luong gitra hai mang dé xem né c6
dat chuan hay khdng. Néu no dat, n6 duoc dinh tuyén gitta cAc mang, nguoc lai nd
bi hay. Mot bo loc Firewall loc ca luu luong ra 1an luu luong vao. N6 ciing c¢6 thé
quan ly viéc truy cap tir bén ngoai vao ngudn tai nguyén mang bén trong. N6 cd thé
duogc str dung dé ghi lai tat ca cac cb gang dé vao mang riéng va dua ra canh bao
nhanh chéng khi ké thu hoac ké khong dugc phan quyén dot nhap. Firewall c6 thé
loc céc goi dua vao dia chi nguon, dia chi dich va sé cong cia chung. Diéu nay con
duoc goi 1 loc dia chi. Firewall ciing c6 thé loc cac loai dac biét cua luu lwong
mang. Piéu nay dugc goi la loc giao thirc boi vi viéc ra quyét dinh cho chuyén tiép
hoac tir chéi lwu lwgng phu thudc vao giao thirc duoc st dung, vi du HTTP, FTP
hodc Telnet. Firewall ciing c6 thé loc ludng Iuu lugng théng qua thudc tinh va trang

thai cua goi.

Mot s6 Firewall c6 chirc ning tha vi va cao cép, danh lira dugc nhitng ké
xam nhap rang ho di pha v duoc hé théng an toan. Vé co ban, né phat hién su tan
cdng va tiép quan nd, dan dit ké tan cong di theo bang tiép can “nha phan chiéu”
(Hall of Mirrors). Néu ké tan cong tin rang ho da vao duoc mét phan cua hé thdng
va cd thé truy cap xa hon, cac hoat dong cua ké tan cong co thé dugc ghi lai va theo

doi.

Néu c6 thé giir ké pha hoai trong mot thoi gian, ngudi quan tri c6 thé l1an theo dau
vét cia ho. Vi du, ¢ thé dung Iénh finger dé theo vét ké tan cdng hoic tao tap tin
“bay mdi” dé ho phai mat thoi gian truyén 1au, sau do6 theo vét viéc truyén tap tin vé

noi cta ké tan cdng qua két ndi Internet.
4.8.3 Nguyén ly hogt dong cua Firewall

Firewall hoat dong chat ché vai giao thiac TCP/IP, vi giao thic nay lam viéc

theo thuat toan chia nho cac dir liéu nhan duoc tir cac ung dung trén mang, hay noi
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chinh xac hon 1a cac dich vu chay trén cac giao thuc (Telnet, SMTP, DNS, SMNP,
NES ...) thanh cac goi dir liéu (data Packets) rdi gan cho cac Packet nay nhiing dia
chi c6 thé nhan dang, tai 1ap lai ¢ dich can gui dén, do d6 cac loai Firewall ciing lién

quan rat nhiéu dén cac Packet va nhiing con sb dija chi caa ching.

B loc Packet cho phép hay tir chdi méi Packet ma né nhan dwgc. N6 kiém
tra toan bo doan dit liéu dé quyét dinh xem doan dit liéu d6 c6 thoa man mét trong
sb céc luat 1& cua loc Packet hay khong. Céc luat 18 loc Packet nay la dua trén cac
thong tin & dau mdi Packet (Header), dung dé cho phép truyén cac Packet d6 & trén
mang. Bao gom:Pia chi IP noi xuit phat (Source), Pia chi IP noi nhan
(Destination), Nhirng thu tuc truyén tin (TCP, UDP, ICMP, IP tunnel ...), Céng,
TCP/UDP noi xuat phat, Cong TCP/UDP noi nhan, Dang théng béo ICMP, Giao

dién Packet dén, Giao dién Packet di.

Néu Packet thoa cac luat 1¢ da duoc thiét lap trude cua Firewall thi Packet d6
dugc chuyén qua, néu khdng thoa thi s& bi loai bo. Viéc kiém soét cac cong lam cho
Firewall c6 kha nang chi cho phép maot sb loai két ndi nhét dinh dugc phép mai vao
duoc hé thdng mang cuc bo. Ciing nén luu ¥ 1a do viéc kiém tra dua trén header cua
cac Packet nén bo loc khéng kiém soat duoc nodi dung théng tin cua Packet. Cac
Packet chuyén qua van c6 thé mang theo nhitng hanh dong véi y do an cap thong tin
hay pha hoai cua ké xau. Trong cac phan sau chdng toi s& cing tim hiéu cac ky

thuat dé vuot tuong lua.
Firewall trong cac mé hinh mang OSI va TCP/IP

Firewall hoat dong & céc 16p khac nhau sir dung cac chuan khac nhau dé han
ché luu luogng. L6p thap nhat ma Firewall hoat dong 1a I6p 3. Trong md hinh OSI
day 1a 16p mang. Trong mo6 hinh TCP/IP day 1a 16p IP (Internet Protocol). Lop nay
c6 lién quan téi viéc dinh tuyén cac goi t6i dich ciia ching. O 16p nay, mot Firewall
cd thé xac dinh rang mot goi tir mot nguon dang tin cdy, nhung khong xac dinh goi

chaa nhiing gi. O 16p transport, Firewall biét mot it thong tin vé gdi va cé thé cho
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phép hoic tir chéi truy cap dua vao cac tiéu chuan. O 16p ung dung, Firewall biét

nhiéu vé nhitng gi dang dién ra va c6 su lwa chon trong viéc gan quyén truy cap.
IP spoofing (sw gia mao IP)

Nhiéu Firewall nghién ctru cac dia chi IP ngudn cua cac goi dé xac nhan néu
ching hop ly. Mot Firewall cé thé cho phép ludng lwu thong néu né dén tir mot
Host dang tin cdy. Mot cracker gia mao dia chi IP ngudn cua cac goi gui téi
Firewall. Néu Firewall nghi ring cac goi dén tir mot Host tin cdy, no cé thé cho
chung di qua trir khi mot vai chuan khac khong thoa. Tat nhién cracker muén tim

hiéu vé luat cua Firewall dé khai thac vao diém yéu nay.

Mot bién phap hiéu qua chdng lai su gia mao IP I viéc sir dung giao thirc
mang riéng ao (Virtual Private Network - VPN) nhu 1a IPSec. Bién phéap nay doi héi
viéc ma hoa dit liéu trong cac goi ciing nhu dia chi nguon. Phan mém hoac phan syn
VPN giai ma goi va dia chi ngudn dé tién hanh mot cudc kiém tra (Checksum). Néu

ca dir liéu 1an dia chi nguén da bi gia mao thi géi sé bi hay.
IPSec

IPSec c6 vai trd rat quan trong trong viéc giai quyét cac van dé ma ching toi

cb giai quyét n6 voi Firewall.

IPSec (IP Security) d& ra mot tap cac chuan dugc phét trién boi Internet
Engineering Tast Force (IETF). IPSec giai quyét hai van dé gay hai cho bo giao
thirc IP: Su xéc thuyc Host-to-Host (cho cac Host biét 1a ching dang néi chuyén Véi
nhau ma khong phai 1a su gia mao) va viéc ma héa (ngan chan nhing ké tan cong

xem dir liéu trong ludng luu luong gitra hai may).

Pay 1a cac van dé ma Firewall can giai quyét. Mac du Firewall c6 thé 1am
giam nguy co tan cong trén Internet ma khong can sy xac thuc va ma hoa, nhung

van con hai van dé 16n & day: tinh toan ven va Sy riéng tu ctia thong tin dang truyén
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gitta hai Host va sy gigi han trong viéc dat ra cac loai két ndi giira cic mang khac

nhau. IPSec gilp giai quyét cac van dé nay.

C6 vai kha nang dic biét khi ching toi xem xét sy két hop giita cac Firewall
vé6i cac Host cho phép IPSec. Cu thé 13, VPN, viéc loc géi tét hon (loc nhitng goi
ma ¢ tiéu dé& xé&c thuc IPSec), va cac Firewall I6p tng dung s& cung cap Ssu X&c
minh Host t6t hon bang cach sir dung tiéu dé xéac thuc IPSec thay cho “just trusting”

dia chi IP hién tai.
4.8.4 Cac dang Firewall

Bat ctr thiét bi nao diéu khién ludng dit liéu trén mang vi 1y do an toan déu
duogc goi 1a Firewall. C6 nhiéu ngudi, nhiéu tai liéu vi nhitng ly do khac nhau ma
phan chia Firewall ra thanh nhiéu loai khac nhau. Tt sy tim hiéu cac tai liéu do, &
day ching t6i chia Firewall 1am ba loai ding céc chién lugce khac nhau dé bao vé tai

nguyén trén mang.

Thiét bi Firewall co ban nhit dugc xay dung trén cac bo dinh tuyén va lam
viéc & céc tang thap hon trong ngin xép giao thic mang. Ching loc cac géi di liéu
va thuong duoc goi 1a b dinh tuyén kiém tra (Screening Router). Cac cong Proxy
Server ¢ dau cudi trén (High-End) van hanh & mitc cao hon trong ngin xép giao

thac. Firewall loai ba dung k¥ thuat gidm sat trang thai.

Céac bo dinh tuyén thudong dugc dung clng véi cac Gateway dé tao nén hé
thdng phong thii nhiéu tang. Riéng vai cac san pham Firewall thwong mai c6 thé

cung cap tat ca cac chirc nang tiy theo nhu cau.
B dinh tuyén kiém tra (Loc theo gdi - Packet Filtering)

Firewall loc goi hoat dong ¢ 16p mang ciaa mo hinh OSI, hoac lop IP cua
TCP/IP. Chiing thuong la mét phan cua Router. Router 12 thiét bi nhan goi tir mot
mang va chuyén goi téi mang khac. Trong Firewall loc g6i, mdi goi duoc so séanh

V6i tap cac tiéu chuan trude khi nd duoc chuyén tiép. Dua vao goi va tiéu chuan,
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Firewall c6 thé hay goi, chuyén tiép hoic goi thong diép toi noi tao gdi. Cac luat
bao gom dia chi IP, sé cong ngudn va dich va giao thic sir dung. Hau hét cac

Router déu hd trg loc goi.

Tat ca cac ludng luu thong trén Internet déu ¢ dang goi. Mot géi la mot
luong dit liéu co kich thudc gidi han, da nho dé didu khién dé. Khi lwong 16n dir
liu dwoc gui lién tuc, dé xay ra tinh trang hong trong viéc truyén va tai hop ¢ noi

nhan.
Mot g6i 1a mot chudi s6 co ban truyén dat cac thir sau:

- Dit liéu, kién thtc, yéu cau hoiac dong lénh tir hé thdng bat dau.
- bia chi IP va cong caa nguon.

- Diachi IP va cdng cua dich.

- Théng tin vé giao thirc (tap cac luat) diéu khién goi.

- Théng tin kiém tra 15i.
C6 vai sy sap xép thdng tin vé kiéu va tinh trang cua di liéu dang duoc gui

Trong Packet filtering, chi protocol va thong tin dia chi cia mdi goi duoc kiém tra.

Noi dung va ngir canh (méi lién hé véi cac goi khac) caa no bi bo qua.

Filtering chtra cac goi vao ra va cho phép hoac khdong cho phép viéc Iuu thong cta
ching hoic chap nhan dya trén mot tap luat nao d6, duoc goi la chinh séach

(policies).
Cac chinh sach loc g6i cd thé can ctr trén cac diéu sau:

- Cho phép hoic khdng cho phép gdi dua vao dia chi IP nguon.
- Cho phép hoic khdng cho phép géi dwa vao cong dich.
- Cho phép hoac khdng cho phép goi dua theo giao thic.

Bo dinh tuyén kiém tra nhin vao thong tin lién quan dén dia chi cung

(hardwired) coa mdy tinh, dia chi IP cua né (I6p mang) va loai két néi (16p
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transport), va sau do loc cac goi dit liéu dya trén nhiing thdng tin ndy. B dinh tuyén
kiém tra c6 thé 1a thiét bi dinh tuyén doc 1ap hodc may tinh gin hai card mang. Bo
dinh tuyén ndi gitra hai mang va thuc hién loc géi dit liéu dé diéu khién ludng luu
thong gitra c4c mang. Ngudi quan tri 1ap trinh cho thiét bj véi cac luat xac dinh cach
loc g6i dit liéu. Vi du, ban c6 thé thudng xuyén ngin cac goi cua mot dich vu nao
d6 nhu FTP (File Transfer Protocol) hay HTTP (Hyper Text Transfer Protocol).
Tuy vay, céac luat ban xac dinh cho bo dinh tuyén c6 thé khong du dé bao vé tai
nguyén trén mang. Nhitng luat ndy cé thé rit kho cai dit va dé c6 15i, tao nén nhiing

16 hong trong hé thong phong thil. Pay 1a kiéu co ban nhat caa Firewall.
Uu diém:

- Tuong dbi don gian va tinh dé thyc thi.

- Nhanh va dé sir dung.

- Chi phi thap va it anh huong dén performance ciia mang.

- Rat hiéu qua trong viéc dong khdi céac kiéu riéng biét cua luu lugng, va
d61 khi n6 1a mét phan cua hé thong Firewall tong quan. Vi du, telnet co
thé dé dang duoc dong khdi bang cach ap dung mot filter dé dong khoi
TCP cong 23 (telnet).

Nhuoc diém:

- Théng tin dia chi trong mot gdi c6 thé bi xuyén tac hoac bi danh lira boi
nguoi gui

- Dit liéu hoic céc yéu cau chira trong mot géi cho phép cé thé co diéu
khong mong mudn xay ra, mot hacker khai thac mot chd sai sot trong mot
chuong trinh Web Server hoic sir dung mot mat ma bat chinh dé thu dugc
quyén diéu khién hoc truy cap.

- Packet Filter khong thé thyc hién viéc xac thuc ngudi dung.
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Céc Proxy Server Gateway

Gateway la céc thiét bi marc (ing dung, cung cap nhiéu co hoi hon dé theo dbi
va diéu khién truy cap mang. Mot fireware Gateway hoat dong nhu ngudi trung

gian, chuyén tiép cac thong diép gitra khach/dich vu noi va ngoai.

Dich vu uy thac (Proxy service) c6 thé “biéu didn” ngudi ding noi trén
internet bang cach thay dbi dia chi IP cua khach trong céc gdi dit liéu sang dia chi
IP cua riéng nd. K§ thuat ndy vé co ban che diu hé thdng noi va bao dam rang
nhitng nguoi dung ndi khong két néi truc tiép vai hé théng bén ngoai. Proxy Server

c6 thé danh gia va loc tt ca céc goi dit liéu dén hodc ngan cac géi dir liéu di ra.

Mot s6 Proxy Server duoc thiét ké dé cho phép chi nhitng ngudi ding noi
truy cap internet va khong cho phép bat ctir ngudi ding ngoai nao trong mang. Vi
moi yéu cau dén internet Server déu tao ra phan hoi, Proxy Server phai cho phép
ludng giao thdng quay vé, nhung né thuc hién diéu nay bang cach chi cho phép
ludng luru thong 13 mot phan hdi nao d6 cua ngudi ding noi. Céc loai Proxy Server

khac cung cap dich vu chuyén tiép an toan theo ca hai chiéu.

Proxy Server con c6 thé cung cap dich vu Cache cho ngudi ding noi. N6 luu
trir thong tin vé cac noi (Site) dé nguoi ding truy cap nhanh hon. Khi ngudi dung

truy cap dén nhitng noi nay, thong tin duoc lay tir ving Cache di luu trir trudce do.
C6 hai loai Proxy Server: mirc ban mach va marc ung dung.
Gateway mirc-MANG

Con duoc goi 1a “Circuit Level Gateway”, day 1a hudng tiép can Firewall thong qua

két ndi truéc khi cho phép dit liéu dugce trao doi.

Circuit Level Gateway (CLG) hoat dong ¢ lop session cua mé hinh OSI,
hodc Ié6p TCP cua md hinh TCP/IP. Chilng gidm sét viéc bat tay TCP (TCP
handshaking) gitra cac goi dé xac dinh rang mot phién yéu cau la phu hop. Thong

tin t&éi may tinh tir xa théng qua mot CLG, lam cho may tinh ¢ xa d6 nghi la thong
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tin dén tir Gateway. Diéu ndy che dau duoc thdng tin vé mang duoc bao vé. CLG
thudng cd chi phi thap va che dau dugc thong tin vé mang ma né bao vé. Nguoc lai,

ching khéng loc cac goi.

Firewall khong chi cho phép (Allow) hoac khéng cho phép (Disallow) goi
ma con xac dinh két ndi gitra hai dau cudi c6 hop 1é theo cac luat hay khong, sau d6
ma& mot session (phién 1am viéc) va cho phép ludng luu thong va cé su gidi han thoi

gian. Mot két ndi duoc xem 1a hop 1€ phai dua vao cac yéu tb sau:

- Dija chi IP va/hoic cong dich, Pia chi IP va/hodc cong ngudn, Thoi gian
trong ngay (time of day), Giao thic (protocol), Nguoi dung (User), Mat
khau (password).

- Mbi phién trao d6i dir lidu déu dwoc kiém tra va giam sat. Tat ca cac

ludng luu lwong déu bi caAm trir khi mot phién dugc mo.

Loai Proxy Server nay cung cap két néi (c6 diéu khién) giira cac hé thong noi
va ngoai. C6 mét mach ao giita ngudi dung noi va Proxy Server. CAc yéu cau
internet di qua mach nay dén Proxy Server, va Proxy Server chuyén giao yéu cau
nay dén internet sau khi thay doi dia chi IP. Nguoi ding ngoai chi thay dia chi IP
cua Proxy Server. Cac phan hoi dugc Proxy Server nhan va gai dén nguoi ding
théng qua mach 0. Mic du ludng luu thong dugc phép di qua, cac hé théng ngoai
khong bao gio thiy dugc hé théng noi. Loai két ndi nay thuong duoc dung dé két

ndi ngudi ding ndi “dugc iy thac” véi internet.

Circuit Level Filtering c6 wu diém ndi troi hon so véi Packet Filter. N6 khic

phuc duoc sy thiéu s6t cua giao thirc UDP don gian va dé bi tan cong.

Bat loi cua Circuit Level Filtering 12 hoat dong ¢ 16p Transport va can cé su
cai tién dang ké cua viéc cai dat dé cung cip céc chirc ning truyén tai (chang han
nhu Winsock).
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Gateway Mirc-Ung-Dung (Application Gateway)

Céac Gateway muc tng dung, con duoc goi la cac Proxy, tuong tu nhu cac
Gateway muc mang ngoai trir viéc chi dinh céc ung dung. Ching c6 thé loc goi ¢
I6p wng dung caa mé hinh OSI. Céc goi vao hoic ra khdng thé truy cap céc dich vu
ma khéng c6 Proxy. Mot Gateway mirc tng dung dwgc ciu hinh nhu moét Web
Proxy s& khéng cho bat ky FTP, Gopher, Telnet hoic luu lwong khac xuyén qua.
Bai vi ching kiém tra cac g6i o 16p tng dung, ching c6 thé loc cac dong Iénh chi
dinh @ng dung nhu http:post va get, etc. Piéu nay khong thé duoc thuc hién voi
Firewall loc gdi va Firewall mirc mach, ca hai diéu khong biét gi vé thdng tin 16p
ting dung. Cac Gateway mirc &ng dung con c6 thé duoc st dung dé ghi lai cac hoat
dong va cac login cua User. Chiing dé ra cap do bao mat cao, va co su tac dong
manh vé Performance cia mang. Bai vi sy thay d6i ngir canh ma lam cham mang
truy cap mot cach dot ngot. Chang khéng dé thuc hién (Transparent) ¢ dau cudi

ngudi ding va yéu cau su cau hinh thi céng & moi may Client.

Mot Proxy Server 1a cach dé tap trung céc dich vu tng dung théng qua mot
may don 1¢. NO hoat dong nhu mot trung gian gitra mot Client va mot Server, va
dugc thi hanh nhu mét tng dung dang chay clng chung véi mot hé diéu hanh da
nang (General-Purpose OS). Mot may don 1¢ (Bastion Host) hoat dong nhu mot
Proxy Server vai nhiéu giao thic (Telnet, SMTP, FTP, HTTP,...) nhung ciing ¢4
moét may don 1é chi hoat dong véi mdi mot dich vu. Thay vi két néi truc tiép voi
Server bén ngoai, Client két nbi véi Proxy Server, Proxy Server két ndi voi Server

bén ngoai.

Proxy Server muc ttng dung cung cap tat ca cac chirc ning co ban cua Proxy
Server, cho phép céc cudc trao doi dir liéu véi hé thong tir xa nhung hé théng nay

khong thay dugc may & bén trong Firewall.

NG con phan tich cac goi dir lidu. Khi cac goi tir bén ngoai dén cong nay,

chung duoc kiém tra va danh gia dé xac dinh chinh sach an toan cé cho phép goi
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nay di vao mang noi bd hay khéng. Proxy Server khéng chi danh gia dia chi IP, no
con nhin vao dit liéu trong goi dé ngin nhitng ké dot nhap cat dau théng tin trong
do.

Véi cac Proxy Server, cac chinh sach an toan manh hon va mém déo hon
nhiéu vi tat ca thong tin trong cac goi duoc nguoi diéu hanh sir dung dé ghi cac luat
xac dinh cach xur 1y cac géi. Co thé giam sat d& dang moi viéc xay ra trén Proxy

Server.

Cac Gateway muc (ng dung dugc xem la loai an toan nhat caa Firewall.

Chung c6 nhitng kha ning tinh vi nhat.

Firewall muc ¢ng dung c6 khuynh huéng cung cap cac report chi tiét va co
khuynh huéng an toan hon cac Firewall mic mang. Tuy nhién, viéc cai dat rat phuc

tap, y&u cau sy quan tdm chi tiét cac (tng dung riéng I¢ st dung Gateway.
Stateful Multilayer Inspection Firewall

Céc Firewall kiém tra nhiéu I6p két hop hinh thic caa ba loai Firewall (loc
g0i, mirc mang va muac wng dung). Chang loc cac géi ¢ 16p mang, xac dinh cac goi
phl hop va danh gia noi dung cac goi tai lop ang dung. Ching cho phép két néi truc
tiép giira Client va Host, lam giam van d¢ do Transparent gy ra ¢ cac Gateway
muc Gng dung. Chlng dya vao cac thuat toan dé nhan ra va xa ly dir liéu 16p ang
dung thay cho viéc chay cac Proxy chi dinh ung dung. Stateful Multilayer
Inspection Firewalls dé ra cip d6 bao mat cao, Performance tt va Transparent doi
v6i dau cudi nguoi ding. Tuy nhién, chi phi rat dit, va o phuc tap cua n6 ¢ thé
lam giam d6 an toan hon so véi cac loai Firewall thong thudng néu nhu khong duoc

quan tri boi d6i ngii thanh thao.
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4.8.5 ISA Server 2006

Gidi thiéu vé ISA Server 2006

Microsoft Internet Security and Acceleration Sever (ISA Server) la phan
mém xay dung bic tudng lira (Firewall) kha néi tiéng va duoc sir dung kha phd
bién cua hang phan mém Microsoft. C6 thé noi day 1a mot phan mém share internet
kha hiéu qua, 6n dinh, d& cau hinh, Firewall tt, nhiéu tinh ning cho phép ban cau
hinh sao cho tuwong thich véi mang LAN cua ban. Téc d¢6 nhanh nho ché do Cache
théng minh, véi tinh nang lvu Cache vao RAM (Random Access Memory), giup
ban truy xuét thong tin nhanh hon, va tinh ning Schedule Cache (Lap lich cho ty
dong Download théng tin trén cac WebServer luu vao Cache va may con chi can
lay théng tin trén cac WebServer d¢6 bang mang LAN). Ngoai ra con rat nhiéu céac

tinh nang khéc nira.
Céc phién ban caa ISA Server 2006

Standard : ISA Server 2006 Standard dap (ng nhu cau bao vé va chia sé bang thong

cho cac cdng ty cd quy mo trung binh.

Enterprise :ISA Server 2006 Enterprise dugc su dung trong cdc m6 hinh mang 16n,
dap (rng nhiéu yéu cau truy xuit cua nguoi dung bén trong va ngoai hé théng. Ngoai
nhitng tinh ning da c6 trén ISA Server 2006, ban Enterprise con cho phép thiét lap
hé thong mang cac ISA Server clng sir dung mot chinh sach, diéu nay gip dé dang

quan Iy va cung cép tinh nang Load Balancing (can bang tai).
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Tinh nang chinh cda ISA Server 2006

ISA Server 1a mét trong cac phan mém may cha thudc dong .NET Enterprise

Server. Cac san pham thudc dong .NET Enterprise Server 1a cac Server ¢ng dung

toan dién cua Microsoft trong viéc xay dung, trién khai, quanly, tich hop, cac giai

phap dua trén Web va cac dich vu. ISA Server mang laimot s6 céc lgi ich cho cac to

chuc can két ndi Internet nhanh, bao mat, d& quanly.

- Truy cap Web nhanh véi Cache hiéu suit cao:

Ngudi ding c6 thé truy cap Web nhanh hon bang céc di tuong tai
chd trong Cache so véi viéc phai két ndi vao Internet luc ndo ciing
tiém tang nguy co tac nghén.

Giam gia thanh bang thong nho giam luu lugng internet.

Phéan tan noi dung cua cdc Web Server va cdc tng dung thuong mai
dient & mot cach hiéu qua, dap ung duoc nhu cau khach hang trén
toan cau (kha nang phan phdi noi dung Web chi c6 trén phién ban ISA

Server Enterprise).

- Két ndi Internet an toan nho nhiéu 16p

Bao vé mang trudc cac truy nhap bat hop phéap bang canh giam sat luu
lwgng mang tai nhiéu 16p.

Bao vé cac may cha Web, Email va céc ung dung khac khoi sy tan
cong tir bén ngoai bang viéc s dung Web va Server quang ba dé xu
ly mot cach an toan céc yéu cau dén.

Loc luu lwong mang di va dén dé dam bao an toan.

Cung cap truy cap an toan cho nguoi dung hop Ié tir Internet téi

mang noi tai nho su dung mang riéng ao (VPN) .

- Quan ly thdng nhat véi su quan tri tich hop

Diéu khién truy cap tap trung dé dam bao tinh an toan va phat huy

hiéu luc cua cac chinh sach van hanh.
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Tang hiéu xuit nho viéc gii han truy cap toi internet caa mot sb céc
g dung va dich dén.

Cép phat bing thong dé phi hop Véi cac wu tién.

Cung cap céac cong cu giam sat dé chi ra cac két ndi internet dugc st
dung nhu thé nao.

Tu d@ong hda cac dich vu nho st dung script.

- Kha nang mo rong

Chu trong tai an toan va thi hanh nho sir dung ISA Server Software
development kit (SDK) véi céac thanh phan b sung.

Chuc ndng mé rong an toan cho cac san xuat thu ba.

Ty dong céc tdc vu quan tri voi cac ddi tuong script COM
(Component Object Model).
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CHUONG 5 -QUAN LY VA DUY TRI HE THONG MANG
5.1 Cac khai niém
5.1.1 Khai niém vé Administrator

La nguoi quan tri mot phan hay toan bo hé thong mang tir phan ctmg cho dén
phan mém. Administrator c6 thé 1a ngudi thiét 1ap hé théng mang hoic duoc trao
quyén quan ly sau khi hé théng mang da dwoc cai dit.

Administrator c6 thé chia ra 1am 2 loai: System Adminstrator va Network
Administror.

- System Administrator:

e La nguoi quan tri vé phan hé théng nhu cai dat dich vu mang,
trién khai phan mém, quan 1y nguoi dung. ..

e System Administrator 1am viéc lién quan dén céc tang cao trong
md hinh OSI. Cu thé la c4c tang: ting giao van , tang phién, tang
trinh dién va tang ung dung.

e Theo d6, System Administrator 12 ngudi s& 1am viéc tryc tiép voi
hé diéu hanh ctia may cha, xay dung va trién khai cac dich vu
mang, thiét 1ap cac quyén truy cap, quan 1y nguoi ding, quan Iy
tai nguyén trong hé théng mang. ..

e System Administrator s& lam viéc truc tiép véi Active Directory
va s& xay dung cac Rule trong Group Policy dé dam bao tinh bao
mat cho céc tai nguyén mang. Cung véi do, System Administrator
cling phai xay dung mot hé thdng viing chic va cé nhitng bién
phap hop 1y dé dang viing trudc nhiing cudc tan cong tir bén

ngoai, dam bao thdng tin trong hé thong mang dugc ton tai.

Nhu vy System Administrator 14 ngudi s& xay dung, trién khai va quan ly 8
dich vu da néu ¢ chuong truéc: DHCP, DNS, Mail Server, Web Server, FTP,
Domain Controller, Proxy, Firewall. Thiét 1ap céc Rule, quan ly tai nguyén va bao

mat thong tin.
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- Network Administrator:

e La ngudi quan tri thién vé phan ctng, 1a nhitng ngudi ¢6 hiéu biét
vé phan vat ly, nguyén ly hoat dong cua hé thdng. Cu thé, ho s&
lam viéc truc tiép voi Router, Switch, Hub... Ho s& quan ly viéc
hoat dong va két ndi cac hé théng mang véi nhau nhu thé nao.

e Network Administrator s& 1am viéc lién quan dén 3 tang con lai
trong md hinh OSI: tang vat ly, tang lién két va ting mang.

e Trong codng viéc, Network Administrator 1 ngudi xay dung nén
méng dau tién cho mé hinh mang, Network Administrator s& dinh
hinh trong dau ha ting mang ma minh s& xay dyng sau d6 hién thi
mo hinh d6 1én bang vé bang cac céng cu nhu: Microsoft Visio. ..

e Sau khi di thé hién duoc ¥ tuong Ién bang vé thi Network
Administrator s& bat tay vao thuc hién ¥ tuong. Trong dé tai nay,
nhiém vu cua Network Administrator sé la xay dung mé hinh
VPN, cau hinh VPN cho 2 nhénh, cau hinh IP hop Iy cho ting

nhanh, phan chia méi truong trong 1 nhéanh...

Vay Network Administrator 12 nhitng ngudi quan tri ha ting mang , ho lam
viéc truc tiép vai phan ciing va bo phan vat ly trong hé théng mang. Ho 1 ngudi tao
ra mo hinh mang va xay dung né mot cach hoan chinh trudc khi giao lai cho System

Administrator thuc hién cac dich vu.

Tuy nhién, cling c6 truong hop ngoai 6. Di véi cac doanh nghiép nho, md
hinh mang don gian thi Network Administrator va System Administrator thuong la
mot ngudi. Ho s& thiét ké md hinh mang, xay dung, quan Iy va chay céc dich vu

trong hé théng mang.
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5.1.2 Khai niém vé Backup va restore

Backup va Restore La tién ich can thiét ma Windows Server cung cap cho

nha quan tri hé théng.
Backup

La mot tién ich dé dé phong hé thdng gap su cb. Qua trinh Backup sé& sao luu
toan bo thdng tin cua hé thdng va nhitng dir liéu quan trong vao mot file nén riéng

biét va nha quan tri c6 thé luu trir n6 trén bat ct mot thiét bi ngoai vi nao khéc.

Thong thuong, khi mot md hinh mang hoat dong ¢ thé giéi thuc, hé théng
ludn dung trude nguy co bi tin cdng tir bén ngoai. P6 ¢ thé 1a nhiing cudc tan cong
c6 chu dich tir nhitng Hacker, cac cong ty d6i dich hay chi 14 nhiém nhiing con
Virus, Trojan duoc phat tan bua béi trén Internet. Tham chi la khi hoat dong mot
thoi gian, hé théng sé phat sinh nhitng 16i ngoai y muén. Vai nhirng nguy co trén,
cho du cac nha quan tri c6 phong chdng hay can than dén dau di chang nita thi ciing

khdng thé kiém soat 100% viéc mat mat dix liéu khi xay ra su ¢ ngoai y muén.

C6 nhitng dir liéu sau khi mat van c6 thé 1am lai, nhung c6 nhitng dit liéu khi
mat di s& khong thé 1am lai hodc 1am lai s& mat rat nhiéu thoi gian. Khi mot hé
théng bi sap, viéc can thiét 1a phai phuc hdi dit liéu cho hé théng mot cach nhanh
nhat vi hé théng may chu 1a hé thng diéu khién toan bd hé théng mang van hanh,
khi hé thong may chu sap thi xem nhu toan b hé théng mang sé bj té liét hoan toan.

V6i céc cong ty thi viéc nay s€ co lgi mot chut nao ca.

Vi vay, viéc Backup cho hé thong may chu la viéc hét sic quan trong khi
trién khai bat cad mé hinh mang ndo. C6 thé Backup toan bo dir liéu caa hé théng
(khi d6 dung luwong file nén s& rat Ion, qué trinh phuc hdi 1au hon) hoic Backup
nhitng dit liéu quan trong: Co s dit liéu, thong tin nguoi dung, tai nguyén quan

trong... (khi d6 dung luong file nén s& nhé hon qua trinh phuc héi nhanh hon).
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Thong thuong, trong hé théng mang thyuc, cac nha quan tri thudng c6 2 may
chu: mét may chu hoat dong chinh va mét may chu du phong. Khi d6, viéc Backup
s& dién ra rat nhanh chong véi nhitng dit liéu quan trong va file nén thuong 1a khéng
qua 16n. Khi may chua chinh bi 1i hodc bi tin cong thi nha quan tri s& khai dong
may chu du phong va Restore dir liéu tir may chu chinh sang. Viéc Restore nay sé
dién ra rat nhanh chéng va dam bao cho mét hé théng mang duoc tro lai hoat dong

binh thuong mot cach sém nhat cé thé.
Restore

La mot qué trinh phuc hoi dit lidu trude do da duoc Backup khi hé thong xay
ra 15i ngoai y mudn hozc bi tan cong tir thé gidi bén ngoai. Tiy theo dung lugng file

nén trudc d6 Backup ma toc d6 va thoi gian Restore thay doi.
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Tim hiéu vé FTP (http://4vn.eu) truy cap ngay 23/04/2014.
http://vi.wikipedia.org.

computer.howstuffworks.com.

www.network-insider.net.

WwWw.isaServer.org.

©© N o gk~ DN

Gidi thiéu vé hé thong Mail (http://mang.forumb.biz). Truy cap ngay
01/05/2014

TIENG ANH

9. SAP Virtual Machine Container (https://help.sap.com) truy cap ngay
12/04/2014

10. XenServer (http://www.xenserver.org) truy cap ngay 12/05/2014
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PHU LUC
I. M6 Hinh Téng Quan.

Domain Controller
192.168.2.5/24

So D6 Quan Ly Mé Hinh Mang
Proxy Extermal
192.168.100.252/24

Proxy Internal
192.168.2.10/24

Serial 0/1
192.1.23.2

Serial 0/0
192.1.12.2

Proxy Extermal
192.168.200.252/24]

Proxy Internal
192.168.1.10/24

Domain Controller
192.168.1.5/24

Firewall Internal
192.168.2.2/24

Firewall Extranal
.253/24

f Serial 0/0
Serial 0/0
192.1.12.1 192.1.23.1

Firewall External
192.168.100.253/24 (‘

Fast Ethemet g
192.168.100.254/24

Fast Ethemet

Firewall Internal
192.168.100.254/24

192.168.1.2/24

Router Site TPHCM Router Site TP Ha N6i Firewall Server.
Client XA
192.168.2.5/24

Client XP
192.168.1.50/24 Firewall Server

Site Tp Ha Néi

Site Tp Hé Chi Minh

Page 1
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II. So DPd M6 Hinh VPN.

¥ GNS2-C: inter jects\luan =) |

File Edit View Control Device Annctate Tools Help

1 \ ) e s o= P
MEEOF BB ~aleC
“ | Captures g X
T~ R3 Hostname  Interface
192.1.12.2/30 192.1.23.2/30
! -
5
192.1.12.1/30 102.1.22.1/30
ﬁ. 192.168.700.0/24
- = 192.168.200.0/24 o}
‘ Topology Summary & x
r@a
s @ s
P @R
» @R
Site B: Tp Ha Noi b @ R
Site A: TpHCM
« [ i »
Console & x
GNS3 management consale. Running GNS3 version 0.8.6
Copyright (c) 2006-2013 GNS3 Project.
=

Topology Graphic View (Workspace).

BE. ¢ &2 7z & % o 35 ole]

I1l. Cac bwéc cai dat dich vu.

1. DHCP
- Tur ctr s6 Configure Your Server Winzard chon DHCP Server

C ure Your Server Wizard

Server Role
‘ou can sek up this server to perfarm one or mare specific roles. IF you want to add more than one
role to this server, you can run this wizard again,

Select a role. IF the role has not been added, you can add it. IF it has already been added, you can Tools and Updates
remove it. If the role you want to add or remove is not listed, open Add or Remove Programs.

DHCP server

Server Role | configured | dd or remave a role Administrative Tools

File server More Tools
Print server ead about server roles
Application server (115, ASP.NET) DHCP (Dynamic Host Configuration
Mail server (POPS, SMTR) Protacol) servers assign IP addresses
Terminal server to network dients.
Remote access | PN server Internet Explorer Enhanced
Dornain Controller (Ackive Directory) Read about DHCF servers security Configuration

Tver

Windows Update

Computer and Domain Mamme
Information

Server Management

Streaming media server

WINS server
See Also

Help and Support

Microsoft Techiet
View the Configurs Your Server log,

Deployment. and Resource Kits

List of Camman Administrative
Tasks

+ Batk I Mext = I Cancel Windows Server Communities

What's Mew

Strategic Technology Protection

Prrram s

™ nnn't disnlaw Fhis nane At lnann @ Keep your computer up to date El
Click here to have Windows automatically keep your computer
current with important updates,

wstart J @ ‘ J J Manage Your Server i Configure Your Serve...
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- Pat tén cho DHCP

Manane erve
Configure Your Server Wizard b
New Scope Wizard
Applying Selections

The Canfigure Vour Server Wi Scope Name ~
“fou have ta pravide an identifying scope name. You also have the option of

providing a description,

Configuring DHCP Server... Tools and Updates
Type a name and description for this scope. This information helps you quickly identify

L haw the: scope is bo be used on your netwark Administrative Tools

More Toals

Mame Iwinted

Windows Update

Description: I Camputer and Domain Mame
Infarmation

Intermet Explorer Enhanced
Security Configuration

Server Management

See Also

Help and Support
Micrasoft Techhlet

<Back [ Hetr | Cancel Deployment and Resource Kits

List of Common Administrative
Tasks

< Back [zt > Eancel | Help Windows Server Commurnities
that's New

Strateqic Technology Pratection
Program

I nan't disnla Hhis nane &t lnoon

Aistart| | [ @ | 8 Manage Your Server 4 Configure Your Serve...

dugc Domain Controller tu

w
(¢

- Chon range IP dugc phép cip (IP
192.168.2.10/24 t6i 192.168.2.253/24)

Configure Your Server Wizard
New Scope Wizard
Applying Selections

The Configure Your Server Wi IP Address Range ~
“V'ou define the scope addiess range by identifying a set of consecutive IP

addreses.
Configuring DHCP Server... Tools and Updates
Enter the range of addresses that the scope distributes.

IR T Administrative Tools
Start P address: Mors Todls
EndIP address: | 192.768. 2 . 253 Windows Update

Computer and Domain Mame
Infarmation

A subhet mask defines how many bits of an P address to use for the netwarle/subnet
1D and how mary bits to use for the hast 1D, ¥ou can specify the subnet mask by Internet Explarer Enhanced
length or a3 an IP address. Security Canfiguration

Length 24 = | Server Management

255 . 285 . 255
Subnet mask. See Also

Help and Support
Microsoft Techhlst

< Back I Mext » I el Deployment and Resource Kits

List of Common Administrative
Tasks

cancel | Help Windows Server Communities
What's New

Strategic Technology Protection
Program
[ Nion't disnlay Hhis nane At lnonn

Qstart J @ a J J Manage Your Server j Configure Your Serve...
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- Chon range IP dac thu.

o Mang
Configure Your Server Wizard x|

New Scope Wizard
Applying Selections

The Configure Your Serwer Wi Add Exclusions =
Exclusions are addiesses or a range of addresses that are not distributed by the

server
Configuring DHCP Server.., Tools and Updates
Type the IP addiess range that you want to exclude. IF you want to exclude a single
address, type an address in Start IP address only Administrative Tooks

Start IP address: End P address Mare Tools
I | Add ‘windows Update

Computer and Domain Mame
Excluded address range: Information

Remave Internet Explorer Enhanced

Security Configuration

Server Management

See Also

Help and Suppart
Micrasoft Techhiet

< Back I Mest » I Deployment and Resource Kits

List of Common Administrative
Tasks

= Back [Exi> Gancel | Help Windows Serwer Communities
tihat's New

Strategic Technology Protection
Program

™ nion't disnlaw this nane At nonn

i start J @ F-] J - Manags Your Server ‘j Configure Your Serve...
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- Test:

0 pHCP

Fle Action  Yiew Help

=81

= EBI2]8

DHCP
= winter-fimedy?r winker. dns [192 [ conkents of DHCP |

N
ED Scope [192.168.2.0] winter @wintar—ilmedy’?r.wmter‘dns[192.‘..‘Running '

Address Pool
@ Address Leases
+ CE Reservations
(3 Stope Options
{5 Server Options

[E—

|
dstart| | & & | 2 Manags Your Server [ pHcp

\
%R s1am

- Vao command line: g ipconfig /release dé gb bo dia chi IP hién tai.
- Gb ipconfig /renew dé xin cip IP dong. Yéu cau: IP dwoc cap phai cing

duong mang voi Server cap IP.

JC:\Documents and Settings\dministrator>ipconfiy /release

llindows IP Configuration

[Ethernet adapter Local Area Connection:

Connectio ecific DNS Suffix
IP Addres

Subnet Mask . .

Default Gateway

IC:\Documents and Settings\Administrator>ipconfig /renew
[yjnictwork S lInused SEETIUEE]
Rlates: DESKEDF Windows IP Configuration

ﬂ Ethernet adapter Local Area Connection:
sy Connectio ecific DNS Suffix

Rageado  CmE Sk TP Addres A 192.168.2.10
Subnet . 255.255.255.0

Default Gat 192.168.2.25

C:\Documents and Settings\Administrator>

stunnel icmpshei

77 start




92

2. DNS (Domain Name System)
- Tai Windows Server 2003: Vao Start -> Administrator Tools -> Manage
Your Server -> Add Server Role.

Configure Your Server ard

Server Role Search Help and Support:
*ou can set up this server ko perform one or more specific roles, IF you want ko add more than one
role ko this server, you can run this wizard again,

Select a role, If the role has not been added, you can add it, If it has already been added, you can Tools and Updates
remave it, IF the role you want to add or remove is not listed, open Add or Remove Programs.

Server Role | Configured ‘ DNS server dd or remove a rols Administrative Toaols

File: server Mo Mare Tools

Prink server No ead about server roles

Application server (115, ASP.NET) Mo DS (Domain Namme System) servers Windows Lpdate

Mail server (POP3, SMTR) Mo translate domain and computer DN ead about remate Computer and Domain Name

Terminal server Mo names to IP addresses. dmiristration Information

Remote access | ¥PN server Mo Internet Explorer Enhanced

Domain Controller (Active Directory) No IF you plan ko set up this server as a Security Configuration
domain controller and it is the first

DHCP server Yes domain controller in the domain, select Server Management

the domain controller role. In this case,

the domain contraller role configures .

the server so that DNS and Active anage this DHCP server See Also

Directory work together, =

Streaming media server Mo
WING server Mo

eview the nexk steps For

s role Help and 5 L

Read about DS servers elp and Suppar

Microsoft Techhet
Deployment and Resource Kiks

List of Common Administrative
Tasks

< Back I Mext > I Cancel Windows Server Communities

What's Mew

Wiew the Configure Your Server log.

Strategic Technology Protection
Program
™ Dn't disnlay Fhis nane At lnonn

i#start| | (2 & | 8 Manage vour Server 4 Configure Your Serve...

- Tao Forward lookup Zone va reverse lookup Zone

M our Serye
Configure Your Server Wizard

Applying Selections
The Configure Your Server Wizard is adding the selected role to this server.

Configure a DNS Server Wizard

Confii Tools and Updates
select Configuration Action

‘¥ou can choose the lookup zone bypes that are appropriate ta your network

size. Advanced administratars can configure root hints. dd or remawe a role

Administrative Tools
More Tools
Windows Update

ead about remote Computer and Domain Name
" Create a forward lookup zone (recommended For small networks) dministration InFoPmat\on
This server is authoritative For the DMS names of local resources but forwards &l
other queties ko an ISP or other DS servers. The wizard will configure the root
hints but not create & reverse lookup zone,

ead about server roles
Select the action you would like this wizard to perform:

Internet Explorer Enhanced
Security Configuration

% Create forward and reverse lookup zones frecommended For large networks) Server Management

This server can be authoritative fior Forward and reverse lookup zones, It can be
configured to perform recursive resolution, forward queries to other DMS servers, lanage this DNS server
o both, The wizard will configure the roat hinks. See Also
eview the next steps for
€ Configure root hints only {recommended for advanced users only) his rale
The wizard will configure the root hints only, *You can later configure Forward and
reverse lookup 20nes and Forwarders, Wicrosoft Techhet
Deployment and Resource Kits

Help and Support

lanage this DHICP server List of Common Administr ative
Tasks

) 7 ;:'fovl‘;the et steps for Windows Server Communitiss
< Bacl I Next > I Cancel
= = What's Mew

Strategic Technology Protection
Program

™ D't disnlay tis nane ak lnnnn

| j Canfigure Yaur Server Wh,..

Astart| | (3 &

J J Manage Your Server




- Tao Primary Zone

Configure Your Server Wizard

Applying Selections
The Canfigure Yaur Server Wizard is adding the selected role to this server,

New Zone Yizard

Confi
Zone Type
The DM server supports warious bypes af zones and storage.
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Seatch Help and Support Ce

Tools and Updates

Administrative Tools
dd or remove a role

More Taols

Select the type of zone you want to create:
Flg

Creates a copy of a zone that can be updated drectly on this server,

" Secondary 2one
Creates 3 copy of & 20ne that exists on anokher server, This option helps balance
the processing load of primary servers and provides Fault balerance.

€ Stubzone

Creates & copy of a zone containing only Mame Server {S), Start of Autharity
(504}, and possily glue Host (A) records, & server containing a stub zone is nak
alithoritative for that zone,

7 tare: thie 2arie in dctive Diteckory (avalable only i DI serveris & domain contrallr)

ead about server roles Wndows Update

ead about remote

Computer and Domain Hame
dmiristration

Information
Internet Explorer Enhanced
Security Configuration

Server Management

lanage this NS server
Sge Also

eview the next steps For
fis role Help and Support
Microsoft Techet
Deployment and Resource Kits

List of Comman Admiristrative
Tasks

| fanage this DHCP server

< fiack | Hext I

Cancel | Help

eview the nest steps for

| i rale Windows Server Commurities

What's Mew

I~ D't dlisnlaw Hhis nane at Inann

| i Configure Vaur Server W..,

LEEr

J J Maniage Yaur Server

Strateqic Technology Protection

Program j

RO 2



- TaoZoneName:

ure Your Server Wizard

Applying Selections
The Configure Your Server Wizard is adding the selected role ta this server.

New Zone rd
Confir
Zone Name
what is the name of the new zone?

The zone name specifies the portion of the DMS namespace For which this server is
authoritative. It might be your organization's domain name (For example, microsaft.com)
of a portion of the domain name (For example, newzone. micrasaft, com). The zone name is
not the name of the DNS server,

Zane name:
I winket|

Far mare infarmation abouk zone names, click Help.

< Back I Mext = I Cancel

dd or remove a role
ead about server roles

ead abaut remate
hddminiistration

lanage this DNS server

eview the next steps for
his role

lanage this DHCP server

eview the next steps for
his role

™ non't disrla his nane At lnonn

| j Configure Your Server W,

i/ start J @ F-] J 1) Manags Your Server

C: ure Your Server Wizard

Applying Selections
The Configure Your Server Wizard is adding the selected role ko this server.

New Zone rd
Canfit
Dynamic Update
You can specify that this DNS zone accepts secure, nonsecure, of no dynarnic
Updates,

Dynamic updates enable DNS client computers ko register and dynamically update their
resource records with a DNS server whenever changes occur,

Select the bype of dynamic updates you want ta allow:

| Alloys ol secure dynanic updates (recommended for &ctive Direstory)
This option is available anly for Active Directory-integrated zones,

" Bllow bath nonsecure and secure dynamic updates
Dynamic updates of resouree records are accepted from any client.
& This option is a significant security wulnerability because updates can be
accepted fram untrusted sources.
% Do ot dllaw dynaric upd

Dynamic updates of resource records are not accepted by this zone, You must update
these recards manually.

< Back | Mext = I Cancel

dd or remove a role
ead about server roles

ead about remote
administr ation

lanage this DNS server

eview the next steps for
his role

| Manage this DHCP server

eview the next steps for
his role

I~ D't disnila s nans af lnnon

| :j Canfigure Your Server W,..

w5tart J @ a J J Manage Your Server

Tools and Updates

Administrative Tools
More Tools
Windows Update

Computer and Domain Name
Information

Internet Explorer Enhanced
Security Configuration

Server Management

See Also

Help and Support
Micresaft Techhet
Deployment and Resource Kits

List of Common Administrative
Tasks

Windows Server Communities
What's Mew

Strategic Technology Protection
Program

Tools and Updates

Administrative Tools
Maore Tools
Windows Update

Carmputer and Damain Name
Infarmation

Internet Explorer Enhanced
Security Configuration

Server Management

See Also

Help and Suppart
Microsoft Techiet
Deployment and Resaurce Kits

List of Common Administrative
Tasks

‘Windows Server Communities
ihat's New

Strategic Technology Protection
Program

2 E asam
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- Tao Reverse Lookup Zone:

Configure Your Server Wizard

Applying Selections
The Canfigure Your Server ‘Wizard is adding the selected role to this server,

New Zr— _ mizard

Tools and Updates
Reverse Lookup Zone Name,

& reverse lookup zong lates IP addresses into DNS names, Adlministrative Taoks

dd or remove arole

More Tools

Windows Update

ead about remote Computer and Domain Mame
rniristration Infarmation

ead ahout server roles

Internet Explorer Enhanced
Security Configuration
ormal (nat reversed) order,
Server Management
IF wou use a zera in the network 10, it will appear in the zone name. For example,
netwurkID_ 10 would create zone 10.in-addr.arpa, and network ID 10,0 would create anage this DNS server
zone 0,10.in-addr . arpa. See Also
" Reverse lookup zane name: eview the next steps for

his rale:
2.168.192.in-addr. arpa Help and Support

Microsoft Techiet

For more information on creating a reverse lookup zone, click Help, Deplayment and Resource Kits

| Manage this DHCP server List of Common Adrministrative
Tasks

sview the next steps for Windows Server Communities
I | his role
< Back flext > Cancel Wihat's New

Strategic Technology Protection
Program

[~ Nt disrla Hhis nane Ak lnonn

ﬂStart J @ a J J Maniage Your Server | j Canfigure Your Server W... %@m 9:20 &M

- Nhan Next

¥ Mapage Your Serve
Configure Your Server Wizard

Applying Selections T Search Help and Support
The Configure Your Server Wizard is adding the selected role to this server,

Configure a DNS Server Wizard

Confi Tools and Updates
Forwarders
Forwarders are DNS servers ta which this server sends queries that it cannat

Administrative Taols
answer, dd or remove arole

Mate Taok

ead about server rales .
Should this DN server Forward queries? Windows Update

ead about remote Computer and Domain b
" Yes, it should forward queries to DNS servers with the Following IP addresses: bdministr ation Inufronfr;la:iroﬁﬂ A

Internet Explorer Enhanced

Security Configuration

(optional) Server Management

lanage this DNS server See Al

IF this server is not configured to use forwarders, it can still resolve names using ee Also
P eview the next steps for
fis role Help and Suppart

Microsoft Techiet

Far more infarmation about Forwarders, click Help. Deployment and Resource Kits

| Manage this DHCP server List of Comrmon Administrative
Tasks

v I—l | :I:lreovl\‘ethﬁ next steps for windows Server Communities
<B Hext > @
Barl il ancel What's New

Strategic Technology Pratection

Program
™ D't disnila Hhis nans aF lnnnn J

wstart J @ a J J Manage Your Servet | j Canfigure Yaur Server W... %@% 9:21 AM
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Tao NewHost Va NewAlias tai Forward Lookup Zone

anage Your Server

@ Event Yiewer
Forward Lookup Zones
{1 winter

[ Reverse Lookup Zones

and Updates

&~ | &m| |28 E B
é‘ DhS winter 2 record(s)
= WINTER-1LMEDY7R Name T Toata

. {same as parent folder)
{same as parent folder)

Update Server Data File
Reload

New Alias {CMAME). ..

Neww Mail Exchanger (M),
Meww Damain, .

New Delegation, ..

Other Mew Records. ..

All Tasks

Refresh
Export List...
igw

Arrange Icons
Line up Icons
Properties

Help

[create a new host resource recard,

Start of Autharity (SOA)
Mame Server (NS)

[1], winter-iimedy7r winter. ...
winter-fmedy7r.winter . dns.

trative Tools

ols

5 Update

er and Domain Name
tion

t Explorer Enhanced
Configuration

Management

so

d Suppart
ft Techhet
ent and Resource Kits

Fommon Administrative

5 Server Communities

New

ic Technology Protection

dstart| | & &

J J Manage ‘Your Server A%.l-. dnsmgmt - [DNS\WIN...

DNS\WINTER-JLMEDY 7R Forward Lookup Zone:

E,IE\‘B Action  ¥iew  Window Help

lanage Your Server

and Updates

& = | 0m [2]8
$_‘ D5 winter 3 recordis)
=5 WINTER-JLMEDYZR Nome Trme =

@ Event Viewer . {same as parent Falder)
E n Forward Lookip Zones {same as parent folder)

@ winter
same a5 parent folder,
D Reverse Lookup Zones ‘ F !

Reload
Mew Host (&),

All Tasks

Refresh
Expart List

Yiew

Arrange Icons
Ling up Ioons
Properties

Update Server Data File

Iew Mail Exchanger (Mz)...
Mew Domain,. .

Mew Delegation. ..
Cther New Records...

Start of Autharity (SOA)
Mame Server (NS)
Hast {a)

[11, winter-jlmedy 7r.winker....

winter-fimedy 7t winter dns.
192.168.2.2

trative Tools
ols

s Update

et and Damain Mame
tion

t Explorer Enhanced
Configuration

Management

s0

d Support
ft Techhet
ient and Resource Kits

Fommon Adrinistrative

5 Server Communities

New
ic Technalogy Protection

‘Craate anew alias resource recard. Help

Astart| | (3 &

J Manage Your Server ﬁl dnsmgmt - [DNS\WIN...
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Tao PTR tai Reverse Lookup Zone

rosoft Windows [Version 5.2.37981]
{C> Copyright 1985-2083 Microsoft Corp.

C:\Documents and Settings\Administrator.WINTER-JLMEDY?R>nslookup
Default Server: winter.com
Address: 192.168.2.2

> 192.168.2.2

Is and Updates

winter.com
192.168.2

Server
Address !

.2

winter.con

LELEH 1
192.168.2

ddress: .2
winter.con

winter.con
192.168.2

>

Serve

Address : .2

DNE reguest timed out.

timeout was 2 seconds.

winter.con
192.168.2.2
wuw.winter.com

inistrative Tools
£ Tools
dows Update

puter and Domain Name
thation

tnet Explorer Enhanced
Lirity Configuration

er Management

Also

and Support
osoft Techhlet
loyment and Resource Kiks

of Comrmon Admministrative
[s

dows Server Communities
t's Mew
tegic Technalagy Protection

raim
i start J B2é J 1) Manage Your Server | 2 dnsmamt - [DNSYWINTE. . | B C\WINDOWS, system...
8
e —————————————————
- o x|
3-. File Ackion  Yiew ‘window Help ‘_I_I- g8 ﬁl
= = | @a@| Bl2|f g
é_‘DNS 192,168.2.x Subnet 3 record(s) Is and Updates

=5 WINTER-ILMEDY7R, [ Type | Data

Mame

523 Forward Lookup Zones

: winter.cam

£ Reverse Lookup Zones
¢z 192.166.2.% Subnet
Event Wiewer

me as parent folder) Start of Authority (SOA)

Painker (PTR)

gl
<

[1], winter-jlmedy?r.winter....

—{medy7r, winker dns,
wirker.com

inistrative Tools
e Tools
Hows Update

puter and Domain Mame:
rmation

rriet Explorer Enhanced
Lirity Configuration

er Management

Also

and Suppart
insoft Techhet
loyment and Resource Kits

lof Cornmon Adrinistrative
ks

Hows Server Communities
t's Mew

tegic Technology Protection
ram

i start J @& J 1 Manage Your Server A%‘ dnsmgmt - [DNS WIN...

%)@ w0am
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3. Web Server
- Cai dat dich vu IS cho Server.

- Tir ctra s6 Configure Your Server Winzard chon Application Server (11S,

ASP.NET)

N Ma Qur Serye
Configure Your Server Wizard

Server Role
‘ou can set up this server to perform one or more specific roles. IF you want to add more than one
role to this server, you can run this wizard again.

Select a role. If the role has not been added, you can add it If it has already been added, you can
remave it. IF the rale you want to add or remaove is not listed, open Add or Remawe Pragrams,

Application server (IS, ASP.NET)

Server Role ‘ iZonfigured ‘
File server Mo

Print server Mo
Anpli

Application servers provide the care

ﬂ Add or remove a role
) Read about server roles

) Read about remote
administration

Tools and Updates

Administrative Tools
More Tools
‘windows Update

Computer and Domain Name:
Infarmation

Inkernet Explarer Enhanced

WINS server Read about application servers

Wiew the Confiqure Your Server o,

Mail server (POP3, SMTP) Mo technologies required to build, deplay,
Terminal server Mo and operate XML Web Services, Web
Remote access | YPH server Mo applications, and distributed

Domain Contraller {Active Directory) Mo applications. Application server

DS server Yes technologies include ASP.MET, COM+
DHCP server Yes and Internet Information Services
Streaming media server Mo s,

Security Configuration

Server Management

ﬂ IManage this DS server

See Also
Rewiew the next steps for
this role Help and Support
WMicrosoft Techhet

Deployment and Resource Kits

| Manage this DHCP server List of Comman Adrministrative

< Back I Next = I Cancel Help

™ Don't display this page at logon

Tasks

S::Ifuvl\:;he sk steps for Windows Server Communities
What's New
Strategic Technology Protection
Program

J J Manage Your Server

istart| | (2 &

| & dnsmgmt - [DNSYWINTE. . | B CAWINDOWS|system3z, . |  Configure Your Serve...

B DG 2:3tam

- Tao New Website

c! Fle Action Yew Window Help

!: Internet Information Services {IIS) Manager

LI
S

EXERNB 22

rtl Intetnet Information Services | Mame | Path

=50 WINTER-LMEDY TR (local ¢
=) Application Pools

gis DefaultappPool

bk M5SharePointAppF

| indec.kml

Al Tasks 3

web Sie (fram File)...

Mew window Fram Here
Refresh

Properties

Help

[ —]

|Craate new Web site

dstart| | B &

J J IManage Your Server

3, dnsmnt: - [DNSWINTE .|| €5 tnternet nformation . [ CHWINDOWStsystemzz... | (3 Ciiweb |

\ |
%G eseam
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- Chon IP duoc st dung cho Website

!: Internet Information Services {II5) Manager

=181
©g Fle Acton Wew Window Help ‘;Iilil
co | EEFRBR2IE]r e

r‘_" Internet Information Services | Description

| Identifier | State | IP address
58 WINTER-JLMEDYZR. (lacal ¢ | @ DeFault Web Site

| Hast header value

[ Port [ ssLport [ Status

! ‘Web Cre: Wizard
=) Application Pools 8 Microsoft SharePoint Adminis!

DefaultappPaol IP Address and Port Settings
g M3SharePointAppF Specify an [P addiess, port satting, and host header for the new 'web site,
=) Weh Sites

x|

Default Web Sit
Microsoft SharePoi

L. Weh Service Extensior

Enter the IP address to use for this 'web site:

=

=
5
%
H
S
T

Huost header for this 'Web site [Default: Nong].

For more information, read the 1IS praduct documentation

< Back I Mext > I

Cancel

[ —] T

A4 start| | (& &

J J Manage Your Server

| 2 dnsmarnt - [orswinTe. . |[€5 nternet mformation ... B8 CiTNDOWS

\syskem3Z, . | ﬁc:\web

- Chon dudng dan t6i thu myc chira trang Web noi bo

T Internet Information Services (IIS) Manager

|
2@ esaam

=18 x|
g File Action \View Window Help ‘ ;Iilil
s E@ERB|@ (2] 50

r‘:' Internet Information Services | | Description

| Identifier | State

| Host header value IP address
- WINTER-DLMEDY 7R, (local « | @ Default Web Site

[Port [ 550 port [ Status

e
E_J Appiication Paols 8 Microsoft SharePint: Adrinis!
ks DefaultAppPocl Web Site Home Directory

“‘,:,‘d M335harePointAppF The home directary is the raot of your Web content subdirectories.
B Web Sites

Default eh Sits

x|

TE

Enter the path to your hame directorny.
Microsoft SharePoi

Web Service Extensior
- Eath:

¥ Allow anonymous access ta this ‘web site

IC QU] Browse

< Back

Cancel

D

i/ start J Bé J 1 Manage Vour Server 2 dnsmart - [DNSYWINTE... I Vg Internet Information ... B8 CWINDOWS)system3z. . | 1 Cweb

\
B E sssam
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- Thém tiéu dé trang Web va Moveup no 1én dau

.!' Internet Information Services {115} Manager _ IE 5I

fl File  Action  Yiew Window Help |;|i|£|
colaxXFRBle Sy a 21X

Internet Information Services | Mame

WINTER-ILMEDV 7R (local ¢ Ej\ndsx.html Directory Security I HTTP Headers I Custom Enors I Server Entensions 2002 |
Docurents

(= Application Poals Web Site | Performance | ISAP Filters | Home Directony

",:,'d DefaultappPaool

1 . —w - i
E-_) Weh Sites
Default Web Site Default content page: dd...
i I indese. hienl|
Microsoft SharePoi Emaye
«-__] \Web Service Extensior

T Enable document footer

Append an HTML formatted footer to every document your 'Web server
Teturhs.

I Brawse...

oK Cancel Apply Help

K — |
| \
dstart| | B @ | - Manage Your Server % dnsmgmt: - [DHSVWINTE. . | ¥4 Internet Information ... B CAWINDOWS|system3z. . B )G 959 am

Test:

5 ernet Explorer =[Ol x| =18| x|
tl File Adion ¥| Fe  Edit View Favortes Tools Help |$ |;IiliI

QBack )~ [x] [2] .(h ‘ - Search <7 Favorites 441 | (v i B
'tl Internet Informat | address @http:#wmtencum;‘ j Go | Links **
=0 WINTER-1LME

[=-__| #pplicatio El
ki Defac

ks Mssh.
- Web Sites
Defal
abc
Micro:
~_J Web Serv

winter wind 1234

4 | =
 [&ome T emtenee ]

|
dstart| | B @ | 1 Manage Your Server 2 dsmgnt - [DRSIWINTE. . | 4 Internet Information Ser... | B8 criwimpowstsystemsz... | [ hetp:/ /winker.com - .. % (G, 1oeon am
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4. MAIL SERVER
- Cai dat phan mém Mail Server: MDaemon (khai béo IP va DNS hién tai
cua Server trong phan cai dit).
- Sau khi chay chuong trinh sé cé giao dién nhu sau

Alt-N MDaemon PRO for Windows

ter.com - 192.168.2.2
File Edit Setup Security Accounts Lists Gateways Catalogs OQueues Windows Help

P2 RYEw|H 8BS SE/EHE @

TMAP sessions: 0 & [Thu 2014.04-24 21:33.02.* Stating maint thiead: 2636 =

=181 x|

e

»

] Raw 2 Thu 2014-04-24 21:33:02: * Starting active directory thiead: 2684
Ed Raw messages Thu 2014-04-24 21: 3502 * Statting mdspamd thiead: 2676
Thu 2014-04-24 21:3%:02: = Starting spam fiter updates thread: 2680
Thu 2014-04-24 21:33:02. = Slamng hayeslan thiead: 2572

hu

=] spam accepted: 1
1= Spam refused: 0
§ Viruses found: 0
&3 Viruses refused: 0
£ queues
Inbound queue: O
(4 Local queue: 0
Remote queue: 0
Retry queus: 0
Holding queue: 0
Bad queue: 0
Quarantine queue: 0
LAN queue: 0
RAW queue: 0
=43k Servers
ﬁl SMTP server(s): active
b POP3 server(s): active
G AP server(sh active
ﬁ IMinger: inactive
-8 Antivirus: double-click bo install
ﬁl Antispam: active
ﬁl DomainPQP: inackive
4k MULPOP: inactive
b webndmin: active
@b worldclient: active

Thu 2014-04-24 21:33:02: * Starting semaphore thread: 2532

Thu 2014-04-24 21:3%:02: = Starting queue report thread: 2560

Thu 2014-04-24 21:3%.02 * Starting delivery [local] thread: 2728
Thu 2014-04-24 21:3%.02 * Starting delivery [inbound) thread: 2732
Thu 2014-04-24 21:35:02. * Slamng schedule manager thread: 2736

Thu 2014-04-24 21:3%:02: -
Thu 2014-04-24 21:3%02 Queue states..

Thu 2014-04-24 21:3%:02:  Inbound queue is active
Thuy 2014-04-24 21:3%.02. * Remote queus is active
Thu 2014-04-24 21,3502, * Luca\ queue is active
Thu 2014-04-24 21:3%:02: -
Thu 2014-04-24 21:33:02: Initislizing socket layer and services.

Thu 201 4-04-24 21:33:02: = WinSock 2.0 32767 total sockets

Thu 2014-04-24 21:33.02. * Starting socket window thread: 2844

Thu 2014-04-24 21:33.02. * SMTP service for winter.com is using 192.168.2.2 on port 25
Thu 2014-04-24 21:33:02: * M5A service for winter.com is using 192.168.2.2 on port 587
Thu 2014-04-24 21:33:02: * DDMR service for winter.com is using 192.168.2.2 on port 366
Thu 2014-04-24 21:3%:02: = POP3 service far winter.com iz using 192.168.2.2 on part 110
Thu 2014-04-24 21:3%:02 * IMAP service for winter.cam is using 192.168.2.2 on port 143
Thu 2014-04-24 21:33:.02 -
Thu 2014-04-24 21:39.02, SEWBI startup: Thu, 24 Apr 2014 21:33:02 +0700 [E vStartup]
Thu 2014-04-24 21:3%:02: -
Thu 2014-04-24 21:3%:04: AntiSpam daemaon host: 127.0.0.1
Thu 201 4-04-24 21:3%:04: AntiSpam dasmon part: 783

Thu 201 4-04-24 21:39:.04: -

at

2l |

| Stats

| System { Statistics { Routing f Security [ Mail { Qusues [ Pluging { Sessions |

[ winter.com 192.168.2.2

Astart| | (2 &

J - 1) Manage Your Server @ Alt-N MDaemon PRO F...

| Active: 0 [ Buf. 040 [ SMTP: 0/0 | POP3: 00 [ IMAP: O | Time left: 4:35 | Up: 0:00

Hy &

P

- Tao tai khoan mail

File Edit Zetup Security | Accounts Lists

2|0 78 ¢

2] Spam accepted: 1
7 Spam refused: 0
&3 §§ Wiruses found: 0
- wiruses refused: (
Queues

Importing
Exporting

Remaoke queus: O
Retry queue: 0
Holding queue: 0

(] Bad queue: 0
Quarantine queue: 0

-8 SMTP server(s): active
- ﬁ POP3 server(s): active
ﬁ IMAP server(s): active

ﬁ Minger: inackive

-4 Antivirus: double-click ko install
4 Antispam; active

48 DomainPOP: inactive

ik MUPOP: inactive
(-4 Webhdrmin: active
[e-4g8 Worldlient: active

ter.com - 192.168.2.2

Account Settings...

=l81x]|

Gateways Catalogs Queues Windows Help

[
&

SEI=IC)

Edit Account.., Alt+HF3
IMAP sessions: 0 Delete Account.. CHHFS 1140454 721:33.02 * Starting maint thisad: 2695 |
A RAW > 14-04-24 21:33:02 * Starting active directory thread: 2684
0 RAW messa2851 L pccount Manager... Gl 14,0424 21:3902 * Staring mesped theed: 2575

Chl+U (14-04-24 21:33:02 * Starting spam fiter updates thread: 2680

LAM 0
RAW‘JUEUE 0 Thu 2014-04-24 21:33.02 Initializing socket layer and services..
queue: Thu 2014-04-24 21:39.02: * *WinSock 2.0 32767 tatal sockels
-4 Servers Thu 2014-04-24 21:33:02 * Stating socket window thiead: 2844

Ll

- Slamng hayeslan thread: 2572
disk watch th 2588

14-04-24 21:35.02
4

Starting semaphare thread: 2592
Thu 2014-04-, 24 21:39.02 * Starting queue report thiead: 2560

Thu 2014-04-24 21:33:.02 * Starting delivery (local) thread: 2728
Thu 2014-04-24 21:33:02 * Starting delivery [inbound) thiead: 2732
Thu 2014-04-24 21:33.02 Slamng schedule manager thread: 2736
Thu 2014-04-24 21:33.02
Thu 2014-04-24 21:33.02: Dueue slales..

Thu 2014-04-24 21:33.02 * Inbound queue is active
Thu 2014-04-24 21:33:.02 * Remote queue is active
Thu 2014-04-24 21:33:.02 * Local queue is active
Thu 2014-04-24 21:33:02: -

Thu 2014-04-24 21:33:02: * SMTP service for winter.com is using 192.168.2.2 on port 25
Thu 2014-04-24 21:39:.02 * MSA service for winter.com is using 192.168.2.2 on port 587
Thu 2014-04-24 21:39.02 * ODMR zervice for winter.com iz using 192.168.2.2 on port 366
Thu 2014-04-24 21:33.02. * POP3 service for winter.com is wsing 192.168.2.2 on poit 110
Thu 2014-04-24 21:33.02: * IMAP service for winter.com is using 192.168.2.2 on port 143
Thu 2014-04-24 21:35:02 -
Thu 2014-04-24 21:33.02 Server startup: Thu, 24 Apr 2014 21:3%:02 +0700 [EvStartup]
Thu 2014-04-24 21:33:02 -

Thu 2014-04-24 21:33.04: AntiSpam daemon host: 127.0.0.1

Thu 2014-04-24 21:33.04: AntiSpam daemon pork; 783

Tth 2014-04-24 21:35:04: -
4

ot

| Stats |

Create a new email account

distart| | & &

| 8 Manage Your Server £2) Alt-N MDaemon PROF...

\ System  Statistics | Routing J Security { Mail [ Queues [ Plugins [ Sessions [

52y B LR 939
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- Nhap day du thong tin dé tao tai khoan Mail:

%2 Alt-N MDaemon PRO for Windows - winter.com - 192.168.2.2 =|Z 5‘
Ble Edit Setup Secwrity Accounts Lists Gateways Catalogs Queues Wwindows Help

2788 |d 8|S C5CAE O

=+bell statistics a | |Thu 2014-04-24 21:33:02 * Starting maint thread: 2696 BE
£ MDasmon Accounts Thu 2014-04-24 21:33:02: * Starting active directary tuead: 2684
1 statisti Thu 2014-04-24 21:33.02 * Starting mdspamd thread. 2676
= Stastes Thu 2014-04:24 21:33.02: * Starting spam fiter updates tread: 2650
[ SMTP received: 0 Thu 2014-04-24 21:33:02 * Starting bayesian tiead: 2572
= SMTP sent: 0 Thu 2014-04-24 21:33:02 * Starting disk watch tuead: 25868
- Dome Ty I01A.04.24 71-35: 1% % Charking harbyn thraad: 2014
k3|
.50 map | B Account Settings Account
[ raw Account First and last name: |
Mailbox q
Forwarding Ernail address I @Iwmlal com j
-Quotas Email password
-Restrictions
& a Web Access This account was created on: <unknown
=B Queuss .
0 Inbow Auto-Responder This account was last accessed on: <unknowh:
4 Local IMaP Fiters Diynamic authentication: disabled
= Reme -MultiPOP
[ Retry -Shared Folders
[0 Holdi -Signature I™ This account is disabled
- Bad ¢ -Options This account uses ¥ POP3 ¥ IMAP [~ Outiook Connector L
- Quar
B Lan e Optianal SynckL passward
4 raw ) -
e} ﬁ' Servers Optional smart host user/password I I —H
-4 SMTF S
ER Nates/comments on this account |
| Stats [ -
1| | B

| winter.com 192.168.2.2 | Active: 0 | Buf. 020 [ SMTP: 070 [ POP3: 0/0 [ IMAP: 0| Time left: 1:45 | Up: 0.03

i start J B8 J -1 Manage Your Server 9 Alt-N MDaemon PRO ...

- Sau khi tao xong tai khoan ta vao edit dé xem tai khoan da duoc thém vao
hay chua

MDaemon PRO for Windows ter.com - 192.168.2.2 =]
File Edit 3Zetup Secwrity Accounts Lists Gateways Catalogs Queues  Windows Help
Hgﬂ@ =Rl G e A el r‘mm\mrﬁmlﬁa‘
g ks

S Select one [or more) items

It thread: 2695 |
e directary thiead: 2684

| amd thread: 2676

= ot filter updates thread: 2680
- i thiead: 2672

= & hungl23, hunglZ3a@winkercom f\):lrlch :;fead' 2548

8 MDaemon Server, MDaemon@winker, com
b & nguyenhung, nguyenhung@winker,com
& 8 winker, 1Z3@winter,com

up thread: 2604

phare thread: 2592

& report thread: 2560

ey (local] thiead: 2728

ey (inbound) thread: 2732
dule manager thread: 2736

e is active
e s aclive
is active

et layer and services...

3277 total sockets

et window thread: 2544

& for winter. com is using 192.168.2.2 on port 25
for winter.com is using 192.188.2.2 on port 587
& for winker.com is using 192.168.2.2 on part 366
E for winter.com is using 192.168.2.2 on part 110
for winter.com is using 192.168.2.2 on port 143

Thu, 24 pr 2014 21:33:02 +0700 [EvStartup]

on host: 127.0.0.1
on port; 783

Ok I Cancel | |
| Stats v {Hail { Queves | Plugins { Sessions [

[ winter.com 192.168.2.2 | fictive: 0 [ Buf. 040 [ SMTP: 0/0 | POPZ: 0/0 | IM&P: O | Time left 1:25 | Up: 0:03

i /Start J @ a J -1 Manage Yaur Server @ Alt-N MDaemon PRO ... [ @ % @ 9:42 PM
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- Sau khi tao xong ta test: Vao Outlook cua Server 2003 va dang nhap tai
khoan 1.

utlook Express -8 x|
Jﬁ\a Edit Wiew Took Message Help |;'t
BRI

Create Mail Regly Reply & Forward

A4 \f_l -

Addresses Find

Send/Recy

Folders x | t 8|7 [Fom | Subject | Received _+ |
€3 Outlook Express (=)MDaeman at winter.com  ‘Welcome Lo the email system for domain winter,com  4{24/2014 9:41 PM
115 Local Folders
*-$E2 Inbox

%5 Outbox

S Sent Ttems
(3 Deleted Items

5} Drafts

Print: Delete

From: To:
Subject:

There is no message selected,

Contacts ¥ x |

There are no contacts to display. Click.
on Contacts ko create a new contact,

|1 messageis), 0 unread @ warking Onling | 1 new messagels)

i/ start: J @8 J 1) Manage ¥our Server () Inbox - Dutlook Expre... #2) Alt-N MDagmon PRO for ... 50 B 47 em

- Dang nhap tai khoan 2 vai may XP Client

Inbox - Outlook Express

File Edit Wew Tools Message Help .'f
4 A § A
¥ . & & w8 S X W B
Create Mail Reply Reply All Forvard Print Delete SendiRecy Addresses Find
Folders Xt 8 ¥ Fom Subject Received
3 Qutlook Express

4 MDaemon at winter.
=6 Local Falders i o

@I Inbox (1)
@ Cukbos

S Sent Ttems
(F Deleted Ttems

. Welcome to the email system for domain wint... 4/24/2014 9:42...
4j24/2014 ¢ 1

B Drafts
From: Micrasoft Outlook Express Team  To: hew Outlook Express User
Subject: Wwelcome to Outlook Express &
Latizriis © £2 The solution for all your messaging needs
There are no contacts ko display. Click v
on Contacts to create a new contact. | Featuring J
# E-mail and Newsgroups 0 Your computer might be at risk | *
o aring your e-
# Multiple accounts and Identities Mo firewallis turned on i
s + Ankivirus software might not be installed it t:ltrdgthers
® HTML message support SIE 0! fleta v
| Clickthis balloon to fix this problem. oo =
2 message(s), 1 unread iessage(s)

e rETT ~
i5 Start B8 Inbox
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Dung tai khoan XP gui mail cho may Server 2003

Inbox - Outlook Express

File Edit Wiew Tools Message Help

»
. & & 8 = '

Create Mail Reply Reply Al Forward Print

=RIRBEN

File Edit View Insert Format Tools Message Help

. v y =
Folders X ‘ 1§ ¥ From = dab 4= B Q ﬁ/
E_H Outlook Express 54 MDaemon at wir| ©  Send Cuk Copy  Paste  Undo Check 42,00
=G Local Folders EaMicrosoft outook P
..... &2 Inbox (1) H Ihungle@wmter.cnm
S Outhox e I
2 Senk Items Subject: Itest
Deleted Items
[EE— B 1ua
da test thanh cong|
From: Microsoft Outlook Express Ti
Subject: Welcome to Outlook Expre
~

Contacts ¥ X =

Thete are no contacts to display. Click v

on Contacks to create & new contack, Featurin

g msn
* E-mail 5 Hotmail.
" Tired of sharing your e-
® Multiple accounts and Identities mail account with others
# HTML message support ‘F” yuar*houslehold? 7?‘“ a
2 message(s), 1 unread

E Working Onfine

May Server2003 nhan mail thanh cong. Qua trinh cai dit hoan tat.

A Inbox - Outlook Express -2 ]
J Fle Edit Wiew Tools Message Help |#
T | —a
. & & w8 iz X T S s
Create Mail Reply Reply &l Forward Print Delete _|o ﬂl
Folders X ‘ 8] % [ From sd 9 (7} i_; x 0 » |
@ Cutlook Express EAMDasmon 4t viker Reply  Reply &l Forward Print Delete: Previous M
E-@ Local Folders inguyenhung PM
Ea Tnbox From: nguyenhung
@ Outhox Date: Thursday, April 24, 2014 9:49 PM
B Sent Trems To: hung123@winker.com
Subject:  test
{3 Deleted Irems
A rsfts Attach: @Amuous.htm (264 bytes)
da test thanh cong
From: nguyenhung To: hungl23t @
Subject: test
da test thanh cong
Contacts ™ X ‘
There are no contacts to display. Click
on Contacts to create a new cantact.
4

|2 message(s), 0 unread

mstart J @ # J .\-] Manage Your Server

@ warking Online | 1 new message(s)

| (5 imbox - outiock press [ est {83 Alt-h MDaemon PRO for .. By B L aaem
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TP
- Cai dat FTP Server

- Control Panel

P R ol £6 Add or Remave Programs

Tame
Acce
E Add
Badd
S Adm
‘Aut(
gaDats
}Disp
IFald
ﬁFont
@ Gam
ylnte
é;\Kayt
‘g Licer
Moy
QNetu
E,%m
@Port
QPDW i

e
J :E18l Windows Components Wizard

Il Application Server

Internet Information Services (115}

[T Show updates

_Iox]
Sort byt | Name v

@ble - x86 9.0.30729.4148

To add or remave a compaonent, click the check box. A shaded box means that only part
of the component will be installed. To see what's included in a componert. click Details. et Foma,
Subcomponents of Internet Information Services (II5):

] <> Background Inteligent Transfer Service [BITS) Server Extersions
<> Common Files
B8 Fi Transfer Pr

02HB =
1.0MB

Q? FrontPage 2002 Server Extensions 141MB
ﬁ] Internet Information Services Manager 13MB
1 (& Internet Printing n.0MB

] E3NNTP Service

1ome x|

Provides suppaort to create FTP sites used to upload and download files,

Detafs...
Cancel

Description:

Total disk space required 124 MB

Space avalable on disk: A7967.3 MB

@System
[ T

S Print In |
T T T

! Regi

%Scanners and Ca...  Add, remove, and

ﬁﬂS:heduled Tasks Schedule computer

Q;Snunds and Audi... Change the sound

ﬁSDeEch Change settings fc

%Stnrad User Mam. ..

Size 10.19MB

Used  rarely

Remove: |

Size 33.37MB

Manages stored cr

See information abo———————

i start J @ F-] J - # Manage Your Server

f\] Eile:

Action

Internet Inform:

| [ Control Panel

| g Internet Information Ser... | ) Add or Remove Pragrams | ‘1) Windows Component..

Sau khi cai dat xong, ta chay IIS va tao 1 FTP Site mai.

Wiew MWindow Help

o) [

|
% @ 10zsam

=15

R

o

) hpplication Pools
_J Weh Sites
_J Web Service Extensior

All Tasks »

FTP Site (From file). ..

Wigik »
New Wwindow From Here

Refresh
Export List. .

Properties

Help

4 I =l

s O EEBIE S 80
t' Internet Information Services | | Description | Identifier State | 1P address I Port
(=18 WINTER-ILMEDY7R (Jocal ¢ Default FTP Site 1 Running *all Unassigned * 21

JGU

‘Create new FTP site

(A scheduled Tasks
@, sounds and Audi...
y'Spaeth

??s Stored User Mam...
"'f,lsystem

..

i#start] | @ -]

Schedule computer ...
Change the sound s...
Change settings for...
IManages stared cre. ..
See information abo..,

J J Manage Your Server

| [} Conkrol Panel

" f’ Internet Information ...

-
% (G 10:26 am
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- Cai dat IP dé trao ddi file va mac dinh 1a Port 21.

n Ser

I Internet Inform 5 (I15) Manager

g Fille  Action Miew Window Help

- | o) T x
©a Internet Inf. P Address and Port Settings Part
é! i! WINTER Specify an IP address and port setting for the FTP site @ ssigned * 21
_J Appl i
) Wet
) ek Enter the IP address to use for this FTP site: ave ardle
_JFTP
It server roles
Type the TCP port for this FTP site (Default = 21 t remots
ion
|21
jis application
b application
b Web Interface
B Administration
< Back I Mest > I Cancel I wers
E next steps for

< |l I

DS (Darmain Mame System) servers translate domain and
computer DS names ko IP addresses,

PR T X

g] Manage this DNS server

@) Review the next steps for
this role

Tools and Updates

Administrative Tools
More Tools
Windows Update

Computer and Domain Name
Information

Internet Explorer Enhanced
Security Configuration

Server Management

See Also

Help and Support
Micresaft Techhet
Deployment and Resource Kits

List of Common Administrative
Tasks

Windows Server Communities
What's Mew

Strategic Technology Protection
Program

i/ start J @ F-] J . Manags ‘Your Server g Internet Information ...

% ) 1026 8m

- Chon Users c6 thé trao ddi file: & day ta chon Do not isolation User.

5 (115) Manager

Ser

I Internet Inform:

=101 x|

T\! Ele Action Wiew ‘Window Help
& = | FTPSitECrE Wizard

7E|Intemet1nh FTP User Isolation

B i! WINTER, Fiestrict FTP users to their own FTP home directory
) Apel

=lal x|

Part
ssigned * 21

_J wiek

) et FTP user isalation prewvents users fiom accessing the FTP home directony of another
“IFTR user on this FTP site.

Important: Because pou cannot change the user isolation option after creating this FTP
site. you should read about FTP user isolation in the 15 product documentation before
chaosing an isolation option,

" Do nat isolate users
[Users can access the FTP home directory of other users.]

(% lzolate users
[Users must be assigned an FTP home directary within the raot of this FTP site

™ Isolate users using Active Directory
[Users must be assighed an FTP haome directary that is configured using their Active
Directory user account.]

ove ardle
It server roles

k remate
ion

is application

b application

< Back I et > I Cancel |

t wWeb Interface
£ Admiristration
Wers

E next steps for

4 | sl |

D3 {Domain Name Syskem) servers translate domain and
computer DNS names ko IP addresses.

A AUCD Coun

Manage this DNS server

@) Review the next steps for
this role

Tools and Updates

Administrative Tools
More Tools
Windows Update

Computer and Domain Mame:
Infarmation

Internet Explorer Enhanced
Security Configuration

Server Management

See Also

Help and Support
Microsoft TechMet:
Deployment and Resource Kiks

List of Cormmon Administrative
Tasks

windows Server Communities
what's New

Strategic Technalogy Protection
Program

Eﬁitart J @ a J .\] Manage Your Server g Internet Information ...

2 1029 am
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- Chon thu muc ngudn, noi luu file can trao doi.

-l
t‘! Fille  Action Miew Window Help
& >
m FTP Site Home Directory

The: home directory is the oot of your FTP content subdirectories.

ard

FTP te Creation

Fark

0 WINTER, ssigned * 21
_J fppl
) Wet )
_!J Wek Enter the path to your home directory, ave ardle
JFP - pah
= It server roles
|E.\FTF 10WsE
remate
ion
jis application
b application
b Web Interface
B Administration
Cancel I wers
E next steps for

2[4 I |

DS (Darmain Mame System) servers translate domain and

computer DS names ko IP addresses, g'l Manage this DN server

@) Review the next steps for
this role

PR T X

Tools and Updates

Administrative Tools
More Tools
Windows Update

Computer and Domain Name
Information

Internet Explorer Enhanced
Security Configuration

Server Management

See Also

Help and Support
Micresaft Techhet
Deployment and Resource Kits

List of Common Administrative
Tasks

Windows Server Communities
What's Mew

Strategic Technology Protection
Program

i/ start J @ F-] J . Manags ‘Your Server lm
- Chon quyén khi thuc hién trao doi.

=lalx|
=8l

FJ Tnternet Infr P TP Site Access Permissions ) . Fort
i Setthe access permissions for this FTP site. ssigned * 21
Allow the following permissions:
S ED ove ardle
- =
¥ Head It server roles
[ thite I remote
ion
is application
To complete the wizard, click Next. b application
It Web Interface
£ Admiristration
< Back I Mext > I Cancel | wers
E next steps for
4 | sl |

D3 {Domain Name Syskem) servers translate domain and

computer DNS names ko IP addresses. Manags this DNS server

@) Review the next steps for
this role

A AUCD Coun

% )L 1028 am

Tools and Updates

Administrative Tools
More Tools
Windows Update

Computer and Domain Mame:
Infarmation

Internet Explorer Enhanced
Security Configuration

Server Management

See Also

Help and Support
Microsoft TechMet:
Deployment and Resource Kiks

List of Cormmon Administrative
Tasks

windows Server Communities
what's New

Strategic Technalogy Protection
Program

witart J @ a J J Manage Your Server (‘! Internet Information ...

2 G 1030 am
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File Edit Yew Favorites Tools Help

Fille  Action View ‘window Help =
t‘l QBack ~ ) - 2 ‘pSearch [ Folders |[$ E ) | -

bl
|— = Address 91 fipiji192.158.2.21

J Gn ‘Unks >

tl Internet Information Services | Mame I

Size: | Type | Modified

=18 WINTER-LMEDYTR flacal Name =
_J Application Pools

) Web Sites

_J Web Service Extensior
[=-_J FTP Sites

Default FTP Site
FTP

4/24{2014 10:30 AM
424/2014 10:30 AM

Obytes  Bitmap Image
Obytes ‘Wordpad Document

lrnap Irmag
Mew Wordpad Document, doc

User: Anonymaus

| mtermet 4

PR Y

J J IManage Your Server (:’ Internet Information Ser... I@ ftp://192.168.2.2/ - M...

Bookmarks  Tools  Help

A start| | (& &

File Edit View Histary

| B 1ndex of fip:j/192.168.2.2f

€& | B fipiaz68.2.2 | |2 coogle
e
Index of ftp://192.168.2.2/
o Up to higher level directory
Name Size Last Modified
a New EBitmap Image.bmp 4fz4jz014 10030000 AM
4{24/2014  10:30:00 AM

Mew Wordpad Document.doc
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6. Domain Controller
- Cai dat Domain Controller voi Manager Your Server.

Server Role

role to this server, you can run this wizard again,

Configure Your Server Wizard

You tan set up this server to perform one or more specific roles, IF you wank to add mare than one

Select arole, If the rale has nat been added, you can addit. IF it has akeady been added, you can
remove it, I the role you wank to add o remave is nat listed, open Add or Remove Programs,

Domain Controller (Active

Domain Coitrollr (Active Directo

DN server es
DHCP server es
Streaming media server Mo

WING server Har

Server Role ‘ Configured |
File: server Hlo
Print server Mo
Application server (115, ASP.MET) Ves
Mail server (POP3, SMTF) Ho
Termingl server Ho
Remate access | YPH server Mo

Directory)

Damain contrallers store directory data
and manage user logon processes and
directory searches,

Read about domain controllers

Wigw the Configure Your Server log,

dd or remove a role
gad about server roles

ead about remaote
dministyation

lanage this application
erver

ead about application
crvers

gad about Web Interface
or Remote Administration
F Web servers

< Back I Mext > I

Cancel |

Help |

eview the next steps for
i role

D5 (Domain Name Syskem) servers translate domain and
computer DS names to IP addresses,

A DL Crueens

Manage this DNS server

@) Revien the next steps for
this role

Tools and Updates

Administrative Tools
More Taols
Windaws Update

Computer and Domain Name
Information

Internet Explorer Enhanced
Security Configuration

Server Managemenk

See Also

Help and Suppart
Microsoft Techhlet
Deployment and Resource Kits

List of Comrnon Administrative
Tasks

Windaws Server Commurities
What's ew

Strategic Technology Protection
Program

] O 8

J J Manage Yaur Server

i Configure Your Serve...

(BRI a5
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- Chon cai dat DC cho 1 Domain mai.

M p—
Active Directory Installation Wizard

Domain Controller Type
Specify the rale pou want this server ta have.

Do pou want this server to become & domain controller for a new domain or an
additional domain contraller for an existing domain’?

) and Support

Tools and Updates

Adrministrative: Took

& 5 dd or remove  role
i ! More Tools
Select this option to create a new child domain, new domain tree, o new forest. ead about server roles
This server will become the first domain controller in the new domain. Windows Update
ead about remate Computer and Domain Name
" Additional domain cantroller for an existing domain dministration Infufmatiu,—l
/% Proceeding with this option wil delete al local accounts on this server Internet Explorer Enhanced

Security Configuration
All cryptographic keys will be deleted and should be exported befare
g

contiiwiny Server Management

All encrypted data, such as EFS-enciypted files or e-mail. should be deciypted

befare continuing ar it will be permanently inaccessible. :r:‘:?e this application See Also
ead about application
ervers Help and Support
<Back I Hewt > I Cancel | ead about Web Interface Wicrosoft Techiet
lor Remate Administration Deployment and Resource Kits

F Wieh servers

List of Common Administrative
eview the next steps for Tasks
| lhis role

= Back | [Exi> | Gancel | Help Windows Serwer Communities

tihat's New

DS (D Hame System) transiate d 4 Strategic Technology Protection
omain Name System) servers translate domain an . Frogram
computer DS names to IP addresses, Maniag this DS server
@) Review the next steps for
this role

A _RLCD Comne

i/ start J @ F-] J -1 Manage Your Server | 4 Configure Your Server Wl ﬂ Active Directory Inst...
M Our Sprve

Active Directory Installation Wizard

Create New Domain / m Search Help and Supp
Select which type of damain to create.

Create & new:

Tools and Updates

& Diomain in a new fore:

Select thiz option if this iz the first domain in your organization or if you want the new dd or remave & role

domain ta be completely independent of pour current forest Mare Tooks
ead about server roles
windaws Update

Administrative Tools

" Child domain in an existing domain hiee .
; . . ead about remote Computer and Domain Mame
IF you want the new damain to be a child of an existing domain, select this option, bdministe ation InFormation
For example, you could create a new domain named
headquarters. example.microzoft. com as a child domain of the damain Internet EXDMSV E_nhanced
example. miciosaft. com Security Canfiguration

" Domain tre in an existing forest Server Management

IF you don't want the new domain to be a child of an existing domain, select this
option. This will create a new domain tree that is separate from any existing trees. lanage this application
Erver

See Also
ead about application
S— Help and Support
<Back I Nedt I Cancel | ead sbout Web Interface Microsoft Techblet
— — or Remoke Administration Deployment and Resource Kits

f Web servers

List of Common Administrative
evigw the next steps for Tasks
| his role

windows Server Communities
what's New

< Back | [dext = | Canicel | Help,

o Name System) wanate d ” Strategic Technology Protection
ammain Name System) servers translate domain an Pragram
computer DS names to [P addresses, g Manage this OIS server
©) Revien the next steps For
this role

&/ start J @ -} J -1 Manage Your Server | 4 Configure Your Server W.., "ﬂ Active Directory Inst...
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- Chon t&n Domain dé cai dat DC.

New Domain Name
Specify a name for the new domain.

Type the full DNS name for the new domain
[Far example: headquarters. example. microzoft.com).

Search Help an

Tools and Updates

Administrative Tools

Full DNS name for new domair: dd or remawe a role
. More Tools
winter.com
I ead about server roles Windows Update
ead about remote Computer and Domain Name
hddminiistration Information

Internet Explorer Enhanced
Security Configuration

Server Management

lanage this application
Erver

See Also
ead about application
Ervers Help and Support
< Back I Mest » I Cancel | ead sbout Web Interface Micresaft Techhet
— — or Remote Adninistration Deployment and Resource Kits

f\Web servers

List of Common Administrative
evigw the next steps for Tasks
| his role

= Back | [iext > | Gance| | Help Windows Server Communities

What's Mew

DS (D Name System) translate d 4 Strategic Technology Protection
ammain Name System) servers translate domain an Program
computer DS names to IP addresses, g-l Mariage this DS server
@) Review the next steps for
this role

PR T X

ﬁStart J @ 6 J J Manage ‘our Server | j Configurs Your Server Wl g Active Directory Inst... @ %Mm

- Chon duong dan dé chua file source ciia DC sau d6 nhan next 2 lan

M
e Directory Installation Wizard

Database and Log Folders / Search Help anc
Specify the folders ta cantain the Active Directary database and log files.

Tools and Updates

Far best performance and recowerability, store the database and the log on separate
hard disks.

Administrative Tools

Wihere do pou want to stare the Active Directory databaze? dd ar remove a role
Databace ok More Tools
atabaze folder.
D ead sbout server roles Windows Update
Browse... ead about remate Computer and Comain Name
driniistration Information
‘wihere do you want to stare the Active Directory log? Internet Explorer Enhanced

Security Configuration

Browse. Server Management

lanage this application
erver

Log folder.
C:4w/INDOWSANTD S

See Also
ead about application
ervers Help and Support
< Back I Nest > I Cancel | ead sbout Web Interface Microsaft Techhist
— = jor Remote Administration Deployment and Resource Kits

F \Web servers

List of Common Administrative
eview the next steps far Tasks
| lhis role

< Back | [dest = | (Ganice] | Helg, windows Server Communities

what's New

O (D Name System) translate d 4 Strateqic Technology Protection
omain Mame Syskem) servers translate domain an .- Program
computer DNS names to IP addresses, Martage this DN server

@) Review the next steps for
this role

A _ALCD Conen

J J Manage Your Server | j Configure Your Server W, | ﬁ Active Directory Inst...

A start| | (& &
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- Qua trinh cai dat bat dau.

Active ctory Installation

Summary
Review and confirm the aptions pau selected.

You chase b
Configure this server as the first domain controller in a new forest of domain trees. ;I

Search Help and Supp:

Tools and Updates

* fnistrative Tools

The new domain hame is winter.com. This is also the name of t S ULl S UE | L] Tools

The NetBIOS name of the domain is WINTER The wizard iz configuring Active Directory. This process can take several minutes or jows Lpdate
considerably longer, depending on the options you have selected. ter and Domain Name

D atabase folder, C:\WINDOWSANTDS Dmat\un

Log file folder: C:AWINDDWS \HTDS

SYSYOL folder: C:AWINDOWSASYSWOL met Explorer Enhanced

rity Configuration
The DNS service will be installed and configured on this compu

will be configured to use this DNS server as its prefered DNS s er Management

. . A Also
To change an option, click Back. To begin the operation, click St

and Suppart
soft Techhiet

wnent and Resource Kits

F Comman Administrative

G T2
Windows Server Communities
What's Mew

s ol
< Back | ezt = | Cancel Helg: | 5 role

Strategic Technology Protection

DS (Dornain Name System) servers translate domain and g.l Manage this DN server Program

computer DS names ko IP addresses,

@) Review the next steps for
this role

PR T X

J J Manage Your Server | ] Configure Your Server Wl g Active Directory Inst...

L) O BEIG s0tan

- Luu y: khi cai dit DC thi dich vu DHCP can phai authorize lai 1 1an

ntta mai chay duoc.
LI

File  Action Wiew Help

B 2Eg

‘ winter-jimedy7r . winter.com [192, 168.2.2]

- Display Statistics... (P Server | Status Descripkion
-~ [168.2.0] winter ** fitive **
Mew Scope... ns

Mew Superscope...
Iew Multicast Scope. ..

Backup...
Restare...

Reconcile Al Scopes..,

Define User Classes...
Define Vendar Classes. ..
Set Predefined Options. ..

All Tasks 3
View »

Delete
Refresh
Export List...

Properties

Help

D/

|Remove autharization For this server in the direckary

| |
i start J @ F-} J e Alt-l MDaeman PRO for ... | -1 Manage our Server | @ Active Directory Users a... | EQ DHCP *_; Metwark Connections @ %E@ 10:02 AM
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- Sau khi cai dat xong, ta tao thém cac OU, Users, Group.

It-N MDaemon PRO for Win| ! Manage Your Server =10 ﬂ
Ele Ede Set (l_anctive Directory Users and Computers -0 il
H @ ‘ w | @ File Action View ‘indow Help | —181 ]

e+ 0@ efRE 2 elnvas ;
Resource Kits
@ Active Directory Users and Computer | WS2003 3 objects Bdrministrative
111 Saved Queries Name | Type [ Description |
E'@ viinter .com iﬁGmup 1 Security Group ... Communities
= Buiin £ hungnguyen  User
Computers € iwinter User

(&3] Damain Controllers logy Protection
D ForeignSecutityPrincipals

B R B Microsoft

0 servers (&) w2003
& s Users
i POF

i
* Ming
* Anti
& anti

8 Do
# THult

Wet

]
- War
KT —
[ winter.com 192

| | |

4/ start J @ é J s Alt-M MDaeman PRO for ... | -1 Manage Your Server | @ Active Directory User... Q Network Connectians @ %Em 10:12 AM
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I System Properties

¢ 9

-
Computer Name Changes

st
Advanced ‘

‘You can change the name and the membership of this

computer. Changes may affect access to network resources.
computer

Computer name:

Full computer name:
user-2e0173ce3f winter.com

Member of
(& Domain:
| winter.com

O Workgroup:

Apply

'5 Start
*
2
System Prop

| System Restore I Automatic Updates | Remote

| General Cormputer Name Hardware | Advanced

‘Windaws uses the following information to identify your computer
on the network.

Computer description:

For example: "Kitchen Computer" or "Mary's
Computer,

Full computer name: iser-2e0179ce3f winter.cor

Domain:

To use the Network |dentification Wizard to join a
domain and create a local user account, click Network
ID.

Ta rename this computer of join a domain, click Change.

Apply i) Take atour of Windows XP X

To learn about the exciting new features in XP now, click here.
To take the tour later, click All Programs on the Start menu,
and then click Accessories.

4 start
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7. Firewall
- Khi cai dat Firewall can luu y: Firewall Server can c6 2 card mang la:
Internal (két ndi véi cac may trong ciing duong mang noi bo) va External
(két ni voi cac may tinh bén ngoai, khac duong mang).
- Chon Card Local Area Connection lam card External.

Network Connections I [ m] B
Eile Edit ‘View Favorites Tools Advapced  Help | #
QEak ~ &) - 2 ‘psaarch | Folders ‘ & & X B ‘ -
Address IQ Network Connections j Go

LAN or High-Speed Internet

Connected
‘_dbInte\(R)PROIIDUDMTNetwur‘.. N Disable Card External
Status

Lacal Area Cannection 2 ﬁ JLocal Area Cornection Chon Card nay lam

wizard BT

Eridge Connections

% Mew Connection Wwizard T
|l Create Shorkeut
—) Delete

Rename

abc, bkl

i start J B & | 1= Micrasaft Internet Securi... "@ Network Connections 1) BEHE es0am

J J IManage Your Server

- Set IP cho card External

® Network Connections
Ge| Fle Edt  Vew Favortes Tools Advanced  Help
Internet Protocol {TCP/IP}) Properties ﬂﬂ
C
|' General I
‘You can get IP settings assigned automatically if your network supports

1 this capability. Otherwise, you need ta ask your network administrator
far the appropriate IP settings.

€ obtain an 1P address automatically
—f% Use the Following IP addr

1P address: 192 . 168 . 200 . 253
1| Subnet mask: 255 . 255 .255 . 0
i Default gateway: 192 . 166 . 200 , 254

€ Obbain DS server address automaticaly

1% Lisg the Following DS server addresses:

\ A
I Preferred DNS server: 192 166, 2 . 2
Alternate DNS server: . . .

Advanced...

s
witart J @ 5 J J Manage Your Server | [ Micrasoft Intermet Secur... | @ Network Connections

abc,html

| L, Local Area Connectio... @ % %m 9:49 AM
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- Chon Card: Local Area Connection 2 lam card Internal.

Eile Edit Wiew Favorites Tools Advapced  Help

@bk ~ 3« (¥ ‘psaarch [ Faolders |[$ E ‘ -

Address Iﬁ) Mebwark Cannections

LAN or High-Speed Internet

ﬂj Local Area Connection
Connected
Disale Intel(R] PROJ1000 MT Networ. .,
Status
BT Chon Card nay lam
Eridge Connections Card Internal
Create Shortcut

Delete
Rename

abe. html

| 1] Micrasoft Intermet Securi,., | @ Network Connections ) B HE %s3am

J J Manage Your Server

tlystartl Hex:}

- Cai dat phan mém ISA Management dé cai dat Firewall.

icrosoft Internet Sect and Acceleration Server 2006 — & x|

File  Action View Help

EicAERIC Kl

& = |
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E Last  Enterprise

Content Types

Schedules
| j Network Dbjects

—— @
|Done | ‘
Qstart' ey} | .8 manage vour Server (- Microsoft Internet Se... W B HEL 9:57am




117
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- Chon Traffic ma ap dung Rule.
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System Policy Tasks
Ty L | e L I
| | |

ﬁstartl J @ é J J Manage Your Server (=) Microsoft Intetnet Se... @ %%m 1050 Ak

- Chon Source ap dung rule

=18 x|

f
7(} Access Rule Sources
L Thiz rule will apply to traffic oiginating from the sowices specified in this page.
=
£ ge Server: winter-jlmedy 7r Firewall Policy {winter-jlmedy7r)
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Protocols

5] Create Access Rule
Policy Editing Tasks

System Policy Tasks
Ty L | e L I
| | |

ﬁstartl J @ é J J Manage Your Server [=J Microsoft Internet Se... @ %%m 1051 AR




119

- Chon Destination dé &p dung rule
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- Test:

rosoft Internet Security ar
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Fle Action  Yiew Help

INDDWS" system32'

Physical Addres:
DHCP Enabled. .
IP Address. . .
Subnet Mask . .
Default Gateway
DNE Servers . .

BB-AC-29-65-BE-81

- No
- 192.168.2.5
- 255.255.255.8

192.168.2.2

=] Arra
g

Firewall Policy {winter-jlmedy7r)

Ethernet adapter Local Area Connection:

Gonnection—specific DN§ Suffix

| From [ Listener | Tol

Description . . . . -
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Subnet Mask . .

1

Intel<R> PRO-188@ MI Network Connection
- EB—EC—Z?—BS—BE—??

- o

- 192.168.200.253

- 255.255.255.8

Default Gatewa! .. 192.168.200.254
DNS Servers . .. 192.168.2.2

C:\Documents and Settings“AdministratorXarp -a

[nsewiaCe: 192.168.2.5 —— Bx18083
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Internet Address
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[#]Last  Enerprise

Type
dynamic
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“ d‘l |

d Traffic

Firewall Policy
Tasks

(=) Publish Exchange 'Web
Client Arcess

<baInternal @ =) Publish Mail Servers
= Local Hast n
. Cuarantined ... =) Publish SharePaint Sites

=) Publish Web Sites

=) Publish Non-Web Server
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> arp -a
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remake
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C:\Documents and Settings\Administrator.WINTER-JLMEDY7R)arp —a application

Interface: 192.168.2.2 —— Bx106883
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application

web Interface
Administration
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Tools and Updates

Administrative Tools
More Tools
‘windaws Update

Computer and Domain Mame
Information

Internet Explorer Enhanced
Security Configuration

Server Management

See Also

Help and Support
Microsaft Techhet
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List of Comman Administrative
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- Chon Card Local Area Connection lam card External.
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Status
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Rename

#/start| |

1

- Local Area Connection Properties ﬂil
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‘You can get [P settings assigned automatically if your netwark supports
this capability, Otherwise, you need to ask your network administrator
far the appropriate IP settings.

IP address: 192 . 168 , 200 , 250
Subnet mask: 255,255,255 . O
Default gateway: 192 , 168 , 200 . 254

€ Obbain DG server address automatically

—{%" Lsg the Following DNS server addresses:

Preferred DNS server: 192 168, 2 . 2
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R
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n
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- Chon Card Local Area Connection 2 lam card Internal.
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et
! ‘fou can get IP settings assigned automatically if your network supports
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" Obtain an IP address automatically
ey ;

IP address: 192 188 . 2 . 10

Subnet mask: I 255 .255 .255 . 0
Default gateway: I . . .

1 Obtain DS server address automatically
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Dé cau hinh Proxy dau tién ta ciu hinh dung lugng bo nhé Cache.

icrosoft Internet Sect and Acceleral
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Sl ‘ Cache Drives |
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Enterprise A
EHZ] Arrays | ] winker-fimedy7r
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8 NTFS 40950 30426 2000
[E-%% Configuration /1—
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Cache Drive Tasks
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- Tao Rule

icrosoft Internet Sec and Acceleral
File  Action View Help
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re 0soft Update
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Related Tasks

% Configure Carhe Settings
(€) Export Cache Rules

(3) Import Cache Rules
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- Destination la External

BQuests sent o the destinations specified on this page.

pe Server: winter-jlmedy7r

e |

This nle applies ko content requested from these network entities:

@iEstemal Add | le Improvement Program.

Edtt... \ —\ -
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. Al Objects Cache

Cache Rules Tasks

=) Create a Cache Rule

=) Create the Microsoft Update
Cache Rule

Related Tasks

% Configure Carhe Settings
< Back I Hewt> I Cancel (€) Export Cache Rules
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- Nhén next 2 lan

Miceosoft Internet Se a elera EEVE
iew Cache Rule Wizard

Content Retrieval
Specify how abjects stored in the cache are retrieved when requested,

ge Server: winter-jimedy7r

s

Retrieve the requested object from the cache:

le Improvement Program.

(o Dy if & vahd version of the object exists in the cache. |f no valid version exists, 1oute the
dequest to the server.

=0 ) W—

1 any version of the: object exists i the cache. If nore exists, route the request to the | Object Size | 5L Responses
Vel

(a... Al Objects Cache

Cache Rules Tasks
I any wersion of the object exists in the cache. IF none exists, drap the request [never =) Create a Cache Rule

1oute the request to the server) =) Create the Microsoft Update

Cache Ruls

Related Tasks

% Configure Carhe Settings
< Back I et » I Cancel

(&) Export Cache Rules
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nft Internet Se a elera ELyE
I ew Cache Rule Wizard
Cache Content

Specify whether retriewed content is stored in the cache. By default, an object is
stored in the cache only if its source and request headers indicate to do so.

ge Server: winter-jimedy7r

Select when content should be stored in the cache:

" Never, no cortent will ever be cached le Improvement Program.

& 4If souice and request headsrs indicate to cache

In addition, &lso cache:

| Object Size | S5L Responses

™ Dynamic content (a... all Objects Carhe

Cache Rules Tasks

=] Create & Cache Rule

[~ Content for affiine brawsing (302, 207 iesponses]
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Related Tasks

% Configure Carhe Settings
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Microsoft Internet Se a elera EEvE
ew Cache Rule Wizard

Cache Advanced Configuration
Specify advanced configuration.

ge Server: winter-fimedy7r

e |

¥ Do not cache objects larger than: e Improvement Program.

¥ Cache 55L responses \ / -
Chject Size S5L Responses

{a... Al Objects Cache

Cache Rules Tasks
= Create a Cache Rule

=1 Create the Microsoft Update
Cache Rule

Related Tasks

% Configure Cache Settings

¢ Back I Mext > I Cancel (&) Export Cathe Rules

(3) Import Cache Rules
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I ew Cache Rule Wizard
HTTP Caching

Unless the source specifies an expiration time, HT TP objects stored in the cache
are updated according to the time-to-live (TTL] settings.

ge Server: winter-fimedy7r

TTL is the amount of time content remains in the cache before it expires. Content age is the 1 P
amount of time since an object was created or modified. e =—a

Set TTL of objects (% of the content age). IZU Obiect Size 51 Responses “—

TTL time boundaries: {a... All Objects Cache

Cache Rules Tasks
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= Create a Cache Rule
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© more fhan 1 Daps hd =) Create the Microsoft Update
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Related Tasks

% Configure Cache Settings

¢ Back I Mext > I Cancel (&) Export Cathe Rules

(3) Import Cache Rules
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LigHTTPS
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