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THONG TIN KET QUA NGHIEN CUU

1. Thong tin chung
Tén dé tai: Nghién ciru trién khai hé thong firewall ASA
Sinh vién thuc hién: Tran Vian Hiéu
L&p: Mang may tinh K57
H¢ dao tao: Chinh quy
Dién thoai: 0979156622
Email: mr.tranhieu2905@gmail.com
Thoi gian thyc hién: 2017

2. Muc tiéu

Pé bao vé hé thong chdng lai cac nguy co tir mang Internet bén ngoai, cac giai
phép bao mat ludn dugc chu trong va c¢6 dong gop to 16n ddi véi bao mat mang. Trong
s6 cac giai phap do, hé thdng st dung firewall 1a mot phuong phap bao mat ¢ kha
nang chdng lai cac kiéu tan cong méi, xir Iy cac van d¢ 16 hong tir bén trong va hd tro
t6t cho cac phuong phap bao mat truyén thong.

P an hudng téi viée nghién ctru va trién khai hé théng firewall ASA. Pd an
téng hop duoc 1y thuyét vé bao mat ndi chung va hé thong firewall ASA néi riéng.
Db 4n ciing dua ra phuong phap thiét ké xay dung phuong an bao mat hé thong bang
firewall va phuong thirc cai dat cdu hinh cho hé théng mé phong sir dung firewall
ASA.

3. Noi dung chinh
Do 4an gom 3 chuong:

Chuong 1: Téng quan vé tudng lira

Chuong 2: Hé thong firewall ASA

Chuong 3: Thiét ké xay dung mo phong hé théng firewall ASA
4. Két qua chinh dat dwoc

e Bio cao dd 4n t6t nghiép gom: PO an tot nghiép va video quay lai cac
bude trién khai cau hinh

e Ly thuyét vé cic van dé an ninh mang, cic phuong thirc tin cong, birc
tuong ltra; gidi thi¢u vé firewall ASA, co ché hoat dong va chuc nang
cua firewall ASA
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e Thiét ké va xdy dung phuong 4n bao mat hé thong bang firewall ASA

e Minh hoa phuong thire gia 1ap firewall ASA va cac budc trién khai cu
hinh ASA.
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MO DAU
1. Tong quan tinh hinh nghién ctru thudc linh vue ciia dé tai

An ninh théng tin ndi chung va an ninh mang ndi riéng dang 1a vin dé duogc
quan tim khong chi ¢ Viét Nam ma trén toan thé giéi. Cung v6i su phat trién nhanh
chong ciia mang Internet, viéc dam bao an ninh cho cac hé thong thong tin cang tro
nén cip thiét hon bao gid hét.

Trong linh vyc an ninh mang, firewall 1a mét k¥ thuat dugc tich hop vao hé
thong mang dé chdng su truy cap trai phép, nham bao vé cac ngudn thong tin ndi bo
va han ché sy xdm nhép khong mong mudn vao hé thong. Firewall duoc coi nhu 1a
mot hé thong phong thit ma tai d6 né kiém soat tat ca cac ludng luu thong nhap xuat.

Xay dung hé théng an ninh mang st dung firewall 1a mot giai phap nham nang
cao tinh bao mat caa hé thong.

Hién tai firewall ASA van dang dugc nghién ciru, phat trién va sir dung rong rai.
2. Tinh cip thiét, y nghia khoa hoc va thwe tién ciia dé tai

Véi su bung n6 ngay cang manh mé cua mang may tinh va Internet, cac quoc
gia, cac to churc, cac cong ty va tat cd moi nguoi déu co the két ndi vao Internet dé
khai thac va truyén ba thong tin.

Chinh vi thong tin ¢6 tim quan trong 16n nhu vay nén viéc bao vé, 1am trong
sach ngudn tai nguyén thong tin trén mang da, dang va s& ludn 1 van dé rat can thiét
khong chi dbi véi nhitng chuyén gia an ninh mang ma con véi tat ca nhiing ngudi
tham gia vao mang may tinh va Internet. Vi vay viéc sir dung tuong ltra cho cdc mang
may tinh 1a mot van dé can thiét.

Pé tai nghién ciru tong quan tuong lira, cac cach thic tan cong hé thong, cac
chinh séch an ninh mang; gi6i thiéu vé firewall ASA, cac chirc ning co ban va cach
c4u hinh firewall ASA cho mot hé théng.

Ung dung firewall ASA nham kiém soat ludng thong tin di qua no, cho phép
nguoi dung hop 1€ di qua va chan cac nguoi dung khong hop 1€, bdo vé mang ndi b9,
chéng virus. Ung dung hd trg tot cho cac phuong phap bao mat truyén théng khac.

Dé tai trién khai firewall ASA phu hop véi thuc tién, nén duoc ung dung rong
rdi va rat phil hop véi cac doanh nghiép vira va nho.
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LOI CAM ON

Em xin bay to sy cam on sdu sic ciia minh t4i tit ca moi ngudi: gia dinh, thiy
cd, ban bé. Trong qua trinh hoc tap va dic biét thoi gian thuc hién do an tot nghiép,
em d4 nhan duoc su dong vién va gitip d& to 16n dé hoan thanh dd an nay.

Em xin chan thanh cdm on ThS. Pao Anh Thu, nguoi da dinh huéng cho em
trong viéc lua chon dé tai, dua ra nhitng nhan xét quy gia va truc tiép hudng dan, hd
trg em trong qua trinh nghién ciru va hoan thanh luan van tot nghiép.

Em xin cam on cac thay c6 b mén Mang May Tinh, Khoa Cong nghé thong
tin, Truong Pai hoc Mo- Dia chét da tan tinh giang day em trong sudt thoi gian hoc
tap tai truong.

Cudi cung, em xin gui 101 cam on ddc bi¢t to1 gia dinh cua minh, noi da dong
vién em rat 16n, cb vii nhiét tinh va 1a dong luc dé em nd luc hoc tap, nghién ctiru va
hoan thién ban than.

Ha No6i, ngay 1 thang 6 ndm 2017

Tran Van Hieu
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CHUONG 1
TONG QUAN VE TUONG LUA

1.1. Cac van deé an ninh mang

Céc cudc tan cong mang hién nay déu co chu dich va giy ra nhiing thiét hai
v6 cung to 16n. Chinh vi vy, an ninh mang dang 13 van dé nong bong va cap thiét.

Niam 2016, murc thiét hai do virus may tinh gy ra di v6i nguoi ding Viét
Nam 1én t6i 10.400 ty, vuot qua muc 8.700 ty dong nim 2015. Pay 1a két qua tir
chuong trinh danh gi4 an ninh mang dugc Tap doan cong nghé Bkav thyc hi¢n vao
thang 12/2016. Ma doc ma héa dit liéu Ransomware, virus 1ay qua USB, van nan tin
nhan rac va nguy co tir cac cudc tin cong cé chir dich APT 1a nhitng chu diém néng
nhét ciia nim 2016.

> Bung n6 ma djc ma héa dir liéu Ransomware

Pung nhu dy bao trong tong két cudi nam 2015 cua cac chuyén gia Bkav, nim
2016 da ghi nhan sy bung nd ciia ma doc ma hoa dix liéu téng tién ransomware. Théng
ké tir hé thong giam sat virus ciia Bkav cho thdy, c6 tdi 16% luong email luu chuyén
trong nam 2016 1a email phat tan ransomware, nhiéu gip 20 1an nam 2015. Nhu vay
ctr trung binh 10 email nhan dugc trong nam 2016 thi nguoi sir dung s€ gép 1,6 email
chtra ransomware, mot con s rat dang bao dong.

Ransomware chuyén ma hoa cac file dir liéu trén may, khién nguoi sir dung
khong thé mo file néu khong tra tién chudce cho hacker. S6 tién chudc khong 16 hacker
kiém duoc chinh 12 nguyén nhan dan téi sy bung nd ciia loai ma doc nguy hiém nay.
Dé phong tranh, t6t nhat nguoi ding nén trang bi cho minh phan mém diét virus dé
dugc bdo vé ty dong, ludn ma file tai vé tir email trong moi trudng cach ly an toan
Safe Run.

» Virus USB chwa hét thoi

Viéc cét bo tinh nang Auto Run trong cac hé diéu hanh ctia Microsoft khong
lam cho virus USB tré nén hét thoi. Theo chuong trinh déanh gia an ninh mang 2016
cua Bkav, ty 1€ USB bi nhiém virus trong nam 2016 van & muc rat cao 83%, khong
giam so voi 2015.

Ly giai diéu ndy, cac chuyén gia ciia Bkav phén tich, nd lyc ctia Microsoft chi
han ché duoc cac dong virus lay truc tiép qua Auto Run nhu W32.AutoRunUSB. Tuy
nhién, sy ting truéng manh ctia dong W32.UsbFakeDrive, dong virus khong can
AutoRun van c6 thé 1y nhiém chi voi mot cii "click" khién cho USB tiép tuc 1a nguon
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lay nhiém virus phd bién nhét. Theo thong ké tir hé théng giam sat virus cia Bkav,
c6 téi 16,7 tridu lugt may tinh duge phat hién 1a nhiém virus 1dy qua USB trong nim
2016. Trong d6 chi 11% 1a dén tir dong virus lay truc tiép bang Auto Run, con toi
89% la dong W32.UsbFakeDrive.

b3 dén luc phai kiém soat chat chd viée st dung USB dé han ché su lay lan
cta virus. Nguoi dung ca nhan can trang bi phan mém diét virus thuong truc dé quét
USB trude khi str dung, han ché sir dung USB trén cac may la. Véi cac co quan doanh
nghiép, can trang bi giai phap kiém soat chinh sach an ninh dong b, trong d6 ¢6 kiém
soat, phan quyén sir dung USB theo nhu cu va d6 quan trong cua timg may.

> Tan cong c6 chi dich APT - qua bom hen gio

Tén cong c6 chu dich, hay tan cong APT gﬁn day duogc nhéc t6i lién tuc, dic
biét trong an toan thong tin ndm 2016.

Thuét ngit APT (Advanced Persistent Threat) duoc ding dé chi kiéu tan cong
dai dang va c6 chu dich vao mot thyc thé. Ké tin cong c6 thé dugc hd tro boi chinh
phu ciia mot nudc nao d6 nham tim kiém thong tin tinh bao tir mot chinh phu nude
khac. Tuy nhién khong loai trir myc tiéu tin cong co thé chi 1a mot to chirc tu nhén.

Diéu dic biét nguy hiém cia tan cong APT la hacker c6 thé tao ra malware
riéng cho timg muc tiéu cu thé, u bénh rat lau, tham chi theo chia sé cia cac chuyén
gia bao mat thi c6 nhiing loai malware c6 hanh vi thé hién rét it nén cuc ky kho phat
hién, ké ca khi chay kiém tht trong moi truong gia 1ap Sandbox. Voi nhitng loai
malware nay, giai phap truyén thdng dwa trén phan tich chit ky (signature) trd nén bat
luc trong viéc phat hién va ngén chan.

Chiéu thirc danh lira kiéu phi k¥ thuét (social engineering) thong qua nhiing
email hay website co chira ma doc van dugc hacker dung nhiéu va rat hiéu qua. Xu
hudéng BYOD (mang may tinh ca nhan di lam) va ngudi dung truy cap lam viéce tir xa
cling tao di€u kién hon cho hacker xdm nhap mang TC/DN (dir li¢u ndi bd). Viéc truy
tim hacker khong hé dé, chua ké 1a t6i pham tin cong mang va nan nhan thudng
khong cling mot qudc gia nén cang gay kho cho cac co quan thyc thi phéap luat.

Hacker c6 quéa nhiéu loi thé so véi bén bi tan cong. Chung dé dang két ndi voi
cac hacker 130 luyén trén mang, c6 nhiéu diém yéu trén hé thong phong thii dé khai
thac tdn cong va c6 muyc tiéu rd rang. Trong khi d6 dbi twong bi tin cong ¢ qua nhiéu
cong viéc thudng ngay, khong dé gi tip trung toan bd sirc luc cho hé théng phong tha
v6n ludn c6 nhiéu so ho, ho cling khong ¢ diéu kién giao tiép thudng xuyén véi cac
chuyén gia va chi mot sai 1am 14 phai tra gia.
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“Khong to chtrc nao c6 thé an toan” khi toi pham mang dang gia tdng xu huéng
tan cong c6 muc dich, cd t6 chirc va c6 trinh dd cao.

> Xu huéng tin cong 2017

V6i thyc trang nhidu co quan, doanh nghiép da bi nhiém ma doc gian diép nam
ving, nim 2017 s& con tiép tuc chung kién nhiéu cudc tan cong c6 chu dich APT véi
quy mo tir nhé toi 16n. Ma doc ma hoa tong tién tiép tuc bung nd, xuét hién nhicu
hinh thirc phat tan tinh vi va bién thé méi. Ma doc trén di dong tiép tuc ting v6i nhiéu
dong ma doc khai thac 16 hong nham chiém quyén root, kiém soét toan b dién thoai.

Bén canh d6, nhiéu 16 hong nguy hiém trén nén tang Linux duoc phét hién s&
dat cac thiét bi chay trén nén tang nay trudc nguy co bi tan cong. Sy bung nd thiét bi
két ndi Internet nhu Router Wifi, Camera IP... khién an ninh trén cac thiét bi nay
thanh van dé nong. Thiét bin két ndi Internet c6 thé s& 1a dich nham ciia hacker trong
nam toi.

1.2. Céac phwong thirc tin cong
1.2.1. Ma doc
> Virus

Vé co ban, d6 1a mot chuong trinh ma co thé 1y lan (lap lai) tir mot may tinh
khac. Mot virus thuong phai duoc dua thang vao mot tap tin thuc thi dé chay. Khi tap
tin thuc thi bi nhidm duoc khai chay, nd c¢6 thé s& 1ay lan sang cac file thuc thi khac
v6i nhiéu tdc d6 khac nhau nhung thuong 1a rit nhanh. Hiéu chinh x4c dé cho mot
virus lay lan, né thuong déi hoi mot s6 can thi€p ctia nguoi dung. Vi du néu ban da
tai v& mot tap tin dinh kém tir email ciia ban va hau qua sau khi mé tép tin n6 da lay
nhiém dén hé thong ctia ban, d6 chinh 1 virus vi né doi hoi ngudi sir dung phai mo
tap tin. Virus c6 nhiéu cach rat khéo 1éo dé chén minh vao cac file thuc thi. C6 mot
loai virus duoc goi 1a cavity virus, c6 thé chén chinh né vao phan sir dung ciia mot
tap tin thyc thi, do d6 n6 lai khong lam ton tai dén tap tin cling nhu lam tang kich
thudce cua file.

» Computer Worm

Mot computer worm giong nhu virus ngoai trir viéc nd c6 thé ty tai tao. NoO
khong chi c6 thé nhan rdng ma khong can dén viéc phai “dot kich” vao “bg ndo” cua
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file va né ciing rat wa thich sir dung mang dé lay lan dén moi ngoc ngach ciia hé théng.
Piéu ndy c6 nghia 1a mot computer worm c6 du kha nang dé lam thiét hai nghiém
trong cho toan thé mang ludi, trong khi mot “em” virus chi thudng nhim dén cac tap
tin trén may bi nhiém.

Tét ca worm déu co hodc khong ¢6 tai trong. Néu khong c6 tai trong, n6 s€ chi
sao chép chinh né qua mang va cudi cling 1am cham mang xudng vi chiing lam ting
luu lugng cuia mang. Néu mot worm co tai trong nhan ban, nd s€ cd géng thuc hién
mot s6 nhiém vu khac nhu xda tap tin, goi email, hay cai dit backdoor. Thong qua
backdoor, hé théng cta ban dugc xem nhu 1a mot “vung tro1 ty do” vi moi sy xac
thuc s& dugc bo qua va su truy cip tir xa vao may tinh khong phai 1a didu khong thé.

Worms 1y lan chu yéu 1a do 15 hong bao mat trong hé diéu hanh. Do 1a 1y do
tai sao diéu quan trong nhat d6i véi bao mat 1a ngudi ding phai luon cai dat, update
céc ban cap nhat bao mat méi nhat cho hé diéu hanh ctia minh.

» Trojan horse

Mot Trojan Horse 1a mot chwong trinh phan mém doc hai ma khong c¢b ging
dé tu tai tao, thay vao do n6 sé duoc cai dat vao h¢ théng cia nguoi dung béng cach
gia vo 1a mot chuong trinh phan mém hop phap. Tén ciia nd xuat phat tir than thoai
Hy Lap ciing d4 khién nhiéu ngudi dung twdong chimg nhu né vo hai va dé lai chinh
1a thii doan ctia né dé khién nguoi dung cai dat né trén may tinh ctia minh.

Khi mét Trojan Horse dugc cai dat trén may tinh ctia nguoi dung, n6 s€ khong
cd ging dé gai chinh n6 vao mot tip tin nhu virus, nhung thay vao d6 né sé cho phép
cac hacker hoat dong dé diéu khién may tinh ctia nguoi dung tir xa. Mot trong nhiing
mg dung phd bién nhat ctia mot may tinh bi nhiém Trojan Horse 14 1am cho no tré
thanh mot phﬁn cua botnet. Mgt botnet co ban 1a mot loat cdc may dugc két ndi qua
Internet va sau d6 co thé dugc st dung dé gui thu rac hoac thuc hién mdot s6 nhiém
vu nhu cac cudc tdn cong Denial of service (tir chdi dich vu) thuong co trén cac
Website.

Trude day, vao thoi diém nam 1998, c6 mot loai Trojan Horse rat pho bién 1a
Netbus. Chinh Trojan nay lai dugc cac sinh vién dai hoc nudc ngoai rat ua dung dé
cai dat n6 trén may tinh 1an nhau véi muc dich chi 1a “choi kham” d6i thu. Nhung
hau qua khong chi dimg & d6 vi Netbus da 1am sup d6 nhiéu may tinh, an cap dir liéu
tai chinh, diéu khién ban phim d¢ dang nhap hé thong va gay nén nhimng hau qua khon
luong khién nhitng ngudi tham gia cudc choi cling phai an han.

> Rootkit
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Rootkit 12 loai phan mém doc hai rat khé dé phat hién vi né von tich cuc cb
ging dé ty an minh trén thoat nguoi s dung, hé diéu hanh va cac chuong trinh
Antivirus/Anti malware. Chung c6 thé duoc cai dit trong nhiéu cach, trong d6 c6
phuong an khai thac mot 16 hong trong hé didu hanh hoic bang cach tiép can quan tri
vién may tinh hodac cai dat vao hat nhan cua hé diéu hanh, do d6 da phﬁn khibi Rootkit
tan cong su lua chon duy nhat ctia ban d6i khi 13 phai cai dit lai toan bo hé didu hanh
dang st dung.

Theo cac nha chuyén mén, dé thoat khoi mot rootkit ma khong phai cai dit lai
hé diéu hanh, ban nén khoi dong vao mot hé didu hanh thay thé va sau d6 cb ging dé
lam sach cac rootkit hodc it nhat néu khong mudn dung lai hé diéu hanh d6 ban ciing
c6 thé tao ra ban sao céac dir liéu quan trong dé sir dung tr¢ lai. Can chu y rﬁng, rootkit
cling c6 thé di kém véi trong tai, theo d6 chung an cac chuong trinh khac nhu virus
va key logger, do d6 sy tan pha cia n6 dén hé théng ciia ban ¢ thé xem 1 t6i nghiém
trong néu khong may ban 1 nan nhén!

» Spyware

Spyware 1a mot 16p cac tng dung phan mém c6 thé tham gia vao mot cudc tdn
cong mang. Spyware 1a mot tmg dung cai dat va van con dé an trén mdy tinh tay muc
tiéu. Mot khi cac tmg dung phdn mém gian diép da duoc bi mat cai dat, phan mém
gian diép bat thong tin vé nhimng gi ngudi ding dang 1am véi méy tinh ciia ho. Mot
s6 thong tin bi bat bao gdm céc trang web truy cap, e-mail giri di, va mat khau sir
dung. Nhitng ké tin cong c6 thé str dung cac mat khau va thong tin bat dugc dé di
vao dugc mang dé khoi dong mot cude tan cong mang.

Ngoai viéc dugce st dung dé truc tiép tham gia vao mot cudc tan cong mang,
phan mém gian diép ciing c6 thé dugc st dung dé thu thap thong tin co thé dugc ban
mot cach bi mat. Thong tin nay, mot 1an mua, co thé dugc sir dung bo1 mot ké tn
cong khac d6 1a "khai thac dir liéu" dé str dung trong viéc 1ap ké hoach cho mét cudce
tan cong mang khac.

1.2.2. T4n cong tir chdi dich vu
> Denial of Service

Mot cudc tan cong tur chéi dich vy (DoS) 1a mot cudc tan cong mang cod két
qua trong viéc tir chdi dich vu bang mot rng dung yéu cau nhu 1a mdt may chu web.
C6 mot vai co ché dé tao ra mot cudce tan cong DoS.
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Céac phuong phap don gian nhat 13 tao ra mot lugng 16n nhitng gi xuat hién dé
duogc luu luong mang hop 18. Pay 1a loai tan cong DoS mang cb gang dé lam nghén
cac 6ng dan luu lugng truy cAp mang dé st dung hop 18 khong thé c6 duoc thong qua
két ndi mang. Tuy nhién, loai DoS thong thuong can phai duoc phan phdi bai vi né
thuong doi hoi nhidu ngudn dé tao ra cac cude tin cong.

Mot cude tan cong DoS loi dung thuc té 1a hé thdng muc tiéu nhu cac may chu
phai duy tri thong tin trang thi va c6 thé c6 kich thudc bo dém va du kién ndi dung
g6i tin mang cho cac tmg dung cu thé. Mot cudc tin cong DoS co thé khai thac 15
hdng nay bang cach giri cac goi co gia tri kich ¢& va dir liéu ma khong nhu mong doi
cua cac ung dung nhan duoc.

Mot s6 loai tan cong DoS ton tai, bao gdm céac cudc tin cong Teardrop va Ping
of Death, ma giri cac goi thu cong mang khac nhau tir nhiing tmg dung du kién va c6
thé gay ra sup do cac tmg dung va may chu. Nhitng cudc tin cong DoS trén mot may
chu khong duoc bao vé, chang han nhu mot may chi thuong mai dién tir, co thé gay
ra cic may chu bi 16i va ngin chin ngudi dung bo sung thém hang vao gié mua sim
cua ho.

> Distributed Denial-of-Service

DDoS tuong tu nhu trong y dinh cua cudc tn cong DoS, ngoai trir cudc tn
cong DDoS tao ra nhidu ngudn tan cong. Ngoai ra dé tang lugng truy cdp mang tir
nhiéu ké tdn cong phan tan, mot cudc tdn cong DDoS ciing dua ra nhing thach thirc
clia yéu cau bao vé mang dé xac dinh va ngan chian mdi ké tan cong phan tan.

1.2.3. T4n cong 16 hdong bio mét web

Thi nhét 13 cac tin cong nhu SQL injection duoc stir dung ngay cang nhiéu.
Dic biét, cac website sir dung chung server hodc chung hé théng may chii ciia nha
cung cip dich vu ISP d& bj trd thanh cau ndi tin cong sang cac dich khéc.

Thi hai 13 tAn cong vao mang ndi b LAN thong qua VPN. Thir ba 1a hinh
thirc tan cong vao co so dit lidu cia trang web véi muc dich 1y cap dir liéu, phéa hoai,
thay doi noi dung. Hacker xAm nhap vao co s& dif liéu cia trang web, timg budc thay
d6i quyén diéu khién website va tién t&i chiém toan quyén diéu khién trang web va
co s¢ dir liéu. Trong nhiéu vu, hacker lay dugc quyén truy cip cao nhat ciia web
server, mail server, backup va di kiém soat hoan toan hé théng mang mét cach bi
mat, dé cung lac tan cong, pha hoai co s¢ dit liéu cia ca website va hé théng backup.
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1.2.4. Sir dung Proxy tan céng mang

Proxy server 1a mét Internet server lam nhiém vu chuyén tiép, kiém soat thong
tin va bado dam an toan cho viéc truy cip Internet cia may khach hang st dung dich
vu Internet. Proxy c6 dia chi IP va mdt céng truy cap c¢d dinh, lam server trung gian
gitta may tram yéu cau dich vu va may cha cung cip tai nguyén.

Khi c6 mot yéu cau tir may tram, trudc tién yéu cau nay duoc chuyén toi proxy
server dé kiém tra. Néu dich vu nay da duoc ghi nhd (cache) sin trong bo nhé, proxy
s& tra két qua tryc tiép cho mday tram ma khong can truy cap tdi may chu chua tai
nguyén. Néu khong cé cache, proxy sé kiém tra tinh hop 1¢ ciia cac yéu cau. Néu yéu
cau hop 1¢, proxy thay mat may tram chuyén tiép t6i may chu chira tai nguyén. Két
qua s& duoc mdy chil cung cap tai nguyén tra vé qua proxy va proxy sé tra két qua vé
cho may tram.

Hacker luon an danh khi thuc hién cac cudc tan cong website, upload hodc
download dir liéu, béng cach su dung Proxy server - loai cong cu manh nhat dé gia
mao hoic che gidu thong tin ca nhan va IP truy cap, tranh bi co quan chirc nang phat
hién. Nhu cau sir dung Proxy 4n danh chu yéu xuét phat tir nhimg hoat dong trai phap
luat cua hacker. Bén canh d6, ngudi dung ciing c6 nhu cau sir dung Proxy dé bao vé
thong tin cd nhan hgp phap.

Theo log file hé thong dé lai, véi cing mot User Agent nhung cir khoang 10
phut, IP tin cong lai thay d6i sang dia chi tén mién cila cac qudc gia khac nhau, lam
cho khong thé xac dinh duoc dia chi dbi tuong tan cong. Hacker cling thuong st dung
cac cong cu Proxy trong cac vu gian lan thé tin dung, nhu SOCKS, Tor, Hide My
Ass!, I12P..., tao dia chi IP hop 18, nham vuot qua cac cong cu ky thuat nhan biét IP
ctia cac website thuong mai dién tir. Trén cac dién dan UG (Under Ground Forum),
cac chu dé trao d6i, mua ban live SOCKS (nhimg SOCKS Proxy Server dang hoat
dong va str dung duoc) 1a mot trong nhitng cha dé phd bién, ¢ luong truy cap va trao
d6i s6i dong nhat.

Viéc str dung firewall dé chan céc truy cap vao cac website phan dong, co bac,
cé do, website vi pham thuan phong m¥ tuc... ¢6 rt it tac dung d6i véi truy cap sir
dung Proxy. Nhu vay, viéc st dung Proxy nhu Tor, I2P, SOCKS... 1am cho tinh hinh
vi pham, td1 pham trong linh vuc CNTT tr¢ nén phirc tap hon va cling la thach thic
16n d6i véi lyc luong thyc thi phép luat trong linh vyc an ninh mang.

V6i chire ning an danh, Proxy ciing dugc sir dung dé truy cap vao cac tai nguyén
bi firewall cAm: Khi mudn vao mét trang web bi chan, dé che giéu dia chi IP that cua
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trang web d6, co thé truy cap vao mot proxy server, thay may chu cia trang web giao
tiép v4i may tinh ctia ngudi str dung. Khi d6, firewall chi biét Proxy Server va khong
biét dia chi trang web thuc dang truy cap. Proxy Server khong nim trong danh sach
cAm truy cap (Access Control List — ACL) cua firewall nén firewall khong thé chin
truy cap nay.

Phan 16n HTTP Proxy chi ¢ tac dung cho dich vu HTTP (web browsing), con
SOCKS Proxy co thé dugce st dung cho nhiéu dich vu khéac nhau (HTTP, FTP, SMTP,
POP3...). M6t loai phan mém nhu véy 1a Tor hién dang duoc st dung mién phi, rat
pho bién dé vuot trong lira, truy cap Internet 4n danh. Ban dau, Tor duoc Phong thi
nghi¢ém va nghién cru Hai quan Hoa Ky thiét ké, trién khai va thuc hién du an dinh
tuyén “mang cti hanh” thé hé thtr 3, véi muc dich bao vé cac két ndi caa Chinh phu
My. Chirc ning ctia Tor gom:

- X6a dau vét, gidu dia chi IP cia mdy truy cap khi gui va nhan théng tin qua
Internet, dé vuot qua tudng lira: Thong tin duoc Tor mé hda va truyén qua nhidu may
chu trung gian va ty dong thay doi proxy dé bao mat dit liéu. Néu mot may trung gian
Tor bi truy cap, cling khong thé doc dugc thong tin vi da dugc ma hoa.

- Chdng bi Traffic analysis giam sat truy tim dia chi ngudn va dich cia luu lugng
dir liéu Internet. Dit liéu Internet gdm 2 phan: phan data payload (phan dit liéu bj ma
hoa) va phan header khong duoc ma hoa (chira thong tin dia chi ngudn, dia chi dich,
kich thudc goi tin, thoi gian...), duge s dung dé dinh myén mang. Do vay, traffic
analysis van co thé tim dugc thong tin ¢ phan header.

- Phan mém Tor trén may ngudi dung thu thap cac nat Tor thong qua mot
directory server, chon ngau nhién cac niit khac nhau, khong d¢ lai ddu vét va khong
nat Tor nao nhan biét dugc dich hay ngudn giao tiép. Hién da co hang triéu niit Tor
ludn san sang cho ngudi dung sir dung. Viéc tim ra ngudn gbc goi tin 1a gan nhu
khong thé thuc hién. Tor 1am viéc véi trinh duyét Firefox va cac trinh duyét khac nhu
Internet Explorer. Trinh duyét Opera va Firefox da dugec tich hop san véi Tor thanh
trinh duyét Opera Tor va Tor Firefox. Do mang Tor hoat dong qua nhiéu may chi
trung gian va lién tyc thay doi cdc may chi nén tdc do truy cép internet bi cham hon.
Ngoai ra con c6 nhiing Proxy Tools manh khac nhu: Hide the Ip, GhostSurf Proxy
Platinum, Anonymizer Anonymous Surfing, Proxy Finder Pro, Hide My Ass.

1.2.5. T4n cong dua vao yéu té con nguoi

Ké tan cong c6 thé lién lac voi mot nguoi quan tri hé thong, gia 1am mot nguoi
sir dung dé yéu cau thay d6i mat khau, thay doi quyén truy nhap ctiia minh d6i véi hé
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théng, hodc tham chi thay d6i mot sb cu hinh cta hé théng dé thuc hién cac phuong
phép tin cong khac. Vi kiéu tan cong nay khong mot thiét bi ndo c6 thé ngan chin
mot cach hiru hiéu, va chi c¢6 cach gido duc ngudi st dung mang ndi bd vé nhitng yéu
cau bao mat dé dé cao canh giac v6i nhimg hién trong dang nghi. N6i chung yéu tb
con ngudi 1a mot diém yéu trong bat ky mot hé théng bao vé nao, va chi c¢o sy gido
duc cong voi tinh than hop tac tir phia ngudi st dung c6 thé nang cao dugce do an toan
cua hé théng bao vé.

1.3. Chinh sach an ninh mang
1.3.1. Chinh sach an toan thong tin
» Chinh sach quan ly truy cap

Chinh sach quan 1y truy cap ton tai dé xac dinh cac phwong phap cho phép va cach
truy cap quan ly tudng ltra. Chinh sach nay c¢6 xu hudng giai quyét sy toan ven vat Iy
tuong lira va 16p bao mat ciu hinh tudng lira tinh. Cac chinh sach quan Iy truy cap
can phai dinh nghia cho ca hai giao thirc quan Iy tir xa va cuc bd s& duoc cho phép,
cling tir 46 nguoi dung co thé két ndi voi tuong lira va co quyén truy cap dé thuc hién
tac vu.

Ngoai ra, cac chinh sach quan Iy truy cdp can xac dinh cac yéu cau ddi voi cac
giao thirc quan ly nhu Network Time Protocol (NTP), syslog, TFTP, FTP, Simple
Network Management Protocol (SNMP), va bat ky giao thic khac c6 thé dugc st
dung dé quan 1y va duy tri thiét bi.

» Chinh sach lgc

Céc chinh sach loc can phai chi va xac dinh chinh xac cac loai loc ma phai dugc
sir dung va noi loc dugc dp dung. Chinh sach ndy cé xu huéng dé giai quyét cau hinh
tuong lira tinh va chi tiét trong 16p luu luong mang qua tudng lira. Vi du, mét chinh
sach loc tdt can phai yéu cau ca hai 16i vao va di ra bo loc duge thuc hién véi cac buc
tuong lira. Cac chinh séch loc cling can x4c dinh cc yéu cau chung trong viéc két nbi
mang cép do bao mat va nguén khac nhau. Vi dy, véi mgt DMZ, tuy thudc vao hudng
cta luu lugng, cic yéu cau loc khac nhau c6 thé can thiét va né 1a vai tro ciia cac
chinh sach loc dé xac dinh nhitng yéu cau.

> Chinh sach dinh tuyén
Céc chinh sach dinh tuyén thuong khong phai 1a mot tai liéu twdng lira trung tam.

Tuy nhién, vé6i thiét ké phtc tap hon ciing nhu viée st dung ngay cang ting clia cac
blic tuong lira trong mang ndi bd, twong lira c6 thé dé dang trd thanh mot phan cia
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co s ha ting dinh tuyén. Céc chinh sach dinh tuyén can phai c6 mot phan c6 quy
dinh cu thé bao gém mot turong lura trong cac co s ha téng dinh myén va dinh nghia
céc phuong thirc sé xay ra dinh tuyén. Chinh sach nay c6 xu hudng dé giai quyét cac
16p céu hinh tudng lira tinh va cdu hinh tudng ltra dong. Trong hau hét trudong hop,
céc chinh sach dinh tuyén nén ngin cdm firewall mot cach 1d rang tir viéc chia sé
bang dinh tuyén mang ndi bd véi bat ky ngudn bén ngoai. Twong tw nhu vay, cic
chinh sach dinh tuyén can xéac dinh cac truong hop trong d6 cac giao thirc dinh tuyén
dong va dinh tuyén tinh 1 phi hop. Cac chinh sach ciing nén xac dinh bat ky co ché
bao mat giao thirc cu thé can phai dugc c4u hinh, (vi duy, viéc str dung thuit toan bam
dé dam bao chi cac nut dugc chung thuc co thé vuot qua dir li¢u dinh tuyén).

> Chinh sach Remote access/VPN

Trong linh vuc hdi tu hién nay, sy khac biét gitra tuong lira va bg tap trung VPN
da ngay cang tré nén mo nhat. Hau hét cac thi truong tuong lira 16n ¢6 thé phuc vu
nhu 12 diém két thiic cho VPN, va do d6 chinh sach remote-access/VPN can thiét xac
dinh céc yéu cau vé mirc d6 ma hoa va xac thuc ma mot két ndi VPN sé& yéu cau.
Trong nhiéu trudng hop, cac chinh sach VPN két hop vai chinh sach ma héa cuia to
chtrc x4ac dinh phuong phap VPN tong thé s& duoc sir dung. Chinh sach nay ¢ xu
huéng dé giai quyét cac 16p cau hinh tuong lira tinh va luu luong mang qua tudng
Itra.

Céc chinh sach remote-access/VPN ciing can xac dinh cac giao thirc s& duoc sir
dung: IP Security (IPsec), Layer 2 Tunneling Protocol (L2TP), hoac Point-to-Point
Tunneling Protocol (PPTP). Trong hau hét cac truong hop, IPsec dugc st dung riéng
biét. Gia sir IPsec, chinh sach remote-access/VPN can phai yéu cau str dung cua cac
preshared keys, chiing thuc mé rdng, véi viée st dung giéy chting nhéan, mat khéau
mot 1an, va Public Key Infrastructure (PKI) cho méi truong an toan nhat. Tuong tu
nhu vay, cac chinh sach remote-access/VPN nén xac dinh nhiing khach hang sé dugc
st dung (c6 nghia 13, trong xay dung- Microsoft VPN Client, Cisco Secure VPN
Client, vv).

Cubi clng, cc chinh sach remote-access/VPN can xéac dinh cac loai truy cap va
céc ngudn luc s& duge cung cp dé két ndi tir xa va cac loai két ndi tir xa s& duoc cho
phép.

» Chinh sach gidm sat / ghi nhan

Mot trong nhimg yéu td quan trong nhat dam bao rang mot tudng lira cung cép
mirc bao mat dugc mong doi 1a thyc hién mot hé thong giam sat tuong Ira. Chinh
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sach gidm sat / ghi nhan xac dinh cac phuong phap va mirc d¢ giam sat sé dugc thuc
hién. Téi thiéu, cac chinh sach giam sat / ghi nhan can cung cap mdt co ché dé theo
dbi hiéu suét cua tuong lura cling nhu sy xuét hién cua tat ca cac su kién lién quan dén
an ninh va cac muc ding nhap. Chinh sich nay c6 xu hudng giai quyét cac 16p cu
hinh tuong ltra tinh.

Chinh sach gidm sat / ghi nhan cling nén x4c dinh cach céac thong tin phai dugce
thu thap, duy tri, va bao céo. Trong nhiéu truong hop, thong tin nay c6 thé duge sir
dung dé xac dinh cac yéu cau quan 1y ctiia bén thir ba va cac ing dung theo ddi nhu
CiscoWorks, NetlQ Security Manager, hodc Kiwi Syslog Daemon.

» Chinh sach ving DMZ

Céc chinh sach DMZ 1a m{t van ban di¢én rong dé xac dinh tat ca cac yéu td cua
khong chi chinh DMZ ma con céc thiét bi trong DMZ. Muc ti€u cta chinh sich DMZ
1a xac dinh céc tiéu chudn va yéu cau cua tat ca cac thiét bi duoc két ndi va luu lugng
ctia nd vi n6 lién quan dén DMZ. Chinh sach nay c6 xu huéng dé giai quyét cac 16p
ciu hinh twong lira tinh va luu lugng mang qua tudng lta.

Do sy phtc tap cia mdi trudng DMZ dién hinh, cac chinh sach DMZ 1a ¢6 kha
nang s& 1a mot tai lidu 16n nhiéu trang. Dé giup dam bao rang cac chinh sich DMZ
thiét thyc va hiéu qua, ba tiéu chuan can dugc xac dinh rong rii cho tat ca cac thiét bi
lién quan dén DMZ:

= Trach nhiém quyén s¢ hitu
= Yeéu cau cau hinh an toan
= Yéu cau hoat dong va kiém soat thay doi

1.3.2. Chinh sach ap dung pho bién

Ngoai cac chinh sach tuong lira cu thé, co nhiéu chinh sach co thé ap dung thong
thuong mac di khong phai 13 tudng lira cu thé (da tmg dung trén nhidu thiét bi, khong
chi 13 tudng ltra) du sao cling nén dugc ap dung ddi véi tudong lira. Chiing bao gém
nhitng chinh sach sau:

= Chinh sach mat khau: chinh sach mat khau nén duoc dé cap dén dé xac dinh
truy cap quan tri tuong lua.

= Chinh sach ma héa: chinh sach ma hoa nén dugc dé cap dén dé xac dinh tat ca
cac hinh thuc truy cdp mi hoa, bao gdm Hypertext Transfer Protocol, Secure
(HTTPS), Secure Sockets Layer (SSL), Secure Shell (SSH), va truy cap IPsec
/ VPN.
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= Chinh sach kiém dinh: chinh sach kiém dinh phai duoc dé cap dé xac dinh cac

yéu cau kiém dinh cia tudong Iira.

= Chinh sich dénh gié rui ro: chinh sach danh gia rui ro can dugc dé cap dé xac

dinh phuong phép s& dugc sir dung dé xac dinh cac rui ro lién quan véi tat ca

hé théng, di chuyén va thay d6i vi n6 lién quan dén tudng lira va bd cuc mang.

1.4. Birc twong lira

1.4.1. Khai niém

Thuat ngit firewall c6 ngudén gdc tir mot ky thuat thiét ké trong xay dung dé

ngan chén, han ché hoéa hoan.

Trong cong nghé thong tin, firewall 13 mot k¥ thuat duoc tich hop vao hé thong

mang dé chéng su truy cép trai phép nham bao vé cac ngudn théng tin ndi bd ciing

nhu han ché sy xam nhdp vao hé théng nham muc dich pha hoai, gay ton that cho t6

chuc, doanh nghi¢p. Cling c6 thé hiéu firewall 1a mot co ché dé bao vé mang tin tuéng

(trusted network) khoi cdc mang khong tin tudng (untrusted network).

== Outside
network

DMmZ
network
Inside
network

Hinh 1-1;: M6 hinh firewall co ban

1.4.2. Chirc nang twong lira

Vé co ban firewall c6 kha nang thuc hi¢n cac nhiém vu sau day:

= Quan ly va di€u khién ludng dir li¢u trén mang.

= Xéc thyc quyén truy cap

= Hoat dong nhu mot thiét bi trung gian
= Bdo vé tai nguyén

= Ghi nhan va bao cao cac su kién
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1.4.2.1 Quan ly va diéu khién ludng dir liéu trén mang

Viéc dau tién va co ban nhat ma tit ca cac firewall déu c6 1a quan 1y va kiém soat
ludng dir liéu trén mang, firewall kiém tra cac goi tin va giam sat cac két ndi dang
thuc hién va sau d6 loc cac két ndi dua trén két qua kiém tra g61 tin va cac két ndi
dugc giam sat.

> Packet inspection (kiém tra géi tin)

La qué trinh chan va xir 1y dir lidu trong mot géi tin dé xac dinh xem né duoc
phép hay khong duoc phép di qua firewall. Kiém tra géi tin c6 thé dwa vao cac thong
tin sau:

= Dia chi IP ngudn

= Port nguén.

= DPia chi IP dich

= Port dich

= @Giao thtc IP

= Thong tin trong header (sequence number, checksum, data flag, payload
information...)

> Connections va state (két ndi va trang thai)

Khi hai TCP/IP host mudn giao tiép v&1 nhau, ching can thiét 1ap mot s6 két
ndi v6i nhau. Cac két ndi phuc vy hai myc dich. Tht nhat, né dung dé xac thuc ban
than cac host v6i nhau. Firewall ding cac thong tin két ndi nay dé xac dinh két nbi
nao duoc phép va cac két ndi nao khong dugc phép. Thir hai, cac két ndi dung dé xac
dinh céch thirc ma hai host s€ lién lac véi nhau (dung TCP hay dung UDP...).

» Stateful Packet Inspection (gidm sat géi tin theo trang thai)

Statefull packet inspection khong nhiing kiém tra goi tin bao gdm céu trac, dir
lidu go6i tin ... ma kiém tra c4 trang thai géi tin.

1.4.2.2 Xic thue quyén truy cap

Firewall c6 thé xac thuc quyén truy cap bang nhiéu co ché xac thuc khac nhau.
Thir nhat, firewall c6 thé yéu cau username va password cila ngudi dung khi nguoi
dung truy cép (thuong dugc biét dén nhur 14 extended authentication hodc xauth). Sau
khi firewall x4c thyc xong nguoi ding, firewall cho phép ngudi dung thiét 1ap két nbi
va sau d6 khong hoi username va password lai cho cac 1an truy cap sau (thoi gian
firewall hoi lai username va password phuy thudc vao cach cAu hinh cua nguoi quan
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tri). Tht hai, firewall c6 thé xac thuc nguoi dung bang certificates va public key. Thir
ba, firewall c6 thé dung pre-shared keys (PSKs) dé xac thuc ngudi dung.

1.4.2.3 Hoat dong nhw mot thiét bi trung gian

Khi user thuc hién két ndi truc tiép ra bén ngoai s& ddi mat voi vo sd nguy co
vé bao mat nhu bj virus tan cong, nhiém ma doc hai... do d6 viéc c6 mot thiét b trung
gian dimg ra thay mat user bén trong dé thuc hién két ndi ra bén ngoai la can thiét dé
dam bao an toan. Firewall dugc cau hinh dé thuc hién chirc nang nay va firewall dugc
vi nhu mot proxy trung gian.

1.4.2.4 Bao v¢ tai nguyén

Nhi¢m vu quan trong nhét cua mot firewall 1a bao vé tai nguyén khoi cac mbi
de doa bao mat. Vi¢c bdo v€ nay dugc thuc hién béng cach str dung cac quy tac kiém
soat truy cap, kiém tra trang thai goi tin, ding application proxy hodc két hop tat ca
dé bao vé tai nguyén khoi bi truy cap bat hop phap hay bi lam dung. Tuy nhién,
firewall khong phai 1a mot giai phap toan dién dé bao vé tai nguyén ciia ching ta.
1.4.2.5 Ghi nhan va bao cdo cac su kién

Ta c6 thé ghi nhan cac su kién cua firewall bang nhiéu cach nhung hau hét cac
firewall sir dung hai phuong phép chinh 14 syslog va proprietaty logging format. Bang
cach sir dung mot trong hai phuong phap nay, chung ta c6 thé dé dang béo cao céc su
kién xay ra trong hé thong mang,

1.4.3. Phan loai
1.4.3.1 Phén loai theo ting giao thirc
» Packet-filtering router

Packet-filtering router 4p dung mot by quy tac dé mdi goi tin IP vao va ra va sau
d6 1a chuyén tiép hay loai bo goi tin. Router thudng dugc cau hinh dé loc cac goi tin
theo ca hai hudng (tir trong va ngoai vao mang ndi bd). Quy tic loc dua trén cac thong
tin chira trong mgt géi tin mang (packet):

e Dia chi IP nguén (Source IP address): Dia chi IP ctia h¢ théng 1a ngudn goc
cua cac goi tin (sender). Vi du: 192.178.1.1

e Dia chi IP dich (Destination IP address): Dia chi IP ciia hé thong ma goi tin IP
dang can dugc chuyén t6i. Vi dy 192.168.1.2

e Dia chingudn va dich cia tang giao van: géi tin 1a TCP hay UDP, port number,
xac dinh cac tng dung nhu SNMP hay TELNET.
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e [P protocol field: Xac dinh giao thic van chuyén.
e Interface: D61 voi mot router c6 nhi€u port, cac goi tin s€ dén tur interface nao
va di dén interface nao.

Packet-filtering thuong duoc thiét 1ap 1a mot danh sach cac quy tac dua trén phu
hop cho cac truong trong IP header hodc TCP header. Néu c6 twong Gmg vi mot
trong cic quy tic, quy tic nay sé& duoc goi dé xac dinh xem s& chuyén tiép hay loai
b6 cac goi tin. Néu khong phu hop véi bat ky mot quy tac nao thi hanh dong mic dinh
s€¢ dugc thuc hién. Hai hanh dong dugc mac dinh do la:

e Default = discard: goi tin s& bi cAm va bi loai bo.
e Default = forward: géi tin dugc cho phép di qua.

Tuy nhién, default 1a discard thuong dugc dung hon. Vi nhu vay, ban dau, moi
ther déu bi chan va céc dich vu phdi dugc thém vao trong tung trudong hop cu thé.
Chinh séch nay rd rang hon cho nguoi dung, nhitng ngudi méa ko am hiéu nhiéu lim
vé firewall. Con cach thir hai thi lién quan dén van dé bao mat nhiéu hon, doi hoi
ngudi quan tri phai thuong xuyén kiém tra dé c6 phan tmg véi nhitng kiéu de doa méi

Uu diém ciia loai nay 1a sy don gian cta no va packet-filtering thuong 1a trong
sudt cho ngudi str dung va rat nhanh.

Han ché :

e Tudng lira loai nay khong thé kiém tra dir liéu 16p trén, khong thé ngan chin
cac cudc tan cong co st dung cac 16 hong timg dung cu thé. Vi du, mot buc
tuong ltra loai nay khong thé ngan chin cac 1énh tng dung cu thé, néu no cho
phép mot img dung nhét dinh, tat ca cac chirc nang c6 san trong (mg dung dé
s€ dugc cho phép.

e Do cac thong tin ¢6 san han ché cho tudng lira, hién tai thi chirc ning dang
nhap vao tuong lira bi han ché. Packet-filtering loc cic ban log thong thuong
chira cac thong tin tuong ty duoc sir dung dé dua ra quyét dinh kiém soat truy
cap (dia chi ngué)n, dia chi dich, va loai hinh luu lugng).

e Hau hét cac tudng lira loai nay khong hd tro cac chuong trinh xac thuc nguoi
dung cao cip. Mot 1an nira han ché nay cha yéu 1a do thiéu chtrc nang 16p trén
cua tuong lira.

e Chung thuong bi tdn cong va khai thac bang cach tan dung céc problem ciia
céc dic diém k§y thuat TCP/IP va chong giao thirc, chang han nhu gia mao dia
chi 16p network. Nhiéu twong hira packet-filtering khong thé phat hién mot géi
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tin ma trong d6 cac thong tin cta 16p 3 da bi thay d6i. Cac cudc tan cong gia
mao thuong duoc st dung boi nhitng ké xam nhap dé vuot qua kiém soét an
ninh dugc thuc hién bén trong tuong Iura.

e Cudi cung, do s6 lwong nhé cia cac bién dugc s dung trong quyét dinh kiém
soat truy cap, packet-filtering dé bi vi pham an ninh gy ra bdi cac cdu hinh
khong phu hop. Noi cach khac, rat d& cdu hinh tuong lira cho phép céc loai luu
luong, nguén va dich dang 1€ nén bi tir loai bo dya trén chinh sach dat ra cua
to churc.

Ttr d6, c6 mot sb cach tin cong cod thé duoc thuc hién trén cac tuong lira packet-
filtering va mot s6 bién phap ddi pho véi chung:

e IP address spoofing (Gia mao dia chi IP): Ké xdm nhép truyén cac goi dit liéu
tir bén ngoai voi dia chi ngudn 1a dia chi IP cia mot may nodi bd. Ké tin cong
hy vong rang viéc sir dung mot dia chi gia mao s& cho phép xam nhap vao cac
hé thong chi sir dung bao mat dia chi ngudn don gian, trong do, cac géi tin tir
may nodi bd s& dugce chap nhan. Bién phap ddi pho 1a loai bo cac gbi tin véi dia
chi ngudn & ndi bd néu nhur goi tin nay dén tir interface bén ngoai.

e Source routing attack: Cac tram ngudn quy dinh cac duong di ma mot goi tin
s& duoc dua vao khi di trén mang Internet, véi mong mudn rang diéu nay sé
b6 qua cac bién phap an ninh ma khong phan tich cic thong tin dinh tuyén
nguén. Bién phap dbi pho 1a lya chon loai bo tat ca cac g61 dir liéu st dung tuy
chon nay.

e Tiny fragment attack: Ké xam nhép loai nay st dung tuy chon cho phép phan
manh cta goi tin IP dé tao ra cic manh cuc ky nho va ép cac TCP header vao
mot doan goi tin riéng biét. Tan cong loai nay dugc thiét ké dé pha va cac quy
tic loc phu thudc vao thong tin ti€u dé TCP. Thong thuong, mdt packet-
filtering s& dua ra quyét dinh loc trén doan dau tién ciia mot goi. Tat ca cac
doan tiép theo cta goi tin dugce loc ra chi duy nhét trén co so d6 1a mot phﬁn
clia goi co doan dau tién bi loai bo. Ké tdn cong hy vong rang céc router chi
loc xem xét doan dau tién va cac doan con lai duoc thong qua. Céach chéng lai
tan cong loai nay la nguyén tac thyc thi doan dau tién cia mot géi tin phai c6
mot sd xac dinh trude toi thiéu ciia TCP header. Néu doan dau tién bi loai bo,
packet-filtering c6 thé ghi nhd cac goi tin va loai bo tat ca cac doan tiép theo.

» Application-Level Gateway

Application-Level Gateway, con dugc goi la mQt proxy server, hoat dong nhu mot
tram chuyén tiép ctia cac luu luong 16p tng dung. Ngudi sir dung s& lién lac voi
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gateway st dung céc ing dung TCP/IP nhu TELNET hay FTP va gateway s€ hoi user
name ctia may chu tir xa s& duoc truy cap. Khi user dap lai va cung cap mot ID nguoi
dung hop 18 va xac thuc thong tin, gateway s& lién lac dén cong img dung tuong tng
trén may chu tir xa va chuyén tiép cac doan TCP chtra cac dir lidu giira hai thiét bi
dau cubi nay. Néu cac cong khong thuc hién cac proxy code cho mét tmg dung cu
thé, dich vu khong duogc hd tro va khong thé duoc chuyén tiép qua tudng lira. Hon
nira, gateway c6 thé duoc ciu hinh dé chi hd trg tinh nang cu thé ciia mot ing dung
ma ngudi quan tri xem xét chap nhan dugc trong khi tir chdi tat ca cac tinh nang khéc.

Application-Level gateway c6 xu hudng an toan hon packet-filtering router. Thay
vi ¢ gang dé dbi pho voi hang loat két hop c6 thé c6 tir viéc cdm va cho phép & tang
TCP/IP, application-level gateway chi can ra soat lai mot vai tmg dung cho phép.
Ngoai ra, n6 rat dé dang cho ghi lai va theo ddi tat ca cac luu lugng dén ¢ ting (mg
dung.

Mot nhuge diém chinh cia loai nay 1a chi phi xir Iy bo sung trén mdi két noi.
Trong thuc t€, c6 hai két nd1 ghép gitra cac nguoi dung dau cudi, véi cac cong & di€m
két no1 va gateway phai kiém tra luu lugng trén cd hai chiéu.

» Circuit-Level Gateway

Dang thr 3 cia firewall d6 1a Circuit-level gateway. N6 c6 thé 1a mot hé thong
doc lap hoac co thé 1a mot hoat dong chuyén bi¢t dugc thuc hién bdi mot application-
level gateway cho cac ng dung nhat dinh. Circuit-level gateway khong cho phép mot
két ndi TCP end-to-end ma thay vao d6, gateway sé thiét 1ap hai két n6i TCP, mot 1a
gitta nd va TCP user bén trong va mot giita nd va TCP user bén ngoai. Khi hai két
ndi nay dugc thiét 1ap, gateway s& chuyén tiép cac TCP segment tir dau cudi nay dén
dau cudi khac ma khong kiém tra ndi dung cac segment ndy. Céac chirc nang bao mat
bao gdm viéc xac dinh cho phép két nbi.

Mot dién hinh cta Circuit-level gateway 1a mot tinh huéng ma trong d6 ngudi
quan tri h¢ théng tin tudng cac user ndi bd. Gateway co thé duoc céu hinh dé hd trg
application-level hay dich vu proxy cho cac két ndi bén trong va chirc ning circuit-
level cho céc két ndi bén ngoai. Trong trudng hop nay, gateway c6 thé phai chiu cac
chi phi kiém tra cac incoming data cho cic chiic nang bi cAm nhung khong chiu chi
phi cua outgoing data.

1.4.3.2 Phén loai theo ddi twgng sir dung

Firewall c6 thé dugc phan loai theo hai loai sau:
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e Personal firewall
e Network firewall

Su khéc biét chinh gitta hai loai trén chinh la ) lugng host duoc firewall bao vé.
Trong khi Personal firewall chi bao vé cho mdt may duy nhét thi Network firewall
lai bao vé cho mot hé théng mang.

> Personal Firewall

Personal firewall duoc thiét ké dé bao vé mot may trudc nhitng truy cap trai
phép. Trong qua trinh phat trién, personal firewall da duoc tich hop thém nhiéu chirc
nang bo sung nhu theo ddi phan mém chdng virus, phan mém phat hién xam nhap dé
bao vé thiét bi. Mot sb personal firewall phé bién nhu Cisco Security Agent,
Microsoft Internet connection firewall, Symantec personal firewall...

Personal firewall rat hitu ich ddi véi ngudi ding gia dinh va ca nhan béi vi ho
don gian chi can bao vé timg may tinh riéng ré cia ho nhung ddi véi doanh nghiép
diéu nay lai gy bat tién, khi s6 luong host qué 16n thi chi phi cho viéc thiét lap, cdu
hinh va van hanh personal firewall 1a mdt diéu can phai xem xét.

> Network firewall

Network firewall dugc thiét ké dé bao vé cac host trong mang trudc sy tin
cong. Mot s6 vidu vé appliance-based network firewall nhu Cisco PIX, Cisco ASA,
Juniper NetScreen firewall, Nokia firewalls, Symantec’s Enterprise Firewall. Va mot
sb vi du vé software-based firewall bao gém Check Point’s Firewall, Microsoft ISA
Server, Linux-based IPTables.

Cung voi su phat trién ciia cong nghé, firewall dan dugc tich hop nhiéu tinh
nang mai nhu phat hién xam nhap, thiét 1ap két ndi VPN ciing nhu nhiéu san pham
firewall m&i ra doi.

1.4.3.3 Phéan loai theo cong nghé twong lira

Duya vao cong ngh¢ str dung trong firewall nguoi ta chia firewall thanh cac loai
nhu sau:

e Personal firewall

o Packet filter

e Network Address Translations (NAT) firewall
e Circuit-level firewall

e Proxy firewall
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o Stateful firewall
e Transparent firewall
e Virtual firewall

> Personal firewall: Dugc thiét ké dé bao vé mot host duy nht, thuong dugc
tich hop san trong cac laptop, desktop...

> Packet filter: La thiét bj duoc thiét ké dé loc géi tin dua trén nhitng dic diém
don gian ctia goi tin. Packet filter tiéu biéu cho dang staless vi né khong giir
bang trang thai cac két ndi va khong kiém tra trang thai cac két ni.

D User Systems

-access-list 101 permit icmp any 192.1688.185.0 0.0.0.255 echo-raply
access-list 101 permit lemp any 192.168.185.0 0.0.0.255 ttl-exceedad
access-list 101 permit tcp any 192.168.185.0 0.0.0.2556 establishad
access-list 101 permit udp any host 182.168.185.100 eqg 53

access-list 101 permit udp any eg 123 192.168.185.0 0.0.0.255

Hinh 1-2 : Simple Access List Sample Network

access-list 101 permiticmp anv 192 168.185.0 0.0.0.255 echo-reply
access-list 101 permit icmp anv 192 168.185.0 0.0.0.255 tl-exceeded
access-list 101 permit tcp any 192.168.185.0 0.0.0.255 established
access-list 101 permit udp anv host 192.168.185.100 eg 53

access-list 101 permit udp anv eq 123 192.168.185.0 0.0.0.255

Hinh 1-3: Simple Access List
» Network Address Translations (NAT) firewall

Thuyc hién chirc ning chuyén doi dia chi IP public thanh dia chi IP private
va nguoc lai, né cung cp co ché che dau IP cta cac host bén trong.
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Hinh 1-4: NAT firewall
» Circuit-level firewall
Hoat dong tai 16p session cia mo hinh OSI, ndé gidm sat cac goi tin
“handshaking” di qua firewall, géi tin dugc chinh stra sao cho né xuat phat tir
circuit-level firewall, diéu nay gitp che dau thong tin cia mang dugc bao vé.

Application Layer

Presentation Layer

Sessicn Layer @ E’
A | \ ® Deniad gFarrnilTEd

Transport Control Traffic 16 filtered based on

Pratocal (TCP) Layer spacific session riles

Internat Protocol Unlmown fraffic is blocked at tha
ion loval

(IP) Layer bocitisblidta

Data Link Layer

Physical Layer

> L
Incaming Traffic Allowed Outgolng Traffic

Hinh 1-5: Circuit-level firewall
» Proxy firewall
Hoat dong tai 16p mg dung ctia mo6 hinh OSI, n6 dong vai tro nhu nguoi
trung gian gitra hai thiét bi dau cudi. Khi nguoi dung truy cap dich vy ngoai
Internet, proxy dam nhan viéc yéu cau thay cho client va nhén tra 10i tir server
trén Internet va tra 101 lai cho nguoi dung bén trong.
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> Stateful firewall
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Hinh 1-6: Proxy firewall

Pugc két hop vdéi céc firewall khac nhu NAT firewall, circuit-level firewall,

proxy firewall thanh mot hé thong firewall, n6 khong nhiing kiém tra cac dac diém

ctia goi tin ma luu gilr va kiém tra trang thai cua cac goi tin di qua firewall, mot

vi du cho stateful firewall 1 san pham PIX firewall cua Cisco.
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Hinh 1-7: Stateful firewall
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» Transparent firewall

Hoat dong ¢ layer 2 cua mo hinh OSI, n6 ho tro kha nang loc cac goi tin IP
(bao gém IP, TCP, UDP va ICMP). Transparent firewall thyc chat chi 1a tinh ning
layer 2 brigde két hop véi tinh nang filter trén nén IP bang cach sir dung tinh ning
Context Based Access Control. Vi n6 hoat dong & layer 2 nén ta khong can cau
hinh IP cling nhu thay ddi IP cua cac thiét bi duge nd bao vé.

> Virtual firewall

Bao gé)m nhiéu logical firewall hoat dong trén mot thiét bi that. Mot trong nhiing
ung dung cua no6 hi¢n nay la dung trong viéc quan ly cdc may do trong VMWare hay
Hyper-V.

1.4.3.4 Phén loai theo kién tric
» Dual homed host

Firewall kién triic kiéu Dual-homed host duoc xay dung dua trén may tinh dual-
homed host. Mot mdy tinh dugc goi 1a dual-homed host néu no cé it nhét hai network
interface, c6 nghia 1a may d6 co gan hai card mang giao tiép voi hai mang khac nhau
va nhu thé may tinh nay dong vai tro 1a Router mém. Kién tric dual-homed host rat
don gian. Dual-homed host & giita, mot bén dugc két ndi voi Internet va bén con lai
ndi v6i mang ndi bo (LAN).

- N O .

Hinh 1-8: M6 hinh Dual-homed host
Dual-homed host chi c¢6 thé cung cép cac dich vu bang cach uy quyén (proxy)
chung hodc cho phép user dang nhap truc tiép vao dual-homed host. Moi giao tiép tir
mot host trong mang ndi bd va host bén ngoai déu bi cdm, dual-homed host 1a noi

giao tiép duy nhat.

Uu diém cta Dual-homed host:
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e Cai dat dé dang, khong yéu cau phﬁn cung hoac phﬁn mém dic biét.
e Dual-homed host chi yéu cdu cam kha ning chuyén cac géi tin, do d6 trén cac
hé diéu hanh Linux chi can c4u hinh lai nhan cta hé diéu hanh 13 du.

Nhuge diém cia Dual-homed host:

e Khong dap timg dugce nhimg yéu cau bao mat ngay cang phirc tap, ciing nhu
nhimg phan mém mai duoc tung ra trén thi trudng.

e Khong c6 kha niang chéng d& nhimng cudc tin cong nham vao chinh ban than
cua dual-homed host, va khi dual-homed host bi ddt nhap n6 sé tr¢ thanh noi
ly twong dé tan cong vao mang ndi bo, ngudi tan cong (attacker) sé thay duoc
toan by luu lugng trén mang.

» Screened host

Screened Host co ciu trac nguoc lai voi c4u trac Dual-homed host. Kién trac nay
cung cdp cac dich vu tir mot host bén trong mang ndi bo, ding mot Router tach roi
v6i mang bén ngoai. Trong kiéu kién tric ndy, bao mat chinh 1a phuong phap Packet
Filtering. Bastion host dugc dat bén trong mang ndi bg. Packet Filtering dugc cai trén
Router. Theo cach nay, Bastion host 1a hé théng duy nhét trong mang ndi bo ma
nhimg host trén Internet c6 thé két ndi t6i.

Mic du vay, chi nhiing kiéu két ndi phu hop (duoc thiét 1ap trong Bastion host)
mdi duge cho phép két ndi. Bat ky mot hé théng bén ngoai nao ¢b ging truy cap vao
hé théng hodc céc dich vu bén trong déu phai két ndi t6i host nay. Vi thé Bastion host
13 host can phai duoc duy tri & ché d6 bao mat cao.
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Hinh 1-9: M0 hinh Screened Host
Packet filtering ciing cho phép bastion host c6 thé md két ndi ra bén ngoai. Cau
hinh cta packet filtering trén screening router nhu sau:

e Cho phép tat ca cac host bén trong md két ndi téi host bén ngoai thong qua
mét sb dich vu ¢ dinh.

e Khong cho phép tit ca cac két ndi tir cac host bén trong (cAm nhimg host nay
su dung dich proxy thong qua bastion host).

Ban c6 thé két hop nhiéu 16i vao cho nhiing dich vu khac nhau:

e Mot sé dich vu dugc phép di vao tryuc tiép qua packet filtering.
e Mot sé dich vu khéc thi chi dugc phép di vao gian tiép qua proxy.

Boi vi kién tric nay cho phép cac packet di tir bén ngoai vao mang bén trong, né
duong nhu 13 nguy hiém hon kién tric Dual-homed host, vi thé no duoc thiét ké dé
khong mot packet nao c6 thé téi duoc mang bén trong. Tuy nhién trén thuc té thi kién
tric dual-homed host d6i khi ciling c6 16i ma cho phép cac packet that sy di tir bén
ngoai vao bén trong (boi vi nhitng 16i nay hoan toan khong biét trude, nd hau nhu
khéng dugc bao vé dé chong lai nhimg kiéu tin cong nay. Hon nira, kién trac dual-
homed host thi d& dang bao vé Router (1a may cung cép rat it cac dich vu) hon 13 bao
v¢€ cac host bén trong mang.

Xét vé toan dién thi kién trac Screened host cung cap do tin cdy cao hon va an
toan hon kién trac Dual-homed host.
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So sanh véi mot sb kién trac khac, chéng han nhu kién tric Screened subnet thi
kién triic Screened host c6 mot sd bat lgi. Bat loi chinh 1a néu ké tin cong tim cach
xam nhép Bastion Host thi khong ¢ cach nao dé ngan tach giita Bastion Host va cac
host con lai bén trong mang ndi bd. Router cting c6 mot s6 diém yéu 1a néu Router bj
t6n thuong, toan bo mang s& b tin cong. Vi 1y do nay ma Screened subnet tré' thanh
kién triac pho bién nhat.

» Screened Subnet

Nham tdng cuong kha nang bdo v¢ mang nd1 bg, thuc hién chién luoc phong thu

theo chiéu sau, ting cuong su an toan cho bastion host, tich bastion host khoi cac

host khac, phan nao tranh lay lan mot khi bastion host bi ton thwong, nguoi ta dua ra
kién trac firewall co tén 1 Screened Subnet.

\ Bastion Host

R i |

o= Exterior
——  Router T = __

Interior ——
Hmﬂer .= ]

_ P _ p d 4
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Hinh 1-10: Mo hinh Screened subnet

Kién tric Screened subnet dan xuat tir kién truc screened host bang cach thém vao
phﬁn an toan: mang vanh dai (perimeter network) nham cb 1ap mang ndi bd ra khoi
mang bén ngoai, tach bastion host ra khoi cac host thong thuong khac. Kiéu screened
subnet don gian bao gdm hai screened router:

e Router ngoai (External router con goi 1a access router): nam giita mang ngoai
vi va mang ngoai c6 chirc nang bao vé cho mang ngoai vi (bastion host, interior
router). N6 cho phép hau hét nhiing gi outbound tir mang ngoai vi. Mot sé qui
tic packet filtering dac bi¢t dugc cai dat & muc can thiét du dé bao vé bastion
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host va interior router vi bastion host con la host dugc cai dat an toan & murc
cao. Ngoai cac qui tic do, cac qui tic khac can giéng nhau giita hai Router.

¢ Router trong (Interior Router): nam gilta mang ngoai vi va mang ndi b, nhim
bao v¢ mang ndi bd trudc khi ra ngoai va mang ngoai vi. N6 khong thyc hién
hét cac qui tic packet filtering ctia toan bo firewall. Cac dich vu ma interior
router cho phép gitra bastion host va mang ni bd, gitra bén ngoai va mang ndi
bd khong nhat thiét phai giong nhau.

Gidi han dich vu giira bastion host va mang ndi bd nham giam sé luong may (sd
lwgng dich vu trén cac may nay) co thé bi tin cong khi bastion host bi ton thuong va
thoa hiép v&i bén ngoai. Chang han nén gi6i han cac dich vu duoc phép giita bastion
host va mang ndi b nhu SMTP khi c6 Email tir bén ngoai vao, c6 1€ chi gidi han két
nbi SMTP giira bastion host va Email server bén trong.

Uu diém cua Screened Subnet Host:

e K& tan cong can pha vd ba ting bao vé: Router ngoai, Bastion Host va Router
trong.

e Bai vi router ngoai chi quang ba Bastion host ra Internet nén ci thé nhin thay
hé thdng mang noi bo (invisible). Chi cé mot s6 hé théng da duoc chon ra trén
DMZ 1a Internet dugc biét dén qua routing table va trao doi thong tin DNS
(Domain Name Server).

e Bodi virouter trong chi quang ba Bastion host t61 mang ndi by nén cac hé¢ théng
bén trong mang ndi bo khong thé truy cap truc tiép ti Internet. Diéu nay dam
bao rang nhitng user bén trong bat budc phai truy cip qua Internet qua dich vu
Proxy.

e Ddi v6i nhitng hé thong yéu cau cung cap dich vu nhanh va an toan cho nhiéu
nguoi st dung dong thoi nang cao kha ning theo ddi luu luong ctia mdi ngudi
sir dung trong h¢ thong va dir liéu trao doi gitra cic ngudi dung trong hé thong
can dugc bao vé thi kién trac co ban trén 14 phu hop.

e D¢ ting do an toan trong internal network, kién tric Screened Subnet Host &
trén st dung thém mot dang vanh dai (perimeter network) dé che mot phan luu
lugng bén trong internal network, tach biét internal network véi Internet.

1.4.4. Cac san pham firewall
1.4.4.1 Software firewall

Software firewall: firewall mém 1a nhiing firewall dugc cai dat trén mdt hé
diéu hanh. Firewall mém bao gém cac san phém nhu SunScreen firewall, IPF,
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Microsoft ISA server, Check Point NG, Linux’s IPTables ...Firewall mém thuong
dam nhan nhiéu vai tro hon firewall cimg, n6 c6 thé déng vai tro nhu mot DNS server
hay mdt DHCP server.

Mot nhuoce diém cua firewall mém 13 né duoc cai dat trén mot hé diéu hanh
va do d6 kha ning c6 16 hong trén hé diéu hanh nay 13 ¢6 thé xay ra. Khi 16 hong dugc
phat hién va dugc cap nhat ban va 16i, rat co thé sau khi cap nhat ban va 16i cho hé
diéu hanh thi firewall khéng hoat dong binh thudng nhu trudce, do d6 can tién hanh
cap nhat ban va cho firewall tir nha cung cap san pham firewall.

Mot vu diém ndi troi cia firewall mém 14 viée thay d6i va nang cép thiét bi
phan cimg 1a trong d6i d& dang va nhanh chong.

Do hé diéu hanh ma firewall mém chay trén n6 khong dugc thiét ké t6i uu cho
firewall nén firewall mém c6 hiéu suat thap hon firewall cing

1.4.4.2 Appliance firewall

Appliance firewall — firewall ctmg — 13 nhitng firewall dugc tich hop san trén
céc phan cimg chuyén dung, thiét ké danh riéng cho firewall. Cac san pham firewall
cing dang chi y nhu Cisco PIX, NetScreen firewall, SonicWall Appliaces,
WatchGuard Fireboxes, Nokia firewall...

Trong nhiéu truong hop firewall cimg cung cap hiéu suat tot hon so firewall
mém vi hé diéu hanh cua firewall ciing dugc thiét ké dé tdi wu cho firewall. Loi ich
dién hinh khi sir dung firewall cimg 1a hiéu suét tong thé t6t hon firewall mém, tinh
bao mat duoc nang cao, tong chi phi thip hon so véi firewall mém.

Firewall cing khong dugc linh hoat nhu firewall mém ( khong thé thém chirc
nang, thém cic quy tic nhu trén firewall mém). Han ché cua firewall cung 14 kha
nang tich hop thém cac chirc ning bo sung kho khan hon firewall mém, chang han
nhu chirc nang kiém soét thu rac dbi vai firewall mém chi can cai dit chirc nang nay
nhu mot ing dung con dbi véi firewall cing phai c6 thiét bi phan cing hd tro cho
churc nang nay.

1.4.4.3 Integrated firewall

Integrated firewall — firewall tich hgp — ngoai chirc nang co ban cua firewall
thi n con dam nhén cac chirc nang khic nhu VPN, phat hién phong chong xam nhap,
loc thur rac, chong virus. Loi ich ciia viéc dung firewall tich hop 1a don gian hoa thiét
ké mang bang cach giam luong thiét bi mang ciing nhu giam chi phi quéan 1y, giam
ganh nang cho cic chuyén vién quan tri, ngoai ra né con tiét kiém chi phi hon so véi
viéc dung nhiéu thiét bi cho nhiéu muc dich khac nhau.
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Tuy nhién viéc tich hop nhiéu chirc ning trén cing mot thiét bi dan dén kho
khan trong khic phuc su ¢b vi tinh phtrc tap cta hé thdng khi tich hop.

1.5. Két luan chwong 1

Chuong 1 da trinh bay cac thong tin néi com vé an ninh mang nam 2016, gom
thong tin vé: bung nd méi doc ma hoa dir liéu ransomware, virus USB, tin cong APT
va xu hudng tdn cong nam 2017. Cac phuong thirc tan cong cb tac dong x4u toi hoat
dong cua hé théng mang to muc do thép dén cao, xam nhap hé théng tor bén trong
nhu 1a ma doc, xdm nhap hé théng tir bén ngoai nhu 1a: tan cong 16 hong bao mat
web, sir dung proxy tn cong mang... Tir d6 cac chinh sach an ninh mang dugc trién
dé dam bao an toan thong tin nhu chinh sach loc, quan 1y truy cap, chinh sach dinh
tuyén.. Chuong ndy ciing dua ra khai niém cua birc tudng Itra, cac chiic ning tuong
lira vi du nhu chirc nang quan 1y va diéu khién ludng dir liéu trén mang, bao vé tai
nguyén, xac thuc quyén truy cép... Thong tin vé phéan loai twong ltra: phan loai theo
tang giao thtrc, theo ddi twong st dung, theo cong nghé tuong ltra, theo kién tric va
cac san pham tuong lira nhu: software firewall, appliance firewall, integrated firewall.
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CHUONG 2
HE THONG FIREWALL ASA

2.1. Giéi thigu

Thiét bi phan cimg dam nhan vai tro bao vé ha ting mang bén trong, trudc day
thuong hi¢u PIX Firewall ciia hang Cisco Systems da gianh dugc mot trong nhirng vi
tri hang dau cua linh vuc nay. Tuy nhién theo da phat trién ctia cong nghé va xu hudng
tich hop da chtrc nang trén céc kién triic phan ctng hién nay (goi 1a Appliance), hing
Cisco Systems ciing dd nhanh chéng tung ra dong san pham bao mat da nang Cisco
ASA (Adaptive Security Appliance). Dong thiét bi nay ngoai viéc thira hudng cac
tinh nang wu diém ciia cong nghé dung trén Cisco PIX Firewall, Cisco IPS 4200 va
Cisco VPN 3000 Concentrator, con duoc tich hop dong thoi 3 nhom chirc ning chinh
cho mot ha ting bao vé 1a Firewall, IPS va VPN. Thong qua viéc tich hop nhiing tinh
nang nhu trén, Cisco ASA s& chuyén giao mot giai phap hiéu qua trong viéc bao mat
hoa cac giao tiép két ndi mang nham c6 thé chu dong ddi phé trén dién rong déi voi
céc hinh thtrc tAn cong qua mang hodc cac hiém hoa ma t6 chirc, doanh nghiép thuong
phai dwong dau.

Cisco ASA viét tit ctia tir Cisco Adaptive Security Appliance. ASA 1a mot giai
phap bao mat dau cudi chinh cua Cisco. Hién tai ASA 1a san phém bao mat dan dau
trén thi trudng vé hidu ning va cung cap cac mo hinh phtt hop doanh nghiép, tich hop
giai phap bao mat mang. Dong san pham ASA giup tiét kiém chi phi, dé dang trién
khai.

N6 bao gdm cac thudc tinh sau:

+ Bao mat thoi gian thyuc, hé diéu hanh doc quyén ciia Cisco

+ Cong nghé Stateful firewall sir dung thuat toan SA cta Cisco
+ Sir dung SNR dé bao mat két ndi TCP

+ Sir dung Cut through proxy dé chimg thyc Telnet, HTTP, FTP

+ Chinh sach bao mat mic dinh gia tang bao vé mirc tdi da va ciing c6 kha ning
tuy chinh nhiing chinh sach nay va xay dung Ién chinh sach cua riéng ban

+ VPN: IPSec, SSL va L2TP
+ Tich hop hé théng ngan ngira va phat hién xAm nhap IDS/IPS
+ NAT dong, NAT tinh, NAT port
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+ Ao hoa cac chinh sach str dung Context
2.2. Dong san pham firewall ASA ciia Cisco

C6 tat ca 6 model ASA khac nhau. Dong san pham nay phén loai khac nhau tir
t6 chtrc dén mo hinh doanh nghiép vira hay cho nha cung cép dich vu ISP.

Mo hinh cang cao thi théng lugng, sé port, chi phi cang cao. San pham bao gdm:
ASA 5505, 5510, 5520, 5540, 5550, 5580-20, 5580-40.

2.2.1. ASA 5505
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Hinh 2-1: ASA 5505

ASA 5505 12 model nho nhét trong cac dong san pham cia ASA, ca vé kich
thudce vat Iy cting nhu hi¢u suat. N6 duoc thiét két danh cho cac van phong nhé va
van phong gia dinh Pdi voi cac doanh nghiép 16n hon, ASA 5505 thuong dugc sir
dung dé hd tro cho cac nhan vién lam viéc tir xa.

C6 8 cong FastEthernet trén ASA 5505, tat ca két ndi dén mot switch noi bo. 2
trong sb cac cong co kha ning cung cip Power over Ethernet (PoE) véi cac thiét bi
kém theo (ASA chinh n6 khong thé hd trg béi PoE). Theo mic dinh, tit ca 8 cong
duogc két nbi dén cac VLAN giéng nhau trong switch, cho phép két ndi cac thiét bi
dé giao tiép ¢ 16p 2.

Cac céng ctia switch c6 thé chia thanh nhiéu VLAN dé hd tro cac khu vuc hodc
chirc ning khac nhau trong mot van phong nho. ASA két nbi véi mdi VLAN qua céc
interface cac nhan vat ly. Bat ky ludng dif liéu nao qua giita cic VLAN déu qua ASA
va cac chinh sach bao mat cta no.
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ASA 5505 c¢6 mot khe Security Services Card (SSC) c¢6 thé chap nhan mot tuy
chon AIPSSC-5 IPS module. V&i module duoc cai dit, ASA c6 thé ting cudng cac
dac tinh bao mat cia nd véi céc chirc ndng mang IPS.

2.2.2. ASA 5510, 5520 va 5540
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Hinh 2-2: ASA 5510

Céc model ASA 5510, 5520 va 5540 str dung mot khudn chung nhu hinh trén
va c6 cac chi s6 & mit trude va cac phan cung két ndi gidbng nhau. Cac model khac
nhau trong xép hang hiéu suit an ninh ctia chiing. Tuy nhién, ASA 5510 duogc thiét
két cho cac doanh nghiép nhé va vira (SMB) va cic van phong tir xa ctia doanh nghiép
lon. ASA 5520 thich hop cho cac doanh nghiép vira trong khi ASA 5540 danh cho
cac doanh nghiép vira va 16n va cac nha cung cap dich vu mang.

ASA 5520 va 5540 c6 4 cong 10/100/100 co thé sir dung dé két ndi vao co so
ha ting mang. 4 cong la cac interface firewall chuyén dung va khong két nbi v6i nhau.
ASA 5510 c6 thé str dung 4 cong 10/100 1a mic dinh. Néu mua thém mot gidy phép
bao mat thi kich hoat 2 port lam viéc & 10/100/1000 va 2 port FastEthernet. Mot
interface thir 5 dung dé quan 1y ciing c6 san.

Cac ASA 5510, 5520 va 5540 c6 mot khe cim SSM ¢6 thé gan card vao :

+ Four-port Gigabit Ethernet SSM: module nay thém vao 4 interface firewall
vat 1y, hodc 10/100/100 RJ45 hoic small form-factor pluggable (SFP)- cong co ban

+ Advanced Inspection and Prevention (AIP) SSM: module nay thém céac kha
ning cia mang ndi tuyén IPS dé phu hop véi bao mat cia ASA

+ Content Security and Control (CSC) SSM: module nay céac dich vy kiém soat
ndi dung va chng virus toan dién cho phu hop véi bao mat ciia ASA.
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2.2.3. ASA 5550

Fixed SSM Siot
4GE-SSM Bus 0 Out-of-Band Management 10/100 Console

Four SFP Ports Four 10/100/1000 Aux
Four 10/100/1000 RJ-45 Ports Bus 1
RJ-45 Ports

Hinh 2-3: ASA 5550
ASA 5550 dugc thiét ké dé hd trg doanh nghiép 16n va cac nha cung cép dich
vu mang. Hinh trén cho thiy mat truéc va sau. Chu y rang ASA 5550 trong giéng
ASA 5510, 5520 va 5540. Su khac biét dang chu y nhat 1a ASA 5550 c6 4 cong
Gigabit Ethernet (4GE-SSM) ¢6 dinh trong khe cim SSM, khong thé théo bo va thay
doi.

Dic diém kién tric ASA 5550 ¢6 2 nhém interface vat Iy két ndi dén 2 bus noi
dugc chia ra. Cac nhom interface dugc goi 1a khe cam 0 va 1 tuong tmg véi bus 0 va
1. Khe cam 0 gém 4 cong Gigabit Ethernet cap dong. Khe cam 1 gém 4 cong SFP
Gigablit Ethernet cap dong, mic dui chi ¢6 4 trong 8 cong c6 thé duoc sir dung bat cir
lic nao.

ASA 5550 cung cdp hiéu suét cao cho cac méi truong duoc doi hoi. Bé tbi da
hoa thong luong firewall, phan 16n luu luong nén di tir cac switch port trén bus 0 dén
switch port trén bus 1. ASA c6 thé chuyén tiép luu luong hiéu qua hon rat nhiéu tir
bus nay dén bus kia néu luu lugng nim trong mot bus don.

2.2.4. ASA 5580

ASA 5580 1a mdt model ¢ hiéu suit cao trong ho va dugc thiét ké cho cac
doanh nghiép 16n, trung tam dir li€u, cac nha cung cép dich vu 16n. N6 ¢6 thé hd trg
1én dén 24 Gigabit Ethernet interfaces hodc 12 10 Gigabit Ethernet interfaces. Pay 1a
mot trong hai model khung 16n hon mét don vi rack tiéu chuan (RU).

ASA 5580 thé hién trong hinh 2-4, ¢6 2 model: ASA 5580-20 (5Gbps) va ASA
5580-40 (10Gbps). Bo khung bao gdm 2 port 10/100/1000 duoc sir dung cho quan ly
lru lwong out-of-band. Hé thdng cling st dung ngudn cung cap dién dy phong kép.
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Reserved Slot9  Six PCI Express Console
Expansion Slots Two 10/100/1000
Reserved Slots 1, 2 RJ-45 Ports

Hinh 2-4: ASA 5580
ASA 5580 khung tong cong co 9 khe cdm PCI Express mo rong. Khe cam 1

duoc danh riéng cho module ma héa gia toc dé hd tro cho cac phién 1am viéc VPN
hiéu suit cao. Khe 2-9 danh cho viéc sir dung trong trong lai, dé lai 6 khe cim c6 sin
cho céc card interface mang sau day:

+ 4-port 10/100/1000BASE-T cap dong Gigabit Ethernet interfaces

+ 4-port I000BASE-SX cép quang Gigabit Ethernet interfaces

+ 2-port I0OGBASE-SR 10Gigabit Ethernet cdp quang interfaces
2.3. Co ché hoat dong

Cisco ASA hoat dong theo co ché giam sat goi tin theo trang thai (Stateful
Packet Inspection), thyuc hién diéu khién trang thai két n6i khi qua thiét bi bao mat
(ghi nhan trang thai clia timg goi tin thudc két ndi xac dinh theo loai giao thirc hay
mg dung). Cho phép két néi mot chiéu (outbound-di ra) voi rat it viéc cau hinh. Mot
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két noi1 di ra 1a mot két noi tir thi€t bi trén cong cd murc bdo mat cao dén thiét bi trén
mang c6 mic bao mat thap hon.

Trang thai duoc ghi nhan s& dung dé giam sat va kiém tra goi trd vé. Thay doi
ngau nhién gié trj tuln ty (sequence number) trong go6i TCP dé giam ruii ro ctia su tin
cong.

Hoat dong theo kién tréc phan vung bido mat dya theo céng, céng tin cay
(trusted) hay mirc bao mat cao va cong khong tin cdy (untrusted) hay mirc bao mat
thap. Quy tic chinh cho mirc bao mat d6 1 thiét bi tir ving tin cay co thé truy cap
dugc thiét bi trong viing khong tin cay. Nguoc lai thiét bi tir ving khong tin cay khong
thé truy cap t6i thiét bi ving tin cay trir khi duoc cho phép béi ACL.

2.4. Cac chirc niang co ban cua firewall ASA
2.4.1. Quan ly file

C6 hai loai file cau hinh trong céc thiét bi an ninh Cisco: running-configuration
va startup-configuration.

Loai file d4u tién running-configuration 1a mot trong nhiing file hién dang chay
trén thiét bi, va dugc luu trir trong bd nhd RAM cia firewall. Ban c6 thé xem céu
hinh nay bang cach gb show running-config tir cac ché do Privileged. Bat ky1énh ma
ban nhap vao firewall dugc luu truc tiép bang trong running-config va c6 hiéu lyc thi
hanh ngay 1ap tirc. K& tir khi cau hinh chay duogc luu trong b nhé RAM, néu thiét bi
bi mét ngudn, nd s& mat bat ky thay doi cau hinh ma khong duoc luu trude d6. Dé
lru lai cAu hinh dang chay, st dung copy run start hodc write memory. Hai 1énh nay
s€ copy running-config vao startup-config cai ma dugc luu trit trong by nh¢ flash.

Loai thir hai startup-configuration 13 cdu hinh sao luu ciia running-configuration.
N6 dugc luu trir trong bd nhd flash, vi vay né khong bi mat khi cac thiét bi khai dong
lai. Ngoai ra, startup-configuration duoc tai khi thiét bi khoi dong. Dé xem startup-
configuration dugc luu trit, gd 1énh show startup-config.

2.4.2. Mirc d§ bao mat

Security Level dugc gan cho interface (hodc vat Iy hay logical sub-interfaces)
va co ban nd 1a mot sd tir 0-100 dugc chi dinh véi interface lién quan dén mot
interface khac trén thiét bi. Mtc d bao mat cao hon thi interface cang dang tin cay
hon. Vi méi interface firewall dai dién cho mot mang cu thé (hoac khu vyc an ninh)
bang cach st dung mutrc d6 bao mat. Cac quy tic chinh cho mirc do bao mat 1a mot
interface voi mot mirc d6 bao mat cao hon c6 thé truy cap vao mdt interface voi mot
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muc do bao mat thép hon. Mat khac, mdt interface vo1 mot mirc dd bao mat thép hon
khong thé truy cip vao mot interface véi mot mirc do bao mat cao hon, ma khong c6
su cho phép rd rang ciia mot quy tic bao mat (Access Control List - ACL).

Mot sO muc do bao mat dién hinh:

e Security Level 0: Pay 1a mirc d6 bao mat thap nhat va né duoc gan mic
dinh interface bén ngoai cua firewall. P6 1a mirc d§ bdo mat it tin cay
nhat va phai dugc chi dinh pht hop v6i mang (interface) ma ching ta
khong mudn né c6 bat ky truy cip vao mang ndi bd cia chung ta. Mirc
d6 bao mat nay thudng duoc gan cho interface két ndi v6i Internet. Dicu
nay c6 nghia rang tat ca cac thiét bi két ndi Internet khong thé cé quyén
truy cap vao bat ky mang phia sau firewall, trir khi mot quy tic ACL 1
rang cho phép.

e Security Level 1 dén 99: Nhitng mic d§ bao mat co thé dugc khu vuc
bdo mat vong ngoai (vi du nhu khu vgc DMZ, khu vuc quan ly,...).

e Security Level 100: Day 1a mirc d¢ bao mat cao nhét va né duoc gan mac
dinh interface bén trong ctia trong lira. Pay 1a mirc d6 bdo mat dang tin cay
nhit va phai duoc gan cho mang (interface) ma ching ta mudn ap dung bao
vé nhiéu nhét tir cac thiét bi an ninh.Mirc d6 bao mat nay thuong dugc gan
cho interface két ndi mang ndi bg cong ty déng sau no.

Viéc truy cédp gitta Security Level tuan theo cac quy dinh sau:

e Truy cap tir Security Level cao hon t&i Security Level thdp hon: Cho
phép tat ca luu luong truy cip c6 ngudn goc tir Security Level cao hon
trir khi quy dinh cu thé bi han ché boi mot Access Control List (ACL).
Néu NAT-Control duoc kich hoat trén thiét bi, sau d6 phai c6 mot cip
chuyén d6i nat/global giita cac interface co Security Level tir cao toi
thap.

e Truy cap tir Security Level thip hon Security Level cao hon: Chin tat ca
lwu luwong truy cdp trir khi dugc cho phép boi mot ACL. Néu NAT-
Control dugc kich hoat trén thiét bi nay, sau doé phai 1a mot NAT tinh
giita cac interface c6 Security Level tir cao t6i thap.

e Truy cap gifra cac interface c6 cung mdt Security Level: theo mdc dinh
la khong dugc phép, trir khi ban cau hinh 1énh same-security-traffic
permit.

Tran Vin Hiéu 44 Lép Mang mdy tinh K57



Dé dn 1ot nghigp chuyén nganh Mang Mdy Tinh

2.4.3. Piéu khién truy cip mang

Cisco Adaptive Security Appliances (ASA) c6 thé gitip bao vé mot hodc nhiéu
mang tir nhitng ké xdm nhap va tin cong. Két ndi gitta cac mang nay co thé dugc
kiém soat va theo ddi bang cach str dung céc tinh ning manh mé& ma Cisco ASA cung
cip. C6 thé dam bao rang tat ca luu luong truy cip tir cac mang tin cdy cho dén mang
khong tin cay (va nguoc lai) di qua céc tuong lra dua trén chinh sdch dam bao an
toan ctia hé thong turong lira ASA.

2.4.3.1 Loc goi

Cisco ASA c6 thé bao vé mang bén trong (inside), cac khu phi quan sy (DMZ)
va mang bén ngoai (outside) bang cach kiém tra tit ca luu luong di qua né. Co thé
xé4c dinh chinh sach va quy tic cho nhitng luu luong duoc cho phép hodc khong cho
phép di qua interface. Céc thiét bi bao mat st dung access control list (ACL) dé giam
lwu lugng truy cap khong mong mudn hodc khong biét khi né cb ging dé vao mang
déang tin cady. Mot ACL la danh sach cac quy tic an ninh, chinh sach nhom lai véi
nhau cho phép hoic tir chbi cac géi tin sau khinhin vao cac tiéu dé goi (packet header)
va cac thudc tinh khac. Mdi phat biéu cho phép hoic tir chdi trong ACL duge goi 1a
mot access control entry (ACE). Cac ACE c6 thé phan loai cac géi dir lidu bang cach
kiém tra & layer 2, layer 3 va layer 4 trong mo hinh OSI bao gom:

e Kiém tra thong tin giao thirc layer 2: ethertypes.

e Kiém tra thong tin giao thiic layer 3: ICMP, TCP or UDP, kiém tra dia
chi IP nguén va dich .

e Kiém tra thong tin giao thirc layer 4: port TCP/UDP ngudn va dich.

Khi mot ACL da duoc cau hinh dung, co thé ap dung vao interface dé loc Iuu
lugng. Céc thiét bi an ninh c6 thé loc cac goi tin theo huéng di vao (inbound) va di
ra (outbound) tir interface. Khi mot ACL duoc 4p dung di vao interface, cac thiét bi
an ninh kiém tra cac goi chong lai cac ACE sau khi nhan duoc hoic trude khi truyén
di. Néu mot goi dugc cho phép di vao, cac thiét bi an ninh tiép tuc qua trinh nay bang
cach giri n6 qua cac cu hinh khac. Néu mot goi tin b tir chdi bai cac ACL, céc thiét
bi an ninh loai b6 cac goi dir li¢u va tao ra mot thong diép syslog chi ra mot sy kién
da xay ra.

Trong hinh 2.5, ngudi quan tri thiét bi an ninh 4p dung cho outside interface

mot inbound ACL chi cho phép luu lugng HTTP t6i 20.0.0.1. T4t ca cac luu luong
khac s& bi loai bo tai interface ctia céc thiét bi an ninh.
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208.165.201.1
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May chi Web Tuerng lira ASA

-—
Cho phép lwu lwong truy cdp tdi 20.0.0.1
g

A Bénh rét tat ca nhitng luu lrong khic
Hinh 2-5: M6 t4 qua trinh loc goi cta tuong Itra
Néu mot ACL duoc ap dung trén mat interface, cac thiét bi an ninh xt ly céc
g6i dir liéu bang cach giri cac packet thong qua cac qua trinh khac nhau (NAT, QoS,
va VPN) va sau d6 ap dung cac cdu hinh ACE trudc khi truyén cac goi dir liéu nay.
Céc thiét bi an ninh truyén cac goi dir lidu chi khi chiing dugc phép di ra ngoai.
Cac loai Access Control List:
C6 nam loai ACL khac nhau da cung cap mot cach linh hoat va kha ning mé
rong dé loc cac goi trai phép bao gdom:
e Standard ACL
o Extended ACL
e [PV6 ACL
e FEthertype ACL
e WebVPN ACL
Standard ACL: Chuéan Standard ACL dugc sir dung dé xac dinh cac go1 dir
liéu dya trén dia chi IP dich.Cac ACL ¢ day co thé dugc st dung dé phén chia cac
ludng hyu thong trong truy cap tir xa VPN va phéan phdi lai cac ludng niy bang so d6
dinh tuyén.Chuén Standard ACL chi ¢ thé duogc st dung dé loc céc €061 khi va chi
khi cac thiét bi bao mang hoat dong & ché do dinh tuyén,ngin truy cip tir mang con
nay dén mang con khac.
Extended ACL: Chuan Extended 12 mot chuan phd biét nhat, c6 thé phan loai

cac gobi dir liéu dya trén cac dic tinh sau:

e Dia chi ngudn va dia chi dich.
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¢ Giao thtc 16p 3.
e Dia chi ngudn hoic dia chi ciia cong TCP va UDP.
e Diém dén ICMP danh cho cac gbi ICMP.

e Mot chuan ACL mé rong c6 thé duge sir dung cho qué trinh loc géi, phan
loai cac goi QoS, nhan dang cac goi cho co ché NAT va méi hoa VPN.

e IPV6 ACL: Mot IPV6 ACL c6 chirc ning tuong tu nhu chuin Extended
ACL. Tuy nhién chi nhan biét cac luu luong 14 dia chi IPV6 luu thong
qua thiét bi bao mat & ché do dinh tuyén.

Ethertype ACL: Chuén Ethertype c6 thé duoc st dung dé loc IP hoic loc g6i
tin bang cach kiém tra doan ma trong truong Ethernet & phan dau 16p 2. Mot Ethertype
ACL chi c6 thé duogc ciu hinh chi khi cac thiét bi bao méat dang chay & ché do trong
sudt (transparent). Luu ¥ rang & chuan nay céc thiét bi bao mat khong cho phép dang
IPV6 luu thong qua, ngay cé khi dugc phép di qua IPV6 Ethertype ACL.

WebVPN ACL: Mot WebVPN ACL cho phép ngudi quan tri hé thong han ché
lwu lwong truy cap dén tir luong WebVPN. Trong trudng hop ¢6 mot ACL WebVPN
dugc xac dinh nhung khong phu hop mot goi tin nao dd,mac dinh géi tin d6 s€ bi loai
b6. Mic khac, néu khong c6 ACL xac dinh,cac thiét bi bao mat s& cho phép luu thong
qua nd. ACL xéc dinh luu luong truy cap bang cach cho phép hoic loai bo goi tin khi
n6 ¢ gang di qua thiét bi bao mat. Mot ACE don gian 1a cho phép tat ca cac dia chi
IP truy cap tir mot mang nay dén mang khéc, phirc tap hon 1a n6 cho phép luu thong
tir mot dia chi IP cu thé & mot cong riéng biét dén mot cong khac & dia chi dich. Mot
ACE dugc thiét ké bang cach sir dung cac 1énh diéu khién truy cap dé thiét lap cho
thiét bi bao mat.

2.4.3.2 Loc ngi dung va URL

Theo truyén thong firewall chan cac goi dit liéu bang cach kiém tra thong tin
g6i & layer 3 hodc Layer 4. Cisco ASA c6 thé nang cao chirc ning ndy bang cich
kiém tra ndi dung thong tin mot vai giao thirc ¢ layer 7 nhw HTTP, HTTPS, va FTP.
Cin cr vao chinh sach bao mat ciia mot t6 chirc, cac thiét bi an ninh c6 thé cho phép
hoic chin cac packet chira ndi dung khong cho phép. Cisco ASA hd trg hai loai 16p
ung dung loc: Content Filtering va URL Filtering

» Content Filtering
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Viéc kich hoat Java hoac ActiveX trong moi truong lam viée céd thé khién nguoi
dung dé dang tai vé tap tin thyc thi doc hai c6 thé gay ra mat mat cac tap tin hoac hu
hai céc tap tin trong moi truong sur dung.

Mot chuyén gia an ninh mang c6 thé vo hiéu hoa Java va xtr Iy ActiveX trong
trinh duyét, nhung diéu nay khong phai 1a mot giai phap tot nhat.

Co thé chon mot cach khac 1a st dung mot thiét bi mang nhu Cisco ASA dé loai
bo céc ndi1 dung doc hai tir cac goi tin. Str dung tinh nang loc ndi dung cuc bo, cac
thiét bi an ninh c6 thé kiém tra cac tiéu d& HTTP va loc ra cac ActiveX va Java applet
khi cac goi dit lidu cb gang di qua tir may khong tin cay. Cisco ASA c6 thé phan biét
giira cac applet tin cdy va applet khong tin cdy. Néu mot trang web dang tin cdy gui
Java hoic ActiveX applet cac thiét bi bao mat c6 thé chuyén dén cac may chu yéu
cau két ndi. Néu cac applet duoc giri tir cac may chu web khong tin cdy, thiét bi bao
mét c6 thé stra doi ndi dung va loai bo cac dinh kém tir cac goi tin. Béng cach nay,
nguoi dung cudi khong phai quyét dinh dén céc applet duge chap nhan hoic tir chdi.
Ho c6 thé tai vé bat ky applet ma khong phai lo lang.

» URL Filtering

ActiveX c6 thé giy ra van dé tiém nang nguy hai trén céc thiét bi mang néu ma
doc ActiveX duoc tai vé trén may. Cac ma ActiveX dugc dua vao céc trang web béng
cach str dung th¢ HTML <OBJECT> va </ OBJECT>. Cac thiét bj an ninh tim kiém
céc thé cho luu luong co ngudn gde trén mot cong ciu hinh sin. Néu cac thiét bi an
ninh phat hién céc thé nay, né thay thé chung bang cac thé chu thich <!-- and -->. Khi
trinh duyét nhan dugc cac goi dir liéu HTTP véi <!-- and -->, n6 bo qua céc ndi dung
thuc té bang cach gia sir rang ndi dung 13 y kién cia tac gia.

Luu y: cac thiét bi an ninh khong thé nhén ra cac th¢ HTML néu chiing duoc
phan chia giita nhiéu g6i mang.
2.4.3.3 Chuyén d6i dia chi
» Network Address Translation

NAT hay con goi la Network Address Translation 1la mot ki thuat dugc phat
minh lic khoi dau dung dé giai quyét van dé IP shortage, nhung dan dan né ching t6
nhiéu vu diém ma luc phat minh ra né nguoi ta khong nghi t6i, mot trong nhiing loi
diém ciia NAT ngay nay dugc img dung nhiéu nhat 1a NAT cho phép:

e Chia sé két ndi Internet v&i nhiéu may bén trong LAN v&i mot dia chi IP
cua WAN
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e Firewall, n6 gitip déu tit ca IP bén trong LAN véi thé giéi bén ngoai,
tranh sy dom ngo cua hackers.

¢ Tinh linh hoat va sy dé dang trong viéc quan ly

e NAT gitp cho cic home user va cac doanh nghiép nho co thé tao két ndi
v6i internet mot cach dé dang va hiéu qua ciing nhu giup tiét kiém vén
dau tu.

NAT gidng nhu mdt router, nd chuyén tiép cac goi tin gitta nhimg 16p mang
khéac nhau trén mot mang 16n. NAT dich hay thay d6i mot hodc ca hai dia chi bén
trong mot goi tin khi goi tin d6 di qua mot router, hay mot s6 thiét bi khac. Thong
thuong, NAT thuong thay d6i dia chi (thudng 12 dia chi riéng) dugc dung bén trong
mot mang sang dia chi cong cong.

NAT ciling co thé coi nhu mot firewall co ban. Dé thuc hién duoc cong vige do,
NAT duy tri mot bang thong tin vé mdi goi tin duge giri qua. Khi mot PC trén mang
két ndi dén mot website trén Internet, header cua dija chi IP ngu(‘Sn dugc thay ddi va
thay thé bang dia chi IP Public ma d4 dugc cu hinh sin trén NAT server, sau khi c¢6
g6i tin trd vé NAT dua vao bang record ma né da Iuu vé cac goi tin, thay doi dia chi
IP dich thanh dia chi ciia PC trong mang va chuyén tiép di. Thong qua co ché d6 quan
tri mang c6 kha nang loc cac goi tin dugc giri dén hay guri tir mot dia chi IP va cho
phép hay cim truy cap dén mot port cu thé.

= NAT tinh

V61 NAT tinh, dia chi [P thuong dugce anh xa tinh vé1 nhau thong qua cac 1énh
c4u hinh. Trong NAT tinh, mét dia chi Inside Local luén ludn dugc anh xa vao dia
chi Inside Global. Néu duoc sir dung, mdi dia chi Outside Local luon luén anh xa vao
cung dia chi Outside Global. NAT tinh khong tiét kiém dia chi thyc.

Mic du NAT tinh khong giup tiét kiém dia chi IP, co ché NAT tinh cho phép
mot may chu bén trong hién dién ra ngoai Internet, bdi vi may chu s€ luén dung cung
mot dia chi IP thuec.

Cach thuc thuc hién NAT tinh thi dé dang vi toan bd co ché dich dia chi dugc
thyuc hién béi mot cong thure don gian:

lD_ia chi dich = Dia chi mang moi OR (dia chi nguén AND (NOT netmask) )\

= NAT dong
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NAT dong phirc tap hon NAT tinh, vi thé chiing phai luu giit lai thong tin két
nbi va tham chi tim thong tin ciia TCP trong packet, dung no thay cho NAT tinh vi
muc dich bao mat. Tir bén ngoai khong thé tim duoc IP nao két ndi voi host chi dinh
vi tai thoi diém tiép theo host nay c6 thé nhan mot IP hoan toan khac.

Nhiing két ndi tir bén ngoai thi chi c6 thé tim duoc dia chi IP khi nhiing host
nay van con nam giit mot IP trong bang NAT dong. Noi ma NAT router luu giir
nhimg thong tin vé IP bén trong (IP ngudn) dugc lién két voi NAT-IP (IP dich).

Cé4u hinh dynamic NAT trén thiét bi Cisco ASA: Lénh NAT xé4c dinh may chu
ndi by s€ dugc dich, va 1€nh global x4c dinh céc pool dia chi trén outgoing interface.

ciscoasa(config)# nat (internal interface name) “nat-id” “internal network IP
subnet”

ciscoasa(config)# global (external interface name) “nat-id” “external IP pool

range”

»  Port Address Translation (PAT)

PAT dung dé anh xa nhiéu dia chi IP riéng sang mot dia chi cong cong vi mdi
dia chi riéng dugc phan biét bang sb port. C6 t6i 65, 356 dia chi ndi bo co thé chuyén
d6i sang mot dia chi cong cong, nhung thyc té thi chi c6 khoang 4000 port c6 thé
chuyén doi sang mot dia chi cong cong. PAT hoat dong béng cach danh ddu mot sd
dong luu lugng TCP hodc UDP tir nhiéu méy cuc bd bén trong xuat hién nhu cing tir
mot hodc mot vai dia chi Inside Global. Va boi vi cac truong cua céng c6 chiéu dai
16 bit, mdi dia chi Inside Global c6 thé hd trg 1én dén 65,000 két ndi TCP va UDP
ddng thoi.

Vi du:

100.1.1.2

T Fort 1024) ASA 192 1681 1

//“——\ e A
~-"" : Ouitsid Insice ﬂl’ ~>
(" INTERNET _@ utside Sde
N, ] GO0 Gon
< > "
192.168.1.2

100.1.1.2
(Port 1025)

192.168.1.0/24

Hinh 2-6: M6 ta co ché PAT (NAT overload)

asa(config)#tnat (inside) 1 192.168.1.0255.255.255.0 €Inside Subnet to use
PAT
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asa(config)# global (outside) 1 100.1.1.2 netmask 255.255.255.255 €Use a
single global IP address for PAT

>  Mobiquan hé giita NAT va PAT:

e PAT c6 mdiquan hé gan giii voi NAT nén van thuong duoc goi 1a NAT. Trong
NAT, nhin chung chi dia chi IP dugc ddi co su twong ung 1:1 giita dia chi
riéng va dia chi cong cong.

e Trong PAT ca dia chi riéng ctia ngudi giri va cong déu duoc thay doi. Thiét bi
PAT s& chon sd cong ma cac hosts trén mang cong cong s& nhin thay.

e Trong NAT nhiing goi tin tir ngoai mang véo duoc dinh tuyén tdi dia chi IP dich
ctia nd trén mang riéng bang cach tham chiéu dia chi ngudn di vao.

e Trong PAT chi c6 mét dia chi IP cong cong duoc nhin thay tir bén ngoai va
g6i tin di vao tir mang cong cong dugc dinh tuyén téi dich cia chung trén
mang riéng bang cach tham chiéu t6i bang quéan 1y timg cip cong private va
public lwu trong thiét bi PAT. Cai nay thuong duoc goi 1a connection tracking
(truy vét két ndi).

o Mot s thiét bi cung cép NAT nhu broadband routers, thuc té cung cép PAT
nén ¢6 sy nham 1an dang ké gitra cac thuat ngir. Nhin chung ngudi ta sir dung
NAT dé bao gom nhiing thiét bi PAT.

2.4.4. Giao thirc dinh tuyén
Mot s6 thyc hanh giao thirc dinh tuyén t6t nhat cho cac ASA:

Dbi voi cac mang nho, chi str dung dinh tuyén tinh. Str dung dinh tuyén tinh
mic dinh chi 12 dia chi gateway két ndi véi outside interface (thudng 1a Internet), va
cling str dung cac dinh tuyén tinh cho cic mang ndi b c¢6 nhiéu hon 1 hop (tirc 1a
khéng két ndi truc tiép).

Bét ky mang duoc két ndi truc tiép vao mot ASA interface khong can bat ky
ciu hinh dinh tuyén tinh nao, firewall ASA s& lam nhimng viéc nay.

Néu ASA 14 két ndi trén vanh dai cia mang (tirc 1a bién gidi gitra cic mang déng
tin cdy va khong tin cay), thi xdc dinh mot két néi mic dinh dbi véi cac mang bén
ngoai khong dang tin cdy, va sau d6 cau hinh dinh tuyén tinh cu thé ddi véi cac mang
noi bo.
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Néu ASA 1a nam bén trong mot mang rong 16n véi cac tuyén duong mang ndi
bd nhiéu, thi sir dung cdu hinh mot giao thirc dinh tuyén dong.

Céc k¥ thuat dinh tuyén:
> Dinh tuyén tinh
C6 3 loai dinh tuyén tinh:

e Directly Connected Route: cac duong két ndi truc tiép duoc tu dong tao
ra trong bang dinh tuyén ASA khi ban cdu hinh m6t dia chi IP trén mot
giao dién thiét bi

e Normal Static Route: cung cap dudng di ¢d dinh vé mot mang cu thé nao
do.

e Default Route: Default route 13 tuyén duong mic dinh duoc cau hinh tinh
ctia router 1a noi ma khi router nhan dugc mot goi tin can chuyén dén
mang nao d6 ma mang d6 khong co trong bang dinh tuyén cua router d6
thi né s& day ra default route.

> Dinh tuyén dong

e Giao thirc dinh tuyén RIP

RIP 1a mot trong cac giao thirc dinh tuyén dong cii nhat. Mic du n6 khong dugce
sir dung rong rii trong cic manghién nay, ban van tim thiy n6 trong mot sb truong
hop. CiscoASA phién ban7.x hd trg RIP mot cach han ché. Cac thiét bi ASA (v7.x)
chi c6 thé chdp nhén céc tuyén RIP va tiiy chon quang céo cho static route. Tuy nhién,
n6 khong c6 thé nhan dugc RIP quang bé tir mot mang hang xom va sau d6 quang ba
route cho mang hang x6m khéac. Tuy nhién tir ASA phién ban 8.x, cac thiét bi bao
mat hd tro ddy da chtrc nang RIP. Ca hai RIPv1 va RIPv2 dugc hd trg. Tuy nhién,
bang cach sir dung RIPv1 1a khong duoc khuyén khich boi vi né khong hd tro dinh
tuyén cap nhat xac thuyc.

e Giao thirc dinh tuyén OSPF

OSPF (Open Shortest Path First) [a mdt giao thire dinh tuyén dong dua trén Link
States chtr khong phai 1a Distance Vectors (chang han nhu RIP) dé Iya chon duong
di t6i vu. N6 1a mot giao thirc dinh tuyén t6t hon va kha ning mé rong hon so voi
RIP, do 1a 1y do tai sao dugc st dung rong rai trong cac mang doanh nghi¢p 1on.
OSPF c6 thé rat phirc tap va ngudi ta c6 thé viét ca mot cudn sach cho né.
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e Giao thirc dinh tuyén EIGRP

EIGRP 14 phién ban nang cao ctia IGRP cii.N6 1a mot giao thic doc quyén cua
Cisco ma chi chay giita cac thiét bi Cisco. Ho tro cho EIGRP trén Cisco ASA di co
tir phién ban 8.0 trd di.Mic du EIGRP réat d& sir dung va linh hoat, thiét ké mang va
quan tri vién ngan ngai st dung n6 rong rii ké tir khi né chi lam viéc voi thiét bi
Cisco, vi vay chi phu thudc vao mot nha cung cip duy nhat. (Luu y: IPv6 dugc hd trg
trén Cisco ASA chay EIGRP).

2.4.5. Kha niing chiu 13i va du phong
2.4.5.1 Kién tric chiu 15i

Khi hai ASA duoc thiét 1ap trong ché d6 failover, mot Cisco ASA & ché do
active c6 trach nhiém tao ra trang thai, chuyén ddi dia chi, chuyén giao cac goi dit
liu va giam sat cac hoat dong khac, mot ASA khéac ¢ ché d6 cho(standby) c6 trach
nhiém theo ddi tinh trang ché d6 active. Ché 6 chii dong va ché do cho trao d6i thong
tin chiu 16i v&i nhau thong qua mot duong link két ndi duoc biét nhur 1a mot lién két
chiu 16i (link failover). Khi ¢6 sy cd xay ra trén ché do chu dong thi ché do cho s&
thuc hién vai tro cta ché d6 chu dong cho dén khi ché do chu dong khoi phuc lai trang
thai.

Puong chiu 16i giita hai ASA trao ddi cac thong tin:

e Trang thai chi dong hoac trang thai cho
e Trang thai lién két mang

e Thong di¢p hello

e Trao d6i dia chi MAC

e Céu hinh dong bo hoa
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T

Lién két chiu 141

il
Hinh 2-7: Minh hoa lién két chiu 15i
2.4.5.2 Piéu kién kich hoat kha ning chiu 15i
Kha ning chiu 16i xay ra khi
e Ngudi quan tri thiét 1ap chuyén doi tir ché do chii dong sang ché do cho
e Khi ASA dang ddm nhiém & ché do cho khong nhan dugc goéi tin
keepalive tir ché d6 chii dong, sau hai 1an khong thay lién lac tir ché do
chu dong thi ché do chd coi ché do chu dong da bi 16i va chuyén sang
dong vai trd nhu ché do chii dong cho dén khi ché do chi dong hoat dong
trd lai.
e Khi mot lién két trén mot cé)ng nhan duoc 1énh down .
e Kiém tra trang thai ciia cong chiu 16i
Pé biét duoc trang thai chiu 16i thong qua lién két ché d6 chu dong va ché do
cho trao doi thong diép hello 15 gidy mot 1an. Thong diép hello bao gém céc trang
thai hoat dong ctia cac lién két duoc cau hinh. Trude khi chuyén sang tir ché do cho
sang chii dong ASA kiém tra bdn trang thai sau :

e Kiém tra trang thai up/down trén timg cong néu khoéng hoat dong sé& xir
1y qua trinh chiu 15i.

e Kiém tra sy hoat dong ctia h¢ thong néu sau nam gidy ma khong nhan
dugc bat ky géi tin ndo s& chuyén sang ché do chiu 16i bat dau.

Tran Vin Hiéu 54 Lép Mang mdy tinh K57



Dé dn 1ot nghigp chuyén nganh Mang Mdy Tinh

e Kiém tra sy hoat dong cua hé théng bing cach guri gbi ARP, sau nim
gidy khong nhan dwgc tin hiéu tra 16i xem nhu cong d6 bi 18i va xa ly
qua trinh chiu 16i.

e Kiém tra sy hoat dong ctia hé thong bang cach ping broadcast thir nghiém
néu sau nim gidy khong nhan duoc tin hiéu tra 161 xem nhu céng d6 bi
16i va xtr 1y qua trinh chiu 16i.

2.4.5.3 Trang thai chiu 16i

Khi két ndi duoc thiét 1ap thong qua Cisco ASA, Cisco ASA s& cap nhat bang
két ndi. Trong muc két ndi bao gém: dia chi nguén, dia chi dich, giao thirc, trang thai
két ndi gan vai interface nao va sd byte truyén. Tuy thudc vao cau hinh failover, Cisco
ASA c6 mot trong nhiing trang thai sau day:

Stateless failover: Duy tri két ndi nhung khong ddng bo voi trang thai cho.
Trong truong hop nay trang thai hoat dong s€ khong gui cac bang cép nhat trang thai
cho ché d6 cho . Khi trang thai hoat dong bi 16i thi trang thai chd s& duoc kich hoat va
phai thiét 13p lai cac két ndi,tat ca cac luu lugng déu bi pha vd.

Stateful failover: Duy tri két ndi va dong bd v6i ché do cho. O truong hop nay
cac trang thai két ndi déu duoc dong bo tir trang thai hoat dong sang trang thai chd
va khi trang thai cho duoc kich hoat s& khong phai thiét 1ap lai cac bang két nbi vi da
ton tai trong co so dir liéu cta no.

2.4.6. Quan Iy chat lwong dich vu

Trong mdt mang IP chudn, tat ca cac géi dir lidu duoc xir ly gidng nhau theo
mot cach t6t nhat. Cac thiét bi mang thudng bé qua tim quan trong va thoi gian cla
cac dir lidu dugc truyén qua mang. Dé wu tién cho cac goi dir liéu quan trong hay dap
tmg dugc thoi gian thuc, goi thoai va video ap dung chinh sach quan 1y chat luong
dich vu cho timg loai goi .Cé nhiéu co ché quan 1y dich vu khac nhau ma c6 san trong
cac thiét bi cua cisco nhu:

e Traffic policing
e Traffic prioritization
e Traffic shaping

e Traffic marking

Tuy nhién cisco ASA chi hd trg hai loai 1a traffic policing va traffic
prioritization.
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2.4.6.1 Traffic policing

Chinh sach luu Iugng duoc biét nhu 1a sy gidi han luu lugng cho phép kiém
soat toc d6 t6i da du diéu kién dé di qua interface. Cac luu luong ndo nam trong ciu
hinh qui dinh thi dugc phép thong qua va cac luu luong vuot ngudng gidi han déu bi
danh rét hét. Trong Cisco ASA khi mot luu lugng khong duoc dinh nghia uu tién s&
duoc xu 1y thong qua danh gia gii han goi tin. Néu phi hop véi mire cau hinh QoS
thi cho phép truyén; néu khong di murc cho phép, goi tin s& chd bd sung hodc diéu
chinh chinh sach cho phép thap xudng; néu phii hop véi cau hinh goi tin sé& duoc dua
vao hang doi khong uu tién “nonpriority”.

Sip xép
wu tién >
mterface —»
' » Dinh gid gidi han
l Khong
Khu vc chiy

Hinh 2-8: Go6i tin di qua céc cong cu QoS.

Khi roi khoi co ché QoS, goi tin s& dugc chuyén dén interface cho viéc chuyén
d6i dir liéu. Thiét bi an ninh thuc hién QoS cho mdi goéi mirc d6 khac nhau dé dam
bao cho viéc truyén nhan ma goi tin khong ¢ trong danh sach wu tién. Qua trinh xtr
ly goi tin dwa vao d6 sau ctia hang doi uu tién thap va cac diéu kién cta vong truyén.
Vong truyén sé& co khong gian bo dém duoc thiét bi stir dung dé giit cac géi tin trude
khi truyén chung cho céac cip do diéu khién.

Néu c6 tac nghén xay ra thi cac goi tin trong hang doi duge chuyén xubéng hang
doi wu tién thap cho t6i khi goi tin & hang doi wu tién cao tréng, néu hang doi wu tién
cao co luu lugng truy cép thi s€ dugc phuc vu trude. Thong qua viée gidi han luu
lugng, thiét bi thuc hién mot co ché nho giot khi goi tin khong phi hop véi thong tin
céu hinh QoS.Cisco ASA ghi lai su kién nay thong qua may chu luu trir syslog hodc
trén thiét bi.
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2.4.6.2 Traffic Prioritization

Trén thiét bi an ninh Cisco ASA, hai loai wu tién dugc hd tro 1a “priority” va
“nonpriority”. Priority c6 nghia la goi tin dugc uu tién trong luu luong truy cép
thuong xuyén, trong khi nonpriority 1a cac géi dir liéu dugce xtr Iy bdi cac gidi han
luu luong.

Khi traffic duoc phén loai 13 wu tién, nd s& dugc nhanh chong chuyén tiép ma
khéng thong qua cac gidi han vé luu lwong. Traffic sau d6 dugc gin cd va chuyén
vao nhimg hang doi vu tién truyén ra ngoai khoi thiét bi. Pé dam bao viéc chuyén
tiép luu luong duge vu tién & cac interface, thiét bi an ninh s& danh dau trén mdi hang
doi vu tién va giri chung ra truyén tryc tiép, néu co tic nghén cac luu luong dua vao
trong hang doi uu tién cao va duoc truyén di ngay khi vong truyén sin sang.

2.4.7. Phat hién xam nhap

Dbi véi hé thdng an ninh, hé théng phat hién xam nhap (IDS) 1a thiét bi cd gang
phat hién ra ké tin cong truy cap trai phép vao mang hay mot may chi dé tao ra sy
c¢d r6t mang hodc dé an cap thong tin. IDS ciing phét hién tin cong DDoS, worm va
dot bung phat virus. SO lwong va su phire tap ciia cac mdi de doa an ninh da ting vot
trong nhiing nam gan day. Dé dat duoc hiéu qua an ninh mang, hé théng chdng xam
nhap rit quan trong can phai duy tri & mtc 6 cao. Than trong, an toan, tranh rui ro,
giam chi phi thiét hai, tranh sy gian doan ctia hé thong nén thiét bi tuong lira ASA
ctia Cisco hd tro hai loai hé thong phat hién xam nhap khac nhau:

e Network-based intrusion detection systems (NIDS).
e Host-based intrusion detection systems(HIDS).
2.4.7.1 Network-based intrusion detection systems

Dbi v6i hé thdng mang cac hé thong phat hién xam nhap dugc thiét ké dé xac
dinh chinh x4c, phan loai va bao vé tdi da dé chdng lai méi de doa nham vao hé thong.
Nhiing mbi de doa bao gdom worm , tdn cong DoS va phét hién bat ky 16 hong ... Mot
s6 phuong phap phét hién duoc trién khai rong rdi véi cac dic diém sau:

e Trang thai va ghi lai mau trang théi
e Phan tich giao thirc
e Phan tich dya trén sy binh thuong

e Phan tich dua trén su bat thuong
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Hé théng IDS dya trén mang st dung bo do va bd cam bién cai dat trén toan
mang. Nhimg bo do nay theo ddi trén mang nham tim kiém nhing luu luong tring
v61 nhitng mo ta so lugc dugce dinh nghia 1a nhiing d4u hiéu. BO cam bién thu nhan
va phan tich luu lugng trong thoi gian thuc. Khi ghi nhan dugc mot mau luu lugng
hay dau hiéu, bd cam bién guri tin hiéu canh bao dén tram quan tri va cé thé dugc ciu
hinh nham tim ra bién phap ngin chin nhig xam nhap xa hon. NIDS 1a tap nhiéu
sensor dugc dat & toan mang dé theo ddi nhiig géi tin trong mang so sanh véi véi
mau da duoc dinh nghia dé phat hién d6 1a tan cong hay khong.

NIDS duogc dit giita két ni hé thong mang bén trong va mang bén ngoai dé
gidm sat toan by luu lugng vao ra. Co thé 1a mot thiét bi phﬁn cing riéng biét dugc
thiét 1ap san hay phan mém cai dit trén may tinh. Chu yéu dung dé do luu luong mang
duoc st dung. Tuy nhién c6 thé xay ra hién twong nghén khi luu luong mang hoat
dong & muc cao.

> Loi thé ciia NIDS

e Quan ly ca network segment (gdm nhiéu host)

e Trong sudt v&i ngudi sir dung 1an ké tan cong

Cai dat va bao tri don gian, khong anh hudng té1 mang

Tranh DOS anh hudéng t61 mgt host nao do.
e (6 kha ning xac dinh 15i ¢ ting Network (trong mo hinh OSI)
e Doc lap véi hé didu hanh

> Han ché cia NIDS

e (6 thé xay ra trudong hop bao dong gia (false positive), tirc khong cd
intrusion ma NIDS bdo 1a c6 intrusion.

Khong thé phan tich cac traffic dd dugc ma hoa (vd: SSL, SSH, IPSec...)

NIDS doi héi phai dugce cép nhat cac signature mai nhét dé thuc su an

toan. Co do tré giita thoi diém bi tAn cong v6i thoi diém phat bao dong.
Khi bao dong duoc phat ra, hé thdng c6 thé da bi ton hai.

Khong cho biét viée tan cong c6 thanh cong hay khong.

Mot trong nhimg han ché 14 giéi han bang thong. Bé do mang phai nhan
tat ca cac luu luong mang, sip xép lai nhimg luu lugng d6 cling nhu phan
tich chung. Khi tdc 46 mang ting lén thi kha ning cua dau do ciing vay.
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Mot giai phap 1a bao dam cho mang duoc thiét ké chinh xac dé cho phép
su sdp dit ctia nhidu dau do. Khi ma mang phat trién, thi cang nhiéu dau
do duoc lap thém vao dé bao dam truyén thong va bao mat tot nhat.

e Mot cach ma ké xam nhap cd g'fmg thuc hién nham che day cho hoat
dong ctia ho khi gdp hé thong IDS 1a phan manh nhing goi thong tin clia
ho. Mdi giao thirc c6 mot kich c¢& goi dir liu gidi han, néu dir liéu truyén
qua mang 1én hon kich ¢& nay thi géi dit li¢u d6 s€é dugc phan manh.
Phan manh don gian chi 1a qua trinh chia nho dir liéu ra nhitng mau nho.
Thr ty cia viée sap xép lai khong thanh van d& mién 14 khong xuat hién
hién tuong chong chéo. Néu c6 hién tugng phan manh chdng chéo, bd
cam bién phai biét qua trinh tai hop lai cho dung. Nhiéu hacker c6 ging
ngin chin phat hién bang cach giri nhidu goéi dir liéu phan manh chong
chéo. Mot bd cam bién s& khong phat hién cac hoat ddng xam nhéap néu
bd cam bién khong thé sip xép lai nhitng g6i thong tin mot cach chinh
Xac.

2.4.7.2 Host-based intrusion detection systems

Béng cach cai dat mot phﬁn mém trén tat ca cac may tinh chu, IDS dya trén may
chi quan sat tat ca nhiing hoat dong hé thong nhu céc file log va nhimng luu luong
mang thu thap dugc. HE théng dua trén may chu cling theo doi OS, nhiing cudc goi
hé thong, lich sir s6 kiém tra (audit log) va nhimng thong diép bao 15i trén hé thong
may chu. Trong khi nhimg dau do ctia mang co6 thé phat hién mot cudc tan cong, thi
chi c6 hé théng dua trén may cha méi co thé xac dinh xem cudc tin cong co thanh
cong hay khong. Thém nira 13, hé théng dua trén may chu c6 thé ghi nhan nhiing viéc
ma nguoi tAn cong da lam trén may chu bi tAn cong (compromised host).

Khong phai tit ca cac cude tan cong duogc thye hién qua mang. Bang cach gianh
quyén truy cap ¢ muc vat Iy (physical access) vao mot hé thong may tinh, ké xam
nhap co thé tan cong mot hé thong hay dir lidu ma khong can phai tao ra bat ctr luu
lugng mang (network traffic) nao ca. Hé thong dua trén méy chu c6 thé phat hién cac
cudc tan cong ma khong di qua dudng cong cong hay mang duoc theo ddi, hay thuc
hién tir cong diéu khién (console), nhung véi mot ké xam nhap c6 hiéu biét, c6 kién
thirc vé hé IDS thi han c6 thé nhanh chong tat tit ca cac phan mém phat hién khi da
c6 quyeén truy cap vat Iy.
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Mot vu diém khac cua IDS dua trén méy cha 1a né c6 thé ngin chan cac kiéu
tan cong dung sy phan manh hodc TTL. Vi mot host phai nhan va tai hop cac phan
manh khi xtr 1i lvu lwong nén IDS dya trén host c6 thé gidm sat chuyén nay.

HIDS thuong dugc cai dat trén mot may tinh nhét dinh. Thay vi gidm sat hoat
dong cua mot network segment, HIDS chi gidm sat cac hoat dong trén mot may tinh.
HIDS thudng duogc dat trén cac host xung yéu cuia t chirc, va cac server trong ving
DMZ - thuong 12 muyc tiéu bi tdn cong dau tién. Nhiém vu chinh ctia HIDS 1a giam
sat cac thay d6i trén hé théng, bao gom:

e Céc tién trinh.

e (Céc muc cua Registry.

e Muc do su dung CPU.

e Kiém tra tinh toan ven va truy cap trén hé thong file.
e Mot vai thong s khac.

Céc thong s6 nay khi vuot qua mot ngudng dinh trude hodc nhitng thay doi kha
nghi trén hé thong file s& gay ra bao dong.

> Loi thé ciia HIDS
e (o kha nang xac dinh user lién quan t61 mot su kién (event).

e HIDS c6 kha niang phat hién cic cudc tan cong dién ra trén mot may,
NIDS khong c6 khd nang nay.

e (6 thé phan tich cac dir liéu ma hoa.
e Cung cip cac thong tin vé host trong luc cudc tan cong dién ra trén host
nay.
> Han ché cia HIDS

e Thong tin tir HIDS 1a khong dang tin cdy ngay khi su tin cong vao ASA
thanh cong.

e Khi tudong ltra ASA bi "ha" do tin cong, dong thoi HIDS ciing bi "ha".
e HIDS phai duoc thiét 1ap trén timg host can giam sat.

e HIDS khong co6 kha nang phét hién cic cudc do quét mang (Nmap,
Netcat...).
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HIDS can tai nguyén trén host dé hoat dong.
HIDS c6 thé khong hiéu qua khi bi DOS.

2.4.8. Mot vai chirc nang khac

SPF 1a co ché theo dbi trang thai két ndi, thuc hién viéc chuéan hoa giao
thire TCP, viée kiém tra sy phit hop va viée thuong luong dong giita cac
phién.

AIC cho phép phén tich cac giao thirc ¢ ting 7 va theo ddi trang thai két
nbi va dam bao chung phu hop giao thic chuan.

Session auditing: cac record s€ dugc tao ra cho cac phién nguoi dung, va
cac phién két ndi ¢ tang 7.

Security services modules: nén tang ASA hd tro nhiéu module SSM gdm
cac thiét bi phan cing chuyén ding c6 tinh nang bao mat giup giam tai
cong viéc cho bd vi xir Iy. Mot ASA c6 thé cam mot module SSM nhiam
giam tai cong viéc cua IPS hay cung cp dich vu bao mat.

Reputation-based botnet traffic filtering: ASA c6 thé phat hién va loc
traffic lién quan dén botnet. Co s¢ dir liéu ciia botnet traffic filter dugc
Cisco cap nhat thuong xuyén.

Cryptographic unified communications proxy: ASA phai dugc cau hinh
v6i vai tro UC proxy dugc oy quyén dé cho phép traffic di qua. ASA co
thé ngung hay chuyén tiép cac phién UC dugc ma hoa giita client va
server.

Denial-of-service prevention: ASA c6 tinh nang kiém soat traffic nhu
chuan hoéa céc giao thurce, &p dat chinh sach va kiém soat cac tan suat két
no1 dé han ché bi tan cong DoS.

Traffic correlation: tinh ning nhan dién mdi de doa va su tuwong quan
gita cac traffic tir nhiéu phién két ndi khic nhau cho phép phat hién va
ngan chan nhitng bat thuong xuat phat tir cic cudc tan cong mang va
hanh vi tham do.

Remote access VPN: ASA hd trg nguoi dung tir bén ngoai Internet két
nbi VPN c6 mi héa vao mang bén trong. Clientless SSL VPN dugc dung
dé két ndi VPN c6 mi hoa qua giao dién web ma khong can chuong trinh
hd tro nhung rat han ché vé tinh niang cho nén dé nghi ngudi ding nén
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dung chuong trinh VPN client dé két néi VPN c¢6 ma hoa SSL hay IPSec
v6i dy du tinh ning,

e Site-to-site VPN: ASA ho tro IPSec VPN giita cac site, mo hinh nay
thuong dugc xay dung trén firewall bién hay router bién.

e High availability failover clustering: hai ASA cung dong c6 thé dugc cau
hinh 16i dy phong trong trudng hop 18i phan cing.

e Redundant interfaces: nham gia ting tinh ludn sin sang véi ASA don 18,
cac cong interface c6 thé duoc cau hinh du phong dé ASA nay thay thé
ASA khac trong trudng hop 18i cong interface vat 1y.

e Etherchannel: mot bo cac cong interface c6 thé dugc gom nhom lai thanh
mot cong logic don 16. Bang viéc két ndi cong etherchannel giita ASA
va switch c6 thé can bang bang thong va mét sd cac du phong khac.

e Traffic and policy virtualization: ASA c6 thé hoat dong véi da thuc thé
a0 virtual instance hay con goi 1a security context, mdi thuc thé ao 1a mot
firewall doc 1ap trong d6 co cac cong interface logic riéng, cac chinh sach
bdo mat riéng.

e Rich IP routing functionality: ASA c¢6 thé chuyén tiép traffic vio mang
ndi bo qua cac cong interface ma khong co bat ky thong tin dinh tuyén
nao thém. ASA hd trg dinh tuyén tinh va cac giao thirc dinh tuyén dong
nhu RIPv1, RIPv2, EIGRP, OSPF.

e Transparent (bridge) operation: ASA c¢6 thé ciu hinh va hoat dong nhu
mot transparent firewall, mot cau ndi bao mat giita cac cong interface,
v6i transparent mode, ASA c6 thé duoc thém vao hé théng mang va
khong can phai dit lai dja chi IP.

e Integrated DHCP, DNS and PPPoE: ASA c6 thé c4u hinh véi vai tro 1a
DHCP client hay PPPoE client dé nhan dia chi IP dong va gitr vai tro
DNS client dong dé ghi nhan thong tin phan giai tir hostname sang dia
chi IP. Ngoai ra, ASA con giir vai tro DHCP server dé cép phat dia chi
IP dong.

e IPv6 support: hod trg IPv6.

e IP multicast support: ASA hd trg giao thirc multicast nhu IGMP va PIM
dé diéu khién IP multicast traffic.
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e Management control and protocols: ASA hd tro nhiéu cach thirc quan 1y
khac nhau nhu dung céng console, TELNET, SSH, HTTPS va SNMP.

e Simple software management: ASA hd trg cap nhat phan mém qua file
cuc bo hay truyén tai file, viéc cap nhat duoc thuc hién ty dong hay thi
cong.

e Configuration flexibility and scalabiliy: chinh sach bdo mat va cac quy
luat duoc cau hinh bang viéc tai sir dung cac ddi tuong object. Thong qua
modular policy framework, cac tinh nang bao mat ¢ thé dugc ciu hinh
va trién khai mot cach linh hoat.

e (Cisco security management suite: bd cong cu giup quan ly ASA mdt cach
d& dang voi giao dién d6 hoa.

2.5. Két luan chwong 2

Chuong 2 d3 tim hiéu ki hon vé mot hé thong firewall riéng biét d6 1a hé thong
firewall ASA. Cisco ASA viét tit cua tir: Cisco Adaptive Security Appliance. ASA
1a mot giai phap bao mat dau cudi chinh cta Cisco. Cisco ASA c6 tat ca 6 model, phu
hop véi tat ha hé thong doanh nghiép vira va nho hay cac nha cung cap dich vu.

Cisco ASA cung cip tit ca cac giai phap an ninh mang trong mot san pham duy
nhat nhu: Quan 1y file, diéu khién truy cap mang, cung cip cac giao thirc dinh tuyén,
phét hién xAm nhap, kha ning chiu 16i va du phong. Cisco ASA ludn canh gidc véi
cac cudc tan cong va thdng bao cho ngudi quan tri trong thoi gian thuc. Cisco ASA
tu dong tranh xa céc thiét bi ma né nhan dién duogc 1a ma doc. Ngoai ra, Cisco ASA
hd tro gbi reassembly cho phép tim kiém cac cudc tan cong duoc an trén mot loat cac
g6i dir liéu bi phan manh. Cisco ASA con cung cép giai phap VPN sitetosite va VPN
remote access. Mgt trong nhiing 1oi thé 16n nhét cia Cisco ASA 1a tiét kiém chi phi
va ting hiéu suat hoat dong ctia hé théng.
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CHUONG 3
THIET KE VA XAY DUNG MO PHONG HE THONG FIREWALL
ASA

3.1. Dit van dé
3.1.1. Nhu ciu bao mit

Dbi voi hé thdng mang hién tai, nguy co bi mat mat dir liéu 1a rat 16n. Nguy co
nay c6 thé dén tir hai hudng: bén ngoai Internet va ngay noi bo hé thong mang.

» Nguy co mat mat thong tin tir ngoai Internet: h¢ théng mang hi¢n tai déu
két ndi dén Internet, nhung khong c6 mot thiét bi va chuong trinh bao méat nao
bao vé hé thdng khoi cac nguy co xam nhap tir bén ngoai vao. Nhitng hacker
c6 thé sir dung virus dudi dang trojan dé truy cdp vao hé théng in cip hoic
pha hoai thong tin.

>  Nguy co mit mat thong tin tir bén trong hé thong: Vi cac switch hién tai,
nhimg ngudi trong hé thong mang c6 thé dé dang ding cac chuong trinh nghe
1én (sniffer) dé 1ay cap cac thong tin dugc truyén di trong mang va nguy co
mat mat thong tin tir trong hé théng 1a nguy co ngay cang cao trong cac hé
thong mang hién nay.

>  Nguy co hé thong c6 két ndi Internet bi tan cong béi cac tin tic. Hiu qua
tat yéu ciia cac vu tan cong nhu trén 1 server sé bi té liét, khong con kha ning
xtr Iy cac yéu cau khac nita. Do hé théng mang ndi bo c6 ving quang béa rong
nén nguy co tin cong ciing co thé xay ra tir bén trong mang, néu mot may tinh
trong mang bi nhiém virus c6 kha ning tn cong mang hodc chay cac chuong
trinh tan cong mang thi c6 thé 1am cho hé thdng mang hoan toan té liét, khong
thé truy cap dugc Internet.

>  Virus tin hoc ngay cang nhiéu va ciing nguy hiém hon. D3 xuit hién mot
s6 virus ma khi dugc kich hoat s& x0a trang cac tap tin, mat quyén truy cap hé
thng, hu hai cac phan mém trong may tinh.

Vi vay can mot giai phap cho hé théng mang hién nay.

Deé giai quyét dugc cac van dé trén, h¢ thong can bo sung céc thiét bi phan cung
hodc phan mém nham ngan chan dugc cac nguy co tan cong.

D01 vai cac tan cong tir ngoai Internet, hé thong mang ndi b va céc server can:

e Che gidu cac thong tin ctia hé thdng mang ndi bg.
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e Ngin chin cac truy cap bat hop phap dén hé théng mang ndi bd va cac

SCTVCr.

e DAGi voi hé thong mang ndi b can chia thanh nhiéu mién quang ba dé

quan 1y va c6 thé khoanh vung khi ¢6 virut.

Tuy nhién, dé tang tinh bao mat va 6n dinh cua hé thong thi giai phap sir dung

cac thiét bi phan cing 1a lya chon thich hop. Ngoai cac trang thiét bi da c6 can trang
bi thém thiét bi firewall ASA cua Cisco.

3.1.2. M6 hinh hé thong

FTP

Web

S

4

é@

A S:’y

i 4 >
'M’ [

Router

Jinternet

Enterprise Edge

LAN

Hinh 3-1: So d6 hé thong mang dung firewall ASA

> Vung Enterprise Edge: bao gom tudng lira Cisco ASA, Router

Chtrc ning: cung cap cac phuong phap bao mat

» Vung DMZ: Vung DMZ la mét ving mang trung lap gitra mang ndi by va

mang Internet, 1a noi chira cac thong tin cho phép nguoi dung tir Internet truy

xuat vao va chip nhan cac rii ro tan cong tir Internet. Cac dich vu dugc trién
khai trong ving DMZ la: may chu Web, may chu FTP
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» Vung LAN: la noi dat cac thiét bi mang, may tram thudc mang ndi bg cia don
V.

Chtrc ndng: cung cap quyén truy cap cho céc user/workgroup

Céc chuc nang chinh ciia m6 hinh 1a cho phép truy cép an toan, an toan cho
ngudi dung & tat ca cac dia diém va cung cip cac dich vu ma khong anh huéng dén
tinh bi mat, tinh toan ven, tinh sin sang ciia tai nguyén va dir liéu. M6 hinh két hop
cac chic nang bao mat sau:

o Enterprise router: 1a céng Internet c6 trach nhiém dinh myén luu lugng
truy cép gilta mang ndi bd va Internet. By dinh tuyén c6 thé duoc quan
1y boi nhan vién cua cong ty hodc c¢6 thé duoc quan 1y bai nha cung cp
dich vu Internet (ISP). B6 dinh tuyén cung cip muc d6 bao vé dau tién
chéng lai cac mdi de doa bén ngoai.

e Cisco ASA cung cip kiém soat truy cap trang thai va kiém tra goi tin dé
bao vé tai nguyén va dir liéu khoi viée truy cap, tiét 10 trai phép. Thiét bi
bao mat dugc dinh cdu hinh dé ngan chan truy cap vao tur Internet, dé bao
vé cac dich vu cong cong Internet ciia doanh nghiép va dé kiém soat luu
lugng truy cap ctia ngudi dung bi rang budc véi Internet. Ngoai ra, cac
tinh nang Cisco ASA c6 thé duoc kich hoat dé bao vé doanh nghiép khoi
cac moi de doa cua botnet. Khi dugc kich hoat, tinh ning bé loc luu
lugng Botnet theo ddi luu lwong mang trén tt ca cac cong va cac giao
thirc cho hoat dong, dé ngan cac diém cudi ndi bo bi lay nhiém guri 1énh
va kiém so4t luu luong truy cap dén cac may chii bén ngoai trén Internet.

e Phong chdng xam nhép - Mot module kiém tra va phong ngira dich vu
trén Cisco ASA c6 thé dugc thyc hién dé ting cuong phat hién mdi de
doa va gidm nhe ching. Cac m6-dun cé trach nhiém xac dinh va ngan
chin cac truy cap bat thudng va cac goi tin doc hai duoc cong nhan 13
dang tan cong hé thong.

e Céc Dich vu Cong cong DMZ - Trang web Internet, may chu thu tin va
cac dich vu cong cong khic cua cong ty co thé duoc dat trén vang phi
quan sy (DMZ) vi muc dich an ninh va kiém soat. DMZ hoat dong nhu
mot trung gian gilra Internet va tai nguyén riéng cia cong ty, cho phép
ngudi ding bén ngoai truc tiép truy cap vao.
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3.2. Cong cu sir dung
> Phan mém gia 1ap GNS3

GNS3 1a mot chuong trinh gia 1ap mang c6 giao dién do hoa cho phép ban c6
thé gia 18p cac loai router Cisco sir dung 10S (hé diéu hanh cua router) that, ngoai ra
con co thé gia 1ap cac thiét bi mang khac nhu ATM, Frame Relay, Ethernet Switch,
Pix Firewall... va dat biét co thé két ndi vao hé théng mang that va st dung nhu thiét
bi that.

GNS3 giup xay dung, thiét ké va kiém tra mang cta ban trong mot moi truong
ao khong c6 rui ro that va tiép can cac cong dong mang 16n nhét dé trao doi giup d&
cung nhau. Cho du ban dang 12 sinh vién dang hoc Pai hoc vé Quan tri mang hodc 13
k¥ su xay dung mot mang vién thong toan co quan thi GNS3 1a mot giai phap dé dang
dé thiét ké va xay dung mang luéi ctia bat ky mo hinh nao ma khong can lo ngai vé
phan cimg va chi phi. Va dic biét 1a n6 hoan toan mién phi.
» Tool ASDM Cisco

Trinh quan 1y thiét bi bao mat cia Cisco cung cip quan 1y va giam sat an ninh
tam cd thé gidi thong qua giao dién quan 1y dua trén nén tang Web dé st dung va truc
quan.

Trinh quan 1y thiét bi bao mat ciia Cisco cung cip nhiing tinh ning sau:

e Thiét 1ap cac trinh thu thuat giup ban ciu hinh va quan 1y cic thiét bi
tuong Itra cua Cisco.

e Trinh xem nhat ky thoi gian thyc manh mé va theo ddi bang diéu khién
cung cép ché d6 xem nhanh vé trang thai thiét bi va tinh hinh hoat dong
cua thiét bi tuong lira.

3.3. Gia lap firewall ASA trén GNS3

Trén GNS3 khong co sin firewall ASA nén ta tién hanh cai dat firewall ASA
vao GNS3.

Trong bai ta str dung GNS3 version 1.3.13 va firewall ASA version 8.4.2
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3.3.1. Cai dat GNS3

(@) GNS3 1.3.13 Setup - X

Welcome to GNS3 1.3.13 Setup

Setup will guide you through the installation of GNS3 1.3.13.

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.,

Click Next to continue.

Cancel

@) GNS31.3.13 Setup — >
License Agreement 5 -_]‘
Please review the license terms before installing GNS3 1.3.13. i )

Press Page Down to see the rest of the agreement.

GMNU GEMERAL PUBLIC LICENSE ~
Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc. <http://fsf org/>
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The GNU General Public License is a free, copyleft license for
software and ather kinds of works. W

If you accept the terms of the agreement, dick 1 Agree to continue. You must accept the
agreement to install GNS3 1.3.13.

Cancel

< Back

Hinh 3-2: Cai dat GNS3
Budc 1: Chay file cai dat GNS3, chon Next

Budc 2: Trong hdp thoai Licenes Agreement, chon [ Agree

(@ GNS3 1313 Setup - X

Choose Start Menu Folder
Choose 3 Start Menu folder for the GNS3 1.3, 13 shortouts,

)

Select the Start Menu folder in which you would like to create the program's shortcuts, You
can also enter a name to reate a new folder,

Accessibility A
Accessories

Administrative Tools

Garena

Internet Download Manager
Mools 3

iTunes

Java

K-Lite Codec Pack
Maintenance

Microsoft Office

SharePoint

=1

Cancel

< Back

(@) GNS3 1.3.13 Setup - X

Choose Components
Choose which features of GNS3 1.3, 13 you want to install,

Check the components you want to install and uncheck the components you don't want to
install. Click Next to continue.

Description

Select components to install:
Cpulimit

[] winPcaP 4.1.3 A
[ wireshark 1.12.1
Dynamips 0.2.14

QEMU 2.4.0 &0.11.0
VPCS0.6.1

Cpulimit

GNS3 v

Space required: 222, IMB

< Back Cancel

Hinh 3-3: Cai dat GNS3
Budc 3: Trong hdp thoai Choose Start Menu Folder, chon Next

Budc 4: Trong hop thoai Choose Components, chon cac ung dung can thiét,

chon Next
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@) GN531.3.13 Setup - ¥ (@) GNS31.3.13 Setup -

Choose Install Location = Installation Complete ® «-_}
Choose the folder in which to install GNS3 1.3.13. i Q Setup was completed successfully. i Y
Setup will install GNS3 1.3.13in the following folder. To install in a different folder, dick Completed
Browse and select another folder. Click Install to start the installation. _

Extract: television.png ~

Extract: time.png
Extract: tux.png
Extract: webcam.png

Destination Folder Extract: world.png
Output folder: C:\Program Files\GNS3
C: iles\GNS3)
;\Program Files\GNS3 LS Create shortcut: C:\ProgramData \Microsoft\Windows\Start Menu'Programs\GNS3W...

Create shortcut: C:\ProgramData \Microsoft\Windows\Start Menu'Programs\GNS3\Un...
Space required: 222, IMB Created uninstaller: C:'\Program Files\GNS 3 uninst. exe

Space available: 57.6G8 Completed T =

<« Back Install Cancel < Back

Hinh 3-4: Cai dat GNS3
Budc 5: Trong hdp thoai Choose Install Location, chon Install

Budc 6: Sau khi cai dat xong, chon Next

@) GNS31.3.13 Setup — X @ GNS31.3.13 Setup —

Solarwinds Standard Toolset R
Exdusive for GNS3 users b [

Completing GNS3 1.3.13 Setup

GNS3 1.3.13 has been installed on your computer.

Would you like to get your free license of ChccFaneh HidoGs Se by,

Solarwinds Standard Toolset? ($200 value)

Start GNS3

O Yes

@ No
Toolset FAQ

< Back Cancel < Back Cancel

Hinh 3-5: Hoan tat cai dit GNS3
Budc 7: Trong hdp thoai Solarwinds Standard Toolset, chon No
Budc 8: Chon Finish dé hoan tt qua trinh cai dat
3.3.2. Gia lap firewall ASA
Download ios ciia ASA 8.4.2 trén web.
File cai dat ASA bao gom file: asa842-initrd va asa842-vmlinuz

Khot1 dong GNS3 => Edit => Preferences => QEMU => Qemu Vms => New
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@ New QEMU UM template ? X | @ NewQEMUVM template ? X
QEMU VM type * QEMU VM name
Please choose a type of QEMU VM to help with pre-configuration, Please choose a descriptive name for your new QEMU virtual machine,
e ===
Type: |ASA8.4(2) - Name: [asA |
1 2
<k s e Cone

Hinh 3-6: Gi4 13p firewall ASA
Budc 1: Trong hdp thoai QEMU VM type, chon type 1a ASA 8.4(2), chon Next

Budce 2: Trong hop thoai QEMU name, chon Name 1a ASA, chon Next

& New QEMU YM template ? X @ New OEMU VM template ? X
QEMU binary and memory ASAVM
Please check the Qemu binary is correctly set and the virtual machine has enough Pleaze choose a initrd and & kernel image.
memory to work,
== o ]
o e
Qemu binary: | C:\Program Files\GNS3\gemu-0. 11.0\gemu. exe (v0.11.0) - Linux boot specific settings
RAM: [ho24ms 5| Initial RAM disk (initrd): |Ce/Users/mrira/GNS3/mages/Qemy/fasagaznird] | | Browse...

Kernel image {vmlinuz): ‘C:ﬂJsers,’mrha,‘GNS}ﬂmages,’QEMU,’asaB‘lz#mlinuz | Browse. ..

< Back Cancel <« Back Cancel

Hinh 3-7: Hoan tt gia 1ap firewall ASA

Budc 3: Trong hop thoai QEMU binary and memory, chon dung lugng RAM
ASA st dung 1a 1024, chon Next

Budc 4: Trong hop thoai ASA VM, Browse hai file initrd va vmlinuz, chon
Finish

Firewall ASA cua Cisco phién ban 8.4.2 tré 1én c¢6 hd trg tinh ning Identity
Firewall day la tinh nang hay ma cac dong Next-generation firewall stir dung, dac biét
1a hing Palo Alto dang dan dau vé mang nay.

Palo Alto 14 hang dau tién dwa ra khai niém tuong Itra thé hé méi. Khong chi
hoat dong & Layer 4 nhu céc loai tudng lira thé hé trude. Palo Alto Firewall hoat dong
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cad ¢ tang tng dung, cung cap mat giai phap toan dién cho ngudi quan tri cd vé dam
bdo an ninh va quén ly hé thong.

Palo Alto 14 thiét bi twong lira dia trén viée xac thuc ngudi dung (User-ID), xac
thuc dua trén Umg dung (App-ID) va xac thuc thong qua nd1 dung (Content-ID). Véi
cac tmg dung va cong cu tin cong ngdy cang da dang, véi nhitng thiét bi tuong lira
thong thudng duya trén IP, Port, ... thi khong thé x4c dinh va ngan chan. Hon nita voi
co ché xac thuc dua theo User-ID, App-ID, Content-ID, ...gitp cho nguoi quan trj d&
dang nhan dang cac tng dung, ndi dung bén trong ludng dir liéu voi cac mirc 46 nguy
hiém tir 6 ¢ thé ngan chin kip thoi, co kha ning xac dinh rd cic mdi nguy co de
doa xuat phat tir ngudi sir dung nao. Chinh vi thé ma né duoc goi la Next-generation
Firewall.

3.4. Thiét ké h¢ thdng mo phong
3.4.1. Giai phap bio mat

D¢ gidi quyet dugce cac van dé trén, h¢ thong can bo sung céc thi€t bi phan cung
hodc phan mém nham ngan chan dugc cac nguy co tan cong.

D01 véi cac tan cong tir ngoai Internet vao hé thong mang ndi bg va céac server

e Che gidu cac thong tin ciia hé théng mang noi bo: sir dung (NAT,PAT)
dinh tuyén cho mang.

NAT giup diu tt ca IP bén trong LAN v&i bén ngoai, tranh sy dom ngé
cua hackers.

NAT c6 tinh linh hoat va su dé dang trong viéc quan ly.

NAT gitp cho cac home user va cac doanh nghiép nho c6 thé tao két ndi
v6i internet mot cach dé dang va hiéu qua ciing nhu giup tiét kiém von
dau tu.

e Ngin chin cac truy cap bat hop phap dén hé thong mang ndi bo va cac
server: chia vlan; sir dung thiét bi phat hién xdm nhép, phat hién phan
mém doc hai.

Dbi v6i hé théng mang noi bd can chia thanh nhiéu mién quang ba dé quan ly
va c6 thé khoanh ving khi c6 virut.

Tuy nhién, dé tang tinh bao mat va 6n dinh cta hé thong thi giai phap sir dung
cac thiét bi phan cing 14 lya chon thich hop. Ngoai cac trang thiét bi da c6 can trang
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bi thém thiét bi firewall ASA cua Cisco, cac switch co kha nang chia VLAN nham
chia mang ndi bo thanh nhiéu mién quang ba.

3.4.2. Chirc nang firewall ASA

St dung Firewall cimg (Cisco firewall ASA) dé bao vé hé théng server va mang
n6i bo. Firewall s& chia hé théng mang ra 1am 2 ving c6 muc do vu tién bao mat khac
nhau:

e Outside: day la vang Internet, c6 muc do wu tién bao mat thap nhat.

e Inside: mang ndi bg, day 1a vung c6 murc dd uvu tién bao v¢ cao nhat, cac
may trong vung inside c6 kha nang truy cap ra vung outside.

Cisco ASA c6 thé bao vé mang bén trong (inside), cac khu phi quan sy (DMZ)
va mang bén ngoai (outside) bang cach kiém tra tat ca luu luong di qua né. Co thé
xéac dinh chinh sach va quy tic cho nhitng luu luong duoc cho phép hodc khong cho
phép di qua interface.

e Phat hién cac xam nhdp trai phép, giam cac nguy co bi tan cong, giam
chi phi thiét hai, trdnh gidn doan hé théng.

e Co ché theo ddi trang thai két ndi, thuc hién viéc chuan hoa giao thirc
TCP.

Cisco ASA duoc trién khai & ving bién mang c6 trach nhiém bao vé tai nguyén
ndi b cua doanh nghiép va dir liéu khoi cac mbi de doa tir bén ngoai béng cach ngan
chin truy cap vao tir Internet. Bao vé ving LAN, DMZ khoi cac cudc tan cong tir
Internet. Kiém soat luu lugng truy cap Internet ctia ngudi ding.

Pé trién khai, thiét bj bao mat dugc cdu hinh dé thi hanh chinh sach truy cap,
theo doi trang thai két ndi va kiém tra céc tai trong goi theo cacyéu cau sau:

« Tur chdi bat ky yéu cau két ndi nao tir Internet t6i cac nguén ndi bd va mang
con.

* Cho phép truy cép Internet cho nguoi dung ndi bo va cho céc giao thirc duge
cho phép theo chinh sach cua doanh nghi¢p (vi du HTTP va HTTPS).

« Cho phép SSL truy cap Internet dé cap nhat quan tri.

* Cho phép nguoi dung truy cap vao cac dich vu DMZ nhu trang web ctia cong
ty, E-mail (HTTP, SMTP, IMAP va DNS).
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« Han ché truy cép Internet vaio DMZ, chi cho cac giao thirc va may chu can
thiét nhu: HTTP dén may cha web, DNS t6i may chit DNS.

« Han ché cac két ndi dugc khai tao tir DMZ véi cac giao thirc: DNS tir may
cha DNS, SMTP tir may chu thu, HTTP/SSL cua Cisco.

« Cho phép kiém tra trang thai cho cac giao thuc dd st dung dé dam bao luu
lugng truy cép trd lai tuong Iura.

« Thyc hién dich dia chi mang (NAT) va dich dia chi cong (PAT) dé bao vé
khong gian dia chi ndi bo tir Internet.

3.4.3. Trién khai xay dung hé thong
3.4.3.1 Chirc nang thuc hién

FTPSERVER WEBSERVER

Internet

100.100.100.11

10.0.0.0/8 100.100.100.0/24

_1 LK
11.0.0.0/8 @ ) 200.0.0.0/8 ‘ .’%%
- S Qutside 4

Inside o

Hinh 3-8: M6 hinh ASA trén GNS3
Vung Inside c6 dia chi: 11.0.0.0/8

Vung Outside co6 dia chi: 200.0.0.0/8
Vung DMZ ¢6 dia chi: 10.0.0.0/8
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Gan dia chi Internet ngudn 1a mot interface loopback c6 dia chi
100.100.100.11/24

Trién khai xay dung hé thong trén phan mém gia 1ap GNS3 sir dung Cisco ASA
ta thyc hién cong viéc sau:

e Céu hinh co ban cac thiét bi: ASA, Router.

e Thuc hién 1énh dinh tuyén dé cho phép cac mién inside, outside c6 thé
két ndi truyén thong duoc véi nhau.

e Thuchién NAT, PAT dia chi cong ving inside truy cap ra ving outside.
3.4.3.2 Céu hinh chi tiét
a. Cu hinh co ban

Céu hinh co ban cho céc interface trén ASA, chia theo ting vung DMZ, Inside,
Outside:

Ciscoasa > enable

Ciscoasa# configure terminal

Ciscoasa(config)# interface GigabitEthernet()
Ciscoasa (config-if)# nameif dmz

Ciscoasa (config-if)# security-level 50

Ciscoasa (config-if)# ip address 10.0.0.1 255.0.0.0
Ciscoasa (config-if)# no shutdown

Ciscoasa (config-if)#exit

Ciscoasa (config)# interface GigabitEthernetl
Ciscoasa (config-if)# nameif outside

Ciscoasa (config-if)# security-level 0

Ciscoasa (config-if)# ip address 200.0.0.1 255.0.0.0
Ciscoasa (config-if)# no shutdown

Ciscoasa (config)# interface GigabitEthernet2
Ciscoasa (config-if)# nameif inside

Ciscoasa (config-if)# security-level 100
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Ciscoasa (config-if)# ip address 11.0.0.1 255.0.0.0
Ciscoasa (config-if)# no shutdown

Ciscoasa (config-if)# exit

C4u hinh co ban cho Router:

RI1# configure terminal

R (config)#interface fastEthernet 0/0

Rl (config-if)#ip address 200.0.0.2 255.0.0.0

R (config-if)#no shutdown

R (config-if)#exit

R (config)#interface fastEthernet 0/1

RI(config-if)#ip address 100.100.100.1 255.255.255.0
R (config-if)#no shutdown

R (config-if)#exit

b. Chuyén tiép lru lwong

Trong md hinh trién khai, firewall ASA c¢6 nhiém vu chuyén tiép cho tat ca cac
mang ndi bd di ra ngoai Internet. Viéc dinh tuyén o thé tuy thude vao nhu cAu ma ta
c6 thé sir dung dinh tuyén tinh (static route va default-route) hodc dinh tuyén dong
(RIP, EIGRP, OSPF). Tuy nhién, véi cac thiét bi dinh tuyén & cic cong ty quy md
khong 16n, dinh tuyén tinh dugc wu tién sir dung. Trong mé hinh nay ta st dung dinh
tuyén mic dinh (default-route) dé cho mang noi bo di dén Enterprise router.

ciscoasa(config)# route outside 0.0.0.0 0.0.0.0 200.0.0.2

c. Access Control List

ASA mic dinh chi cho phép cac traffic di tir noi c6 security-level cao dén noi
c6 security-level thap.

CAu hinh ACL cho phép céc ban tin ICMP echo-reply guri vao cong outside.

access-list acl DMZ extended permit icmp any any echo-reply

Tuong tu ciing c6 access list trén outside interface dé cho phép cac goi tin ICMP
dugc di qua:
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access-list acl_outside extended permit icmp any any echo-reply

V6i 2 access-list ¢ trén , ta thiét 1ap 2 access-group tuong ing

access-group acl_DMZ in interface outside

access-group acl_outside in interface outside

Trong so dd trén (hinh 3-2), cong ty s& xdy dung hé théng Web server va FTP
server dé hd trg cho hoat dong cua cong ty. O day, ta s& xdy dung Web server IIS va
FTP server trong ving DMZ va dugc NAT ra bén ngoai cho phép tit ca cac may tinh
ngoai Internet truy cap dugc Web server cua cong ty. Pé cac may bén ngoai truy cap
duoc, ta s& tao ra access control list dé cho phép HTTP va FTP truy cap vao:

access-list icmp-in extended permit tcp any any eq www
access-list icmp-in extended permit tcp any any

access-list icmp-in extended permit tcp any any eq fip

d. Auto NAT

Nhu mé hinh duoc 4p dung phd bién hién nay trong hé théng mang cia cac cac
cong ty, tat ca cac traffic di tir mang & bén trong ra bén ngoai déu st dung co ché dich
dia chi (PAT). Tat ca cdc mang trong md hinh gom 11.0.0.0/8 v 10.0.0.0/8 déu duogc
PAT. Piéu nay gitip ting tinh bao mat ciia h¢ thong mang.

e Dbi voi ving Inside:

o Céu hinh Object Network:

ciscoasa(config)# object network inside

ciscoasa(config-network-object)#subnet 11.0.0.0 255.0.0.0

o Céu hinh PAT (dung dia chi cong outside)

ciscoasa(config)# object network inside

ciscoasa(config-network-object)# nat (inside,outside) dynamic interface

e Ddi v6i ving DMZ:
o Cau hinh Object Network

ciscoasa(config)# object network dmz

ciscoasa(config-network-object)#subnet 10.0.0.0 255.0.0.0
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o Céu hinh PAT (dung dia chi cong outside)

ciscoasa(config)# object network dmz

ciscoasa(config-network-object)# nat (dmz,outside) dynamic interface

e. Cai dit ASDM

Dé dé dang quan 1y, cau hinh firewall ASA, Cisco di phat trién tool ASDM dya
trén nén tang web gitp quan tri vién theo doi trang thai thiét bi va hoat dong cua
firewall.

Pau tién ta can copy file cai dit ASDM vao firewall ASA qua TFTP

ciscoasa# copy tfip: flash:

Address or name of remote host []? 100.100.100.11

Source filename []? asdm-647.bin

Destination filename [asdm-647.bin]?

Accessing tftp://100.100.100.11/asdm-647.bin... [T

JIIIIIIIII I LTI LI P LIPS LI LI LI LI LI L L I I I b iy

Céu hinh load file ASDM trong flash

ciscoasa(config)# asdm image flash:asdm-647.bin
ciscoasa(config)# http server enable

ciscoasa(config)#http 10.0.0.0 255.0.0.0 dmz
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Truy cap dén https://10.0.0.1

Giao dién firewall ASA
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Hinh 3-9: Giao dién firewall ASA

3.4.4. Két qua kiém tra hé thong
Kiém tra bang NAT trén Cisco ASA
EP ASA-1

Hinh 3-10: Bang NAT trén Cisco ASA
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Kiém tra NAT tir ving DMZ ra ngoai Internet

£ FTPSERVER - o X

P WEBSERVER - o X

Hinh 3-12: Webserver ra Internet thanh cong
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Kiém tra két no1 tr ving inside ra ngoai Internet

&P Pci - 0o ¥

Hinh 3-13: Két ndi tir mang ndi bo ra Internet thanh cong

Kiém tra két no1 tir ving outside vao inside

Vung outside khong thé két ndi véi mang noi bo

22 R - | *

Hinh 3-14: Kiém tra két ndi giita ving outside va inside
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3.5. Két luan chwong 3

Heé théng trudc khi trién khai giai phap an ninh thi hoat dong thiéu su bao vé.
Céac nguy co tin cong tir ngoai Internet ciia hacker thuong xuyén xdy ra, bén canh do
van d¢ virut 1ay lan nhanh chong trong hé thong mang ndi bo ciing nhur cac Server
ludn 1am cac nhan vién quan tri mang phai t6n kém thoi gian va tién bac dé khic
phuc.

Sau khi phan tich, dua ra giai phap va trién khai cdu hinh hé thong an ninh sir
dung firewall ASA ta c6 thé théy duogc hiéu qua ro nét, cy thé:

e Hg¢ théng hoat dong an toan, on dinh hon.

e Cisco ASA duoc trién khai & ving bién mang c6 trach nhiém bao vé tai
nguyén ndi by cuia doanh nghiép va dir li¢u khoi céc mbi de doa tir bén
ngoai bang cach ngan chin truy cap vao tir Internet. Bao vé ving LAN,
DMZ khoéi cac cudc tan cong tir Internet. Kiém soat luu lugng truy cap
Internet cua nguoi dung

e (Cac Server trong vung DMZ ludn dugc NAT sang IP khéc khi truy cap
ra ngoai Internet, vi thé nguy co bi tin cong 1a ciing rat kho. Ngoai ra khi
c6 nguoi dung ngoai Internet truy cdp dén hé thong Server thi ludn bi
kiém tra va loc rat k§ boi danh sach kiém tra truy cap ACL va cac dich
vu khac cua firewall ASA.

Tom lai ddi v6i hé théng mang ciia doanh nghiép vira va nhé sé dugc bao vé an

toan hon rat nhiéu sau khi trién khai hé théng an ninh véi cac thiét bi bao mat va dac
biét 1a firewall ASA.
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KET LUAN CHUNG

Nghién ctru vé an ninh mang va cac phuong thirc ddm bao an toan cho hé théng
mang 12 mot dé tai co tinh chét thuc té. Pong thoi day ciing 14 mot mang kién thirc
rong va con nhiéu diéu méi mé.

Pé tai “Nghién ciru trién khai hé thong firewall ASA” 1a mot dé tai di xay dung
hé thong an ninh mang dua trén co so 1y thuyét va nhiing nghién ctru thyc té. Nhan
thay nhitng uu diém ma thiét bi an ninh firewall ASA mang lai cho hé thdng mang 1a
rat 16n.

Dé tai gitp ta hiéu rd hon vé an ninh mang, tuong lira va firewall ASA. Cac
model cua firewall ASA phu hop véi v6i tat ca hé théng doanh nghiép vira va nho
hay cac nha cung céap dich vu.

D0 4n d3 hoan thanh duge muc tiéu dit ra da thuc hién duge mot sé chire nang
pho bién ma cac co quan, doanh nghiép di va dang sir dung va dat hiéu qua nhét dinh
trong linh vuc bdo mat h¢ théng nhu: chia vung trong mdt mang co ban, cAu hinh
NAT, PAT; cau hinh Access Control List; cai dat ASDM dé theo ddi, quan ly firewall
ASA.

Tuong lira Cisco ASA 1a mot thiét bi dé dam bao an toan thong tin, biao mat hé
théng va tang nang suat hoat dong cia hé thong tuy nhién van con mac phai mot sd
16 hong, khong c6 gi 1a an toan tuyét d6i tuy nhién dé han ché rii ro nén thuong xuyén
cap nhat thong tin va nhan su hd trg tir Cisco.

Trong tuong lai, d6 an s& hudng tdi viée thyc hién md phong thém cac chic
nang ma firewall ASA hd tro cling nhu c6 thé trién khai thyuc té cho cic co quan,
doanh nghiép.
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