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LOI CAM ON
Dé tai “Tim hiéu cong cu Ekahau trong hé tro khdo sdt thiét ké mang
Wifi” 12 ndi dung em chon dé nghién ctru va 1am d6 4n tot nghiép sau bon
nam hoc chuong trinh dai hoc nganh cong nghé thong tin tai truong Pai Hoc
Dan Lap Hai Phong.
Pé hoan thanh qu4 trinh nghién cru va hoan thién do an tot nghiép nay,
101 dau tién em xin giri 101 cam on chan thanh ti toan thé quy thay cd, ban be

cua Truong DPai hoc Dan Lap Hai Phong.

Em xin bay to long biét on siu sic nhét thay ¢ trong khoa cong nghé
théng tin da diu dat, chia sé nhiing kién thirc quy bau trong sudt qué trinh hoc
tap tai truong. Pic biét 13 thay TS. Ngb Truong Giang cing véi tri thirc va
tam huyét ctia Thay di tao diéu kién em hoan thanh d6 an tot nghiép tai

truong.

Cudi cung, em xin cam on nhimg ngudi than, ban bé di ludn bén em,
dong vién, sé chia, giup dd, c6 vii tinh than... P 12 ngudn dong luc giup em
hoan thanh chuong trinh hoc va dd an tot nghiép nay.

Hai Phong, ngay 28 thdng 12 nam 2019
Sinh vién
L& Phuong Dat
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MO PAU
Ngay nay, nhd sy pho bién ctia mang khong day (Wifi), nguoi ding c6
thé truy cap internet & bat ky dau: Tir Wi-fi ctia cong ty, khach san, quan an,
san bay, nha riéng, tham chi c6 nhiig diém Wifi cong cong. Ngoai su tién
dung, téc do chuan két ndi Wi-fi sau nay ciing ngay cang ning cao, dap tng
kha day du nhu cdu ngudi dung hién tai. Vi vay, sit dung Wifi dang 1a xu thé

truy cap internet cua hién tai va ca tuong lai.

Cung véi su phat trién cong nghé, nhu cdu lip dat va thiét ké mang
khong day tang nhanh chua tung co dan dén mat do song Wifi tai mot s6 khu
vuc trd nén day dic, anh huong dén chat luong va hoat dong cua thiét bi.
Thue té, nhiéu hé thdng Wifi c6 tdc dd hoidc dd bao phu khong dap tng yéu
cau va thiét ké dua ra ban dau, tham chi c6 hé thong bi té liét trude khi dua
vao hoat dong. Chua xét dén van dé bao mat, so véi hé théng mang c6 day,
mang Wifi truyén dit liéu bang song tir truong qua mot khong gian chung. Vi
thé, song tr trudng tir nhiéu thiét bi day dic trong khong gian s& anh huong
rat 1on dén mang Wifi. Ngoai d6 suy hao theo khoang cach cia song tir
truong, vét can ciing 1a nguyén nhan 16n 1am giam do bao phu Wifi dén thiét
bi. Ngoai ra, c6 rat nhiéu diém chét trong hé théng nam ngoai tinh toan hoic
ching ta khong luong trude duoc.

Vi vay chung ta can lén ké hoach khao sat va phan tich thiét ké hé
théng mang Wifi. Khi duoc thiét ké dung quy trinh, hé thong Wi-fi s& tranh

dugc 161 va ddm bao cong suat van hanh, dap img yéu cau dat ra ngay tu dau.
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CHUONG 1:  TONG QUAN VE MANG WIFI
1.1 Giéi thiéu mang wifi
Wifi duge viét tit boi cum tr Wireless Fidelity, 1a mang két ndi
Internet khong day, dung song vo tuyén dé truyén tin hiéu. Loai song nay
cling gidng nhu song dién thoai, truyén hinh, song radio va hau hét cac thiét

bi dién tir théng minh déu co thé két ndi Wifi d& dang.

Ban dau, Wifi dugc phat trién nhu 12 phuong 4n thay thé cap Ethernet,
nhung tinh dén thoi diém hién tai thi song Wifi da trai rong khip moi noi, tir
thanh thi dén néng thon va tré thanh cong nghé pho bién nhét dé két ndi cac
thiét bi voi nhau. Theo théng ké, hon 60% luu luong Internet trén toan thé
gidi do Wifi van chuyén va gan nhu né da thay thé hoan toan cap am thanh,

cap USB va cap Video.

Duya trén 1y thuyét thi song wifi c6 thé dat tin hiéu manh nhét trong
khoang cach 31 mét. Con trén thuc té thi do c6 nhiéu vét can trén duong
truyén song nén khoang cach cho tin hiéu manh s& bi thu hep.

1.1.1 Lich sir phat trién mang wifi

Cudc cach mang vé mang wifi chi don gian ra doi tir mot quyét dinh

cua Chinh phu Hoa Ky nam 1985, nhung né lai tr¢ thanh lan song lan rong va

manh mé cho t6i tan thé ky 21 nay.

Niam 1985: Uy ban lién lac lién bang My FCC (co quan quan 1y vién
thdng cia nudc ndy), quyét dinh “ mé cira”’mot sé bang tan cua giai song
khong day, cho phép str dung chiing ma khong can gidy phép cua chinh phi.

Niam 1988: Cong ty NCR vi mudn sir dung dai tin “ rac” dé lién thong
cac may rut tién qua két ndi khong day, da giri yéu cau dén nhom ky su dién,
dién tir (IEEE) thiét 1ap mot tiéu ban méi co tén “802.11” dé gitp xac dinh

mot tiéu chudn cho céng nghé khong day.
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Nam 1997: Phé chuan mot bo tiéu chi co ban, cho phép muc truyén dir
liéu 2 Mbs, sir dung mot trong 2 céng nghé dai tan rong 1a frequency hop-ping
( tranh nhidu bang cach chuyén ddi lién tuc giira cac tan sb radio) hodc direct-
sequence transmission (phét tin hiéu trén mot dai gdm nhiéu tan s6). Chuan

802.11 duoc thiét 1ap trén bang tan 900 Mhz.

Nam 1999: Thuat nglt wifi da trd thanh thuong hi€u dugc dang ky.
Pong thoi cling 14 ndm ra doi ca chuan 802.11b véi toc do ting tir 2 Mbps

lén 11 Mbps va hoat dong trén bang tan 2 Ghz.

Nim 2000: Phién ban chuan 802.11a (hoat dong trén bang tan 5,8 Ghz)
dugc phé duyét. Thong nhit tén goi cho cong nghé mdi va cudi cing céi tén
“Wifi” cling ra doi, mac du vay céach giai thich “ Wi-fi c6 nghia la wireless
fidelity” vé sau nay nguoi ta mdi nghi ra.[1]

1.1.2 Sw can thiét ciia viéc sir dung mang wifi

Trong thoi dai 4.0 ngay nay, cac thiét bi di dong hau nhu di pha séng
toan thé gidi, dic biét 1a nhitng qudc gia 16n, smartphone va laptop 1a nhiing
vat dung, cong cu lam viéc khong thé thiéu trong cudc séng. Viéc sur dung

nhiing thiét bi nay can nhimng két ni khong day va do6 chinh 1a mang wifi.

Tinh tién loi: Mang wifi khong day khong khac gi cac hé thong mang
thong thuong vé tinh kha dung va mang nhiéu vu viét hon. Mang cho phép
ngudi dung truy xuat tai nguyén mang & bat ky dia diém nao trong khu vuc
dugc trién khai (home hay office). Vi lugng gia ting nguoi st dung laptop
thi day 1a mot diéu rat tuyét voi boi khi stir dung mang khong diy dong nghia
v6i viée ta noi khong véi nhitng day cap co dién. Dicu d6 gitp cong viée tre
nén that dé dang va thuan loi.

Uu diém di dong: Cung véi su phat trién cia cic mang khong diy cong
cong, nguoi sir dung cé thé truy cap Internet & moi noi. Vi du nhu & cac quan

Cafe, ngudi dung co thé truy cap Internet (mang khong day) mién phi.

L& Phuong bat CT1901M 7
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Hiéu qua: Nguoi sir dung ludn duy tri két ndi mang khi ho can phai di
tr noi nay té1 noi khac ma khong bi gidn doan cong viéc. Gitp nguodi dung
lam viéc mot cach chu dong, hi€u qua.

Viéc trién khai: Thiét 1ap hé thong mang wifi khong day can it nhit 1
access point. Voi mang ¢6 dién trude day 1a sir dung cap, ton thém rat nhiéu
chi phi va nhitng kh6 khin trong viéc trién khai hé théng cap ¢ nhiéu noi

trong toa nha.

Kha nang mé rong: Mang wifi khong day dap ung tuc thi khi gia tdng
s6 luong nguodi dung. Nhiéu nguoi khac co thé sir dung cing mot lac ma
khong can phai két ndi bang dudng cap nhu cach cb dién trude diy. Véi hé
théng ¢6 dién trude ddy néu ngudi ding mudn ting thém luong ngudi st
dung mang trong hé théng doéng nghia véi viéc phai cung cip thém day tin
hiéu dén ting thiét bi mai.

1.2 Cac dac trung ky thuat cia mang wifi

Dé bt duge séng wifi, ngudi ding can c6 bd phat wifi, 1a cac thiét bi
modem, router ma chung ta van thuong thdy hang ngay. Pau vao cia song
wifi duge cung cip boi cac nha cung cdp dich vy mang nhu FPT, Viettel,
VNPT,... Sau d6 téi modem, router lay tin hiéu qua két néi hiru tuyén va
chuyén doi sang tin hi¢u vo tuyén dé cac thiét bi thong minh nhu dién thoai,

may tinh, ipad,... c6 thé truy cép Internet duoc.

Qua trinh do6 goi 1a qua trinh nhan tin hiéu khong day (adapter), tuc 1a
card wifi trén céc thiét bi nhu laptop, dién thoai,... chuyén hoa thanh tin hiéu
internet va cling c6 thé thuc hién nguoc lai, khi d6 cac router, modem nhéan tin
hiéu vo tuyén tir adapter roi giai ma va gui qua Internet.

Wifi hién c6 thé phat song ca tan s6 2,4 GHz va 5 GHz, vé co ban thi
tan s giéng nhu cac dai phat thanh, tan s6 thap c6 kha nang truyén di xa hon
nén Wifi & tan s6 2.4 GHz (tan s6 thip hon) c6 thé tiép can tdi cac may tinh &

khoang cach xa hon so véi wifi ¢6 tan sé 5 GHz. Tuy nhién, Wifi 5 GHz c6

L& Phuong bat  CT1901M 8
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thé truyén duge nhiéu hon, toc d6 nhanh va do phu rong. Pa phﬁn cac router
déu c6 thé tu dong do kénh dé tim kénh tot nhat sir dung va duong nhién 5

GHz sé& c6 nhiéu kénh hon.

Wifi ciing duoc thiét ké véi tinh ning bao mat, nén nguoi dung bat
budc phai c6 mat khau WPA2. Ngoai ra con co tinh ning bao mat khac 1a
Advanced Encryption Standard gitip dam bao an toan di liéu béi né truyén tir
thiét bi khac.

1.2.1 Cac chuian mang wifi
1.2.1.1 Chuan 802.11.

Nam 1997, IEEE gi6i thiéu chudn mang khong day dau tién va dit tén
n6 1a 802.11. Khi dé, téc do hd tro tdi da ctia mang nay chi 1a 2 Mbps véi
bang tang 2.4GHz.
1.2.1.2 Chuan 802.11b.

Vao thang 7/1999, chuan 802.11b ra doi va hd trg toc do 1én dén 11
Mbps. Chuan nay ciing hoat dong tai bing tan 2.4 GHz nén ciing rat dé bi
nhiéu tir c4c thiét b dién tir khic.
1.2.1.3 Chuan 802.11a.

Song song véi qua trinh hinh thanh chuin b, chuan 802.11a phat & tan
s6 cao hon 1a 5 GHz nham tranh bi nhiéu tir cac thiét bi khac. Toc d6 xu 1y
ctia chuan dat 54 Mbps tuy nhién chuan nay kho xuyén qua cac vach tudng va
gia ca cua no hoi cao.
1.2.1.4 Chuén 802.11g.

Chuan 802.11g c6 phan hon so v&i chuan b, tuy nhién né ciing hoat
dong & tan s6 2.4 GHz nén van dé nhidu. Chuan nay c6 thé xir 1y téc do 1én
t&1 54 Mbps.
1.2.1.5 Chuén 802.11n.

Ra mit nam 2009 va 1a chuan phd bién nhét hién nay dong thoi vuot

troi hon so véi chuan b va g. Chuén két ndi 802.11n hd tro tbe do tdi da 1én

L& Phuong bat  CT1901M 9
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dén 300 Mbps (thdm chi 13 450 Mpbs néu sir dung 2 anten), c6 thé hoat dong
trén ca bang tan 2,4 GHz va 5 GHz, néu Router hd tro thi hai bang tan ndy c6

thé cung phat séng song song.

Chuan két ndi nay da va dang dan thay thé chuan 802.11g véi, pham vi
phat song 16n hon, tbc d6 cao hon va gia thanh dang ngay cang phu hop véi
tai tién nguoi tiéu dung.
1.2.1.6 Chuan 802.11ac.

La chuan duoc IEEE gi6i thiéu vao dau nam 2013, hoat dong & biang
tang 5 GHz. Nho vao viéc st dung lai cong nghé da anten trén chuan
802.11n chuan ac mang dén cho ngudi dung trai nghiém toc do cao nhat Ién

dén 1730 Mpbs.

Chuan nay chi méi duoc sir dung trén mét sb thiét bi cao cip cua cac
hang nhu Apple, Samsung, Sony,... Mit khac, do van dé gia thanh cao nén
cac thiét bi phat tin hiéu cho chuin nay chua phd bién din dén cac thiét bi nay
s& bi han ché su t6i uu do thiét bi phat.
1.2.1.7 Chuan 802.11ad.

Pugc gidi thiéu nim 2016, 1a chuan kha méi hién nay, chuan wiffi
802.11ad duogc hd tro bing thong 1én dén 70 Gbps va hoat dong ¢ dai tan
60GHz.

Du toc d6 vuot trdi so v6i cac chuan khac nhung nhuogc diém cua
chuan nay 1a séng tin hiéu khé cé thé xuyén qua cac birc tudng, dong nghia
véi viée chi can Router khuét khoi tim mat, thiét bi sé khong con két ndi téi
Wifi dugc nira. Didu nay ciing giai thich vi sao khong nhiéu thiét bi sir dung
chuan ad.
1.2.1.8 Wifi Hotspot.

Ngoai nhiing chuan két ndi ké trén, mdi thiét bi di dong co thé tu phat
ra song Wifi cho nhitng thiét bi khac. Noi cach khac, thiét bi di dong c6 thé

duoc xem nhu 1a mdt Router.
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1.2.2 Céc loai anten va dd thi birc xa

Anten str dung trong cac thiét bi Wi-Fi dugc thiét ké theo 2 dang:

- Loai lap co dinh 1a loai anten thuong thay nhat la card mang tich hop
trén cdc may tinh xach tay hay AP sir dung anten c6 dinh. Véi nhiing
thiét bi ¢6 anten cd dinh nay, nguoi dung khong co6 lua chon nao tdt hon

1a dung anten ctia hing cung cap.

- Dbi voi cac thiét bi stir dung anten roi thi viéc thay thé bang mot anten
khac dé dat dugc ving pht séng nhu mong mudn khé dé dang. Viéc
thay anten phu hop gitp ting ving phu song va téc do, giam sb luong

AP va chi phi lap dit...

Anten ¢6 2 loai chinh duoc sir dung trong WLAN: dang huéng hay vo

hudéng (Omni-directional) va dinh hudng hay c6 hudng (Directional).

1.2.2.1 Anten diang huéng

Truyén tin hiéu RF (tan sd vo tuyén) theo tit ca cac hudng theo truc
ngang (song song mat dét) nhung bi gidi han & truc doc (vudng goc vo1 mat
dat). Anten nay thudong dugc dung trong cac thiét bi tich hgp Wi-Fi thong
dung hién nay: ADSL, Broadband router, access point. Anten dang hudng co
d6 loi trong khoang 6 dB, thuong dugc dung trong cic tda nha cao ting.
Anten dang huéng cung cap ving phi song rong nhat, tao nén ving phil séng
hinh tron chdng chap cia nhiéu AP bao trim ca mot toa nha. Hau hét cac AP
déu st dung anten diang hudéng c6 d6 loi thap. Viée sir dung anten c6 do loi
cao hon s& ting ving phu soéng, do d6 co thé giam sd lugng AP dé tiét kiém
chi phi.

Loai anten ndy thudng sir dung trong mé hinh diém-diém hay diém-da
diém hay c6 thé dung dé lap trén xe. Anten dinh hudng s& 1a anten chinh phat
tin hiéu dén may tinh hay cac thiét bj Wi-Fi khac, chang han may in khong
day, PDA... Khi str dung ngoai tro1, nén dat antenna omni-directional gitra

dinh cua toa nha. Vi dy, trong khudn vién ciia mdt truong dai hoc thi anten co
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thé dugc dit ¢ trung tAm cua trudng dé cd ving bao pht 16n nhat. Khi st
dung trong nha, anten nén dugc dit ¢ giira nha (¢ trin nha) hay giita ving bao
pht mong mudn dé c6 ving bao phu tdi vu. Loai anten nay cé ving bao phu
theo dang hinh tron nén kha thich hop cho moéi trudong nhu nha kho, trung tam

trién lam...

Céc loai anten dang hudng: Rubber Duck, Omni-directional, Celing

Dome, Small Desktop, Mobile Vertical, Ceiling Dome...

Anten Rubber Ducky (hay Rubber Duck hay Rubber Duckie) dugc
sinh vién Richard B. Johnson ché tao vao nim 1958. Hién nay, anten nay
thuong duoc sir dung phd bién trén cac diém truy cap (access point) hay céc
bd dinh tuyén (router) do c céu tao don gian, hd trg phan cuc dang hudng

(phan cyc ngang gdc 360 do).

Antenna omni-directional c6 d6 loi cao thi ving pht séng theo chiéu
ngang 16n va ving phu song theo chiéu doc nhé. Pic diém nay co thé dugc
xem nhu la mot yéu td quan trong khi lép dat mot anten co6 do 1¢i cao & trong
nha (trén tran nha). Néu nhu tran nha quéa cao thi ving bao phu ¢6 thé khong
thé phu dén nén nha, noi ma nguoi dung thuong hay lam viéc.
1.2.2.2 Anten dinh huwéng

Anten dinh huéng (directional) ¢ huéng phat song rat hep, thiét bi thu
song can nam chinh xac trong pham vi phat song hep ndy cua anten dinh
huéng méi co thé thu dugc song phat tir anten. D6 thi birc xa tuong tu nhu
anh sang ctia dén pin, tirc khi chiing ta chiéu sang & gan thi chum sang s& rong
con khi chiéu sang vat & xa thi chum song rat nho, nhu 1a mot tia sang. Do loi
anten cang cao thi bup song cang hep, gio1 han khu vuc phu séng cia anten.
Anten dinh hudng c6 d6 loi 16n hon anten diang huéng, tir 12 dBi hodc cao
hon. Viéc thay ddi d6 loi chinh 14 tao ra cac anten khac nhau, muc dich 1a tao
ra cac bup song voi goc phat khac nhau, goc phat theo chiéu doc (vertical

beamwidth) hay chiéu ngang (horizontal beamwidth) cang nhé thi bap séng
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cang hoi tu va cy ly phat s€ xa. ... Cac loai anten dinh hudng nay thuong co
goc phat theo chiéu ngang khoang 10 - 120 d6 nén c6 do loi 16n hon nhu 18
dBi, 21 dBi...

Anten dinh huéng c6 nhiéu kiéu dang va kich thudc khac nhau, dién
hinh c6 céc loai anten: Yagi, Patch, Backfire, Dish... Cac loai anten dinh

huéng nay rit 1y twéng cho khoang cach xa, két ndi khong day diém-diém.

Anten Yagi 1a loai anten dinh huéng rat phd bién boi vi chiing dé& ché
tao. Céac anten dinh hudéng nhu Yagi thuong st dung trong nhiing khu vuc
kho phii song hay ¢ nhiing noi can ving bao phil 16n hon ving bao phii ciia
anten omni-directional. Anten Yagi hay con goi la anten Yagi-Uda (do 2
nguoi Nhat 1a Hidetsugu Yagi va Shintaro Uda ché tao vao nim 1926) duoc
biét dén nhu 13 mot anten dinh hudng cao duoc sir dung trong truyén thong
khong day. Loai anten nay thuong duge sir dung cho mé hinh diém- diém va
d6i khi ciing dung trong md hinh diém-da diém. Anten Yagi-Uda duoc xay
dung bang cach hinh thanh mét chudi tuyén tinh cac anten dipole song song

nhau.

Anten Patch duoc hinh thanh bang cach dat 2 vét din song song nhau
va mot miéng dém & giira chiing. Vat dan phia trén 1a mot miéng ndi va c6 thé
duogc in trén bang mach dién. Anten Patch thudng rat hitu ich bai vi chiing co
hinh dang méng.

1.2.3 Céc md hinh két ndéi mang wifi
1.2.3.1 M6 hinh mang doc 1ap (Ad-hoc)

Mang IBSS (Independent Basic Service Set) hay con goi 1a mang ad-
hoc, trong md hinh mang ad-hoc céc client lién lac truc tiép voi nhau ma
khong can thong qua AP nhung phai ¢ trong pham vi cho phép.

Cac nut di dong (may tinh c6 hd trg card mang khong day) tap trung lai
trong mot khong gian nho dé hinh thanh nén két ndi ngang cap (peer-to-peer)

gitta ching. Cac nut di dong c6 card mang wireless 1a ching c6 thé trao doi
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thong tin tryc tiép voi nhau, khong can phai quan tri mang. M6 hinh mang

nho nhit trong chuan 802.11 14 2 may client lién lac truc tiép véi nhau.

Mo hinh mang ad-hoc nay c6 nhuoc diém 16n vé ving phua séng bi gidi

han, mo1 nguoi st dung déu phai nghe duoc 1an nhau.

1.2.3.2 M6 hinh mang co sé:

The Basic Service Sets (BSS) 1a mot topology nén tang ciia mang
802.11. Cac thiét bi giao tiép tao nén mot BSS voi mot AP duy nhat véi mot

hodc nhiéu client.

BSS bao gém cac diém truy nhidp AP (Access Point) gin véi mang
duong tryc hiru tuyén va giao tiép véi cac thiét bi di dong trong ving phu
song cua mot cell. AP dong vai tro diéu khién cell va diéu khién luu luong t6i
mang. Cac thiét bi di dong khong giao tiép truc tiép v6i nhau ma giao tiép voi
cac AP. Cac cell co thé chong lan 1én nhau khoang 10-15 % cho phép cac
tram di dong c6 thé di chuyén ma khong bi mat két ndi vo tuyén va cung cap
ving phu séng véi chi phi thip nhat. Cac tram di dong s& chon AP t6t nhat dé
két ndi. Mot diém truy nhap ndm ¢ trung tam c6 thé diéu khién va phan phdi
truy nhap cho cac ndt tranh chap, cung cp truy nhap phu hop voi mang
duodng truc, an dinh cac dia chi va cdc muc wu tién, giam sat luu lugng mang,
quan 1y chuyén di cac goi va duy tri theo ddi ciu hinh mang.
1.2.3.3 M6 hinh mang mé rong:

Mang 802.11 m¢ rong pham vi di dong t&1 mot pham vi bat ki thong
qua ESS. Trong khi mot BSS duoc coi 1a nén tang cua mang 802.11, mdt mo
hinh mang mé rong ESS (extended service set) ciia mang 802.11 s€ tuong tu
nhu 1a mdt toa nha dugc xay dung bﬁng da. Mot ESS 1a mot tap hop cac BSS
noi ma cac Access Point giao tiép véi nhau dé chuyén luu luong tir mot BSS
nay dén mot BSS khac dé 1am cho viéc di chuyén dé dang cua céac tram giita
cac BSS. Access Point thyc hién viéc giao tiép thong qua hé théng phan phbi.

Hé thdng phan phdi 1 mét 16p moéng trong mdi Access Point ma né xac dinh
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dich dén cho mét luu luong dugc nhan tir mdt BSS. He théng phan phéi duoc
tiép song trd lai mot dich trong ciing mot BSS, chuyén tiép trén hé thong phan
phdi t6i mot Access Point khac, hodc gdi t6i mot mang c6 day téi dich khong
nam trong ESS. Céc thong tin nhan bdi Access Point tir hé thong phan phdi

duoc truyén t&d1 BSS s€ duoc nhan boi tram dich.

1.2.4 Bdo mat mang wifi

Véi gia thanh xay duyng mot hé thong mang WLAN ngay cang canh
tranh va hop 1i, tao diéu kién cho nhiéu cong ty lap dit va st dung. Diéu nay
s& khong thé tranh khoi viéc Hacker chuyén sang tan cong va khai thac céac
diém yéu trén nén tang mang sir dung chuan 802.11. Nhiing cong cu Sniffers
cho phép tom duoc cac goi tin giao tiép trén mang, ho c6 thé phan tich va liy
di nhitng thong tin quan trong. Nhitng phin mém scan c6 thé dugc cai dit trén
cac thiét bi nhu Smart Phone hay trén mot chiéc Laptop hd trg chuan két ndi
Wi-Fi.

Piéu nay din t6i nhitng thong tin nhay cam trong hé thong mang, nhu

thong tin ¢4 nhan cia nguoi dung. ..
Cac chuan bao mat

WEP: 4 tén viét tit cia Wired Equivalent Privacy. Pay 1a phuong thirc
ma hoa wifi ra doi du tién nhung lai kém an toan nhat. Béi cac Cracker da
tim ra cach pha hity WEP rat nhanh chong ma khong ton qué nhiéu cong stc.
Vi vay néu dang str dung WEP thi t6t nhat ngudi dung nén doi loai bao mat

nay dé ddm bao h¢ thong mang ctia minh luén duoc an toan.

WPA: 14 viét tit cia wifi Protected Access. Phuong phap bao mat nay
duogc thiét ké dé gia ting nhitng dic diém bao mat cho phuong phap bao mat
WEP. Vi du nhu gia tang su ching thuc ngudi dung va cai thién sau sac viéc
ma hoa dit liéu thong qua TKIP. Tuy nhién, diy van chua phai 1a phuong

phap bao mat wifi hiéu qua nhat hién nay.
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WPAZ2: 1a phuong phap bao mat ké tiép WPA. Tinh cho dén nay thi c6
thé n6i WPA2 1a phuong phap bao mat wifi t6t nhat ma tat ca cac hé thong
mang nén st dung. Mic du chuin bao mat WPA d3 dugc ménh danh 1a dinh
ctia cia md hoa Wifi. Tuy nhién, vao nim 2006 thi chuan WPA chinh thirc
dugc thay thé bang tiéu chuan bao mat WPA2.

WPA2 d3 ning cip phién ban WPA 1én mdt tdm cao méi. Vi du nhu
AES cua chudn WPA2 manh hon rat nhiéu 1an so véi RC4 cua chuin WPA,
bdi RC4 da ting bi bé khoa nhiéu lan. Chinh vi vy, tinh cho téi thoi diém

hién tai thi day la chuan bao mat dugc ap dung cho nhiéu dich vu truc tuyén.

Hon nita, WPA2 ciing gi6i thiéu ché d6 ma hoa truy cap goi tit 1a
CCMP dé thay thé cho TKIP, bai TKIP rat d& bi tan cong. Mac du vay nhung

TKIP vén la mot phan cua tiéu chudn ma héa WPA2.

WPAZ2 Pre-Share Key: duoc hiéu 1 chuan bao mat danh riéng cho cac
hé thong mang gia dinh hodc vin phong nhé. Bo dinh tuyén khong diy ma
hoéa luu lwong mang chi bang mot key.

Dic biét trude khi mot thiét bi co thé két ndi va hiéu ma hoa thi nguoi
dung bat budc phai nhap mat khiu trén cum “mat khau wifi” duoc thiét 1ap
trén b dinh tuyén. Tuy nhién, diém yéu clia tiéu chuan nay la cum mat khau
yéu nén rat dé bi tan cong.

WPAZ3: 1a thé hé bao mat Wi-Fi tiép theo va cung cdp cac giao thirc
bao mat tién tién cho thi truong. Dya trén su thanh cong rong rai va ap dung
Wi-Fi CERTifyED WPA2 , WPA3 b sung céc tinh ning méi dé don gian
hoa bao mat Wi-Fi, cho phép xac thyc manh mé€ hon, cung cép sirc manh ma
hoéa cho thi trudng dit liéu rat nhay cam va duy tri kha ning phuc hoi cua cac
mang quan trong. T4t ca cic mang WPA3:

Str dung cac phuong phap bao mat méi nhat

Khong cho phép céc giao thirc cii 16i thoi
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Yéu cau str dung Khung quan 1y dugc bao vé (PMF)

Do cac mang Wi-Fi khac nhau vé muc dich st dung va nhu cau bao
mat, WPA3 bao gém céac kha ning bd sung danh riéng cho mang ca nhan va
doanh nghiép. Nguoi dung WPA3-Personal nhan dugc sy bao vé gia tang tu
cac 1an thir doan mat khau, trong khi ngudi dung WPA3-Enterprise gio ddy c6
thé tan dung cac giao thic bao mat cé'tp cao hon cho cac mang dir li¢u nhay

cam.

WPA3, duy tri kha ning tuong tic voi cac thiét bi WPA2 ™, hién la
chtmg nhén tiy chon cho céc thiét bi Wi-Fi CERTIfyED. N6 sé& trd nén can
thiét theo thoi gian khi viéc ap dung thi trudong phat trién.

1.2.5 Cac yéu t6 anh huwong dén t6i chat lwong séng wifi
1.2.5.1 Yéu to vatly
1.25.11 Vatcéan

Anh sang cling nhu cac song dién tor khac duoc cAu tao tir cac vi hat

duoc goi 1a Photon. Ning luong ctia Photon chinh 1a ddc diém co ban phan

chia cac loai song dién tir thanh cac bude song (hay tan sd) khac nhau.

Nang lugng Photon cang 16m, budc song cang nho va kha nang tuong
tac voi vat chat cang manh, do d6 khi gip vat can né nhanh chong mat nang

luong do twong tac dan téi khoang cach truyén khong duogc xa.

Trén thang song dién tir, 4nh séng nam & ving c6 budc song rat nho, cd
vai trim Nanomet (1 nm= 1/1000000000m) do d6 n6 hau nhu ngay lap tic bi
chan lai khi gap vat can, va mot phﬁn nang luong cua no bién thanh nhiét

nang lam nong vt lén.

Ngay ca song vo tuyén & cap do vi song nhu song WiFi ciing co budc
song 16n hon nhiéu 4nh sang, ¢& 12.5cm. Do d6 n6é khong ngay lap tirc bi
chin dung khi gip vat can, ma con du stc xuyén qua vai 16p twong dé dem

Internet dén.
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N6i nhu vay khong c6 nghia 1 ta c6 thé bo qua vét can. Trén thuc té,
mdi 1an di qua mot 16p vat can, s€ c6 mdt lugng photon nhét dinh bi hép thu
hodc phan tan di mit, ma nhitng dra con ngoan cb ciing mat di kha nhiéu

nang luong.

Hé qua 13 tin hiéu dén thiét bi yéu, thong tin khong duoc truyén toan
ven day du (Packet loss). Khi do, cc thiét bj dau cudi va AP lién tuc phai gui
cac gbi tin bd sung, 1am cham dang ké d6 6n dinh va téc do trao doi ditu lidu
(tang Ping va lJitter).

1.2.5.1.2 Khoang cach

Puong nhién ai ciing biét khoang cach c6 thé gay anh hudng dén cudng
d6 tin hiéu nhu thé ndo. Budc séng chinh 1a yéu to quyét dinh kha nang tuong
tac vGi vat chat cta song dién tir. Bau khong khi von hoan toan trong sudt
trong mit ching ta, thuc ra lai chira vo s6 cac hat siéu nho bao gém bui, hoi

nudc va cac phan tir khi chuyén dong ¢ toc do cao.

Phan 16n photon song WiFi cling s€ bi chan lai hoan toan béi cac phan
tr trén duong di cia nd, doi hudng hodc bi hap thu, vi niang luong ma nod
mang tao ra kha ning tuong tac vat chat khong hé yéu.

1.2.5.1.3 Lo vi séng, Bluetooth va nhirng thiét bi khac

Céc quéc gia va khu vuc trén thé gidi déu co nhiing quy dinh riéng kha
gidng nhau vé phan chia dai tin WiFi cho timg linh vuc riéng biét, va can
phai duoc cap phép méi duge phép str dung nhitng tan s6 nhat dinh cho muc
dich truyén tin.

Vi du nhu dai tin VHF (30-300MHz) duogc st dung cho song FM, dai
thong tin thoi tiét, giao tiép hang khong,... va khong duoc phép tu ¥ lip mot
tram phat song trén néc nha dé sir dung cho muc dich ca nhan, vi hanh dong

do c6 thé gay nhiéu cho tat ca cac dich vu néi trén trong khu vuc sinh song.
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Du vay van c6 mot dai song dao dong quanh mdc 2.4GHz 1a khong can
cap phép, gidng nhu mot ving dat hoang so ma thoa thich khai pha va sir

dung ma chang ai phan nan.

Tat nhién nhitng tht nhu vay déu thu hat, va hang ta cong nghé khac
nhau bat dau duoc xdy dung quanh dai tan nay: Bluetooth, diéu khién xe hoi,
giao tiép chudt khong day, song WiFi va tham chi 13 10 vi song. Tét ca nhiing
cong nghé trén c6 diém chung 1a khong day, khoang cach ngan, va quan trong
nhat 14 ning lugng song vira phai gitp khong phai deo trén lung mot cuc pin
ning né dé cip nang lugng hodc cam trén tay mot cai antenna lén dé phat
song, tat ca déu nho nhimg tinh chét tuyét voi cia tan sé 2.4GHz.

Nhung tai nguyén nao ciing c6 han. Qua nhiéu xe trén mot lan dudng
khién va cham, tic dudng xay ra la diéu khong tranh khoi.

Ngay ca khi chuan 802.11 di chia dai song dung cho WiFi thanh 14
kénh séng khac nhau, mdi kénh c6 d6 rong 22 MHz dé han ché hién tuong
chdng 1an tin hiéu gy nhifu song, van c6 mot ti 1é rat cao hai thiét bi & gan

nhau str dung tan sb trung lap voi nhau trong lic van hanh, nhu hinh duéi

A .
day:
1 2 3 4 a5 [} T 8 a 10 11 12 13 14 Channel
2412 2417 2422 2427 2432 2437 2442 2447 2452 2457 242 2467 2472 2484 Center Frequercy
— re,

S O P A P P A S A

22 MHz

Hinh 1-1: Biéu thi cac kénh trén bing tin 2.4
C6 thé thay 5 kénh séng lién tiép chic chan s& c6 khoang tan sé tring
nhau (trir kénh 14 khong duoc phép sir dung) hodc it hodc nhiéu, nghia 1a
trong ciing mot khu vuc, dé dam bao han ché sy chong 1an tin hiéu WiFi 1am
nhidu séng va cham két ndi, can phai thiét 1ap khong qua 3 kénh khong chdng

lan (vd: 1,6 va 11) cho cac két ndi dé dat hiéu sut cao nhit.
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Trong thuc té mat d6 dan sé qua day & cac thanh phd 16n cing véi viée
thiéu thong tin va hiéu biét nén viéc thiét 1ap, cai dat kénh song Wifi khi thiét
1ap router chwa dugc quan tdm va chd trong dung murc can thiét.
1.2.5.2 Yéu t6 phin mém

1.2.5.2.1 Firmware da qua cii ky

Dbi v6i da sd ngudi dung phd théng, sy don gian, tién loi trong qua
trinh sir dung tao nén strc hdp dan cho nhiing thiét bi dién tir. Phan 16n bo phat
WiFi séng vong doi ciia minh véi 16p 4o cii ky, voi nhitng 16 hong ngay cang
nghiém trong cho ma ddc va céac cudc tan cong.

Bén canh d6, nhitng ban cdp nhat con chira nhitng doan ma giup t6i vu
hiéu suit khong dén duoc san phém vo tinh khién thiét bi chay cham hon so
v6i nhimg gi ma no c6 thé.

1.2.5.2.2 Anh hwéng tir thuit toan bao mat
Pé doi lay kha niang két nbi bao mat va an toan cao hon, nhiing chuan

ma hoa tin hiéu WiFi ngdy mot trd nén phirc tap va cong kénh.

S& khéng c6 gi nghiém trong khi nhitg chiéc router méi nhat trén thi
truong luén duge trang bi phan cing dit manh cho nhu cau, nhung trén nhiing
thiét bi cii hon véi kha ning xt 1y han ché, thiét 1ap mot thuat toan mad hoa
manh nhu AES-256 bit ¢6 thé 13 mot ganh nang dang ké kéo tut tbc do va

hiéu suat sir dung WiFi.

Ngoai ra, cac tng dung ma hoa két ndi nhu VPN va Proxy chic chin
cling s& lam giam toc d két ndi mot cach déng ké.
1.3 Thiét ké mang wifi

Mot hé thong mang Wi-fi tét khong chi dap tmg duoc yéu cau vé toc do
dir liéu ma ca do bao phu va kha ning phuc vu tit ca nguoi dung khi can. Dai
khi, mot s6 mang Wi-fi c6 téc do dir lidu rat tot nhung ngudi dung dat sai vi
tri khién do bao phu khong to1 vi tri can thiét. Chinh vi vay, khédo sat 1a budc

cuc ky quan trong trude khi thiét ké va trién khai hé thong.
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1.3.1 Cac bwéc trong khio sat thiét ké hé thong mang Wifi

Viéc khao sat thiét ké hé théng mang Wifi can 5 budc co ban sau:
Buéc 1: Lap ké hoach khio sat hé thong chi tiét

Pua ra ké hoach chi tiét, hay ké hoach co ban vé nhirng khu vuc ma
ngudi ding muén mang khong day phi téi. Co thé ding mot s6 san pham
phan mém co6 kha ning gilp nguoi ding xay dung ké hoach co ban mot cach
truc tiép. Can xem xét ké hoach va cac trd ngai nhu tuong, tién sanh, thang
may, san nha - nhitng thi ¢6 thé gdy nhidu. Nén c6 nhitng cha ¥ noi co thé
cung cap cho ngudi dung (cling nhu noi khong cung cap) dé xac dinh pham vi

trung binh.

Hinh 1-2: Minh hga pham vi phi song wifi

Buwéc 2: Xac dinh vi tri dit cac diém phat tin hiéu Wifi

Viée xé4c dinh vi tri d3t cac diém phat tin hi¢u Wifi can dya trén nguén
dién va cap ma nguoi dung c6 thé két ndi cac AP vai phan con lai cia mang.
Néu khong c6 cap Ethernet két ndi truc tiép dén cac AP, thi uu tién giai phap
ndi tiép song qua bd khéch dai tin hiéu, tuy nhién khong nén dit cac diém truy
cap gan nhiing vat bang kim loai hay tudng bé tong, ciing nhu bi chan séng.

Trong phong thi nén dit ching cang gan tran nha cang tot.
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Hinh 1-3 : Minh hoa vi tri dat AP
Buéc 3: Pwa ra du kién s6 diém truy cap
O budc nay can ude lugng tong sb thiét bi truy cdp can thiét cho toan
bd pham vi mang. Nén nhé nguyén tic hang dau 1a mot AP c6 thé cung cap
cho pham vi ban kinh khoang 30m, diéu ndy cung cp cho ngudi ding so bo
pham vi khu vyc AP gitp nguoi dung bit dAu cude khao sat. Néu di co mét

sb diém truy cap 1o1, hay cht y vi tri cua no trén ké hoach so bd.

Budéc 4: Tién hanh mé phéng biang cong cu trwe quan

Can st dung cong cu khao sat uy tin dé thuc hién. Chic chin rang
nguoi dung da dung cung mot mé hinh AP trong cudc khao sat véi co sé ha
tang that ciia ngudi dung.

Buéc 5: Kiém tra, danh gia

Dinh vi va kiém tra lai cac diém truy cap, tuy thudc vao két qua trong

cudc khao sat.
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Hinh 1-4: Minh hoa d¢ phi song va vi tri dat AP

1.3.2 Sw can thiét ciia viéc khio sat danh gia

_ Lap dat méi

Viéc khao sat bang cong cu Ekahau Site Survey gitup ngudi thiét ké
nam duoc nhirng dac diém cua khu vuc trién khai nhu dai tin va do manh yéu
clia song tir trudng tir nhitng thiét bi xung quanh. Ngoai ra, nhiéu cong cu con
cho phép ngudi ding thiét ké va chay mo phong trén phan mém, gitup dé hinh
dung va c6 duoc thiét ké toi wu nhét trude khi trién khai. Qua dir liéu thu
duogc tir mdi trudng thyuc té, nguoi thiét ké co thé phan tich ban do pho, tir d6
dua ra cdu hinh, thong s6 ky thuat, vi tri lip dat va s6 lugng thiét bi Wi-fi cho
phu hop.

- Khao sat hé thong san co

GiGp ngudi quan tri biét duoc s6 luong AP yéu cau va s luong AP
hién co, déng thoi xem xét cAu hinh AP hién tai ¢6 dam bao duoc do bao phu
va cong suit ti wu cho nguoi dung khong. Ngoai ra, phan mém con cho phép

do dugc thong lugng cua thiét bi Wi-fi.

Téi wu hoa hé thdng mang: khi sé luong ngudi dung ting 1én, bing

thong trén duong truyén sé bi chia nhé. Viéc khao sat gitip ngudi quan tri biét
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dugc sb luong AP va do bao phu con dép tng duge nhu ciu nguoi dung hay
khong, tir 46 quyét dinh can lap thém thiét bi méi hay chuyén mot thiét bi AP

tur noi khac to1 d€ dap ung khu vuc c6 yéu cau mat do cao hon.

Trién khai ung dung moi trén dudng truyén: trién khai thém mot dich
vu khéc trén duong truyén dong nghia can thém bang théng cho hé théng.
Viéc khao sat giup nguodi quan tri biét d6 sin sang ctia hé thong hién tai co

dap ung dugc voi yéu cau moi khong.

Vi dyu: Mot cong ty mudn trién khai thém tGng dung thoai trén duong
truyén co san, yéu cau mirc d6 bao phu, biang thong va chuyén ving cao hon
dé dam bao tin hiéu lién tuc va khong bi cham. Can khao sat bang thong trén
duong truyén c6 sin dé dam muc luu luong can dé trién khai thém tng dung

thoai.

Trién khai mot cong nghé méi: khi ngudi quan tri mudn thay thé mot
cong nghé méi hon, chang han: diung chudn Wi-fi 802.11n thay cho chuan
802.11a/b/g da 18i thoi, can tién hanh khao sat dé biét nén chon cau hinh thay
thé nhu thé nao cho hiéu qua, vi ban chat truyén séng ciing nhu kha ning lam
viéc cta chuan két ndi 802.11n rat khac biét voi cong nghé trude d6.[1]

1.3.3 Cac tiéu chi cho viéc thiét ké hé thong

Céc phuong phap thiét ké mang khong day truyén théng cho dén

phuong phép mdi dua trén nhung ti€u chi khic nhau nén mac do dép tng

cling nhu kha nang md rong sau nay cling ¢6 nhirng khac biét 16mn.
_ Phuong phap truyén thong
Hé théng duoc thiét ké véi s6 luong AP it nhat c6 thé, do céac thiét bi
AP van dugc xem 1a rat ton kém va 13 yéu t6 quan trong dé cat giam chi phi
du anh huong 16n dén cong suat va do sian sang cho hé théng.
AP dugc thiét ké v6i s6 luong it nhat ddng nghia mdi AP phai lam viéc

& cong suit t6i da va bao phu mot dién tich rong hon. Coéng suit mang sé& bi
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giam do nguy co nhiu can kénh ting cao giita cac AP, nhung diéu nay lai it

dugc can nhic khi thiét ké hé thong.

Mbi AP duoc thiét ké cho hon 30 ngudi dung két ndi cung lic. Do do,
khi nguoi dung ting thi Wi-fi s& chia nho bang thong va giam cong suét

xuéng.

Khéng chi bang théng, cong suit va do bao phu tin hiéu, ma do sin
sang va tin cdy cta hé thong mang ciing khong duoc can nhic dén khi thiét
ke.

- Phuong phap mai
S6 luong AP dugc thiét ké nhiéu.

Cac AP dugc thiét ké hoat dong voi cong suat thap nhat, dong nghia

giam duogc nhifu xuat hién & cac ving giao thoa cta hai thiét bj AP.

Hé théng duoc thiét ké cho it hon 10 nguoi dung truy cap dong thoi

vao AP, gitp giam tai va cong suat toi da khi chia sé bang thong trén mang.

Biang thong va chét luong tin hiéu dugc can nhic k§ trong qua trinh
thiét ké. Khong chi do bao phti ma do sin sang ciing dugc quan tim can
trong. Ngudi quan tri luén dam bao ngudi ding c6 thé truy cap vao hé thong
thanh coéng va dung dugc cac tmg dung voi tde do ti wu trén trong moi
truong mang Wi-fi.

1.3.4 Cac thong s6 cin lwu y khi chon thiét bi phat wifi va anten
1.3.4.1 Lwu y khi chon thiét bi phat wifi

Cuc phat tin hiéu wifi hién nay 1a thiét bi khong thé thiéu d6i véi mdi
gia dinh, mdi co quan. Ciing vi thé ma thi truong xuat hién qua nhiéu tén tudi,
thuong hiéu cuc phat tin hiéu wifi méi ra doi véi du ching loai, da mau ma
cling nhu du gia tién.

Ciing giéng nhu dién thoai thong minh, cic nha san xuét router lién tuc

trién khai cac tiéu chuan khong diy méi, manh mé hon (cic giao thirc IEEE)
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khi cong nghé trd nén tién tién hon. Do d6 ching ta c6 cac chuin nhu
802.11g, 802.11n va 802.11ac, day khong chi 1a cac con sd ngiu nhién ma

con mo ta vé kha nang cua router.

Tiéu chuin méi nhat 1a 802.11ac, c6 thé bat gip trén tit ca cac router
hién dai ngay nay. Router sir dung chuan khéng day nay c6 thé hd trg toc do
1én dén GB, nhanh hon nhiéu so véi gidi han 600MBps trude d6. Gidng nhu
cac chuan trudc, ac tuong thich nguoc véi cac thiét bi st dung chuén cii hon.

Phén 16n céc router va thiét bi déu tuong thich véi 802.11ac.

Ngoai ra con c¢6 mot chuan khac duoc goi 1a 802.11ax. Tuy nhién sé&
phai mét vai nam nita dé né hoan toan dugc ngudi sir dung chap nhan.
1.3.4.1.1 Luwu ¥y vé bing tin ciia cuc phat tin hiéu wifi
Bing tan c6 thé hiéu don gian 1a tan sd cia song dién tir dung dé thu
phat tin hiéu lién lac gitta cac thiét bj khong day. C6 rat bang tan khac nhau,
nhung hién nay bang tin st dung phd bién nhat danh cho mang wifi 1a

2.4GHz va 5GHz.

2.4GHz 14 bang tan duoc sir dung phd bién nhat hién nay. Ngoai cac
thiét bi dién thoai va may tinh, bang tan nay con dugc st dung cho nhiéu thiét

bi khac nhu: 16 vi song, thiét bi video,...

Va vi c6 qua nhiéu thiét bi cung sir dung & bang tan 2.4GHz nén hién
tugng nhiéu séng va nghén mang xuét hién va ngdy cang pho bién di véi
bang tan nay. Pay ciing 1 1y do céc thiét bi phat wifi hién nay da dan chuyén

sang bang tan 5GHz, béi tan sé SGHz c¢6 nhiéu wu diém hon.

Uu diém dau tién ciia cac thiét bi wifi hoat dong & tan s6 5GHz 1a kha
nang giam nhiéu hiéu qua, do khong cung tan sb véi cac thiét bi wifi bang tan
2.4 va cac thiét bi dan dung nhu: thiét bj Bluetooth, 10 vi song, loa khong
day,... Khong nhimg thé, tn s6 5GHz c6 tir 8 dén 23 kénh c6 kha ning tranh
duogc van dé chéng song, nén tranh dugc viéc nhiu séng cua cic mang gén

nhau.
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Tuy nhién, bang tan 5GHz nay van con mot s6 han ché nhét dinh. Pau
tién chinh 12 pham vi phu séng cta bang tan nay s& bj thu hep so voi bang tan
2.4 cii. Ké dén 1a hién nay, khong nhiéu thiét bi hd tro wifi ¢ bing tan nay.
Hién nay, trén thi truong co rat nhiéu thiét bj hd tro déng thoi ca hai bang tan
nhu: TP-Link N750, TP-Link N600, Totolink AC1200, D-Link Wireless
AC1900, Tenda FH1202,...Mua mot bo dinh tuyén bang tan kép co thé hoat
dong dong thoi trén ca 2.4GHz va 5GHz ciing 1a giai phap hitu hiéu. Trong
khi bang tin 2.4GHz rat can thiét dé phuc vu céac thiét bi Wifi doi cil, bang tan
5GHz thi giong nhu mot “dai 16 ¢6 11 lan dudng” ma chua ting ai nghe toi.
Piéu nay s& gitip giam tac nghén dang ke.
1.3.4.2 Luu y khi chon anten cho thiét bi phat song

Khi lya chon cac bo phat Wifi thi can phai lya chon céc loai anten phi
hop voi yéu cau va diéu kién phi song va st dung. Tuy nhién khong nhiéu
nguoi hiéu dugc cac thong sd quan trong va can thiét anh hudng dén viéc lya

chon anten va by phat. Cac tiéu chi cho viéc chon thiét bi phat song la:
Do g1 (gain)

Do loi 1a mdt thuat nglt mo ta sy tdng bién dd cua tin hiéu vo tuyén,
don vi do 1a decibel (dB) hay dBi dé chi do loi cia anten dang hudng
(isotropic) va dBd dé chi do loi cia anten dipole ntra budc séng (half-wave
dipole).Mot dB bang logl0 ciia cong suat dau ra chia cho cong suat dau vao.
Vi du, cong suat dau vao 1a 30mW va cong suit dau ra 1a 60mW thi do loi
tinh duoc 1a 3dB. Theo cong thirc nay, ctr ting 3dB thi céng suit tinh theo
mW sé& ting gip d6i. Chang han, AP ¢ cong suat S0mw va sit dung anten
3dB (loai Rubber Duck) thi cong suit phat thuc su ctia AP 13 50*2 (3dB bang
gap doi cong suat) = 100mw. Anten c6 do loi cang cao thi khoang cach song
di cang xa. Viéc tip trung coéng suat phat ctia chung chit ché hon lam cho

nhiéu ning luong dugc truyén dén dich hon, ¢ khoang cach xa hon.
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Cac loai anten v6 hudng nhu rubber hay omni ¢6 d6 lgi tir 2-12dBi do
chung phai phat 360 do theo chiéu ngang (anten dang hudng do loi cang cao
thi kich thudc cang 16n va phan cuc doc cang nho). Céc loai anten dinh hudng
nhu flat, sector thong thuong c6 do loi tir 8-20dBi, goc phat theo chiéu ngang
khoang 10 - 120 d6 (anten dinh hudng c6 do loi cang cao, kich thudc cang
16m va bup song cang nhd). Lon hon nira 1a céc loai anten chao (Grid anten)

¢ d6 loi 16n, ¢6 khi 1én dén 30dBi hodc cao hon.
Su phéan cuc (polarization)

Su phéan cuc ciia song 13 hinh 4nh dé lai bai diu mut cta vecto trudng
khi dugc quan sat doc theo chiéu truyén séng. Sy phan cuc cta anten cé thé
dugc phan loai nhu tuyén tinh, tron hay ellip. Song v6 tuyén thuc chat duoc
tao boi 2 trudong: dién trudng va tir truong. Hai trudng ndy nam trén 2 mit
phang vudng goc véi nhau. Tong ciia 2 truong dugce goi 1a truong dién tir.
Mit phang song song voi thanh phan anten duoc goi 1a E-plane, mat phang
vudng goc vai thanh phan anten dugc goi 1a H-plane. Ching ta chi quan tim
cht yéu dén dién trudong vi vi tri va hudng ctia nd trong mdi twong quan dén
bé mat trai dat s& quyét dinh sy phan cyuc cua séng. Sy phan cuc 1a hudng vat
1y cua anten theo phuong ngang (horizotal) hay doc (vertical). Dién truong la
song song v&i thanh phan buic xa ciia anten vi thé néu anten nam doc thi cuc
cua anten la doc hay con goi 1a phan cuc doc (dién truong vuong goc voi mat

dat.8
Bap song (beamwidth)

Viéc 1am hep hay tap trung cac blip song cua anten s€ lam tang do lo1
cua anten. Bup song 1a d0 rong cua tia tin hi€u RF ma anten phat ra. Bup song
doc duogc do theo d0 va vuong goc véi mat dat, con bup séng ngang cling
dugc do theo d6 va song song v6i mit dat. Ung véi mdi kiéu anten khac nhau

s€ co bup soéng khac nhau.
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Viéc chon lya anten c6 blp song rong hay hep thich hop 1a viéc lam
quan trong dé dat dugc hinh dang ving phu séng mong mudn. Bap song cang

hep thi d§ lo1 cang cao.
Tré khang (Impedance)

Su btrc xa hi¢u dung cia mot anten 1a “ty sb cua téng cong suat phat ra
bdi anten so v&i cong sudt tir tram phat (ndi véi anten) duoc chip nhan boi
anten”. Anten buc xa mot sb cong suat & dang nang lugng dién tur. TAt ca cac
thiét bi RF, duong truyén (cap), anten déu c6 trd khang, chinh 1a ty s6 giita
dién ap va dong dién. Khi anten duoc két ndi voi mot doan cap, néu trd khang
dau vao cua anten trung khdp véi tré khang cia radio va duong truyén thi
tong cong suat dugc truyén tir radio dén anten 13 t6i da. Tuy nhién, néu tré
khang khong giéng nhau thi mot sd nang luong s€ bi phan xa nguoc trd lai
nguén va 6 con lai s& duoc truyén di dén anten.

Loaianten  Blp song ngang Bdp song doc

(o) (dd)
2mni- 360 T 7-20
directional
Patch/Panel Tir 30-180 Tir 6-90
Yag T 30-78 Tr 14-54
Parabolic Tir 4-25 Tir 4-21
Dish

Hinh 1-5: Bup song ctia cac loai anten

Ty s6 song ding dién ap (VSWR)

VSWR (Voltage Standing Wave Ratio) xuat hién khi tro khang khong
tuong thich giita cac thiét bi trong hé thong RF. VSWR duoc gy ra bdi mot
b tin hiéu RF bi phan xa tai diém trd khang khong twong thich trén duong
truyén tin hiéu. Néu nhu khong cé phan xa thi VSWR s& bang mot. Khi
VSWR ting 1én thi s phan xa s& cang nhiéu. Néu VSWR cao va cong sut
cao thi c6 thé gay ra tinh hudng nguy hiém nhu khi ta st dung dién ap cao

trong dudng truyén, trong trudng hop toi t& nhat, né coé thé ban ra tia lira dién.
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Tuy nhién, tinh hudng nay s& khong xay ra néu ngudi ding st dung cong suét
thap khi trién khai mang WLAN. Phuong thtic thay d6i VSWR bao gdm viéc
str dung thiét bi thich hop, két ndi chic chin giita cap va dau ndi, st dung trd
khang tuong thich giita cac thiét bi phan cung va st dung céc thiét bi chat

luong cao 1a cac phuong thirc t6t chong lai VSWR. Ty s6 nay thuong 1a 1,5:1
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CHUONG 2:  KHAO SAT TIN HIEU MANG WIFI VOI PHAN
MEM EKAHAU

2.1 Giéi thiéu phan mém Ekahau
Gidi thiéu chung vé ESS: Ekahau Site Survey 9.0 (ESS) 1a cong cu
phﬁn mém tro gitp ghi lai, m6 ta, du tinh, danh gid va dua ra bdo cao vé

nhimg dic tinh khac nhau ciia mang vo tuyén Wi-Fi:

- Hinh thanh duoc nhitng ¥ niém vé khu vuc phu séng dugc du kién, toc
do dir li¢u, cac ddc tinh khac cua mang khong day sir dung cac anh so
do dang JPG, PNG. - Xac dinh vi tri cac access point hoat dong tt va
khong hoat dong.

_ Tim vi trf tdi wu dit cac access point méi va hién tai. - Module Activate
Ekahau Reporter tao ra mdt ban khao sat va cac so do mang dﬁy du
thong tin thoa man nhu ciu cua khach hang bao gdm tat ca nhiing théng

tin théng ké va nhiing so d6 khoi dau.

_ Module Activate Planner hoach dinh va thiét ké mang khong dya trén
nén mang khong diy hién tai. - Module Activate Ekahau GPS tao ra
nhimg so do vé khu vuc bao pht ngoai troi ma khong can nhitng thao
tac thu cong. - Lya chon kénh tan s6 dung nham giam thiéu nhiéu.

- Mo ta va t61 thi€u hoa nhitng 16 hong song vo tuyén bén ngoai toa nha.

_ Xuat ban dir liéu khao sat va nhitng mé ta vé cac tng dung khac.[3]
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2.2 Tong quan vé giao dién ngwoi dung

TN STONN ST | BTN EETE O
T SidR_130Mbpe (VAP GAPEI e Wan O

Voice + Dsta dim|
>0

* a3

Hinh 2-1: Toéng quan vé giao dién ngudi dung

1: Piém truy cap, danh sach khao sat va ché do xem ban do.
2: Thanh Toolbar.
3: Lwa chon ché dd xem truc quan.
4: Tab lap ké hoach va khao sat.
5: Ché d6 xem truc tiép tai vi tri hién tai
6: Ché d6 xem ban dd
2.3 Cac chirc nang chinh cia Ekahau

- Lap ké hoach mang ty dong : Tu dong xdc dinh trudc khi xac dinh vi tri

t6i wu cho cac diém truy cdp cta nguoi dung trude khi trién khai thuc

r
A

te.
_ Phan tich va t6i wu hoa : Truc quan héa pham vi, dung luong va hiéu
sudt cia mang, hoan thién chiing va mo phong céc thay do6i trong mang

hoac moi truong.
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D6 an t6t nghiép

2.3.1 Ché @ xem ban dd
Ché do xem ban dd 1a ché do xem duoc st dung phé bién nhét trong

ESS. Str dung ché do xem ban dd dé:

e Tao cac géi mang

e Thuc hién khdo sat dia diém

e Dit va di chuyén cac diém truy cap

e Phan tich va t61 uvu hdéa vung phu séng va hi¢u suat cuia mang

Thu phoéng ban dd duoc thuc hién bang cac nat thu phong trén thanh

cong cuy, st dung banh xe chudt hodc tir menu xem.

2.3.2 Tab lap ké hoach va khao sat

Str dung tab Lap ké hoach va Khao sat dé truy cap cac cong cu duoc sir

dung phd bién nhat:

Biéu tuong

Tén

Mo ta

Chinh sira cac muc trén ban d6. Cho phép nguoi dung

["}s Edit thuc hién cac chirc nang khac nhau cho cac muc trén
ban do, chang han nhu di chuyén va xoa.
Quy mé chi dinh. Chi ra ty 1€ cua ban do6. Ciing c6 thé
i Scale q o L
dugc st dung nhu mét cong cu do khoang cach.
H iléztejlzted Pit Piém truy cidp mo phong trén Ban d6. Tuy chon
Point chon thudc tinh cua AP trudc khi dat no.
5 Floor A A g et 1A 1A ,
@) : Chi can thiét khi trinh 13p ké hoach 3D duogc sur dung
: Alignment
E Wall Vé tuong. Chi can thiét khi trinh lap ké hoach 3D duoc
su dung.
. Chi ra cac khu vuc bao hiém cho Auto-Planner. V& cac
i Coverage . e e Z X
- khu vuc noi nguoi dung mudén Auto-Planner cung cap
Area \ s s sy aw, g AR ~
vung phu song Wi-Fi va dat cac di€m truy cap.
i ™ Auto- M¢& Auto-Planner. Nhan vao day dé mé hop thoai cau
Planner hinh Auto-Planner va cau hinh Auto-Planner.
@20 gﬁf\%g Thuc hién khao sat: Cac phép do do chinh xac.
Survey Kiém tra dir liéu khao sat chi tiét. Nhap vao cong cu va
- Inspector | nguoi dung s€ thady khdo sat do dac trén ban d6. Nhap
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dap chudt vao phép do dé xem chi tiét do luong.

W

GPS
Reference
Point Tool

Pit Piém tham chiéu GPS trén ban d6. Khong c6 diém
tham chiéu, toa d6 GPS khong thé dugc chuyén do6i
thanh toa do ban do va do d6 thong tin GPS khong thé
dugc hién thi trén ban dd.

Hinh 2-2: Cac cong cu pho bién trong Ekahau Site Survey
2.3.3 Danh sach Acess Point

Hinh 2-3: Giao dién lam viéc véi cac Access Point

1: Tim kiém cac AP cu thé.

2: Nhanh chong chon mot nhom cac AP.

3: 86 luong AP duoc hién thi

4: Thyc hién cac hanh dong cho cac AP: Chon tat ca/ Khong; Pong

bang, Tham gia, Ty dong dat cac AP trén ban dd, Chinh stra.

5: AP dang duogc chon.

6: Thong s6 cua AP dang duoc chon. Bam vao dé chon hoic bo chon.

2.4 Cai dat Ekahau Site Survey

2.4.1 Yéu cau h¢ thong va giéi han phan mém

Phan cting va hé diéu hanh sau day duoc yéu cau dé chay chuong trinh:
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_ Hé diéu hanh Windows 10 (64 bit & 32 bit), 7 (64 bit & 32 bit)

- Khuyén nghi RAM 4GB

~ Dung luong 6 ctng tréng 3GB

~ B6 diéu hop Wi-Fi duoc hd tro

_ May tinh x4ch tay (can thiét d¢ ghi lai khao sat, may tinh dé ban c6 du
ké hoach va phan tich)

_ D6 phan giai man hinh 1024 x 768 trd 1én, khuyén nghi chét luong mau
32 bit

2.4.2 Cac budc cai dat tréen Windows 10 64bit
Chon ngdn ngit phu hgp

Installer Language

= Please select a language.

English

le Bin

-
4
%)
5
&,
6

- .
L=,

Word 2016

824 PM

A D) 0/82019

Hinh 2-4: Chon ngdn ngir hién thi trong phin mém

Chon thu muc cai dit trén 6 dia
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= Ekahau Site Survey Setup

Choose Install Location
. g gKa hau Choose the folder where to install Ekahau Site Survey

o

Network  Program Files 3

58

Recycle Bin  Excel 2016

Please specify the installation folder below.

Destination Folder

P g :\Program Files\Ekahau\Ekahau Site Survey] Browse...
2]

Control Panel PowerPoint Space required: 516.3MB
2016 Space available: 47.0GB

Adguard  SumatraPDF

7

#- N3

CCleaner Word 2016

8:24PM

A D) o010

Hinh 2-5: Chon dwong din dén thw muc cai dit

DPong ¥ véi diéu khoan ctia nha phat trién

= Ekahau Site Survey - Activation

Steps EKAHAL SITE SURVEY END-USER LICENSE AGREEMENT - COMMERCIAL LICENSE

n NOTICE

2. License Activation THIS EKAHAU SOFTWARE PRODUCT TOGETHER WITH ACCOMPANYING DOCUMENTATION ("EKAHAU
3. Region Selection SITE SURVEY" OR "ESS’) IS THE PROPERTY OF EKAHAL, INC. ("EKAHAU"). THE PRODUCT IS MADE

4. Summary AVAILABLE TO ¥OU, THE ORIGINAL PURCHASER, SUBJECT TO THE FOLLOWING LICENSE AGREEMENT.
PLEASE READ THIS LICENSE AGREEMENT CAREFULLY BEFORE INSTALLING OR USING THE PRODUCT.
THIS IS A LEGAL AGREEMENT AND BY DOWNLOADING EKAHAU SITE SURVEY, YOU ARE AGREEING TO BE
BOUMD BY THE TERMS OF THIS AGREEMENT.

BY CLICKING "I AGREE", YOU AND YOUR EMPLOYER AND ANY ENTITY WITH WHICH YOU MAY BE
AFFILIATED (COLLECTIVELY "LICENSEE" OR "YOU") ARE CONSENTING TO BE BOUND BY THIS AGREEMENT.
SHOULD YOU NOT AGREE WITH ALL OF THE TERMS OF THIS AGREEMENT, YOU MAY TERMINATE THE
INSTALLATION PROCESS BY CLICKING "CANCEL". YOU MAY THEN NOT INSTALL OR USE EKAHAU SITE
SURVEY. PLEASE NOTE THAT ANY USE BY LICENSEE OF EKAHAU SITE SURVEY CONSTITUTES AN
ACCEPTAMNCE BY LICENSEE OF THESE LICENSING TERMS.

SHOULD YOU HAVE ANY QUESTIONS RELATED TO THE INSTALLATION OR USE OF EKAHALU SITE SURVEY,
PLEASE CONTACT EKAHAU SUPPORT AT www.ckahau.com/support.

ol Panel
o SHOULD YOU HAVE ANY QUESTIONS RELATED TO THE TERMS OF THE AGREEMENT, PLEASE CONTACT
EKAHAU SALES VIA http:/fwww.ekahau com/sales.

1. DEFINITIONS

Adguard  Sumatra 11 AGREE

W2
n‘

Word 2016

Hinh 2-6: Pong y véi diéu khoan ciia nha phat trién

Kich hoat ban quyén phan mém
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= Ekahau Site Survey - Activation

Steps
This PC ®5
1. License Agreement

s The evaluation version is limited in functionality.
QL eSSl icination To get a full version, contact us via hitp:fwww ekahau comisales or your local Ekahau
4" E 3. Region Selection
-

representative.

4. Summary () Activate License
Metwork  Program

Activation Key

Name
Company

Recycle Bin xcel 21] E-mail

Network Adapter Hardware Addr.

.= Bluetooth Device (Personal Area Network] 70: §
Intel(R) 82574L Gigabit Network Connection 00:0¢:29:55:27:¢c3

Control Panel

Adguard  Sumatra

Hinh 2-7: Kich hoat phan mém
Giao dién nguoi dung

= Untitled.esx - Ekahau Site Survey
File Edit View Map Project Measurement Reporting Help

ESS | = v
Access Points Surveys  Building 1 Show | Signal Strength ~ | for | My Access Points ~ DI"I. 24| 5 l

® Options ¥
Showing:0/0 APs Quick Select Actions ¥

e B, R il ey
Planning Survey

Mo maps +

Please add map!

Voice + Data | dBm

80 | | >0 |

' Live Rec l 24 5 Duration | b

3 ds Radio Filter |-'-n;- 35D v | {? V- E

Hinh 2-8: Giao dién ngwoi dung khi cai dat xong
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CHUONG 3: THUC NGHIEM
3.1 M4 hinh trién khai thir nghiém
3.1.1 Phat biéu bai toan
Thiét ké hé thong thiét bi phat song Wifi cho cang Mipec, dya trén cac

thiét bi va co sé ha tﬁng dang c6. Tram phat wifi dat & cac vi tri c¢d dinh trén

cOt chiéu sang theo ban ve sau :

Ban va bé tri hé cdt chidu séng .

|

TR | e
g

i

wl [ i

| I |||||||||||||'|Hf||ﬂ_|f||||||u|||:i||||||| FITIIATY

Shil chi:

- Tir cdt D1 Gén D8 oft chifu séng cao 30m
- Tir D9 agén D22 oft chidu eéng cao 17m

= Céic ot DS gén D16 &8 thi cong trong BB 2

BEXUAT | XEM XET

PHIEE DUYET —

Hinh 3-1: Ban vé cang Mipec
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V&i cac AP 7161 duoc dit & céac vi tri cot D2 dén D6, hoat dong trén

bang tin 2,4 Ghz. Mdi AP di dugc lap dat ciing 3 Anten.

3.1.2

Yéu cau ky thuat hé théng phu song wifi bai:

Toan b tat ca cac Access Point str dung chung 1 SSID duy nhit.

Phu song toan bo mat bai va cau tau, khong c6 diém mu trong diéu kién
container xép ca0 4 tang.

Song dugc bat & mdi vi tri, moi diéu kién thoi tiét va san xuét co toe do
tbi thiéu dat 2Mbps.

Ti 18 tin hiéu trén nhiéu tbi thiéu: +20dBm.

Tiéu chuan phu song WLAN 802.11g/n/ac ¢ bang tan 2.4GHz hoic
5.0GHz.

Phuwong phap thuc hién
Xét trén yéu cau cua bai toan, dé tién hanh thuc hién s& chia lam 3 giai

doan thuc hién nhu sau:

Giai doan 1: Khao sat thuc té tai khu vuc can thiét ké mang va so sanh

voi dit ligu duge cung cép tor khach hang. Xac dinh vi tri dat cac diém phat

s6ng da co san va xay dung ké hoach dit thém cac diém phat song moi tranh

nhimng thtr c6 thé ca trd tin hiéu séng.

Giai doan 2: Udc lugng tong sb diém phat song can thiét cho toan bd

pham vi mang. Lap céc phuong an thir nghi¢p va st dung cong cu Ekahau

Site Survey dé mé phong.

Giai doan 3: So sanh két qua cua cac phuong an da thir nghiém dé dua

ra thiét ké td1 vu nhat.
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3.2 Céc bude trién khai
Giai doan 1:
Duéi day la cac thong s6 em thu thap duoc sau khi khdo sat thuc té tai

noi thi cong:

Tén tiéu chi Thong s6
Chiéu cao cua contenner 2,895m
Do suy yéu tin hiéu qua vach container 6 db
D0 day cua thanh container 4cm
Chiéu cao cot chiéu sang tir D1 dén D8 30m
Chiéu cao cot chiéu sang tir D9 dén D22 17m
S6 luong diém phat song da co 5
Loai Access Point dang sir dung AP 7161
Loai Anten dang st dung 14 dBi Sector

Hinh 3-2: Bang thong s6 thuc té tai bii cing Mipec
Giai doan 2: Sau khi khao sat thuc té em udc luong tong s6 diém phat

song can thiét tir 12 dén 22 diém va dua ra cac phuong an thiét ké sau:

Phuong an 1: Bit vi tri cadc diém phat song madi 1€n tat ca cac cot chiéu

sang con lai voi cac thong so cua thiét bi nhu sau:

MO ta Thong s6 k§y thuat

Thiét bi Access Point 7161 Thiét ké theo tiéu chuan IP67 dap
mg nhu cau hoat dong ngoai troi.

Antenna Panel 9 dBi Omni

Chiéu cao ctia Anten & cot tir D1 dén D8 | 28m

Chiéu cao ctia Anten & cot tir D9 dén 15m

D22

Cong xuit ciia Anten 100mwW

Goc nghiéng cua anten so vi mat dat -20°

Bing tan 5.0 GHz

Tiéu chuan wifi 802.11n,9

Hinh 3-3: Théng so ciia thiét bi & phwong 4n 1
Phuong &n 2: Thém 7 diém phat song méi va dat lai tai cac cot chiéu
sang D1,D2,D3,D4,D6,D8,010,D12,D16,D17,D18,D19,D22 véi cac thong sb

cua thiét bi nhu sau:

MO ta Thong s6 k¥ thuat

Thiét bi Access Point 7161 Thiét ké theo tiéu chuan IP67 dap
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rng nhu cau hoat dong ngoai troi.

Antenna Panel

14 dBi Sector

Chiéu cao ctia Anten & cot tir D1 dén 28m

D8

Chiéu cao ctia Anten & cot tir D9 dén 15m
D22

Cong xuit ciia Anten 100mW
Goc nghiéng cua anten so voi mat dat | -20°
Bing tan 2.4 GHz
Tiéu chuan wifi 802.11n

Hinh 3-4: Thong sb ciia thiét bj ¢ phwong an 2

Phuong an 3: Bat vi tri cac di€m phat song mdi 1én tat ca cac cot chicu

sang con lai voi cac thong so cua thi€t bi nhu sau:

Mo ta

Thong so ky thuat

Thiét bi Access Point 7161

Thiét ké theo tiéu chuan IP67 dap
ung nhu cau hoat dong ngoai troi.

Antenna Panel

14 dBi Omni

Chiéu cao ctiia Anten & cot tir D1 dén 28m

D8

Chiéu cao ctiia Anten & cot tir D9 dén 15m

D22

Cong xudt cua Anten 100mwW

Goc nghiéng cua anten so véi mat dat | 180°

Bing tan 5,0 GHz va 2,4 GHz
Tiéu chuan wifi 802.11n,g

Hinh 3-5: Thong sb ciia thiét bj ¢ phwong an 3

Céc budc st dung Ekahau Site Survey dé mo phong theo cac phuong an duoc

dat ra:

Budc 1: Tu giao dién nguoi dung chon Add Map trong tab Map

File Edit View Map Project Measurement Reporting Help

= M IE Add Map

Duplicate Map

Access Points

Swap Map Images

Remowve Map

Showing:57/57 Active Map

Ctri+M

had

» elect Actions ¥

Hinh 3-6: Thém bén d6 vao phin mém
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Budc 2: Dung cong cu thude dé so sanh kich thudc trong ban v& va
thuc té do khach hang cung cap.
I B, G B B, e, dis 1611%

Planning Survey

He thong chieu sang - BK v +

T 45 pe / 17

Hinh 3-7: Do kich thwéc trong ban vé
Buéc 3: St dung céng cu Wall dé thé hién cac loai vat liéu va cong
trinh thuc té tai bai. O buédc nay can diéu chinh chinh xac vé chiéu cao, do

day va do¢ suy hao tin hi€u cua vat liéu.

= 858 L tﬁ‘_’ﬂ;g 1611 | I Wl Brick (40 m / 10.04B) Y[+ -
Survey f\/\/"i/\-'\ 100 aaﬁ 03|m| 333|dB/m E 400 mI 00|m I [Wall,Brick
feusang-BK | + 2 N
3 0
= o
o
f

b-1 xOp contalner khal th,c beng rtg (6x25...) container_

— C EH% HE

Hinh 3-8: Biéu thi cac loai kién triic trén giao dién phan mém

Budc 4: Str dung Coverage Area dé khoanh ving can bao pht mang.
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i LV % 16113& I [Voice+ Data

- l | Devices Advanc

"Hnusu|i=||'1|i;|'|il|lf|-.i|||n :
—J .j — —

4
i

fi

PRI

@ocococsesrece L

o 1PN [T

;!
i

Hinh 3-9: Vung can bao pht mang

Budc 5: Chon thiét bj AP theo ké hoach thiét vé va dat vao céc vi tri
trong ban ve.
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% m ﬁv “ @ B' L' % 1611;§ | Generic .11n/ac Dual Radio -

7

Planning Surw ~
g £ D-Link DWL-8710AP

- B .
He thong chieu sang - BK bl B ExtremeWireless AP3710e + WS-AFDT04360 B
ExtremeWireless AP3710i —
ExtremeWireless AP3715e + WS-A0-2DIPN and WS-A0-5DIPN =
. » . . » agee— =
ExtremeWireless AP37151 Hunl
{—
ExtremeWireless WiNG AP7131 : 3 -
| - e min

ExtremeWireless WiNG AP7161 + IN2000

ExtremeWireless WING APT167 + L-2452

ExtremeWireless WiNG APT167 + ML-2452-HPAGSAS-01

ExtremeWireless WiNG AP7181
Juniper WLAZ71

= FoneFlex R710

Hinh 3-10: Chgn Access Point thich hop
Budc 6 : Piéu chinh thong sb ciia dién phat song va Anten theo cac
phuong 4n dugc 1ap ¢ giai doan 2. Pam bao cac diém phat song gan nhau co
khoang tan sb khong trung nhau dé han ché su ché)ng l4n tin hiéu va lam

nhicu song.

s s A

123456780910 11--36 40 44 485:61‘60 64 --100 104 108 112 116 120 124 128 132 136 140 144 -- 149 153 157 161 165

(> 20 MHz)
} £ IV EINF. £3.U5 a6M) Wy LU M \."I" vy W

-an® E

O O Altai Omni 5GHz 9dBi W

Supported Spatial Streams |3 ~ | [¥] Short Guard Interval

[] Greenfield

Hinh 3-11: Céc thong sb ciia Anten
Budc 7 : Diéu chinh hudng phét sdng ctia Anten cho tin hiéu di xa nhét

va bao phu hoan toan di¢n tich ving dugc yéu cau.
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Hinh 3-12: Piéu chinh huéng ciia Anten
Budc 8: Kiém tra do bao phi, cac thong sd ki thuat so véi yéu cau cua
khach hang.
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Giai doan 3: Tong hop két qua ciia cac phuong an dugc thir nghiém

Tén tiéu Phuong an 1 Phuong an2 | Phuong4an3 | Yéu cau toi
chi thiéu
Sb luong | 22 chiéce 12 chiéc 22 chiéc Trén 5 thiét b
thiét bi
phat
Théng Toc do tdi Téc do tdi Toéc do tdi | Toc do thi
luong thiéu 54Mb/s | thiéu 102 Mb/s | thiéu thiéu 2Mb/s
90Mb/s
Ti 1& nhiéu | +1dBm +25dBm +10dBm +20dBm
song
Bang tan | 5,0GHz 2,4GHz 2,4GHzva |2,4GHz hoic
5,0 GHz 5,0GHz

Hinh 3-13: Bang tong hop két qua

Dua vao bang tong hop két qua em dua ra phuong an thiét ké bé tri cac

thiét bi Access Point va Anten nhu hinh v& mo ta bén dudi:

Area-2

@

—_e

Hinh 3-14: So dd bo tri lap dit thiét bi
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Trong thiét ké cac vi tri 1ap Access Point va bd tri antenna thi do phu
song wifi & bang tan 2.4GHz cho toan bo bai dugc thé hién qua so dd song,
cuong do song tai cac vi tri trén bai nhu hinh 3-15 véi vat can la container

dugc xép cao 4 ting twong duong v6i do cao 11.58m va chét liéu 1a kim loai.

- Tir ot DY ¢én D8 ot chidu sdng cao 30m )
- Tir D8 dén D22 oft chléi efng cao 17m Voice + Data | dBm
- Gé ot DB ¢in D16 o thi oing trong 0B 2 80 | >0

Hinh 3-15: Cwong d¢ séng 2,4GHz
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Véi mo hinh phu song theo thiét ké thi téc d6 truyén dir liéu wifi trén
bang tan 2.4GHz dam bao téc do két ndi gitra cac thiét bi dén may chu tng
dung trén 2Mbps theo yéu cau cua chil dau tu. Thong sb toc do két ndi duoc

mo ta theo nhu Hinh 3-18.

IE1RTLT,

- Tir ot D1 €én D8 ot chidu séng cao 30m
- Tir 08 @ D22 ot chifu séng cao 17m
- G oft D8 &éin D16 of ihi oiing frong GB 2

Hinh 3-16: Téc dd truyén tai dir liéu (Data rate)
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Thong s6 vé thong lugng mang trong thiét ké duoc thé hién Hinh 3-17.

T IEIE T

- Tir ot D1 ¢én D8 ot chifu séng cao 30m
- Tir D9 ¥ D22 oft chidu eéng cao 17m
- Gé oft DB @in D16 o8 ihl ofing trong GB 2

Hinh 3-17: Thong lwgng mang
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Hinh s6 3-18 thé hién gia tri nhiéu cho cac ving phu séng dat +20dBm

tré 1én.

A1

- Tir o DY €n D oit chidu séng cao 20m
- Tir D8 aén D22 oft chidu eéng cao 17m

- Ciic 0%t D 0 D16 88 th Ging frong 0B 2 [ 5 |

Hinh 3-18: Chi s6 nhiéu tir (Signal to Noise Ratio)
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KET LUAN
Do an “ Tim hiéu cong cu Ekahau trong hd trg khao sat thiét ké mang

Wifi ” da dat duoc nhimg két qua sau:
_ Vé Iy thuyét do an d trinh bay va hiéu duoc:

_ Lich sir hinh thanh va phat trién mang wifi. Cac dic trung k¥ thuat cta
mang Wifi.

_ Phuong phap khao sat va cac budc dé thiét ké hé théng mang wifi.

_ St dung dugc nhimg chirc ning co ban ctia phan mém Ekahau Site
Survey.

Ve thuc thi d6 4n tién hanh:

_ Trién khai thuc thi khao sat va thiét ké hé thong mang wifi cia cang
Mipec- Hai Phong
Nhitng van dé con ton tai can dugc giai quyét va hudng tiép tuc trong

tuong lai:

_ Trong qua trinh thuc hién, do nang luc con nhiéu han ché, cing nhiing
nguyén nhan khach quan khac nhu : co so vat chat, kha nang dich-hiéu
tiéng Anh trong qua trinh trao doi trén cac dién dan cong nghé nén chic
chan trong do 4n con nhiéu sai sot trong dé tai.

Em rat mong nhan duoc su dong gop v kién cua cac Thay Co6 va cac
ban dé em c6 thém kién thuc va kinh nghiém tiép tuc hoan thién noi dung

nghién ctru trong dé tai.
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TAI LIEU THAM KHAO
[1].https://nsp.com.vn/vi/kien-thuc/375-kho-sat-trien-khai-he-thong-wi-fi-
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