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LOI MO PAU

Cung v6i su phat trién chung cia toan xa hoi, cong nghé thong tin da timg budc
dugc phat trién va dugc Gng dung rong rai trong thuc té. Ngiy nay, mang Internet di
phat trién thanh mot mang sb liéu toan ciu cho phép nhiéu loai hinh thong tin truyén di
trén nd. Trong s6 do, thu dién tir (email) 13 mot dich vu di va dang trd nén phd bién hon
bao gid hét. Email cho phép chiing ta c6 thé giao dich, trao ddi cac thong tin qua lai mot
cach nhanh chéng, chinh xac vdi dd tin cay cao. Tuy nhién, do ddc thu cia mot hé théng
email s& bao gdm nhiéu nguoi ding va mot ngudi dung ¢ thé nhan dugce email tir mot
hodc nhiéu nguoi ding khac ¢ trong hodc ngoai hé théng. Do viy, c6 mot vin dé phat
sinh 1a luong dir liéu trang 1ap (thong diép thu gui di, té€p dinh kém,...) co thé s& duge
luu trit nhiéu 1an trén ciing mot may chu email.

Nhan thirc duoc tinh cap thiét ctia dé tai, toi da tién hanh nghién ctru cac phuong
phap c6 kha ning chong trung 13p dir liéu dé tir d6 Gmg dung trong hé thdng email nham
muc dich t6i giam sy trang lap dir liéu trong viéc giri / nhan email trong mot hé théng,
dé tir do tiét kiém khong gian luu trit may chu va ting tc d6 truy xut dit liéu cho ngudi
dung. Tén dé tai khoa luan cua t6i 12: “Phadt trién tinh néng logi bé dit liéu tring lip
(Data Deduplication) cho dir ligu dinh kém trong hé théng thw dién tiv siv dung phan
mém hMailServer”.

Dé hoan thanh duogc khoa luan nay, t6i xin duoc gl 101 cam on chan thanh dén
Thay gido: TS. Hoang Xuan Tung, giang vién khoa Cong nghé thong tin, Truong Pai
Hoc Cong Nghé - Pai Hoc Qudc Gia Ha Noi da lubn tan tinh huéng dan t6i trong sudt
thoi gian t6i thuc hién dé tai nay.

Téi ciing xin dugce gui 101 cam on dén tat ca cac thiy gido, co gido trong khoa
Cong Nghé Thong Tin - Truong Pai Hoc Cong Nghé da giang day va trang bi cho toi
nhimg kién thic dé tdi c6 thé thyc hién khoa luan.

Cudi cung, t6i xin duoc giri 161 cam on dén gia dinh, cac anh chi, ban bé dong
nghiép da ludn tao dicu kién, giup dd t6i trong sudt qué trinh t6i thyc hién dé tai.

Ha Noi, ngay 28 thang 05 nam 2017
Hoc vién: Nguyén Anh Tuin
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CHUONG I: TONG QUAN VE DATA DEDUPLICATION, HE THONG
EMAIL VA MOI LIEN QUAN

1.1. Gi6i thiéu vé Data Deduplication.
1.1.1. Data Deduplication la gi?

Mot trong nhitng vin dé ma doanh nghiép quan tdm hang dau 1a di liéu, dir liéu
ctia ho ludn gia ting timg ngay. Viéc can c6 cic giai phap mo rong ciing nhu toi wu hé
théng luu trit dit liéu 1a didu can thiét. Chong trung lap dir liéu (Data deduplication) 1a
mot k§ thuat dé 1am giam luong khong gian luu trit cho to chirc trong van dé luu trir dit
lidu. K§ thuat nay giup tiét kiém dung luong dia cimg dang ké, va hoan toan khong anh
hudng dén dir liéu hodc kha ning truy xuét dit lidu.

Trong hau hét cac t6 chirc, cac hé thong luu trit thudng cd chira ban sao cuia nhiéu
mau dit liéu. Cting mot tép tin ¢6 thé dugc luu ¢ nhiéu noi boi nhidu ngudi stir dung khéc
nhau, hodc hai hay nhiéu tép tin ma khong phai 13 giéng nhau van c6 thé bao gdm nhiéu
phan dit liéu giéng nhau. Data deduplication s& loai bo cac ban sao ma chi luu lai mot
ban dit liéu duy nhat.

Mot cach tong quat, Data Deduplication sé& so sanh cac ddi tugng (thudng 1a cac
tap tin hodc cac khéi dix li¢u) va loai bo cac dbi tuong (ban sao) tdn tai trong tap di lidu.
Nhu véy, Data Deduplication chi lvu mot ban dit liéu duy nhét trong tap dir liéu va thay
thé cac ban sao khac bang cach sir dung con tro dé dan trd lai v6i ban duge luu trir. [1]

Mot vi du cu thé vé Data Deduplication: mot hé thé)ng thu dién tir ¢6 thé chia
100 céc tép tin dinh kém giéng nhau (c6 thé trong cting mot email duge giri di) cung co
dung luong la 1 MB. Néu hé théng email duoc sao luu hodc luu trit, tat ca 100 file dinh
kém can duoc luu trit va do d6 can dén 100 MB khéng gian dia cimg. Khi tng dung k¥
thuat Data Deduplication, chi c6 mdt thé hién cua tap tin dinh kém la that sy dugc luu
trit, cac truong hop con lai s& chi duge tham chiéu téi ban sao lwu. Trong truong hop
nay, mot nhu cau luu trir 100 MB c¢6 thé duoc giam xuéng chi con 1 MB. [2]

1.1.2. Muc dich cia Data Deduplication

Loi ich chinh cta Data Deduplication 13 1am giam s6 lugng 6 dia ma céc to chirc
can phai trang bi dé luu trit dit liéu. Viéc loai bo cac dit liéu du thira s& tiét kiém dugc
mot khoan chi phi khéng hé nhé cho mdi t6 chirc. O day khong chi ¢6 chi phi vé trang
bi phan ciing, ma con cat giam duoc cac chi phi lién quan nhu hé théng dién ngudn, hé
thong 1am mat, bao tri, khong gian dat thiét bi. [1],[3]

Trong mdt vai trudng hop khac, dic biét 1a khi dir liéu can duoc luu trit va trao
d6i qua mang nhu cac hé théng luu trir dir liéu dam may, chia sé dit liéu dung chung qua
mang cuc bg hodc internet. Ky thuat Data Deduplication s& lam tdng hi¢u nang cho hé
thong, gibng nhu 1a: [1],[3]
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- Néu ching ta luu trit it, chiing ta s€ sao luu dit licu it di, déng nghia vdi viée
cac phuong tién phan cimg dung cho sao luu s& it di.
- Néu chiing ta luu trir it, lugng dir liéu trao doi qua mang sé& it di, va trong
truong hop co céc sy cd, viéc khoi phuc lai cac dir li¢u s€é nhanh hon do lugng
thot gian gidm vi dir li€u luu trit trude do da dugce loai bo trung 1dp.

1.1.3. Phén loai Data Deduplication

Theo nhu t6 chitc TechTarget [4-5], Viéc phan loai cac kiéu Data Deduplicaton
c6 thé dua theo hudng tiép can dit liéu. Theo d6, c6 thé chia ky thuat Data Deduplication
thanh ba loai chinh nhu sau:

1.1.3.1. File-level deduplication

Céch tiép can File-level 1a cach tiép can ¢ mirc d6 don gian nhat, thuc hién thong
qua viéc so sanh cac t&p tin chuan bi duge sao luu hodc luu trit véi nhiing tép tin da
duoc luu trir trude do bﬁng cach kiém tra cac thudc tinh cta no. Néu tép tin 1a duy nhat,
tép tin s€ duoc luu trir va céc chi s6 dugc cap nhat, néu khong s€ c6 mdt con tro dé tro
dén tép tin hién dang dugc luu trit. [6]

Mot vi du cta phuong thire nay 1 so sanh tén, kich thudc, kiéu va ngay chinh
stra ctia 2 tép tin v6i cung tén duoc luu trit trong hé théng. Néu cac tham sb nay 13 tring
khop, c6 thé chic chin rang mot vai tép tin 13 ban sao ctia cac tép tin khac va co thé xoa
mdt trong sd chung.

MName Size Type Date Modified
Z] File 1. txt 1KB TextDocument 9/1/2008 8:55 PM
Z] File2. txt 1KB Text Document 9/1/2008 8:55 PM

Hinh 1.1. So sénh hai tép tin dya trén cac thudc tinh cua tép tin

Nhu ¢ Hinh 1.1, hai t&p tin Filel.txt va File2.txt 1a c6 cung céac thude tinh nhu
kich thudc (size), kiéu tap tin (type), ngay chinh sira (date modified) cing dugc luu
trong hé thong, do d6 nhiéu kha ning hai tép tin nay c6 ndi dung giéng nhau.

Ngoai viéc so sanh dua trén cac thude tinh cta tép tin, ching ta co thé st dung
cach so sanh chinh xac hon bang cach so sanh sy khidc nhau bén trong mdi tép tin.
Phuong phap nay sé& tao ra mot ham bam (hash) duy nhat dai dién cho tép tin, va sau d6
so sanh ham bam cua tép tin méi véi tép tin gbc. Néu hai ham bam nay 1a nhu nhau thi
tic 1a chiing giéng nhau va mot tép tin can duoc loai bo. [6]
1.1.3.2. Block-level deduplication

Day la cach tiép can hoat dong & murc sub-file (mirc phu file), cac tap tin s€ dugc
chia thanh cac phan doan dit liéu duogc goi 13 khdi (chunks hoic blocks), sau d6 cac phan
doan nay s€ duoc tién hanh kiém tra vé muac do du thira so véi cac thong tin duogc luu
trlr truge do. [6]
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Phwong phap tiép can phd bién nhat dé xac dinh dir liéu trung lap 12 gdn mot dinh
danh cho mot khéi dit liéu, st dung thuat toan bam. Kich thudc cta khdi dix liéu c6 thé
1a ¢ dinh (fixed block) hodc c6 thé sir dung khéi dit liéu c6 thé thay doi dugc (variable-
sized block). Khéi kich thudc c¢b dinh c6 thé 1a 8 KB hoic c6 thé 64 KB, su khac biét &
day 1a khi dir liéu nho c6 kha ning dé xac khdi dit liéu du thira 13 cao hon.

Néu mét tap tin du thira dugc stra d6i va sau d6 tién hanh kiém tra lai sy du thira
v6i mot kich thude khédi ¢b dinh s& rat kho dé phat hién ra cac doan dit liéu du thira boi
vi céc khdi trong tap tin di dugc thay doi hodc di chuyén cé sy khac biét so voi thi tu
cac khdi trong tap tin duoc luu trir trude do.

Dé khic phuc nhuoc diém cia phuwong phap chia khéi dit liéu theo kich thudc cd
dinh, ngudi ta stir dung mot phuong phap 13 chia khéi dit liéu theo kich thudc thay doi.
Cach tiép can nay s& tim cac diém trong mot tap tin dé c6 thé phan doan dit liéu cho phu
hop. Tham chi néu cac khéi thay d6i khi mot tap tin thay doi, phuong phép nay c6 nhiéu
kha nang tim thiy cac doan dit liéu lap di lap lai. Tuy nhién, phuong phap nay s& ton
nhiéu thoi gian dé xir 1y va phire tap hon dé trién khai.

Mot vi du vé hudng tiép can block-level nhu Hinh 1.2:

16KB Data chunk 1
16KB Data chunk 2
16KB Data chunk 3
128KB segmented into 16KB Data chuni 4

8 x 16KB chunks 16KB Data churk 5
1648 Data chunk &
LEGREE T A 0767f47329457ac5b74d3
LG T B 234 76bead3bced985hcal

Original block of data is The block is dvided info Each chunk is hashed into
12848 in sze 16K8 chunks a unique object

Hinh 1.2. M5 ta vé phuong phap block-level (dit liéu duoc chia thanh cac khdi nho)
Khi di liéu duoc chia nhé thanh cac khi, su trang 13p c6 thé duoc hinh thanh va
loai trir, chi c6 mot sy doc 1ap ciia mdi khéi 1a duogc luu trir. Nhu ¢ Hinh 1.3, khéi 1 va
khéi 5 ¢6 chi sb ham bam 1a nhu nhau nén mot trong hai khéi nay s€ dugc loai bo va chi
lwu lai mot khéi duy nhat.

16KB Data chunk 1 01afdcbh435396758223eac
16KB Data chunk 2 0687fed473298accf5b74d3f
16KB Data chunk 3 1239bdeac57b64f3cde71e
16KB Data chunk 4 775aec678bbcae543981ac
16KB Data chunk 5 01afdch435396758223¢ac
16KB Data chunk 6 01afdch435396758123ecc
16KB Data chunk 7 0787fed47329457ac5b74d3
16KB Data chunk 8 23476bea33bce9985bcaf3

Chunks 1 and 5 are the
same, SO one can be
eliminated

Hinh 1.3. M6 ta vé phuong phap block-level (cac khéi so sanh dé loai phan du thira)
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1.1.3.3. Byte-level deduplication

Pay 1a cach tiép can kiém tra sy trung 13p chi tiét hon so véi cach tiép can cia
Block-level, dam bao d6 chinh xac hon nhung thuong doi hoi nhiéu kién thire chuyén
sau cho mdi loai thiét bi luu trir dé thyc hién cong vige. [7]

1.1.4. So sanh cac kiéu Data Deduplication

Befiore Adter

Belore Affter

QOO0 00001111 00000000
00001111 11111111 1mnnm
1mmnmnmn (0000000 00001111

Hinh 1.4. M6 phong cac kiéu Data Deduplication [7]

1.1.4.1. Sosanh File-level véi Block-level Deduplication
File-level va Block-level déu c6 nhimg wu va nhugc diém riéng tiy thudc vao

cac truong hop hoat dong khac nhau: [4]

> File-level c6 thé it hiéu qua hon so véi Block-level: Trudng hop c¢6 mét su thay
doi trong tap tin s& lam cho toan bo tap tin bi thay ddi va luu lai. Chéng han nhu
mot bai thuyét trinh PowerPoint c6 thé c6 mot ndi dung gi d6 thay doi nhu mot trang
tiéu dé, sira doi ngay thang trinh bay dé phan anh mot chuong trinh méi, diéu nay
s& dan dén tap tin s& dugc luu lai ¢ lan thir hai. Truong hop nay voi cach tiép can
Block-level s& chi luu cac khdi thay doi gitta mot phién ban cua tap tin va céac thay
ddi tiép theo.

> File-level c6 thé hiéu qua hon so v6i Block-level: viéc danh chi muc (index) cho
file-level 12 nho hon dang ké so véi block-level, thoi gian tinh toan cua file-level it
hon khi ban sao duge xac dinh. Do d6, hiéu suat luu trit, sao luu tot hon, it bi d&nh
hudng bdi qua trinh Data Deduplication.

1.1.4.2. So sanh Block-level véi Byte-level Deduplication

Byte-level str dung mdt cach so sanh dir liéu nguyén thuy nhat — byte by byte (so
sanh cac byte dit liéu voi nhau). Céch tiép can nay thyc hién viéc kiém tra day di toan
b dir lidu, bao gom ca cac phan dir liéu du thira ngay ca khi dit liéu du thira d6 1a chac
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chén, do vay Byte-level ton kha nhiéu thoi gian trong viéc kiém tra va thuong duoc ap

dung trong k¥ thuat post-process deduplication (phuong phap s& dugc trinh bay ¢ phan
sau). [8]

1.2. Tong quan vé hé thong Email

1.2.1. Cac khai niém co ban vé Email

Theo Wikipedia [9], cac khai niém co ban vé thu dién tir (email) duge mo ta:

Email: 13 viét tit cua chit Electronic Mail dugc goi 1a Thu dién tir, 1a mot hé
thdng chuyén nhan thu qua cdc mang may tinh. Email 1a mot phuong tién truyén tin rat
nhanh. M6t mau thong tin c6 thé dugc giri di & dang ma hoa hay dang thong thuong va
dugc chuyén qua cic mang may tinh dic biét 1a mang Internet. N6 c6 thé chuyén miu
thong tin tir mdt may ngudn téi mot hodc nhiéu may nhan trong ciing lic.

Pia chi Email: Mdi ngudi stir dung email dugc chi dinh boi mot tén duy nhét cho
tai khoan thu dién tir. Tén nay duoc biét dén nhu 1a dia chi email. Cac nguoi sir dung
khac nhau c6 thé giri hodc nhan cac thong bao theo dja chi email. Thu dién tir thuong
c6 miu chung 1a username@domainname (ténngudistdung@ténmién). Vi duy,
admin@k21vnu.com la mét dia chi email, trong d6 admin Ia tén tai khoan cua nguoi sur
dung va k21vnu.com 13 tén mién.

Phan mém Email (email Software): 13 loai phdn mém nham hd trg cho nguoi
dung viéc chuyén va nhan cac miu thong tin (thudng 13 dang chir). Thong tin c6 thé dua
vao phan mém thu dién tir bang cach thong dung nhat 1a gd chit ban phim hoic bang cac
phuong thirc khac it dung hon nhu 1a ding may quét hinh (scanner), dung may ghi hinh
sd (digital camera),... Phan mém email gitp cho viéc tién hanh soan thao, giri, nhan, doc,
in, x04 hay luu giit cac théng diép thu duoc d& dang. C6 hai truong hop sir dung phan
mém thu dién tir, dugc phan biét nhu sau:

- Loai phan mém thu dién tir duoc cai dit trén timg mdy tinh ctia ngudi dung,
thudong dugce goi 1 email client. Mot s6 phan mém phd bién thudc loai nay
gdm: Microsoft Outlook, Microsoft Outlook Express, Netscape Comunicator,
hay Eudora. Phan mém thu dién tir ndy con c6 tén 1a Mail User Agent (MUA)).
Mot cach goi tén thong dung khac ciia phan mém thu dién tir 1a ing dung thu
dién tur (email application).

- Nguoc lai, loai phﬁn mém thu dién tir khong can phai cai dat ma n6 dugc cung
mg boi cac may chil (web server) trén Internet goi 1a WebMail, hay phan
mém thu dién tir qua Web. Mot s6 dich vu email pho bién cung cip loai phan
mém nay nhu 1a: mail.google.com, hotmail.com.

May chi thw dién ti: 1a may tinh c6 nhi€ém vu cung Gng cac dich vu thu dién
tir. May cha nay duoc biét dén véi tén goi Mail Transfer Agent (MTA). Céc dich vu thu
dién tir c6 thé duoc cung ing mién phi hay c6 1¢ phi tuy theo nhu cau va muc dich cua
nguoi su dung.


https://vi.wikipedia.org/wiki/Ph%E1%BA%A7n_m%E1%BB%81m
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1.2.2. Loi ich ciia hé thong Email

Email dem lai rat nhiéu loi ich cho nguoi str dung, duéi ddy 1a mét sé cac loi ich
chinh ma nguoi dung c6 thé nhan thay trong qua trinh sir dung: [9-10]

Téc d9 cao: Vi email dugc chuyén qua dudng Internet nén toc d6 di chuyén cua
email gan nhu 13 ttrc thoi. Véi cac bire thu tin binh thudng trong thuc té, c6 thé phai mat
mot vai ngay dé thu ¢ thé téi dugc dia chi can thiét nhung voi email, sau khi nhan vao
nat gui thu, nguoi nhan da co thé doc duge nodi dung thu ctia ngudi gui chi sau mot hoac
vai phut cho doi.

Chi phi ré: Vi cac thu tin binh thudng, ngudi ding phai ton mot khoan chi phi
kha 16m khi giri cac btc thu. Con véi email, nguoi dung chi tbn mot khoan phi rat nho
dé két ndi internet cting voi chi phi cho dich vu email ctia ho. Ngudi dung ciing c6 thé
st dung dich vu email mién phi. Khi d6 chi phi ctia ho cho cac birc thu hau nhu khong
dang ké va c6 thé coi 1 bang khong khi phi dich vu truy cép internet 1a ¢ dinh.

Khéng cé khoang cach: V&i email, ngudi nhan thu cho du ¢ khoang cach rat xa
vé mit dia Iy hodc c6 thé dang & ngay cung phong 1am viée voi ngudi gir, viée guri va
nhan thu cling déu duoc thuc hién gan nhu ngay lap tirc. Va chi phi cho cac birc thu d6
cling déu ré nhu nhau.

Tién lgi trong lwu trir: Nguoi dung khi st dung thu dién tir ¢6 thé mé phan mém
thu dién tir ra dé doc thu bat ky lic nao nén tién loi hon rat nhiéu so vai viéc phai tim
thu & cac thung thu. Dong thoi, vi mdi ngudi dung thu déu phai nhap mat khau vao may
nén thu dién tir s€ khé bi nguoi khac doc 1én so véi thu giri qua duong buu dién. Nhung
nguoc lai, cac ké xau c6 thé xAm nhap vao hé théng thu dién tir ciia bat ky ngudi dung
nao néu nhu cac mit ma hay cac hé théng an toan cho thu dién tir kém an toan.

1.2.3. Kién tric chung mét hé théng Email

Kién trac cia mot hé thdng email thong thudng duge mé ta nhu Hinh 1.5: [11]

. ' MAAs
ocal L

! p b
o N 0P | | POP | Remote
== 1 daemon MUA

wm |/ — —
4

— Wi —
L \[]

| e }I‘ | p | | IMR | pemat
Fiering Mai VA Remote
Program Storge | daemon MUA

cyamy |

Mal |
Quee |/

—_—

W, HTTP |
W?F Web
mail Browser

Hinh 1.5. Kién tric chung ctia mot hé thong email thong thuong
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Trong kién triic nay, c6 nhiéu thanh phan khac nhau dugc mo ta voi cdc nhiém

vu khac nhau nhung c6 lién quan chit ché dén nhau:

1.2.4.

MTA hoat dong nhu ca phia may chu va may tram, MTA s€ gui message thong
qua Internet st dung giao thitc SMTP. MTA ciing s€ quan ly va luu trir cac
message trong mot hang doi mail (mail queue), thuc hién thém mét sé cac xu 1y
va chuyén message t6i Mail Delivery Agent (MDA). Cac chwong trinh cung cap
dich vu MTA tiéu biéu 1a: Qmail, Sendmail, Postfix (Linux), Edge/Hub Tranpost
cua MS Exchange Server (Windows).

MDA: s€ nhéan cdc mail ttr MTA va chiu trach nhiém gt email dén dich thuc sy
(cudi cung 13 hom thu ctia nguoi nhan). Nguoi st dung c6 thé dang nhép tir trinh
duyét dé truy xuat toi hom thu cia ho. Cac chuong trinh cung cap dich vu tiéu
biéu la: Procmail, Mail.local, rmail (Linux), Mailbox Server trong MS Exchange
(Windows)

Mail Retrieval Agent (MRA): 1a mdt thanh phan ctia may cha mail dugc thiét ké
cho MUA (Message User Agent) truy xuit dén email tir xa. POP 13 giao thirc
duogc sir dung dé 1dy mail vé tir may chu, IMAP ciing 13 mét giao thirc cho phép
truy xuat dén hom mail khi ma tit ca cac email duoc luu trir trén may chu.
Webmail cling twong ty nhu IMAP nhung n6 st dung giao thtc HTTP. MRA
bay gio thuong do cac MUA ddm nhi¢m d6 chinh la cac POP3, IMAP Client.
MUA: 1a cac chuong trinh gui va nhan mail duoc cai dat trén may nguoi dung,
nd gitp nguoi dung quan ly, soan thao, nhan va gt mail mot cach tién loi va
nhanh chéng. Cac chuong trinh MUA tiéu biéu la: Outlook (Windows),
Evolution (Linux), ThunderBird va Eudora.

Phuong thirc hoat ddng ciia mot hé thong Email

Hoat dong cua hé théng email ¢6 thé dugc minh hoa qua phan tich mét vi du cu

thé nhu Hinh 1.6: [9]

To: bobi@b.org
Fror alicet@ a.org

Dear Bob. ...
A
|

-
%}\ Bob's MUA

I -

. [ ! _;;ﬁ-? rrx.b.org

smitp. a.org | 4 pop3.b.arg
{ J "\) The Internet

To: bobi@b.org
Frarm alicai@ a.org
Dear Bob. ...

alice's MUA

SMTP

M for b.arg
-t',‘.-;'“h

ns.b.arg

Hinh 1.6. M6 ta phuong thirc hoat dong ctia mot hé théng email


http://forum.gocit.vn/tags/Postfix/
http://forum.gocit.vn/tags/Linux/
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Khi ngudi gri mudn giri mot email, can phai chi dinh 1 dia chi ctia ngudi nhan
dudi dang user@domain.ext. Nhu vi du Hinh 1.6 12 bob@b.org, qué trinh giri email dén
dia chi bob@b.org dugc mo ta nhu sau:

- Budc 1: Nguoi gui (alice@a.org) dung chuong trinh giri mail tai may tram

(nhu Microsoft Outlook, Microsotf Outlook Express) dé soan mét 14 thu c6
dia chi ngudi nhan 1a bob@b.org. Ngudi giri nhan nit giri thu (Send) va phan
mém thu dién tr ctia nguoi giri st dung giao thirc SMTP dé giri 14 thu dén
may chu thu dién tr cia nguoi gui (smtp.a.org)

- Budc 2: May chu thu dién tor ctia nguoi gui s€ doc dia chi ngudi nhan la
bob@b.org va dua vao phan tén mién (b.org) dé xac dinh may chu thu dién
tir ciia nguodi nhan thong qua hé théng phan giai tén mién - Domain Name
System (DNS).

- Budc 3: May chu DNS ctia domain b.org (ns.b.org) s& tra vé cac ban ghi MX
cho domain b.org (mx.b.org). Ban ghi MX nay xac dinh may chi cua nguoi
nhan s& nhan email giri d&én, qua hé théng DNS.

- Budc 4: Mat chu smtp.a.org s€ gui thu cua alice@a.org téi may chi mx.b.org
str dung SMTP. May cha mx.b.org c6 thé can chuyén tiép thu nay t6i cac may
cht mail khac (néu co) trude khi thu duge giri dén hom thu ctia ngudi nhan,

- Budc 5: Dé nhan thu, ngudi nhan bob@b.org yéu cau phin mém thyc hién
viéc 14y thu trén may chi bang c4c giao thirc IMAP hoic POP.

Truong hop ngudi giri khong st dung cic phan mém giri thu ma dung WebMail
dé giri thi Bu6c 1 trong chudi xir 1y trén s& khong xay ra ma thay vao d6 SMTP Server
clia ngudi g s& xu 1y truc tiép. Tuong tu nhu trudng hop ngudi nhan khong sir dung
cac phan mém dé nhan thu.

1.2.5. Céc giao thirc sir dung trong hé théng Email
1.2.5.1. Giao thirc SMTP

SMTP (Simple Mail Transfer Protocol): 1a giao thitc chuyén thu don gian.
SMTP dugc dé xuat 1an dau tién vao nim 1982. SMTP 1a mot giao thuc ti€u chuan duogc
st dung cho guri thu dién tir mét cach don gian va dang tin cdy thong qua internet. Day
12 giao thirc c6 nhiém vu van chuyén email giita cac may chu trén dudng trung chuyén
dén dia chi nhan ciing nhu viéc chuyén thu dién tir tir may khach dén may cha. Hau hét
cac hé thong thu dién tir giri thu qua Internet déu sir dung giao thtic nay. Cac thu dién
tir ¢6 thé dugc truy xuat boi mot chuong trinh mail tai may nguoi dung. Nhimg chuong
trinh nay phai dung giao thirc POP hodac IMAP.

Bang 1.1. M6 ta mot sd cac 1énh cua giao thitc SMTP [12]

STT Miéu ti 1énh

HELLO
Lénh nay kich hoat cudc hdi thoai SMTP.



mailto:bob@b.org
mailto:bob@b.org
mailto:alice@a.org
mailto:bob@b.org
mailto:bob@b.org
mailto:alice@a.org
mailto:bob@b.org
https://vi.wikipedia.org/wiki/Giao_th%E1%BB%A9c_truy%E1%BB%81n_th%C3%B4ng
https://vi.wikipedia.org/wiki/Th%C6%B0_%C4%91i%E1%BB%87n_t%E1%BB%AD#server
https://vi.wikipedia.org/wiki/Th%C6%B0_%C4%91i%E1%BB%87n_t%E1%BB%AD#CLIENT
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STT

Miéu ta Iénh

EHELLO
Pay 1a mot 1énh thay thé dé kich hoat cudc hoi thoai. ESMTP chi din ring
Server ngudi giri mudn sir dung giao thire SMTP mé rong.

MAIL FROM
Chi dia chi nguoi gui.

RCPT TO
Xac dinh ngudi nhan cua thu dién tr. Dé phan phdi théng bao twong tu t6i
nhiéu nguoi st dung, 1énh nay cé thé 1ap lai nhiéu lan.

SIZE
Lénh nay cho Server biét kich ¢& ctia thong béo dugc dinh kém bang luong
byte.

DATA
Lénh nay bao hi¢u rﬁng mot luéng dir li€u s€ theo sau. Tai day, luéng dir liéu
1a phan than cua thong béo.

QUIT
Puogc sir dung dé két thac két ndi SMTP.

VERFY
Lénh nay duoc sir dung boi Server nhan dé thdm tra xem c6 hay khong tén
sur dung da cung cép 1a c6 hi¢u lyc hay vo hiéu luc.

EXPN
Lénh nay giéng v6i VERFY, ngoai trir viée né s& liét ké tit ca cac tén nguoi
str dung khi no6 str dung voi mot danh sach phan phéi.

1.2.5.2. Giao thirc IMAP

IMAP (Internet Message Access Protocol): la giao thirc truy cdp thu (tuw)
Internet. Giao thirc nay cho phép truy nhép va quan ly céc thu dién tir tir cac may chu

ma khong can tai thu xudng trén may tinh ndi bo. Thu dién tir s& duoc giit va duoc duy

tri bai Server tir xa. IMAP cho ching ta kha nang thuc hién bat ky hanh dong nao nhu

tai vé, x6a thu ma khong can doc nd. IMAP ciing cho phép nguoi st dung kha ning tim
kiém cac thu dién tir. Phién ban méi nhét cia IMAP 1a IMAP4.

Bang 1.2. M6 ta mot sd cac 1énh cua giao thirc IMAP [12]

STT

Miéu t4 1énh

IMAP_LOGIN
Lénh nay md két nbi.
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STT Miéu ta 1énh

5 CAPABILITY
Lénh nay yéu cau liét ké tat ca cac kha nang ma Server hd trg.
NOOP

3 Lénh nay dugc sit dung nhu 1a mot cude tham do dinh ky cho cac thong bao
moi hodc trang thai thong bao duoc cap nhat trong subt thoi gian khong hoat
dong.

4 SELECT
Lénh nay giap chon mot hom thu dé truy cép vao cac thong bao.
EXAMINE

5 Lénh nay tuong ty nhu SELECT, ngoai trir viéc khong c6 su thay ddi nao toi
hom thu dugc cho phép.

6 CREATE
Lénh nay duogc str dung dé tao mot hom thu v&i mot tén cu thé.

7 DELETE
Lénh nay dugc sur dung dé x6a vinh vién mot hom thu véi tén da cho.

g RENAME
Lénh nay dugc sur dung dé thay ddi tén ctia mot hom thu.
LOGOUT

9 Lénh nay thong bao Server rang Client dd thyc hién cong viée do. Server

phai giri phan hdi BYE khéng dinh kém thé ghi tén trudc phan hdi OK va
sau d6 dong két ndi mang.

1.2.5.3. Giao thic POP

POP (Post Office Protocol): 1a giao thuc tai thu vé. Giao thirc ndy duoc ding
dé tai vé cac thu tir mot may chil va hd tro cac truy cap ngoai tuyén dén cac thu, vi thé

giao thirc nay doi hoi it thoi gian sir dung Internet hon. POP khong chap nhan phuong
tién tim kiém. Hién phién ban POP méi nhat 1a POP3.

Bang 1.3. M6 ta mot sd cac 1énh cua giao thirc POP. [12]

STT

Miéu t4 1énh

LOGIN
Lénh nay mo két nbi.

STAT
Lénh nay dugc str dung dé hién thi sb thong bao hién tai trong hom thu.
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STT Miéu ta Iénh

LIST

3 Lénh nay duogc sir dung dé nhan tong hop cac thong bao ma mdi thong bao
duoc chi.

4 RETR
Lénh nay giup chon mot hom thu dé truy cap téi cac thong bao.

5 DELE
Lénh nay dugc stir dung dé x6a mot thong bao.
RSET

6 Lénh nay duoc sir dung dé khoi phuc lai phién lam viéc vé trang thai ban dau
cua no.

uilT
;- |Q

Lénh nay duogc st dung dé thoat khoi phién lam viéc.

1.2.5.4. So sanh giira hai giao thirc IMAP va POP

Bang 1.4. So sanh hai giao thitc IMAP va POP

STT POP IMAP
1 Theo cach hiéu chung dugc st dung | Pugc thiét ké dé kiém soat nhiéu
dé hd trg mot Client. Client.
. ) ) ) .| Cac thong bdo duogc truy cap truc
Cac thong bao duogc truy cdp ngoai J o x P
2 f tuyén mac du n6 cling ho trg ché do
tuyen. . £
ngoai tuyen.
3 POP khéng chap nhan phuong tién | IMAP cung cip kha ning tim kiém céc
tim kiém. thu dién tir.
4 Tat ca thong bao phai duoc tai|Cho phép su truyén tai co lya chon cia
xuéng. cac thong béo tdi cac Client.
5 Chi m6t hom thu c6 thé dugc tao ra | Nhiéu hom thu co thé dugce tao ra trén
trén Server. Server.
Phu hop cho viée truy cap vao dir li¢u
Khong thich hop cho truy cap vao dir | . | P e yq,p L
6 A ian N N khong phai thu dién tir nhu cac dinh
liéu khong phai thu dién tur. .
kem.
Céc lénh POP thuong duoc tom tat ,
o o 7g T . | Céac 1énh IMAP khong dugc tom tat,
7 trong cdc ma hoa cua 3 hodc 4 chir

c4i. vi du STAT. chung 1a 1énh day dua, vi du STATUS.
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STT POP IMAP
g N6 yéu cau su st dung ngudn tai|Cac Client hoan toan phu thudc vao
nguyén trén Server nho nhat. Server.
Cac thu dién t¢ mot khi duoc tai
9 xubng thong thuong duoc thiét dit| Cho phép cac thu dién tir duoc truy
khong thé duoc truy cap tor mot vai | cap tu nhiéu vj tri.
vi tri khac.
Nguoi str dung c6 thé quan sat cac tiéu
10 Cac thu dién tir khoéng duoc tai|dé va nguoi gui cia thu dién tir va sau
xubng mot cach tu dong. d6 quyét dinh c6 tai thu xudng hay
khong.
11 POP doi hoi it thoi gian st dung | IMAP doi hoi nhiéu thoi gian sir dung
internet hon. internet hon.

1.2.6. Dinh dang thw dién tir (Message format)

Theo Wikipedia [9], cac dinh dang cho thu tin dién tr hién tai dugc dinh nghia
boi RFC 5322 va cac dinh kém vé noi dung da phuong tién duoc dinh nghia trong RFC
2045 dén RFC 2049 duogc goi chung 13 Multipurpose Internet Mail Extensions (MIME).
RFC 5322 thay thé cho RFC 2822 nim 2008, trudc d6 REC 2822 thay thé cho RFC 822
nim 2001 (RFC 822 1a mét tiéu chuan cho email trén Internet trong gan 20 nim). RFC
822 duogc xuit ban nam 1982 dya trén RFC 733, RFC ma trude do duoc xay dung cho
ARPANET (la mét mang chuyén mach goi dau tién).

Dinh dang cho thu dién tir gdm hai phan chinh: tiéu dé thu (message header) va
ndi dung thu (message body). Trong d6:

- Message header dugc ciu tric gdm céc truong nhu: dia chi giri (From), dia
chi nhan (To), dia chi giri kém (CC), tiéu dé thu (Subject), ngay gui (Date) va
mot vai thong tin khac vé email. Trong qua trinh van chuyén thu giira cac hé
thong, may chit SMTP sé& st dung cac tham s6 va cc thong tin thudc phan
message header.

- Phan thtr hai 12 message body s& chira noi dung thu, gidng nhu mét kiéu vin
ban phi cau trac, doi khi chtra mot khi chit ky ¢ cudi thu.

Phan message header duoc tach khoi phan message body bang mét dong tréng.

1.2.6.1. Message header

M3di mot thu dién tir c6 mot header, duge ciu trac thanh cac truong thong tin.
Mbi mot trudng cd mdt tén va mot gia tri duge mo ta thong qua cu phap trong tai lidu
dac ta caa RFC 5322.
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Mot sb truong thong tin trong header la bét budc, chéng han nhu From, To va
Date. Mot s6 truong 13 tily chon, nhung thudng xuyén duoc st dung nhu Subject, CC.

Mot vi du vé message header: [13]

Return-Path: <example_from@dc.edu>

X-SpamCatcher-Score: 1 [X]

Received: from [136.167.40.119] (HELO dc.edu)

by fe3.dc.edu (CommuniGate Pro SMTP 4.1.8)

with ESMTP-TLS id 61258719 for example_to@mail.dc.edu; Mon, 23 Aug 2004
11:40:10 -0400

Message-1D: <4129F3CA.2020509@dc.edu>

Date: Mon, 23 Aug 2005 11:40:36 -0400

From: Taylor Evans <example_from@dc.edu>

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.0.1)
Gecko/20020823 Netscape/7.0

X-Accept-Language: en-us, en

MIME-Version: 1.0

To: Jon Smith <example_to@mail.dc.edu>

Subject: Business Development Meeting

Content-Type: text/plain; charset=us-ascii; format=flowed
Content-Transfer-Encoding: 7bit

Thong thudng cac truong thong tin ctia message header 1a duoc 4n bén trong
messages va ngudi dung s& khong nhin thiy, ngoai trir chi c6 trudng tiéu dé thu (subject)
1a duoc hién thi cho ngudi ding nhin thay.

Theo dic ta ciia RFC 5322, message header c6 nhiéu dong va mdi mot dong déu
duoc bat dau véi mot ky tu co thé in ra dugc. Tén truong duoc bat dau voi ky tu dau
tién cua dong va duogc két thuc trudce ky tu diu hai chidm *:”, sau d4u hai chim 12 mot
gia tri tuong Gng vadi tén truong. Tén trudong va cac gia tri dugce gidi han 1a 7 bit ma ky
tu ASCII. Nhiing gia tri khong phai ma ASCII c6 thé duoc dai dién bai ky hiéu ma hoa
sit dung dinh dang MIME. Trong message header, mot s6 cac truong thong tin duoc st
dung pho bién nhat va gia tri ciia no:

- From: tén ngudi giri va dia chi email (c6 bao gom dia chi IP nhung duoc an)

- To: dia chi email va tén cia ngudi nhan

- Date: ngay gid gtri email

- Subject: ndi dung bat ky duoc nhap vao trude khi giri email cho ngudi nhan

Bén canh d6, message header ciing cung cap cac thong tin dé dinh tuyén mot
email s& dugc chuyén tir mot may tinh can giri t6i mot may khac.

1.2.6.2. Message body
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Message body 1a phan chinh ctia mot email. N6 chtra ndi dung cta thu, hinh anh
va cac dir liéu khac (nhu 1a tép tin dinh kém). Céc tép tin dinh kém 13 mot phan cia
message body, thong thuong chiing dugc hién thi mot cach riéng biét.

Message body c6 thé str dung cac dinh dang 14 plaint text (vin ban don gian) hoic
HTML (ngdn ngit danh du siéu vin ban) dé soan ndi dung email gui di. HTML c6
nhiéu vu diém hon vé mit trinh bay mang tinh do hoa, cung cdp cho nguoi dung nhiéu
su tién lgi hon trong viéc chinh stra nhu vé mau sic, in dam, in nghiéng, dat cac lién
két,... Ngay nay, trong hau hét cac truong hop st dung chi yéu 1a cac dinh dang HTML,
chi trir mot sd truong hop dac biét nhu 1a han ché dung luong email gui di hoac mot 1y
do nao khac ma nguoi dung mdi nén stt dung dinh dang plaint-text.

1.2.6.3. MIME format

MIME la mét tiéu chuan Internet mé rong dinh dang cho thu dién tu, hau nhu
moi thu dién tr Internet dugc truyén qua giao thiue SMTP déu theo dinh dang MIME.
MIME duoc xay dung dé hd tro: [14]

- Van ban soan thdo bdi cac bg ky tu khac ma ASCII

- File dinh kém phi van ban: am thanh, video, hinh anh, cidc chuong trinh ing

dung,...
- Message body v6i nhiéu phan noi dung.
- Message header trong tap cac ky tu khac ma ASCII

MIME duoc dac ta trong cac tai liéu RFC 2045, RFC 2046, RFC 2047, RFC
4288, REC 4289 va RFC 2049, va tich hop v6i SMTP duoc quy dinh chi tiét trong RFC
1521 va RFC 1522.

1.3. Vin dé Data Deduplication trong cic hé théng Email
1.3.1. Loi ich cia Data Deduplication trong hé thong Email.

Trong cac hé théng email, dé trao d6i cong viéc hoac thdo luan mdt chu dé nao
d6 cho mot nhom nguoi dung, thong thudng mdi mot t6 chirc déu st dung mot kiéu dia
chi c6 thé goi 1a dia chi nhém dugc xay dung san bén trong may chil email. Viéc st
dung cac dia chi email chung cho cung mot nhém dem lai mot 191 ich quan trong trong
qua trinh trao d6i va thao luan giita cac thanh vién. Tuy nhién, diéu nay dan dén mot van
dé 1a dix liéu email gui dén nhom sé& duoc lvu lai nhiéu ban sao giéng nhau tai hom thu
ctia mdi thanh vién trong nhom.

Vi du: trong mot Cong ty c6 mot nhém lam viéc vé mot du an, mdi thanh vién
sau khi 1am xong phan cong viéc cia minh s& giri két qua cua phan cong viée do toi tat
ca cac thanh vién khac trong nhém nhu mét tép dinh kém. Qua trinh trao doi giita cac
thanh vién duoc dién ra nhiéu lan cho dén khi dy 4n hoan thanh va toan bd cac thanh
vién trong nhom s& cling nhan dugc cac tép tai liéu dinh kém giéng nhau dugc luu trir
trén cung may chu email.
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Mot vai truong hop khac ciing dan dén sy trung lap dit liéu luu trir trong hé thong
email 1a cung mot nguoi nhan co thé s& nhan dugc cung mot tai licu giéng nhau tr mot
hozc nhiéu nguoi giri khac nhau hodc sy trung lip dit liéu c6 thé xdy ra trong trudng
hop phtrc tap hon khi mot email duoc giri tdi nhiéu nhoém ngudi dung (gdm nhidu ngudi
nhan trong mdi nhdm va mot ngudi cé thé cung thude nhiéu nhom).

Trong mot hé théng email, nguoi dung thudng dugc cap mot khong gian luu trix
email ctia ho & trén may chu. Ngudi dung co thé truy xuit dén email cta ho tir bat ky
thiét bi nao nhu 1 may tinh ca nhan, thiét bi di dong hodc cac thiét bi xir Iy thong minh
khac. Trén thuc té, cac cong ty 16n nhuw Google, Microsoft, Yahoo,... cung cap mét dich
vu email cho ngudi dung vo1 mot khong gian luu trir nhat dinh phu thudc vao dich vu
ctia mdi nha cung cap. Trong trudng hop mudn c6 duoc nhidu khong gian luu trit hon,
ngudi ding phai tra thém mot khoan chi phi. Trong cac trudng hop nay, viée tiét kiém
khong gian luu trir 12 diéu v6 cung can thiét, co ¥ nghia thiét thuc cho ca nguoi dung va
cho cac nha cung cép dich vu email.

Do vay, viéc ap dung Data Deduplication cho hé théng email s& gitip loai bo dugc
cac dir liéu du thira trong tap cac dir liéu duge luu trit trén may chu email. Ciing gidng
nhu v6i cac hé théng luu trit dir liéu khac, Data Deduplication sé& giup tiét kiém khong
gian luu trit, tiét kiém chi phi cho ddu tu dia ctng, chi phi béo tri, sao lwu dir liéu, dong
thoi giup ting cuong hiéu ning cua hé thdng va rit ngin thoi gian trong tac véi dir liu
email cho nguoi dung.

1.3.2. Hé théng email va kha niing Data Deduplication.

Do tinh chit pho bién ctia email nén ngay cang c6 nhiéu giai phap cung cip dich
vu email tir nhiéu nha cung cép khac nhau. Tu cac dich vu email mién phi dén cac dich
vu email tra phi, tiy theo quy mé va nhu cau sir dung ma mdi to chirc can lia chon cho
minh céc giai phap sao cho hiéu qua va tdi vu nhét.

Tuy nhién, & goc do cac nha cung cap dich vy, du 1a cung cip giai phap nao thi
cac nha cung cap ciing can phai lya chon cic nén tang ciia may chu email dé phat trién
va khai thac dich vu. Theo tai li¢u trén Wikipedia, co rat nhiéu cac may chu email véi
su da dang vé nén tang hé diéu hanh va dic tinh khac nhau: [15]

Bang 1.5. So sanh tinh nang ctia mot s6 may chii email pho bién hién nay

H¢ diéu hanh Tinh nang Luwu trit | Gidy phép
) Linux/ | Windo | Mac | SM File )
Mail Server i POP3 | IMAP License
Unix WS oS | TP system
. Dovec | Dovec

i Yes (via

Exim Yes ) Yes | Yes | ot,UW | ot,UW Yes GPLv2+
Cygwin)

IMAP | IMAP



https://en.wikipedia.org/wiki/Exim
https://en.wikipedia.org/wiki/Dovecot_(software)
https://en.wikipedia.org/wiki/Dovecot_(software)
https://en.wikipedia.org/wiki/UW_IMAP
https://en.wikipedia.org/wiki/UW_IMAP
https://en.wikipedia.org/wiki/Dovecot_(software)
https://en.wikipedia.org/wiki/Dovecot_(software)
https://en.wikipedia.org/wiki/UW_IMAP
https://en.wikipedia.org/wiki/UW_IMAP
https://en.wikipedia.org/wiki/GPL
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Hé diéu hanh Tinh nang Luwu trir Gifiy phép
Mail Server Lml_JX/ Windo | Mac | SM POP3 | IMAP File License
Unix WS oS | TP system
i GNU
hMailServer No Yes No | Yes | Yes Yes Yes AGPL
MDaemon
Messaging No Yes No | Yes | Yes Yes Yes Proprietary
Server
mzir::ury Proprietary
No Yes No | Yes | Yes Yes Yes donationw
Transport are
System
Microsoft Yes (up
Exchange No Yes No | Yes | Yes Yes | to 2003 | Proprietary
Server only)
WinGate No Yes No | Yes | Yes Yes Yes Proprietary
Apache Yes Yes Yes | Yes | Yes Yes Yes ASLV2
James
IBM _Lotus Yes Yes No | Yes Yes Yes No Proprietary
Domino
Kerio Yes Yes Yes | Yes | Yes Yes Yes Proprietary
Connect
maildir, | Mixed: Ml
Dovecot Yes No Yes | No Yes Yes mbox, | T andLGP
dbox L21
Eudora
Internet No No Yes | Yes | Yes Yes No Proprietary
Mail Server
COL.mer Yes No Yes | Yes | Yes Yes maildir GPLv3
Mail Server
4-clause
Cyrus IMAP | Yes No Yes | No Yes Yes Yes BSD
Oracle
Communicat
ions Yes No No | Yes | Yes Yes Yes Proprietary
Messaging
Server



https://en.wikipedia.org/wiki/HMailServer
https://en.wikipedia.org/wiki/GNU_AGPL
https://en.wikipedia.org/wiki/GNU_AGPL
https://en.wikipedia.org/wiki/MDaemon
https://en.wikipedia.org/wiki/MDaemon
https://en.wikipedia.org/wiki/MDaemon
https://en.wikipedia.org/wiki/Proprietary_software
https://en.wikipedia.org/wiki/Mercury_Mail_Transport_System
https://en.wikipedia.org/wiki/Mercury_Mail_Transport_System
https://en.wikipedia.org/wiki/Mercury_Mail_Transport_System
https://en.wikipedia.org/wiki/Mercury_Mail_Transport_System
https://en.wikipedia.org/wiki/Microsoft_Exchange_Server
https://en.wikipedia.org/wiki/Microsoft_Exchange_Server
https://en.wikipedia.org/wiki/Microsoft_Exchange_Server
https://en.wikipedia.org/wiki/Proprietary_software
https://en.wikipedia.org/wiki/WinGate_(computing)
https://en.wikipedia.org/wiki/Proprietary_software
https://en.wikipedia.org/wiki/Apache_James
https://en.wikipedia.org/wiki/Apache_James
https://en.wikipedia.org/wiki/Apache_Software_License
https://en.wikipedia.org/wiki/IBM
https://en.wikipedia.org/wiki/Lotus_Domino
https://en.wikipedia.org/wiki/Lotus_Domino
https://en.wikipedia.org/wiki/Proprietary_software
https://en.wikipedia.org/wiki/Kerio_Connect
https://en.wikipedia.org/wiki/Kerio_Connect
https://en.wikipedia.org/wiki/Proprietary_software
https://en.wikipedia.org/wiki/Dovecot_(software)
https://en.wikipedia.org/wiki/Maildir
https://en.wikipedia.org/wiki/Mbox
https://en.wikipedia.org/wiki/MIT_License
https://en.wikipedia.org/wiki/MIT_License
https://en.wikipedia.org/wiki/GNU_Lesser_General_Public_License
https://en.wikipedia.org/wiki/GNU_Lesser_General_Public_License
https://en.wikipedia.org/wiki/Eudora_Internet_Mail_Server
https://en.wikipedia.org/wiki/Eudora_Internet_Mail_Server
https://en.wikipedia.org/wiki/Eudora_Internet_Mail_Server
https://en.wikipedia.org/wiki/Proprietary_software
https://en.wikipedia.org/wiki/Courier_Mail_Server
https://en.wikipedia.org/wiki/Courier_Mail_Server
https://en.wikipedia.org/wiki/Maildir
https://en.wikipedia.org/wiki/GPLv3
https://en.wikipedia.org/wiki/Cyrus_IMAP
https://en.wikipedia.org/wiki/BSD_4-Clause_License
https://en.wikipedia.org/wiki/BSD_4-Clause_License
https://en.wikipedia.org/wiki/Oracle_Communications_Messaging_Server
https://en.wikipedia.org/wiki/Oracle_Communications_Messaging_Server
https://en.wikipedia.org/wiki/Oracle_Communications_Messaging_Server
https://en.wikipedia.org/wiki/Oracle_Communications_Messaging_Server
https://en.wikipedia.org/wiki/Oracle_Communications_Messaging_Server
https://en.wikipedia.org/wiki/Proprietary_software
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H¢é diéu hanh Tinh nang Luwu trir | Gidy phép
Linux/ | Win M M Fil
Mail Server | ="/ do [ Mac| SM 1 b os | 1map | License
unix WS OS | TP system
Dovec | Dovec IBM
Postfix Yes No Yes | Yes | ot,UW | ot,UW Yes Public
IMAP | IMAP License
Do )
i vee Public
gmail Yes No Yes | Yes | Yes | ot,UW Yes domain
IMAP
Dovec | Dovec )
) Sendmail
Sendmail Yes No Yes | Yes | ot,UW | ot,UW Yes )
License
IMAP | IMAP
ZPL and
Zimbra Yes No Yes | Yes | Yes Yes Yes proprietary
editions

Nhu thong tin & Bang 1.5, ching ta c6 thé thiy sy da dang cuia cac may chu email,

mdi may cha duoc xay dung dé hd tro cho mot hé didu hanh hoic da hé diéu hanh, hd

trg cac giao thirc phd bién va hon nira [a mot s6 may chu mail dugc cung cap mién phi

dudi dang cac gidy phép ma nguéon mo cho nguoi sur dung.

Qua viéc tim hiéu dya trén trang thong tin chinh thirc (website) vé cac may chu
email thi hau nhu cac may chu email chwa c6 sin cac tinh nang vé Data Deduplication.

Chi mét sb it cAc may chu email d3 dugc tinh hop thém tinh ning ndy ¢ nhimg phién

ban gan day. Chang han nhu:

- Heé thdng email Zimbra di tich hop tinh ning Data Deduplication trong truong

hop khi c6 mot mail duge giri cho mot nhém ngudi dung thi hé thdng s& chi

luu mot ban email duy nhat va cac thanh vién trong nhom s€ tréo dén ban goc

duogc luu trir dé 1ay email.

- Hé théng Dovecot tir phién ban 2.1 tr& 1én duogc tich hop kha ning

deduplication ¢ cac t€p tai li¢u dinh kém trong email.



https://en.wikipedia.org/wiki/Postfix_(software)
https://en.wikipedia.org/wiki/Dovecot_(software)
https://en.wikipedia.org/wiki/Dovecot_(software)
https://en.wikipedia.org/wiki/UW_IMAP
https://en.wikipedia.org/wiki/UW_IMAP
https://en.wikipedia.org/wiki/Dovecot_(software)
https://en.wikipedia.org/wiki/Dovecot_(software)
https://en.wikipedia.org/wiki/UW_IMAP
https://en.wikipedia.org/wiki/UW_IMAP
https://en.wikipedia.org/wiki/IBM_Public_License
https://en.wikipedia.org/wiki/IBM_Public_License
https://en.wikipedia.org/wiki/IBM_Public_License
https://en.wikipedia.org/wiki/Qmail
https://en.wikipedia.org/wiki/Dovecot_(software)
https://en.wikipedia.org/wiki/Dovecot_(software)
https://en.wikipedia.org/wiki/UW_IMAP
https://en.wikipedia.org/wiki/UW_IMAP
https://en.wikipedia.org/wiki/Public_domain
https://en.wikipedia.org/wiki/Public_domain
https://en.wikipedia.org/wiki/Sendmail
https://en.wikipedia.org/wiki/Dovecot_(software)
https://en.wikipedia.org/wiki/Dovecot_(software)
https://en.wikipedia.org/wiki/UW_IMAP
https://en.wikipedia.org/wiki/UW_IMAP
https://en.wikipedia.org/wiki/Dovecot_(software)
https://en.wikipedia.org/wiki/Dovecot_(software)
https://en.wikipedia.org/wiki/UW_IMAP
https://en.wikipedia.org/wiki/UW_IMAP
http://ftp.sunet.se/pub/unix/mail/sendmail/LICENSE
http://ftp.sunet.se/pub/unix/mail/sendmail/LICENSE
https://en.wikipedia.org/wiki/Zimbra
http://www.zimbra.com/license/zimbra-public-license-1-3.html
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CHUONG II: PHUONG THUC THUC HIEN DATA DEDUPLICATION VA
GIAI PHAP CHO HE THONG EMAIL

2.1. Phuwong thirc thue hién Data Deduplication

Phuong thue thuc hién Data Deduplication phu thudc vao kiéu san phém va nha

cung cap san pham. Chang han nhu néu k¥ thuat Deduplication dugc tich hop trong mot

thiét bi sao luu hodc mot giai phap luu trit, qué trinh thyc hién chic chan s& rat khac so

v6i viée thyc hién thong qua mot phan mém Deduplication doc 1ap. [1]

Trong khi khéi niém chung vé Data Deduplication 1a twong d6i dé& hiéu thi viéc
tmg dung k¥ thuat nay 1a kha phirc tap. K¥ thuat Data Deduplication khi trién khai thuc

hién can tham chiéu theo céc yéu to ky thuat nhu mo ta trong Hinh 2.1 dé c6 dugec mot

giai phap trién khai cho phu hop: [2]

Data Deduplication

Source Based

Target Based
[ Point of Application ] (storage appliance)

[ Time of Application ]

File Based

[ Granularity |

[ Algorithm ]

Hinh 2.1. Méi twong quan giira cac yéu t6 k¥ thuat ctia cong nghé Deduplication
Theo Hinh 2.1, c6 thé phan 16p cac yéu té k¥ thuat nhu sau:
- Kiéu wng dung (Point of Application): Source va Target

- Theoi diém (Time of Application): Inline va Post-Process

- Mirc d chi tiét (Granularity): File va Sub-File level

- Thuat toan (Algorithm): Fixed-size blocks va variable length data segments

2.1.1. Source va Target Deduplication

K¥ thuat Data Deduplication dugc lua chon thuc hién theo mdt trong hai cach:

thuc hién boi cac phan mém chay trén mdy tinh (tai nguon — Source Deduplication) hoic
thuc hién tai cac thiét bi luu trit dit liéu can sao luu (tai dich — Target Deduplication).
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2.1.1.1. Source Deduplication

Trong truong hop Source Deduplication, cac ban sao dir li¢u trung 1ap s€ dugc
loai bo trudce khi duge giri dén hé thdng sao lwu. Uu diém cua ki thuat nay 13 giam duoc
bang thong va thoi gian can thiét cho viéc sao luu dit liéu. Tuy nhién, nhuoc diém 1a
tiéu thy nhiéu tai nguyén cua bd xir Iy tai ngudn dir liéu ban dau va s& khé khan dé tich
hop v6i cac hé thdng hodc tng dung di c6 sin. K§ thuat Source Deduplication sir dung
phan mém duoc cai dit trén may tinh dé loai bo dit liéu trung lap. [1],[5],[16]

Lauren Whitehouse, mot nha phan tich cao cip ctia Enterprise Strategy Group,
d3 nhan xét rang k§ thuat Source Deduplication 1 rat thich hop cho viéc sao luu céc dit
lidu tir xa va nho. Ngoai ra, 6ng Whitehouse ciing cho ring méi truong 4o héa 1a trudng
hop hi€u qua cho viéc sir dung Source Deduplication vi mdt lugng 16n cac dir li¢u du
thira trong céc tap tin dia ctng ctia may ao. Tuy nhién, néu c¢6 nhiéu may ao cing dugc
chia sé tai nguyén tir mot may vat Iy thi viéc chay nhiéu tinh toan ham bam (hash) tai
cung mot thoi diém c6 thé din dén qua tai cho cac tai nguyén ctia may chu vat 1y. [5]

P - - -
L Deduplicoted Doto o
Dedupe > LS =
Agent N
<

= o
Coane”

Deduplicoted Data

3 ‘
L4
Server o
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Source Side or Client Side Deduplication

¢  Backup Server

Server

Hinh 2.2. Mo ta k¥ thuat Deduplication tai nguon
Mot sb cac ung dung ndi tiéng hién nay dugc st dung cho viéc sao luu dir li¢u
c6 bao gom k¥ thuat Source Deduplication: [5]
- Phan mém NetBackup va Backup Exec ctia Symantec
- Phan mém Avamar cia EMC
- Phan mém ArcServe Backup cua CA
- Phan mém Tivoli Storage Manager (TSM) with ProtecTier ctia IBM

2.1.1.2. Target Deduplication
Nguoc lai véi phuong phap loai bo dir li¢u trung 18p Source Deduplication, k¥
thuat Target Deduplication s€ loai bo cac di liu du thtra tai cac thiét bi sao luu (backup
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appliance) — thuong 1a mot thiét bi NAS (Network Attached Storage) hodc VTL (Virtual
Tape Library). K§ thuat nay 1am giam dung lugng luu trit can thiét cho sao luu dir liéu
nhung khong lam giam s lugng dir liéu duoc giri thong qua mang LAN hoic WAN
trong sudt qua trinh sao luu. [1],[5],[16]

Lauren Whitehouse dd ndi rang ky thuat Target Deduplication c6 thé duoc st
dung véi khdi lugng dir liéu sao lru 16n hodc nho, trong khi khong 1am giam hiéu suét
hoat dong cua qua trinh sao luu. [5]

- o
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-
Deduplication
Process
Backup
Agent -
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S n e e Data
Bockup Date o
o Deduplication
. 'O Appliance
’
Server 2

o
Backup Dato P

Target Side Deduplication

Hinh 2.3. M6 ta ky thuat Deduplication tai dich

K¥ thuat Target Deduplication c6 thé ing dung phu hop trong méi trudng néu st

dung nhiéu tng dung sao luu va modt sé ung dung khong co chic ning Data
Deduplication dugc xay dung san. Mt s6 cac h¢ thong dugc xay dung dya trén Target
Deduplication hién dang st dung trén thyc t& nhu 1a: [5]

- DXi series cia Quantum

- TSM cua IBM

- Hydrastor series ciia NEC

- File-interface Deduplication System (FDS) cua FalconStor Software

- Data Domain series cua EMC

2.1.2. Inline va Post-Process Deduplication

Trong k¥ thuét Target Deduplication, qua trinh Data Deduplication dugc chia ra
gom xtr 1y dir lidu tring 13p theo thoi gian thuc (Inline) hodc xur 1y sau khi dit liéu dugc
Iuru trix trong thiét bi luu trix (post-process). [1]
2.1.2.1. Inline Deduplication

Inline Deduplication loai bo dir li¢u du thtra theo thoi gian thuc nhu 1a khi dir li¢u
dang duoc ghi vao thiét bi luu trir. Cac san pham phan mém c6 xu huéng st dung qué
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trinh Inline Deduplication vi cac dit liéu sao luu khong tap trung & mot 6 dia trude khi
n6 dugc loai bo sy trung lap.

Uu diém cua k¥ thuat nay 13 ting hiéu qua tong thé boi vi dit liéu chi duoc kiém
tra va xtr Iy mot lan. Tuy nhién, nhugc diém cia k¥ thuat nay 1a giam mirc d6 triung lap
it hon va chu yéu duoc sir dung theo cach tiép can cac khéi dit 1iéu c6 chiéu dai cd dinh
(fixed-length block). [1],[5]

—Data—im @—Dedup dala @

Deduplication Engine Backup Storage

Inling Deduplication

Hinh 2.4. M6 ta ky thuat Inline Deduplication
Ky thuat nay xét vé phuong dién nao d6 kha gibng véi ky thuat Source
Deduplication khi déu lam tang 1én qué trinh xir Iy cta bo vi xir Iy (CPU) va gi6i han
téng luong dir liéu cudi cung duoc guri dén thiét bi sao lwu. Mot sd phﬁn mém sir dung
k¥ thuat Inline Deduplication: [5]
- Phan mém Cloud Backup ctia Asigra Inc

- Phan mém Simpana cia CommVault Systems Inc

2.1.2.2. Post-process Deduplication

K¥ thuat Post-Process Deduplication 1a hoat dong loai bo dit li€u trung lap trén
tap cac dir liéu da duoc luu trit. K¥ thuat nay c¢6 cac uu va nhuogc diém nguoc lai so vdi
k¥ thuat Inline Deduplication. [1],[5]

Trong k¥ thuat Post-Process Deduplication, qua trinh Data Deduplication la tach
biét voi qua trinh sao luu. Vi vay, k¥ thuat nay s€ khong lam gidm hi€u nang cua qua
trinh sao luu dit liéu t6i thiét bi luu trit. Tuy nhién, do cac ban sao dir li¢u déu duogc
truyén toi thiét bi luu trir trudc khi chiing dugc loai bo nén can dam bao bang thong cho
viéc truyén tai dir lidu va khong gian dia du rong dé chira tap tat ca cac dit liéu day du
va dé phuc vu qué trinh Data Deduplication.

—aau:;.@-fnedup—@

Backup Storage Deduplication Engine

Postprocess Deduplication

Hinh 2.5. M6 ta k¥ thuat Post-Process Deduplication
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Mot sb cac san pham sir dung ky thuat Post-Process Deduplication ctia mot sd
hang ndi tiéng trén thé gidi: [5]
- San pham StorageWorks StoreOnce ctiia Hewlett-Packard
- Hé thong sao luu DXi series ctia Quantum Corp sir dung ca hai k thuat Inline
va Post-Process Deduplication.

2.1.3. File va Sub-File Level

Céac thuat toan loai bé dir liéu trung 13p co thé dugc ap dung vao tap tin (file level)
hodc ap dung vao ting khéi dit lidu bang cach chia nho tap tin (sub-file level). [1],[5]

File Level cho phép loai bo dit liéu tring 13p mot cach don gian bang cach tinh
checksum (pho bién nhat 1a MD5 va SHA-1) cia tép dit liéu va so sanh vdi checksum
cua nhiing té€p dir li¢u da duoc sao luu trude do. Pay 1a cach don gidn va nhanh chong
nhung muc d6 chéng trung ldp 13 it hon, cach nay khong giai quyét duoc trudng hop co
su trung ldp tim thiy bén trong cac tép dit lidu.

Sub-File Level 1a k¥ thuat loai bo dit liéu trung 1ip bang cach chia nhoé céc tap
tin thanh cac khdi (blocks) co kich thudc ¢b dinh (fixed size block) hodc c6 kich thudc
d6 dai thay dbi (variable size block), sau dé sir dung mot thuat toan bam (hash-based
algorithm) tiéu chudn dé tim thiy cac khéi dit liéu twong tu va loai bo ching. [1],[5]
2.1.4. Fixed-Length Blocks va Variable-Length Data Segments

Fixed-length Blocks 14 hudng tiép can theo khdi dir liéu chiéu dai ¢b dinh, tuc 1a
tién hanh chia tép tin diy du thanh cac khdi c6 chiéu dai cb dinh va thuc hién cac ham
tinh toan checksum (nhu MD5 hoic SHA) dé tim thdy ban sao trung lip. Mic du phuong
phap nay cho phép tim kiém cac khéi dir liéu 1ap di lip lai nhung c6 thé c¢6 nhiéu han
ché do trong céc tép dir liéu c6 thé co nhitng khéi dir liéu tring nhau nhung cac phin
doan dit liéu khong phai lac nao ciing tring nhau. Vi du nhu Hinh 2.6, hai khi dir liéu
ctia hai tép “file 17 va “file 2” c6 cac khéi dit liéu twong tw nhung lai khac vi tri (offset).

File 1 File 2

imilar data blocks but at
different offsets.

Hinh 2.6. Khéi dir liéu tvong tu nhau nhung c6 thé khac vi tri
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Boi vy, han ché 16n nhét ctia phuong phap nay 13 hai bo dit liéu voi mot sé luong
nho cua sy khac biét c6 thé co rat it khdi chiéu dai cé dinh gidng hét nhau.

Ky thuat Variable-Length Data Segment 1a mét phuong phap phan chia cac dong
dir liéu thanh cac phan doan dir lidu c6 chiéu dai thay ddi dugc, phuong phéap nay cho
phép tim thdy cac ranh gidi khdi gidng nhau trong cac ngit canh va vi tri khic nhau.
Diéu nay gitip cho viéc phat hién va loai bo cac khdi dir liéu du thira duoc day du hon.
[11.[5].[17]

2.1.5. Thuat toan bam (Hash-based Algorithms)

Phuong phép loai bo dit liéu du thira dua trén ham bam sé& xtr 1y cac phéan cia dir
lidu bang mot thuat toan bam (hash algorithms), dién hinh nhéat 13 MD5 va SHA-1.
Phuong phap nay tao ra mot chi sé duy nhit cho mdi phan cua di liéu, sau d6 chi s6 nay
s& dugc dem so sanh véi mot chi sb bam khac hién c6. Néu chi sé bam d6 da ton tai trén
cac chi sb thi dit liéu s& khong can phai luu trit. Nguoc lai, chi s6 bam d6 s& duoc thém
vao va dit li¢u sé dugc luu trir. [1]

Thuét toan SHA-1 ban dau duoc dua ra dé tao chit ky mat ma cho cac ing dung
bao mat. SHA-1 tao ra mot chi sb bam 160 bit va 14 duy nhéat cho mdi phan dit liéu.

Thuéat todn MDS5 1a mot ham bam 128 bit va cling duoc thiét ké cho muc dich ma
héa. Tuy nhién, SHA-1 duoc xem nhu 13 thuit toan bao mat tot hon so vdi MDS5.

Trén thyuc t&, mot sd cac nha cung cAp khong nhat thiét phai st dung cac thuat
toan bam c6 san nhu MD5 hoic SHA-1. Thay vao do, ho sir dung cac phuong thuc tiy
chinh dé xac dinh dit liéu trung 13p nhu 1a st dung mot thuat todn bam khéc cia chinh
ho két hop v6i cac phuong phap khac. Vi du nhu hai nha cung cdp Diligent va Sepaton
da stir dung mot phuong phap tiy chinh dé xac dinh dit liéu du thira va két hop véi viée
so sanh & cap do bit (bit-level). [6]

2.2. Mot sb cac san phdm ng dung Data Deduplication

Nhu vay, dé c6 dugc thanh cong khi trién khai k¥ thuat Data Deduplication can
két hop nhiéu yéu tb mot cach phu hop. Nhin chung, cac yéu té chinh anh huong dén k¥
thuat Data Deduplication gdm c6:

- SO luong cac tmg dung va s6 lugng ngudi dung cudi tao ra dir licu

- Tong so dir lidu va su thay d6i hang ngay cua dir liéu

- Kiéu dir liéu (thu dién tir, tai liéu, dit liéu vé 4m thanh,...)

- Chinh sach sao luu dit liéu (hang ngay, hang tuan, day du,...)

- Thoi gian luu trir dir liéu trong bao lau

Trén thuc té hién nay, c6 mot sb luong 16n céc san phém c6 chic nang Data
Deduplication tir nhiéu nha cung cap khac nhau. Nguoi st dung c6 thé lya chon mot san
pham phan cimg hodc phan mém véi cac dic trung cong nghé thudc mot trong cac ky
thuat dugc mo ta & trén sao cho phu hop voi ing dung trién khai va nhu cau ciia mdi to
chure. [6]
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Bang 2.1. So sédnh cac san pham deduplication ciia mQt s6 cadc nha cung cap

Phin cirng |Thiét bi luu .. . |Thoidiém (Kiéu cong
\ £ < A . o Thuit toan . )
Nha cung cap (hodc Phan |trir st dung i dl.ln (Inline or  |nghé
(Vendor) mém (H/w |(VTL, NAS, (Al 6ri§hm) post- (Source or
or S/w) SAN....) d process) target)
Copan H/w VTL and NAS |SHA-1 Post-process [Target
Data Domain H/w VTL and NAS |SHA-1 Inline Target
Dell/Equallogic [See Exagrid |- - - -
VTL, NAS SHA-1 and
EMC H/w ’ ’ Post-process |Target
SAN attached [MD5 P 0
HA-1 .
EMC/Avamar |S/w - i/IDS and Inline Source
ExaGrid H/w NAS - Post-process [Target
SHA-1 with
FalconStor both VTL and NAS . W Post-process [Target
optional MD5
Fujitsu See Avamar |- - - -
HP H/w VTL SHA-1 Inline Target
Hitachi Data See Diligent
Systems (HDS) |and Exagrid
IBM/Diligent  [S/w VTL Custom Inline Target
NetApp Siw (in OS) [NAS/SAN Custom Both Both
Overland H/w VTL Custom Inline Target
Storage
See Data
) Domain,
Pillar Data -
Svstems Diligent, - - - -
y Falconstor,
Symantec
Quantum/ADIC |Both VTL and NAS [MD5 Both Target
Sepaton Siw VTL Custom Post-process [Target




33

. See
Spectra Logic - - - -
P g Falconstor
See
Sun/StorageTek - - - -
Falconstor
Symantec Slw - SHA-1 Inline Source

2.3. Giai phap chéng trung lip dir liéu trong Email

Phuong thire thuc hién Data Deduplication 13 mot su két hop cta nhiéu yéu to.
Dé c6 mot giai phap Data Deduplication hiéu qua nhat can c6 mot giai phap phu hop
gitta cac yéu td nay.

Bén canh do, ky thuat Data Deduplication khi dugc ap dung vao mot loai ting
dung cu thé cling can phai xem xét viéc luu trir, xu 1y dir li€u trén moi ung dung duoc
thuc hién nhu thé nao dé c6 duge mot phuong 4n trién khai phi hop.

Ddi v6i hé théng email, dir liéu luu trit 1a cac ndi dung trao doi gilta cac nguoi
duing trong va ngoai hé théng. Di véi da sb cac may chu email thi cac dit liéu nay duoc
luu trit trén dia cirng ciia may chu. Nhu ching ta da phan tich trong chuong 1, mot thong
diép thu dién tr gdbm c6 hai phan chinh 14 message header va message body. Trong do,
message header 1 phan tiéu dé chuta cac thong tin lién quan dén qua trinh giri / nhan va
gitip dinh tuyén cho email duoc giri dén dich, message body 1 phan ndi dung chinh cua
email co thé bao gém nhiéu loai nd1 dung khac nhau nhu van ban, hinh anh, lién Kkét, cac
tép dinh kém,... Nhu vay, c6 thé nhan thiy rang phan dir liéu thudc message body 1a
phan dit liéu chiém da sb dung luong trong mot email va c6 thé cé cac di liéu du thira
chiém ty 1& cao. Trong phan dit liéu nay thi cac tép tin dinh kém thudng 1a phan c6 dung
lugng 16n nhét so véi cac phz‘in dir li€u con lai.

Dé xay dung dugc mot giai phap tét vé Data Deduplication cho hé théng email,
chung ta can phai tim hiéu rat ky vé kién trac, cac ludng xtr 1y, Iuu trit dit lidu ciia mdi
may cht email dé tir 46 xac dinh duoc cac truong hop co thé sé xay ra trung lap va sau
d6 thiét ké mot giai phap phi hop cho mdi may chil email.

Mot cach chung nhat cho cac may chil email, c¢6 thé nhan thiy rang c6 ba truong
hop c6 thé dan dén du thira dir lidu va cac giai phap cho ting trudng hop nhu sau:
< Truwong hgp 1: Dit liéu du thira xut hién khi ngudi giri tién hanh giri email cho

mot nhom nguoi dung (gdm nhiéu ngudi nhan).

Pay 14 trudng hop thuong hay gip nhat trong thuc té. D¢ loai bo dit liéu du thira
trong trudng hop nay c6 thé tién hanh loai bo dir liéu 1a toan bo ndi dung email giri di
hodc chi loai b phan dir liéu giéng nhau bén trong email giri di (nhu Ia tép tin dinh
kém). Khi d6, may chii email chi giir lai mot ban duy nhat cho email giri di hodc luu trit
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duy nhit mot 1an cho céc tép tin dinh kém, cac nguoi ding trong danh sach nhan duoc
email s& dugc dit mot con tré dén vung di liéu da luu trir nay.
Trong trudng hop nay, khi tiép can Data Deduplication & muc do File-level s&
dat dugc hi¢u qua cao, ngoai ra cling c6 thé str dung Data Deduplication & mirc d Block-
level nhung s& ton thoi gian xir I hon ma hiéu qua dem lai chwa chic cao hon File-level.

/7

< Trwong hgp 2: D liéu du thua xuét hién khi nguoi dung nhan dugce cung mat
email tir nhidu ngudi giri khac nhau.

Truong hop nay khac véi truong hop tho nhat 1a di liéu du thira duoc gid1 han
chi xuét hién trén hom thu ciia mot nguoi dung, dir liéu du thura s€ xay ra khi cadc mail
giri dén sau c6 ndi dung trung véi email giri dén trude. Mot van dé kho xir 1y o déy 1a
lam thé nao dé xac dinh duoc cac phan dir liéu gitra cic email ndy co sy trung 1ap. Trong
truong hop ndy, hudng tiép cin Data Deduplication & muc do Block-level s& dem lai
hi¢u qua cao hon so vdi murc do File-level.
> Truong hop 3: Du lidu du thira xuat hién khi email duge gui téi nhiéu nhom

ngudi dung cung lac (gdm nhidu ngudi nhan trong mdi nhém va mdi ngudi nhan

¢6 thé cung thudc nhiéu nhom).

Trong thyuc té, truong hop ndy xay ra it hon hai truong hop trén. Tuy nhién,
truomg hop nay s& trd nén phuc tap khi cing lac c6 su két hop giira hai truong hop trén
(nhu 12 mdt ngudi nhan thude nhiéu nhom khac nhau va mot email ctia ngudi gii duoc
giri t61 nhiu nhom cung lac). Trong trudng hop nay, tuy theo mirc d6 dir liéu du thira
ma céc k¥ thut Data Deduplication st dung c6 thé 1a t6i wu hodc chua duoc tdi vu.
2.4. D@ xuit lwa chon hMailServer dé thwe nghiém

Khi trién khai giai phap email, mdi mot t6 chirc c6 thé Iya chon st dung giai phap
email mién phi hodc tra phi. Tuy nhién, Néu mét t6 chirc mudn c6 mot hé théng email
chuyén nghiép c6 dang ténngudidung@ténmiéncongty thi chic chin to chirc d6 phai sé
hitu mot tén mién riéng va ddng thoi c6 mot hé thdng email riéng.

Khi n6i dén hé thdng email riéng cho mot t6 chirc, chung ta khong thé khong
nhic dén cac giai phap email noi tiéng chang han nhu:

- Microsoft Exchange, Mdaemon, Kerio Connect, IBM Lotus Domino,

hMailServer 1a cac giai phap mail chay trén hé diéu hanh Windows

- Postfix, Qmail, Sendmail, Dovecot, Zimbra, Cyrus IMAP la cac giai phap

mail chay trén hé diéu hanh Linux va Mac OS

Trong s6 cac giai phap email trén, d6i v6i cac giai phap email danh cho hé diéu
hanh Windows, hau hét 14 dugc cung cap dudi dang tra phi (tic 12 nguoi ding phai tra
phi ban quyén dé sir dung). Trong khi d6, cac giai phap email cho Linux va Mac OS ¢6
nhiéu giai phap email dugc cung cip mién phi cho nguoi ding kém theo cac diéu khoan
sir dung nhat dinh (vui long xem chi tiét tai bang 1.2 thudc chuong 1).
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Trong pham vi thyc hién khoéa luan, dé thuc hién tich hop thém tinh nang Data
Deduplication thi can phai lya chon mot giai phap email ma cho phép mé rong thém
tinh nang. Trong s6 cac giai phap email hién c6, co thé thdy rang giai phap hMailServer
danh cho méi truong Windows; giai phap Dovecot, Cyrus IMAP, Zimbra danh cho moi
truong Linux, Mac OS 1a nhiing sy lya chon phu hop nhat.

Tuy nhién, do tinh pho bién va phit hop véi nhicu ddi twong ngudi dung nén trong
khoa ludn nay, t61 da lya chon hMailServer dé trién khai thuc nghi¢m tinh nang Data
Deduplication. hMailServer duoc biét dén 1a mot giai phap ma nguén md mién phi cho
hé diéu hanh Windows. So véi cac giai phap email ndi tiéng khac thi hMailServer c6
phan han ché hon vé mit tinh nang, nhung bu lai hMailServer 1a mét giai phap mién phi
duogc thiét ké dac biét phu hop véi nhitng doanh nghiép vira va nho (sé lugng nguoi
dung khoang dudi 1000 ngudi). hMailServer hd tro cai dat, ciu hinh don gian hon rat
nhiéu so v&i Exchange va Mdaemon. Ngoai ra, hMailServer c6 mot cong dong ngudi str
dung gitp d& dang trao d6i kinh nghiém va phu hop cho viéc phat trién mot hé thong

ma ngudn mo.
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CHUONG Ill: TICH HQP TINH NANG DEDUPLICATION TRONG HE
THONG HMAILSERVER

3.1. Tong quan vé hMailServer
3.1.1. Giéi thi¢u vé hMailServer

hMailServer 1a mgt may chu email mién phi, mgt bd nguén mé danh cho hé diéu
hanh Microsoft Windows. hMailServer dugc st dung bdi cac nha cung cép dich vu
Internet, cac cong ty, chinh phu, truong hoc va nhimg ngudi dam mé & nhiéu noi trén
thé gidi. hMailServer hd tro cac giao thirc e-mail phd bién (IMAP, SMTP va POP3) va
dé dang tich hop v6i nhiéu hé thong Webmail hién tai. hMailServer c6 co ché bao vé
linh hoat trudc thu rac dua trén sé diém va c6 thé tich hop hé thdng quét virus ngay trén
thiét bi clia nguoi ding dé quét tt ca cac email guri dén va giri di. [18-19]

hMailServer dugc sang 1ap va phat trién boi Martin Knafve, phién ban dau tién
dugc phat hanh nam 2002, phién ban méi nhat khi thuc hién luan van 14 5.6.5 build 2367
duogc phat hanh ngay 07/06/2016. hMailServer dugc viét bang ngdn ngit C++ va C#.

hMailServer duoc cap phép theo AGPLv3 va c6 thé dugc sir dung mién phi trong
hau hét cac tinh hudng thuong mai. B6 mi ngudn ctia hMailServer duoc luu trit trén
GitHub tai dia chi: https://github.com/hmailserver/hmailserver

hMailServer c6 tich hop sin bo tinh ning chdng thu rac nhu SPF, SURBL.
hMailServer ciing cho phép tich hop véi cac hé thdng chdng thu réc cta bén thtr ba nhu
la SpamAssassin va ASSP.

Bit ky mot hé thong Webmail c¢6 hd trg IMAP va SMTP déu c6 thé st dung cing
v6i hMailServer. RoundCube va SquirrelMail 13 nhitng hé théng Webmail phd bién

thuong dugce sur dung cung véi hMailServer.

hMailServer c6 thé st dung hé co s¢ dit liéu tich hop san 1a Microsoft SQL Server
Compact Edition hodc st dung b co s¢ dit liéu bén ngoai nhu MySQL, Microsoft SQL
hodc PostgreSQL.

Céc thu dién tor (email messages) dugc luu trit ¢ trén dia cing theo dinh dang
MIME.

3.1.2. Cac tinh nang ciia hMailServer

hMailServer cung cép day du tat ca cac tinh niang quan trong cho mot may chu
email. Thém vao d6, hMailServer luén dugc cap nhat lién tuc va nhitng nguoi dung luon
nhén duoc su hd tro rat 16m tir nhitng ngudi khac hoac nhitng nha phat trién khac trong
cong dong hMailServer. [19]

3.1.2.1. Cai @it va cau hinh don gian

Viéc cai dat va cau hinh hMailServer 14 rat don gian. Cac may chi duoc cai dat
s€ di kém v&i mot cong cu quan 1y goi 1a hMailServer Administrator. Cong cu nay gitp


https://github.com/hmailserver/hmailserver
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nguoi quan tri cd thé thém cac tén mién, tai khoan, chi dinh céc thiét 1ap, kich hoat
chuong trinh quét virut va rat nhiéu cac thiét dat khac.
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V¥ Enabled

—|- 5% Settings
+-5% Protocols
w8 Anti-spam
g Anti-virus
Legging
=18 Advanced
® Autoban
S5L certificates
+ IF Ranges
Incoming relays
= Mimor
# Performance
+ Server messages
=7 S5L/TLS
= Scripts

+ TCFP/IP ports
+f Ukilities Help Save

_ e |

Hinh 3.1. Quan Iy hMailServer bang cong cu quan trj
Ngoai viéc quan 1y hMailServer bang cong cy, hé thdng con cho phép ngudi quan
tri c6 thé cAu hinh bang giao dién web, & d6 ngudi quan tri co thé dung dé cau hinh tat

c4 cac thanh phan cua hMailServer.

C @ [ 192.168.100.100:21/PHPW min/index.php?page=domain&action=edit&domainid=1
ung (] C-Sharp Export ("] Email Troubleshoot [ Lich van nién tra ciu -+ (] News for Today (] Career ] TOEIC (] Listening (] DATN [J WordPress
WebAdmin
Welcome .
) status Domain
EI-QDcmairs o J General H Names ” Signature || Limits ” DKIM Signing || Advanced ‘

- D k21vnu.com

EHES Accaunts (3) Name k2 1vnu.com
QJ admin@k21vnu.com
& usert@kzivn Enabled v

& user2@k21vnu.com

: Aliases (0}
EI Distribution lists (1)
E-B A group1@k2ivnu.col
& mareupl@k2ivnu.com
[ Members (2)
1= Rules
g Settings
H-]- Utilities

Logout

Hinh 3.2. Quan Iy hMailServer bang giao dién web

3.1.2.2. Kha niang bio mat cao

hMailServer dugc cdu hinh sdn dé c6 ché d6 an toan cao khi thuc hién chuyén
tiép va xac thyuc cac email. Didu ndy 1a ddc biét quan trong dé khong ai c6 thé st dung
méy cha dé thuc hién giri cac tin nhan rac. hMailServer ciing hd trg cac bo ma ngudn
mé ClamAV quét vi-rit rat ndi tiéng. Ngoai ra, hMailServer tich hop sin cac tinh ning
nhu 13 black-list, while-list, hd trg cac co ché chdng thu rac nhu SPF va MX Lookups.
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3.1.2.3. Kha néng tich hgp mé rfng

hMailServer di kém voi mot thu vién COM. St dung thu vién COM, hMailServer
c6 thé tich hop cac kich ban (scripts) hodc xay dung cac ing dung day du nham muc
dich m¢ rong tinh ndng cho hMailServer.

3.1.2.4. Cac tinh ning khac

hMailServer 1a giai phap cung cip day du cac tinh niang quan trong cho mot may
cht email. Do d6, hMailServer bao gdm day du cac tinh ning ciia mot may chu email
thong thudng. Tat ca cac tinh ning ndy déu duoc mo ta va hudng dan ciu hinh kha chi
tiét trén phén tai liéu truc tuyén ctia hMailServer tai lién két:
https://www.hmailserver.com/docs

3.1.3. Thu vién COM va API sir dung trong hMailServer

Thu vién COM va API cho phép ngudi 1ap trinh c¢6 thé viét cac kich ban va tng
dung doc lap dé tich hop véi hMailServer. Hiu nhu tit ca cac dbi tuong trong
hMailServer déu c6 thé truy xuit dugc bang cach sir dung thu vién COM. Chiing ta c6
thé viét tmg dung day du hodc chi don gian viét mot kich ban dé thuc thi tu dong khi c6
mdt sy kién nao d6 xdy ra, vi du nhu viét mot kich ban dé loc cac thu dén trude khi nd
dugc chuyén dén hop thu ciia ngudi nhan. [20]

hMailServer dugc thiét ké theo hudng ddi tuong, tic 14 ¢6 nhidu ddi tugng trong
mot hé thong hMailServer, mdi di twong déu c6 cac phuong thirc va thudc tinh riéng.
Vi du nhu Hinh 4.3, dbi tuong Attachment la dbi tuong dai dién cho mot tép dinh kém
cu thé trong mot email, n6 bao gdm c6 cac phuong thirc Delete(), SaveAs() va cac thudc
tinh gdm Filename va Size.

Delete(): x0a tép tin dinh
kéem tir message

Phuong thuic
(Methods)

SaveAs(string sName): luu
t¢p dinh kém thanh mdt tép
maoi

Péi tuong
Attachment r )

string Filename: tén cua tép
dinh kém

Thudc tinh \ /
(Properties) r )

long Size: kich thudc cua
tép dinh kem

\, J

Hinh 3.3. M6t vi du vé cac phuong thiic va thudc tinh ciia d6i tugng Attachment


https://www.hmailserver.com/docs
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Trong cac ddi trong cua hmailServer, ddi tuong Application 1a dbi twong gbc
(root) trong md hinh COM ctia hMailServer. Sir dung d6i tuong nay, c6 thé truy xuat
dén tat ca cac dbi tuong va cac thiét dit bén trong hMailServer. Tuy nhién, trudc khi co
thé truy cap bat ky thudc tinh va phuong thirc trén ddi twong Application, chung ta phai
goi phuwong thirc Application. Authenticate va cung cap kém theo thong tin tai khoan xéc
thuc hop I¢.

Thu vién API trong hMailServer hoat dong ciing gidng nhu hau hét cac thu vién
COM khéc, dic biét n6 co thé tao ra cac “Trigger” nhu l1a nhiing kich ban ma duogc thuc
thi khi c6 mdt hanh dong nao do6 xay ra.

Céac budc co ban can thuc hién khi nguodi dung muén truy xuat dén API hoic
COM cua hMailServer:

- Budc 1: Tao ra mot thé hién cua ddi tuong Application trong hMailServer.

Diéu nay phu thudc vao ngoén ngir lap trinh duoc sir dung, ching han nhu
trong VBScript, c6 thé thuc hién bang cach st dung dong lénh:
CreateObject("hMailServer.Application™).

- Budc 2: Yéu ciu xac thuc. Trude khi co thé sir dung bat ky mot phuwong thirc
khéc trong API, c6 mot yéu cau 1a phai xac thuc. Viée nay duogc thuc hién
bing cach str dung phuong thirc Authenticate() trén ddi twong Application.
Diéu nay ciing s& ngin chin cac nguoi dung khong duoc cap phép truy cip
dén hé thong hMailServer.

- Budc 3: Goi phuong thirc va cac thude tinh can sir dung.

Duéi day 1a mot vai vi du vé kich ban (Script) va cac ham thyc thi ty dong khi
c6 mot su kién nao d6 xay ra (Trigger) duoc viét bang Visual Basic for Applications
(VBA). [21-22]

Vi du 1: viét mot kich ban cho phép thay d6i mét khau tai khoan cta ngudi dung, kich
ban nay dugc viét bang VBA nhu sau:

¢ khai b4o va tao ra mot thé hién ciia d6i twong Application
Dim obApp
Set obApp = CreateObject("hMailServer.Application™)
¢ thue hién xac thue dé c6 quyén thay doi va sir dung tai nguyén hMailServer
Call obApp.Authenticate(" Administrator", "Enter_password")
¢ Khai bao domain ma chiing ta mudn ciu hinh
Dim obDomain
Set obDomain = obApp.Domains.ltemByName("example.com™)
¢ lya chon tai khoan thudc domain ma chiing ta mudn thay ddi mat khau
Dim obAccount
Set obAccount = obDomain.Accounts.ltemByAddress("account@example.com”)
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' thay d6i mat khau ciia nguwoi dung thanh “123456”
obAccount.Password = "123456"
obAccount.Save

Dé kich ban nay hoat dong, chi can thuc hién theo cic budce sau:
- Sao chép kich ban trén vao mot trinh soan thao “text editor” va luu thanh tép
tin c6 phan mé rong la “.vbs”, chang han “vidul.vbs”
- Trong may tinh chay hé diéu hanh windows, click dup chudt vao tép tin vira
duoc luu (nhu 14 vidul.vbs) dé€ thyc thi va két qua ngay 1ap tirc dugce ap dung.
Vi du 2: viét mot ham trigger thuc hién viéc ghi dong thong bao “Hello World” téi ban
ghi log (Event log) khi mot message 1a dugc hMailServer chap nhan xir 1y.

Sub OnAcceptMessage(oClient, oMessage)
EventLog.Write("Hello World™)
End Sub

Ham nay sé duogc thuce thi khi c6 mot su kién xay ra, su kién xay ra thong thuong duoc
tao thong qua cac luat (Rules) trong hMailServer.
3.1.4. MBoi trudng phat trién ciia hMailServer

hMailServer 1a may chu email mién phi va 1 mi nguén md nén viéc phat trién
mé rong cac tinh ning dugce hd tro tdi da tir tic gid va cong dong ngudi sir dung. Dé
phat trién hMailServer, chiing ta c6 thé thuc hién theo hai hudng tiép cn:

Phuong an 1: viét cac kich ban (script, trigger) d¢ mé rong tinh ning. Véi

phuong an nay, hMailServer ho trg hai ngon ngit kich ban 1a VBScript va JScript.

Phuwong an 2: viét cic ung dung ddy du hodc chinh sira sourcecode cua

hMailServer dugc luu trit trén GitHub. Phuong an nay phurc tap hon va doi hoi nguoi
phat trién phai hiéu rit sdu vé cac d6i twong va ludng tuong tac bén trong cua
hMailServer. Bé thyuc hién theo cach nay, hMailServer yéu cau mdi trudng phat trién
g dung gdom co: [23]

- Visual Studio 2013 Update 3 (dung dé phat trién tng dung)

- Database: st dung MS SQL hodc MySQL hoac PostgreSQL

- InnoSetup (dung dé xay dung cac chuong trinh cai dit)

- Céc thu vién: hMailServer sir dung cac thu vién ctia bén thir ba gém c6
OpenSSL, Boost va ngon ngit 1dp trinh di kém Perl (Perl ActiveState
ActivePerl Community Edition)

Nhu véy, tily theo muc dich phat trién tmg dung ma doi ngil phat trién nén can

nhic viéc lya chon phuong an phu hop dé xay dung cac img dung dat hiéu qua t6t nhat.
3.2. XAy dung hé¢ thong Email véi hMailServer

3.2.1. Gi6i thiéu cac thanh phan cai dit va quan tri


https://www.activestate.com/activeperl/downloads
https://www.activestate.com/activeperl/downloads
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hMailServer c6 thé cai dit trén nhiéu h¢ diéu hanh khac nhau ctia Microsoft nhu
Windows XP, Vista, 7, 8, 10 hoic Windows Server 2003, 2008, 2012 & tat ca cc phién
ban. hMailServer hau hét 1a tuong thich v&i cdc phan mém chay trén Windows. D€ 6n
dinh va phu hop véi viée trién khai thuc té, chiung ta s€ tién hanh cai dat nhu sau:

- Str dung phién ban maéi nhét ciia hMailServer tai thoi diém thuc hién luin van
la 5.6.5 build 2367 d¢ tién hanh cai dat.

- Lya chon h¢ diéu hanh Windows Server 2008 d¢ cai dit.

- Lya chon co s& dir 1iéu 1a Microsoft SQL Server 2008 Express R2.

- Lya chon SquirrelMail lam Webmail.

- Lya chon chuong trinh mail client 1a Thunderbird.

- Lva chon b0 san phém Xampp (tich hop san Apache, PHP, MySQL,...) dé tao
may chi web nham muc dich tao moi truong dé chay Webmail (sit dung SquirelMail)
va dé chay PHPWebAmin (cong cu quan tri may chi hMailServer qua web).

- Lua chon dich vu IIS (Internet Information Service) 1a mdt dich vu chay trén
nén hé diéu hanh windows bao gff)m nhiéu dich vu khac nhau nhu web server, FTP
server,.. dugc dung vdi myc dich tao ra duong link tham chiéu tGi tép tin dinh kém trong
email sau khi tép tin dinh kém dugc luu trit tai may chu.

ADSL

&

D =D
hMailServer CLIENT-01 CLIENT-02
Active Directory
IIS Service

Hinh 3.4. Mo hinh trién khai hé thong hMailServer

Trén may chi Windows Server 2008, chung ta s& tién hanh niang cip may chu
1én thanh Domain Controller (bﬁng cach cai dat dich vu Active Directory ctiia Microsoft).
May chu nay s& vira dong vai tro may chu quén ly tap trung vira dong vai tro 1a may chu
cai dat phﬁn mém hMailServer. Cac tai khoan email dugc tao ra trén phén mém
hMailServer s& dugc anh xa dong nhat véi tai khoan ngudi dung trén Active Directory.
Diéu nay s& giup hé théng quan 1y duoc cac tai khoan email dua theo tai khoan ciia
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ngudi ding trong domain va gitp ting cudng tinh bao mat dé xac thuc nguoi dung mdi
khi nguo1 dung truy cap vao duong link tham chiéu dén tép tin dinh kém trong email.
3.2.2. Cai dat may chi Active Directory va dich vu IIS
3.2.2.1. Cai dat may chu Active Directory

Trude khi cai dat phan mém hMailServer, chung ta s& tién hanh cai dat dich vu
Active Directory trén may chi Windows Server 2008 nhdm quan Iy tap trung cac tai
khoan nguoi dung dé stir dung trong cung mot hé théng email.

Dé cai dat, trong may chu Windows Server 2008 mé& Server Manager, chon Roles
va chon muc Add Roles:

E%\;’ Before You Begin

Before You Begin This wizard helps you install roles on this server. You determine which roles to install based on the tasks you
want this server to perform, such as sharing documents or hosting a Web site.

Server Roles
PR Before you continue, verify that:
Progress « The Administrator account has a strong password
« Network settings, such as static IP addresses, are configured
Results +The latest security updates from Windows Update are installed
If you have to complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard again.
To continue, dick Next.

™ skip this page by default

corevns [[_ve> ]| il || |
Hinh 3.5. Trinh thuat si cai dat Roles hién 1én khi click chon Add Roles
Click Next, trong ctra s6 Select Server Roles, Chon Active Directory Domain

Services nhan Next dé cai dat:

Add Roles Wizard x|

Description:
Active Din main Servi :
D5) stores information about objects
on the network and makes this
Progress L information ayao!able to users and

L Active Directory Lightweight Directory Services network administrators. AD DS uses
Results [ Active Drectory Rights Management Services domain controflers togive network
] Appication Sarver users access to permitted resources
— anywhere on the network through 3
L DHCP Server singlelogon process.
L) DNS Server
[] Fax Server
[[] Fie Services
[} Network Policy and Access Services
L Print Services
] Terminal Services
[C) uoOI Services
[] web Server (IIS)
[ Windows Deployment Services

] Windows Server Update Services

Hinh 3.6. Chon dich vu Active Directory dé cai dat




43
Nhan Next va chon Install & budc tiép theo, hé thong sé tién hanh cai dit dich vu
va sau cung nhan Close dé hoan tat.
Sau khi cai dat xong dich vu Active Directory, dé sir dung dich vu chung ta can
phai kich hoat bang cach chay 1énh DCPROMO tir Command Prompt hodc kich hoat
bang cach chay click vao dudng din theo thong bao tir cira sd Server Manager:

; 1ol
| Fle Action Vew Help |
oo zmi@ |
bk AU S Il Active Directory Domain Services
= B Roles _—
%F Active Directory Domain Se sg
B &5 Featres ~ Stores directory data and manages communication between users and domains, induding user logon
ze a 3 processes, authentication, and directory searches.
# {3 Diagnostics =X
® g Configuration A
@ B sure S .
(D This server is not yet running as a domain controfler, Ryn the Activa Directory Domain Services
iostallation Wizard (dcpromo exe)
») Events: None in the last 24 hours (3 Go to Event Viewer
7  0Events L} Fiter Events
[ - Propertes
Level Event ID | Date and Time

b
Hinh 3.7. Man hinh théng bao kich hoat dich vu Active Directory

Lan luot lam theo céc huéng dan trong cira s6 hién ra dé kich hoat dich vu Active
Directory. Qu4 trinh nay s& cho phép nguoi quan tri khai bao cac théng tin vé domain,
cau hinh DNS va mét s6 cac thong sb khac cho hé théng.

Sau khi qué trinh hoan tat, may chit Windows Server 2008 di c6 thém vai trd cua
Domain Controller, chung ta c6 thé sir dung mot trong sd cac cong cu quan 1y 1a Active
Directory Users and Computers dé quan 1y danh séch céc tai khoan ngudi trong trong
cung Domain:

B Active Directory Users and Computers 10l x|
File Action View Help
€9 |2m|0 o= HEdaETE%
: Active Directory Users and Comput | Name | Type | Description
tj Saved Queries | Builtin builtinDomain
=] fﬂ kl"""‘“-':':'”" | computers Container Default container for upgraded computer accounts
‘J_ Builtin 2| Domain Controllers Organizational ...  Default container for domain controllers
H_ Comp.uhers 2| Email Organizational ...
:‘J. Dom.laln Contralers | ForeignSecurityPrincipals ~ Container Default container for security identifiers (SIDs) assocdated ...
:‘J. Emal. o | Users Container Default container for upgraded user accounts
_| ForeignSecurityPrincipals
1 Users
<| | 3| o I3

| | |
Hinh 3.8. Cong cu quan 1y Active Directory Users and Computers



44
3.2.2.2. Cai dat dich vu IIS
Tiép theo d6, chung ta tién hanh cai dat dich vy IIS dung lam web server dé tao
dudng link tham chiéu thay thé cho tép tin dinh kém trong email. Dé cai dat dich vy IIS,

chon Server Manager, chon Roles sau d6 click chon Add Roles. Tai ctra s6 Select Server
Roles, danh ddu chon muc Web Server (IIS) dé tién hanh cai dat:

Server Roles

Select one or more roles to install on this server,
Roles:

Description:

Confirmation - " - - Web Server {I115) provides a reliable,
U AEFVE ?Iref?_w E?Tﬁf‘ifafe_seimcéi - manageable, and scalable Web
Progress Active Directory Domain services {Installed) applicationinfrastructure.
el [ Active Directory Federation Services
esul

|:| Active Directory Lightweight Directory Services
|:| Active Directory Rights Management Services
[ Application Server

|:| DHCP Server

DNS Server (Installed)
[] Fax server
[] File Services
[] Network Policy and Access Services
|:| Print Services
[] Terminal Services
|:| UDDI Services

Web Server (]
[[] windows Depla

@ Additional role services canbe
added fromthe Roles home page.

More about server roles

[[<previous | reeee | mem |
Hinh 3.9. Lwra chon dich vu Web Server (IIS) dé cai dit

Cancel |

Sau khi cai dat xong dich vy, chung ta tién hanh thém ma&i mot website dé xac
dinh thu muc luu trit cac tép tin dinh kém va dé tao duong link tham chiéu thay thé
cho tép tin dinh kém trong email gui di.

"B Internet Information Services (IIS) Manager —1ol x|
@ s [0 b HMAILSERVER » Sites » hmailserver » | & e~
File View Help
hmailserver Home =
e-idl? |8 (% B o =
¥ StartPage ) = Edit Permissions. ..
585 HMAILSERVER (K2 INU\Adminis{ | | CTOUPBY: Area B N
- [} Application Pools ASP.NET B Edit Site
B[] Sites 3 g . . P R Bindings....
&) Default Web Site A2 r-l 2\ q = [= Basic Settings. ..
e = B 8 ] 3 e
NET NET MNETProfile  .NET Roles METTrust  NETUsers  Application View Applications.
Compilaton  Globalization Levels Settings iew Virtual Drecknes
E| = = @ Manage Web Site A
w w5 @R & & -
Comnection  Machinekey Pagesand  Providers  Session State  SMTP E-mail ¥ Resart
Strings Controls P Start
@ stop
s Browse Web Site —
> e ¥ El s =:8080
@ ‘,;3‘ =1 @ 3 DJ ] Browse ~aom0 (p)
= e : - - = Advanced Settings. ..
g | 5] v o] coenven o~ ;
Ready o

Hinh 3.10. Thém méi website dé lwu trit va tao link cho cac tép dinh kém

Pé yéu cau xac thuc khi truy cap duong link tham chiéu téi tép tin dinh kém
trong email, ching ta can kich hoat dich vu xac thuc Windows Authentication trong
c4u hinh cua trang web vura tao trén dich vu IIS:



"k Internet Information Services (IIS) Manager oy [=] oSS

@ [0 } HMAILSERVER b Sites » hmalserver » ] A e -
Fle View Help
Authentication [
€- %I 0 Disable
-'€ start Page
: - Advanced Se
582 HMATLSERVER (k21WNU\Adminisy | _CTOUPBY: o Grouping remend S
w2} Applcation Pacls Name ~ | status | Response Type @ Hep
E-(8 Sites Ancnymous Authentication Disabled Oriine Help
% Default Web Site ASP.MET Impersonation Disabled
hmailserver Basic Authentication Disabled HTTP 401 Challenge
Digest Authentication Disabled HTTP 401 Challenge
Forms Authentication Disabled HTTP 302 Login/Redrect
Windows Authentication Enabled HTTP 401 Challenge
il | ¥ [ElFeatures view {72 Content view
.

Configuration: localhost’ applicationtost.config , <location path="hmalserver">

Hinh 3.11. C4u hinh yéu cau xac thuc bang tai khoan windows trén IIS

3.2.3. Cai dit va Cau hinh hé thong hMailServer

3.2.3.1. Cai dat may chu hMailServer
Tién hanh tai vé chuong trinh cai dit cua hMailServer tai dia chi:
https://www.hmailserver.com/download . Version: hMailServer 5.6.5 — build 2367.

Lwa chon may chit Windows Server 2008 dé cai dat hMailServer. May chu nay

dugc cdu hinh trude gdm 2 card mang nhu sau:

- Card mang tha nhét: ¢6 dija chi IP 1a 192.168.100.100/24 1a card mang dai
dién cho mang LAN dé may chu hMailServer két ndi voi cac may tinh trong
mang LAN c6 cung 16p dia chi mang 192.168.100.0/24.

- Card mang thtr hai: c6 dia chi IP dé dong l1a card mang dai dién cho 16p mang
bén ngoai dé may chi hMailServer két ndi duoc ra internet.

Sau khi tai vé, ching ta tién hanh cai dit bang cach chay file “hMailServer-5.6.5-
B2367.exe” va lan luot thuc hién theo cac bude nhu sau:

I

Welcome to the hMailServer
Setup Wizard

This will install hMailServer 5.6,5-82357 on your computer.,

Itis recommended that you dose all other applications befare
continuing.

Click Mext to continue, or Cancel to exit Setup.

Mext = I Cancel

Hinh 3.12. Bit dau tién hanh cai dit hMailServer


https://www.hmailserver.com/download
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Chon Next, chon dudng dan cai dit hMailServer:

fi5! Setup - hMailServer

Select Destination Location
Where should hMailServer be installed?

Setup will install hMailServer into the following folder.

To continue, dick Mext, If you would like to select a different folder, dick Browse,

Browse... |

At least 0.8 MB of free disk space is reguired.
hiMailServer

« Back I Mext = I Cancel |

Hinh 3.13. Chon duong dan cai dat hMailServer

Chon Next, lua chon cac thanh phan cai dit gdm chuong trinh va cong cu quan
tri hMailServer:

! Setup - hMailServer

Select Components
Which components should be installed?

Select the components you want to install; dear the components you do not want to
install. Click Mext when you are ready to continue.

Full installation hl
Server 10,7 MB
Administrative tools 8.9 MB

Current selection requires at least 12.6 MB of disk space.

< Back I Mext = I Cancel |

Hinh 3.14. Chon cac thanh phﬁn dé cai dat cho hMailServer

Chon Next, Iya chon sir dung hé quan tri co so dit liéu Microsoft SQL Server dé
luu trir dir liéu ctia hMailServer.

filfailseryer
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]i,,:.zl setup - hMailserver

Select database server type
Database type

™ |Uze builtin databaze engine (Microsoft SQL Compact)

¥ Use external database engine (MSSQL, MyS0L or PostoreSOL)

b are informatior....

flailSeryer

< Back I Mext = I Cancel

Hinh 3.15. Tuy chon co so dit diéu dé st dung cho hMailServer
Chon Next, tao ra mat khau dé quan tri hMailServer.

]i.:.EL Setup - hMailServer

hMailserver Security
Spedfy main password

The installation program will now create a hMailServer user with administration rights.
Please enter a password below. You will need this password to be able to manage yaour
hMailServer installation, so please remember it,

Password;

Confirm password:

flailServer

< Back I Mext = I Cancel

Hinh 3.16. Tao ra mat khau dé quan tri hMailServer

Chon Next, chuong trinh cai dat dugc tién hanh.
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]i,,:.El Setup - hMailserver

Installing
Please wait while Setup installs hMailServer on your computer,

Extracting files...
C:\Program Files\hMailServer\Binllibeay32.4l

|

hlailSerwer

Hinh 3.17. Qua trinh cai dat hMailServer duogc dién ra
Sau khi cai dat hoan tat, tién hanh cu hinh co s& dir liéu cho hMailServer bé'mg
cach sir dung cong cu dugc tich hop san trong qua trinh cai dat.

!. hMailServer Database Setup - Step 1 of 7 - |EI|5|

Welcome

Using this wizard, you can create a new hMailServer database and select a
new default database.

< Previous | Mext = Cancel

Hinh 3.18. C4u hinh két ndi co s& dit liéu cho hMailServer

Lya chon co sé dir liéu sir dung cung hMailServer.
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_iEi

Select database server type

& Microsoft SQL Server
" MysaL

" PostgreSQL

< Previous | Mext = Cancel

Hinh 3.19. CAu hinh két ndi co s& dit liéu cho hMailServer

Cau hinh cac tham s6 dé tao co s dir liéu cho hMailServer

ﬁ. hMailserver Database Setup - Step 4 of 7 - |E||i|

Enter server connection information

Database server address Part
ITUANNGUYEN-PC'\,SQLExpress|

Database name
IhMaiIServer

Authentication

& Use server aLthentication

Username Isa

Password I ======

" Use Windows authentication

< Previous | Next = | Cancel |

Hinh 3.20. C4u hinh tham sb dé tao co s& dit liéu cho hMailServer
Chon Next va Finish dé hoan tit qua trinh cai dit.
3.2.3.2. Cai dat by quan tri WebAdmin va WebMail

Trong khi WebAdmin 1a cong cu quan tri may chu hMailServer thuong dugc
nguoi quan tri su dung thi WebMail 1a cong cu truy cap email thuong dugce st dung béi
ngudi dung, ca hai cong cu nay déu duoc chay thong qua moi truong web. Dé cai dit,
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chung ta can phai c6 may cha web. Dé don gian, chiing ta s& sir dung Xampp dé tao may
chu web.
Lira chon phién ban Xampp V3.2.1 dé tién hanh cai dat [24]. Sau khi cai dit thanh
cong, khoi chay dich vu web apache:

1=
XAMPP Control Panel v3.2.1
— Modules Metstat
Service Module  PID(s) Ports) Actions 4”’] gstd
£| Apache g;;i 81, 443 Stop | Admin | Config | Logs | B Shell |
x| wsaL  ams 3306  Stop | Admin | Config | Logs | Explorer |
_l FileZilla Start | Admin | Caonfig | Logs | " Senices |
J Mercury Start | Admin | Config | Logs | © Help |
_I Tomcat Start | Admin | Caonfig | Logs | 1] Quit |
10:30:47 AM [main] Initializing Modules -
10:30:47 AM XAMPP Apache is already running on port 81
10:30:47 AM XAMPP Apache is already running on port 443
10:30:47 AM [ KAMPP MySQL is already running on port 3306
10:30:47 AM [ The FileZilla module is disabled
10:30:47 AM [ The Mercury module is disabled
10:30:47 AM [ The Tomcat module is disabled
10:30:47 AM [ Starting Check-Timer
10:30:47 AM [main] Control Panel Ready

Hinh 3.21. Khéi chay dich vu Apache trén Xampp v3.2.1
Dé cai dat bo quan tri WebAdmin, chung ta tién hanh theo cac bude sau:
- Budc 1: sao chép thu muc PHPWebAdmin trong thu muc cai dat hMailServer

vao trong thu muc C:\xampp\htdocs (thu muc Iuu trit website ciia Xampp)

[Whedocs =10l x|

‘@(j}v | . = Computer - Local Disk (C:) ~ xampp - htdocs - - l@] ISEE":"‘ @J
File Edit View Tools Help

Organize v 3 Views v [0 Explore 33 Share (7]

MName = |v| Date modified |v| Type |v| Size |v| Tags |v|
. Original 6/11/2016 2:21PM  File Folder

[E| pocuments [ {PHPwebAdmin 6/11/2016 2:22PM  File Folder

EE Pictures . webmail 7/13(2016 2:19PM  File Folder

EB Music

Mare

Favorite Links

Folders v
B Desktop
|ﬁ Administrator
| Public
1% Computer
¥ Network
Control Panel
£ Recyde Bin
| Event_attach_replace_t

Hinh 3.22. Cai dat WebAdmin — sao chép thu muc PHPWebAdmin

- Budc 2: Dai tén tép tin config-dist.php trong thu muc PHPWebAdmin vira
sao chép & budc 1 thanh config.php, sau d6 thém hai dong 1€nh sau:

$hmail_config['rootpath’] = "C:/xampp/htdocs/PHPWebAdmin/";
$hmail_config['rooturl’] = "http://192.168.100.100:81/PHPWebAdmin/";
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] config_php - Hotepad

File Edit Format View Help

=loix|

[CoM_DOT_NET]

g;tensw‘ on=php_com_dotnet.dl1

®
The full URL to the site where PHPWebAdmin will be running. Must end in / and for ss1 use https vs http.
This URL *MUST* work when typed in browser or phpwebadmin will not work sice it's used for redirects.

Example:

$hmail_config[ 'rooturl’] = "http://www.mydomain. com/PHPWebAdmin,";

$hmail_config[ rooturl’]

"http://Tocalhost/";

contig[ rootpath
config['rooturl’]

$hmail_

s /PHPWebAdmin/ " ;
92.168.100.100:81,/PHPWebAadmin/™;

The user interface '\an?uage for PHPwWebAadmin. Note that this Tlanguage
must be set up as a valid language in hmailserver.ini.

Example:
“y Shmail_config[ defaultlanguage’] = "english";
$hmail_config[ 'defaultlanguage’] = "english";
/=

The rule_editing_level setting defines who should be allowed
£l

Hinh 3.23. Cai dat WebAdmin — chinh stra file config.php

- Budc 3: Sir dung WebAdmin bang cach mé trinh duyét web va truy cap theo

dia chi: http://192.168.100.100:81/PHPWebAdmin/

€« C A | [3192.168.100.100:81/PHPWebAdmin/

£ Ungdung (] C-Sharp Export [ Email Troubleshoot (] News for Today (] Career (] TOEIC [ Listening (] DATN [J WordPress [ Marketing Online (3 MOS (] Luyen thi TOEIC (] LVTN-Writer

WebAdmin

User name:

Password:

oK

Hinh 3.24. Cai dat WebAdmin — giao dién dang nhap WebAdmin

v

Dé cai dit chuong trinh WebMail str dung SquirrelMail, chung ta tién hanh theo

cac budc sau:

- Budc 1: Tai vé SquirrelMail tai dia chi:

https://squirrelmail.org/download.php. Chung ta sir dung phién ban mdi nhat

la squirrelmail-webmail-1.4.22.zip. [25]

- Budc 2: Giai nén va sao chép toan bo goi SquirrelMail vao trong thu muc dat

tén 1a webmail nam trong thu muc: C:\xampp\htdocs\webmail.

- Budc 3: Trong thu muc config cia thu muc webmail, doi tén tép tin
config_default.php thanh config.php, sau d6 mé tép tin nay va thuc hién chinh
stra mot sd nodi dung nhu tén td chuc, logo, tén domain cho phu hop véi to

chuce st dung.

- Budc 4: Str dung webmail bang cach mé trinh duyét web va truy cap theo dia

chi: http://192.168.100.100:81/webmail



http://192.168.100.100:81/PHPWebAdmin/
https://squirrelmail.org/download.php
http://192.168.100.100:81/webmail
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C A | [1192.168.100.100:81/webmail/src/login.php

ung (3 C-Sharp Export [ Email Troubleshoot [ News for Today (] Career [0 TOEIC [ Listening (] DATN [J WordPress [J Marketing Online (] MOS (] Luyen thi TOEIC (] LVTN-Writer

SquirrelMail
webrmail
for

nuEs

SouirmelMail version 1 422
By the SquirrelMail Project Team

SquirrelMail Login
Name:
Password:

| Lagin

Hinh 3.25. Cai dat WebMail — giao dién dang nhap WebMail
3.2.3.3. Céu hinh tén mién va tai khoin nguoi dung
Pé sir dung hMailServer, chiing ta can khai bdo tén mién (Domain) str dung.

Ching ta c6 thé khai bao thong qua WebAdmin hodc thong qua cong cu quan tri duoc
cai dat trén may chu hMailServer. [26]

_l‘ hMailserver Administrator - [lecalhost] ;IEIEI
File  Help
[ Welcome | Domains |
& Status
|- Domain name | Enabled | o |
- E k2lvnu.com l21vnu.com Yes
= Accounts

B admin@k21vnu.com Edi... |
]

Y, userl@kZ1vnu.com

2

o user2@kZ1vnu.com Remove |

Mliases
--[""7 Distribution lists
- & group1@k21vnu.com
Rules
=% Seftings
+- 5% Protocols
-8 Arti-spam
B Anti-virus
Logging
-8, Advanced
® sutoban
551 certificates
+ IP Ranges
Incoming relays
T Mimor
& Peformance
+ Server messages
™ SSL/TLS
= Scripts
+ TCP/IP ports
+ - Ltiliies Help

Hinh 3.26. Tao Domain sur dung trong hMailServer
Sau khi c6 Domain, chiing ta tao cac tai khoan ngudi dung tvong irng véi Domain
da duoc tao. Co ba cép do6 tai khoan trong hMailServer:
- Administration level = User: chirc nang cua level nay ap dung cho nguoi dung
- Administration level = Domain: chitc ning ctia level ndy cung cap cic quyén
cho nguoi quan tri trén Domain d6

- Administration level = Server: chiic nang cua level nay cung cap cac quyén
cho ngudi quan tri trén tat ca cac Domain.
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-[o) x|
Fle  Help
Welcome | |
{B Status
= Domains General |Mo-reph'| Forwarding I Signature | Edemal accourrtsl Rules I Active Directory M\rancedl
- E k2lvnu.com
=17 Accounts Address
B admin@k21vnu.com | @ |<21'.'-',.::-"
8 user1@k21vnu.com
B user2@k21vnu.com Password
Aliases I:: Encrypted ==
= Distribution lists
2 I group1@k21vnu.com Size (MB) Maximum size (MB)
Fules I ID
=%, Settings
+- 5 Protocols Administration level
G Arti-spam User -
@ Arti-virus
Logging Last logon time:
-8, Advanced |
® Autoban
SSL certficates ¥ Enabled
+ IP Ranges
Incoming relays
1 Mimror
& Performance
+ Server messages
= 55L/TLS
=| Scripts
+ TCF/IF ports
+ f Utities Help Save |

Hinh 3.27. Giao dién tao tai khoan nguoi dung trong hMailServer

Khi tao nguoi dung, chiing ta lga chon tab Active Directory (giao hi¢n nhu hinh
4.27) dé thiét 1ap tén mién (Domain) va tai khoan ngudi ding thudc mién d6 dé gin két
vo1 tai khoan email duoc tao. hMailServer khi do6 s€ anh xa mot tai khoan email vé1 mot
tai khoan nguoi dung trong Active Directory va sé& sir dung mat khau cta tai khoan ngudi
ding trong Active Directory lam mat khau cho tai khoan email.

3.2.3.4. Hoat dong gtri / nhan email trong hMailServer

Thu dugc gii trong hé théng hMailServer s& duoc luu tai hom thu cua ngudi
nhén bén trong thu muc cai dat hMailServer trén may chu.

Vi du: v6i cac thong tin cai dit hMailServer nhu & phan trude thi email gui dén
cho user1 s€ dugc Iuu tai: C:\Program Files\nMailServer\Data\k21vnu.com\userl (trong
do6 k21vnu.com la t€én Domain)

Ngoai ra, cac thong tin khac lién quan dén mdi email giao dich trong hMailServer
s& duoc luu trir chi tiét trong co s dit liéu. Nhu trudng hop trén, mdi email luu trong
hom thu cta userl s& c6 cac thong tin chi tiét kém theo nhu: nguoi giri, ngay giri, kich
thudc,... dugc luu trir trong co s dit liéu. Chung ta c6 thé thyc hién céac truy van (query)
dé xem danh sach cac email duoc luu trong hom thu ctia nguoi dung:
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S5QLQueryl.sql - 19..ilServer (sa (33))*

USE [hMailSerwver] -- or whatever database name you use for hMailServer
GC
& SELECT
[messagecreatetime],
[messagefilename],
[messagefrom],
[messagesize]
FROM
[dbo] . [hm_messages] m INHNER JOIM
[dbo] . [nm accounts] a ON a. [accountid] = m. [messageaccountid]
WHERE
(a.accountaddress = 'user2@k2lvnu.com')

- CRDER EBY messagecreatetime

£

[ Resutts [y Messages

messagecreatetime messagefilename messagefrom messagesize
1 2016-06-20 15:34:21.000 {955CABAS-160E-4153-8593-80DEB0BE3EDE eml  admin@k21vnucom  $155947
2 2016-07-07 15:56:16.000  {3CHE4870-3740-40BC-BBE2-F5248DERSB10k.eml  userl@k2lvnucom 1682822
3 2016-07-07 16:26:05.000  {3B14C131-5AAE-45E0-A3CE-FBETOC183DB6 eml  userl@k2lvnucom 1682797
4 2016-07-07 16:38:07.000  {EE816FB8-1F51-42E8-B27D-C4ABE1CE3B1BA} eml 1131996
B 2016-07-13 14:54:44 000  {1AF2314E-CR3F-433B-B298-721F4687EB4B} eml userl@kZ1vnu.com 1600
3 2016-07-13 15:06:56.000  {BF52ESD1-25DA-40CC-ABB1-7BCB7B703C 1D eml  userl@k2lvnucom 1648
7 2016-07-13 15:26:18.000  {CC37B474-BECE-40BE-9221-1C4F36048213} eml userl@kZlvnu.com 1606
8 2016-07-13 15:36:57.000  {401EFBD4-D32F-4877-9072-62E9423CF578} eml userl@kZlvnu.com 1522
9 2016-07-14 14:52:37.000  {7056CEBD-7405-4EA1-B0A3-10F126C80F30 eml  userl@k2lvnu.com 1896
10 20160714 15:02.14.000  {162831D5-8F34-4EE8-53144-77640485CD 35} eml userl@kZlvnu.com 1523
i 2016-07-14 15:13:07.000  {FCE56950-3412-4EAC-BCTE-E20554391F20} eml userl@kZlvnu.com 1743

Hinh 3.28. Str dung truy vAn SQL dé xem danh sach cac email cua ngudi ding
Chung ta s& tién hanh kiém tra hoat dong giri / nhan email trong hMailServer
bang viéc thuc hién qua trinh giri / nhan nhu sau:
- Trwong hop 1: Nguoi dung Userl s€ gui email cho Nguoi dung User2
o Email gtn di dugc luu trong hom thu Userl

(EEE =il
‘@(j}v | . = hMailServer = Data = k21vnu.com - userl = 54 - @ ISEE":"‘ @
File Edit View Tools Help
Organize * 23 Views ~ (7]
Favorite Links B | -] Date modified | +| Type |-lsize |-|T
|71 {548A1C26-D41B-4A0B-8210-7EDGAZAGCI 1A} eml 7(30/2016 10:04... EMLFie 1KB
!E. Documents
FE Pictures
!B' Music
More »
Folders v
J userl ;I
. 2B
. 2E
. 3A J
04
. 40
. D
., 9F
o 10
12 = | il | ]

Hinh 3.29. Email gii di dugc luu trong hom thu cuia Userl

o Email gui di dugc luu trong hom thu ctia User2
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g [=[ 5]

‘@(—:p | . = hMailServer - Data ~ k21vnu.com - user2 - 8C

@

2]

File Edit View Tools Help

5 Vews @
|-l

Organize

|| Tags
1KB

Name - | -| Date modified |+ Type || size

|| {BCCB944C-3ABE-456F -8C39-74F 13D6B. ..  7/30/2016 10:14... EMLFie

Favorite Links
FE. Documents
FE Fictures

FB' Music

Mare »

<

Folders

| 1A A
s
. 4
. GF
| ™D =l
. TE
| 08
| 8A
s
i =

Hinh 3.30. Email gui di dugc luu trong hom thu ctia User2
-  Truwong hgp 2: Nguoi quan tri Admin s€ giri email cho Nhom nguoi dung
Groupl (trong hMailServer nhom dugc goi 1a distributions list — danh sach
phan phéi), Groupl gom hai ngudi dung 14 Userl va User2. Email giri di s&
dugc phan phat vao hom thu ctia Userl va User2 véi ndi dung gidng nhau:

[ =T
o = :
|°\_)v | + Program Files = hMailServer ~ Data + k2lvnu.com - userl = E6 - l‘i}] |5 ----- l[i]]
File Edit View Took Help
Organize + {1Views = @
Favorite Links Lis - |- Date modifed | -] Type |-| size | -] rags I~
71| {ESEBT55A-BOF4-4116-8F33-B602577E24CS}.eml  7/15/2016 2:47PM  EML File 1,107 KB
| pocuments
[E Fictures
LN
[(EE =13l
‘é(?jv | .~ Program Files + hMailServer = Data  k21vnu.com = user2 = 52 ~ & [seercn @
Fle Edit Vien Tools Help
Organize v = Views = @
Faverite Links Name = |- pate modified [ =] Type || size || Tags
71| {52A91E57-16AC-4F 22-B970-36 708880 1F 26} eml 7/15/2016 2:48PM  EML File 1,108 KB
fE Documents
[E) pictures
I Music

More  »

Hinh 3.31. Cung mot email giri di dugc luu trong hom thu ctia Userl va User2

3.2.4. Nhin xét vé kha niing chong trung Lip dir liéu ciia hMailServer

Sau khi quan sat qua trinh guri / nhan email trong hMailServer c6 thé thay rang
truong hop email duoc giri cho nhiéu nguoi nhan cing luc, ndi dung email g di giong
nhau 1a duoc luu riéng biét tai mdi hop thu dén ctia nguodi nhan. Diéu nay c6 nghia 12
céc email gidéng nhau duoc luu tai nhiéu noi khac nhau trong ciing hé théng hMailServer.

Trong thuc té, khi str dung hMailServer mét thoi gian, qué trinh giri email cho
nhiéu nhom nguoi ding hodc nhiéu email c¢6 ndi dung giéng nhau duge gii tir nhidu
ngudi khac nhau cho ciing mot ngudi nhan dién ra hang ngay c6 thé 1am dia cing trén
may chit hMailServer nhanh day va din dén toc do truy xuat email cham hon.

Pay 1a mot trong nhitng han ché lién quan dén kha niang chong triung lap dir liu
ma phién ban hién tai cia hMailServer chua dugc cung cap tinh niang nay.

3.3. Tich hgp tinh nang deduplication trong hMailServer
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3.3.1. Xay dung Kich ban trién khai

Nham muyc dich tich hop tinh niang Data Deduplication trong hMailServer dé
giam tai bo nhé luu trir trén may chi va tiét kiém nhiéu ngudn tai nguyén, ching ta c6
thé xay dung kich ban dé ap dung cho hé thong hMailServer nhu sau:

- Budc 1: Kiém tra email giri di trong truong hop duoc giri cho mot hodc nhiéu

nhoém nguoi dung (gdm nhiéu ngudi nhan)

- Budc 2: Thyc hién tach tép tin dinh kem trong email gui di (trong truong hop
email c6 chira tép tin dinh kém) — do tép dinh kém (néu co) thudng 13 thanh
phan chiém nhiéu dung luong nhit trong email gui di.

- Budc 3: Luu tép tin dinh kém vao mot thu muc xdc dinh trén may chu
hMailServer.

- Budc 4: Tao dudng link dén tép tin vira dugc luu trit, chén dudng link nay
vao trong email dé thay thé tép tin dinh kém va cudi cung giri email dén dia
chi cia nguoi nhan.

Bé“lng viéc trién khai kich ban trén, khi mot email gui di c¢o chua tép dinh kem
dugc giri cho nhiéu ngudi nhén thi tép tin dinh kém s& duoc luu trit mot 1an duy nhét va
s& duoc thay thé trong email gui di bing mot dudng link dén tép dinh kém di luu tri.
Khi d6, tép dinh kém s& khong phai luu trir tai mdi hom thu cua nguoi nhan va dung
luong dia ctng luu trit trén hMailServer s& giam di dang ké.

3.3.2. Cai dat kich ban

Chung ta s& viét kich ban bang ngdn ngir VBScript dé thuc hién theo cic budc
duge mo ta trong muc 4.3.1. Dya trén phén loai va cac yéu td ki thuét vé chdng tring
1ap dit liéu nhu da phan tich & chuong 2, pham vi cta kich ban dugc 4p dung nhu sau:

- Kijch ban xtr Iy qua trinh chéng trung lp dit liéu & mirc do file-level (mirc do
tép tin): xu ly gff)m hai muc d6 1a dua trén thudc tinh cta tép tin va dua trén
ham bam (dung thuat todan MD5) dé so sanh cac chudi tép tin (néu tép tin sau
c6 chudi MD5 tring véi tép tin luu trit trude do6 thi hai tép tin nay 1a giong
nhau, khi d6 tép tin kiém tra sau s& khong duoc luu va dudng link trong email
giri di s& dugc tham chiéu dén tép tin dinh kém da luu trude do)

- Kich ban 4p dung k¥ thuat chong tring lap dir liéu & mic d6 Source-Based
(chdng trang 1ap dir liéu tai ngudn): dit lidu s& duoc xir 1y trung 1ap trude khi
duoc luu vao may chu email ciia nguoi nhan.

Trong qua trinh thuc hién luan van, t6i da thuc hién viét hai scripts voi ndi dung

chi tiét nhu sau:

*) Script thir nhat: s& tién hanh tach tép tin dinh kém trong email gii di, luu trit
vao may chu email, gan dudng link tham chiéu dén tép tin vira luu trir vao trong email
giri di va cudi cung gli email dén ngudi nhan. Uu diém cta Script nay 1a gifip ting
cuong hidu nang cua hé thong khi khong phai so sdnh ham bam (chudi MD5) giita cac
tép tin dinh kém duoc luu trit trén may chu email. Tuy nhién, khi trién khai c6 nhugc
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diém 14 hé thong s& khong kiém tra duogc sy trang ldp khi cac email giri dén sau c6 tép
tin dinh kém trung vé1 tép tin dinh kem cua email da dugc gur trude do.

Function DetachAttachments(oMessage)
' xdc dinh dwong din chira file dinh kém va dwong link dé truy cap
PathName = "C:\inetpub\wwwroot\hmailserver\attachfiles\"
UrIName = "http://k21vnu.com:8080/attachfiles/"
aText = "Email nay chtra file dinh kem dugc gan ¢ link sau:"
' kiém tra email giri di cé chira file dinh kém
If oMessage.attachments.count > 0 Then
max=1000000
min=1
Randomize
dem=0
' duyét 1an lwot tirng file dinh kém c6 trong email
for i = 1 to oMessage.attachments.count ' attachment
* xir 1y kiéu file
num_fileExt = (InStr(1,StrReverse(oMessage.Attachments(i-1).Filename),".")) - 1
fileExt = Right(LCase(oMessage. Attachments(i-1).Filename),num_fileExt)
' kiém tra file dinh kém cén xir 1y
If (oMessage.attachments.item(i-1).size > 20) and (fileExt <> "eml™) Then
'xac dinh dwong din tam thoi chira file dinh kém theo kiéu file
newTempfolderpath = PathName & fileExt
newTempUrIName = UrIName & fileExt
'kiém tra folder theo kiéu file di c6 chwa, néu chwa c6 thi tao méi
set filesys=CreateObject(*Scripting.FileSystemObject")
If Not filesys.FolderExists(newTempfolderpath) Then
Set newfolder = filesys.CreateFolder(newTempfolderpath)
End If
'lvru file vao may chu
NewName = (Int((max-min+1)*Rnd+min))
aPath = newTempfolderpath & "\" & NewName & "." & fileExt
aurl = newTempUrIName & "/" & NewName & "." & fileExt
oMessage.attachments.item(i-1).saveAs(aPath)
'dinh kém duwong dan file dinh kém vao email va xo6a file dinh kém
oMessage.Body = aUrl & VBNewLine & VBNewLine &
oMessage.Body
oMessage.HTMLBody = ""<a href=" & Chr(34) & aUrl & Chr(34) &">"
& aUrl & "</a>" & "<br />" & "<br />" & oMessage. HTMLBody
oMessage.attachments.item(i-1).delete()
dem=1




58

End If
Next
‘chén text théng bao (aText) ¢o file dinh kém
If dem >0 Then
oMessage.Body = aText & VBNewLine & oMessage.Body
oMessage.HTMLBody = aText & "<br />" & oMessage.HTMLBody
oMessage.save
End If
End If
End Function

*) Script thir hai: s& tién hanh tach tép tin dinh kém trong email gui di, kiém tra
ham bam (chudi MD5) giira tép tin dinh kém dang xir 1y véi cac tép tin dinh kém cung
kiéu da dugc luu trén hé thong trude d6 (néu ma MD5 tring nhau thi khong luu tép tin
dinh kém dang xur Iy va nguoc lai néu ma MD5 khéng trung thi luu tép tin dinh kém
dang xtr 1y), gan duong link tham chiéu dén tép tin vira luu trix vao trong email gui di
va cudi cung giri email dén ngudi nhan. Uu diém ciia Script nay 1a giap xur 1y triét dé
van d& chdng trung lap dit liéu gitra cac tép tin dinh kém duogc giri dén may cha email
tai cac thoi diém khac nhau. Tuy nhién, khi trién khai c6 nhuoc diém sé& ton tai nguyén
hé théng do may chi email phai xir 1y va so sanh chudi MD3 giita céc tép tin dinh kém.

'tra vé mia MD5 cia mot file bat ky
Private IngTrack

Private arrLongConversion(4)
Private arrSplit64(63)

Private Const OFFSET 4 = 4294967296
Private Const MAXINT _4 = 2147483647
Private Const S11 =7

Private Const S12 =12

Private Const S13 =17

Private Const S14 = 22

Private Const S21 =5

Private Const S22 =9

Private Const S23 = 14

Private Const S24 = 20

Private Const S31 =4

Private Const S32 =11

Private Const S33 = 16

Private Const S34 = 23

Private Const S41 = 6

Private Const S42 = 10

Private Const S43 = 15

Private Const S44 = 21

Function DetachAttachments(oMessage)
'xac dinh duwong din chira file dinh kém va truy cip tir web
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PathName = "C:\inetpub\wwwroot\hmailserver\attachfiles\"
UrIName = "http://k21vnu.com:8080/attachfiles/"

aText = "Email nay chua file dinh kem theo cac link duoi day:
'kiém tra xem email giri di c6 file dinh kém khong
If oMessage.attachments.count > 0 Then
max=1000000
min=1
Randomize
'duyét 1an lwot tirng file dinh kém cé trong email
For i = 1 to oMessage.attachments.count
‘xir Iy kiéu file
num_fileExt = (InStr(1,StrReverse(oMessage.Attachments(i-1).Filename),".")) - 1
fileExt = Right(LCase(oMessage. Attachments(i-1).Filename),num_fileExt)
'kiém tra file dinh kém can xir ly
If (oMessage.attachments.item(i-1).size > 20) and (fileExt <> "eml") Then
'x4c dinh dwong din tam théi chua file dinh kém
newTempfolderpath = PathName & fileExt
newTempUrIName = UrIName & fileExt
"lwu file, thwe hién hashing, sau d6 xéa di khi két thic so sanh
temp_current_attachfiles = "C:\xampp\htdocs\webmail\attachfiles\temp™
aTempPath = temp_current_attachfiles & "\" & "temp_file " & i & "." & fileExt
oMessage.attachments.item(i-1).save As(aTempPath)
sHash = MD5FileHash(aTempPath) ‘MD5 hashing current attach file
dem=0
'kiém tra folder theo kiéu file di c6 chwa, néu chua cé thi tao méi
set filesys=CreateObject("Scripting.FileSystemObject")
If Not filesys.FolderExists(newTempfolderpath) Then
Set newfolder = filesys.CreateFolder(newTempfolderpath)
NewName = (Int((max-min+1)*Rnd+min))
aPath = newTempfolderpath & "\" & NewName & "." & fileExt
aurl = newTempUrIName & "/" & NewName & "." & fileExt
oMessage.attachments.item(i-1).save As(aPath)
'néu ton tai folder theo kiéu file
Else
'so sanh chudi MD5 giira file dinh kém véi céc file da luu
Set AAA = CreateObject("Scripting.FileSystemObject")
Set BBB = AAA.GetFolder(newTempfolderpath).Files
For Each CCC In BBB
If (MD5FileHash(CCC) = sHash) Then
dem=1
num_saved_fileName = (InStr(1,StrReverse(CCC),"\")) - 1
savedfileName = Right(CCC,num_saved_fileName)
Exit For
End If
Next
'kiém tra két qua so sanh
IF (dem =0) Then
New2Name = (Int((max-min+1)*Rnd+min))
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a2Path = newTempfolderpath & "\" & New2Name & "." & fileExt
aurl = newTempUrIName & "/" & New2Name & "." & fileExt
oMessage.attachments.item(i-1).save As(a2Path)
Else
aUrl = newTempUrIName & "/" & savedfileName
End If
End If
oMessage.Body = aUrl & VBNewLine & VBNewLine & oMessage.Body
oMessage.HTMLBody ="<a href=" & Chr(34) & aUrl & Chr(34) &">" & aUrl
& "<fa>" & "<br [>" & "<br /[>" & oMessage. HTMLBody
oMessage.attachments.item(i-1).delete()
counter =1
End If
'x0a file dinh kém da luu tam truwéc do
Set fso = CreateObject("Scripting.FileSystemObject")
fso.DeleteFile(aTempPath)
Next
‘chén text thong bao co file dinh kém
If counter > 0 Then
oMessage.Body = aText & VBNewLine & oMessage.Body
oMessage.HTMLBody = aText & "<br />" & oMessage.HTMLBody
oMessage.save
End If
End If
End Function

Public Function MD5FileHash(strFile)
Dim strMD5 : strMD5 =""
Dim ofso : Set ofso = CreateObject(*Scripting.FileSystemObject")
If ofso.FileExists(strFile) then
strMD5 = BinaryToString(Read TextFile(strFile, ™))
MD5FileHash = CalculateMD5(strMD5)
Else
MD5FileHash = strFile & VbCrLf & "Error: File not found"
End if
End Function
Function ReadTextFile(FileName, CharSet)
Const adTypeText = 2
Dim BinaryStream : Set BinaryStream = CreateObject("ADODB. Stream")
BinaryStream.Type = adTypeText
If Len(CharSet) >0 Then
BinaryStream.CharSet = CharSet
End If
BinaryStream.Open
BinaryStream.LoadFromFile FileName
ReadTextFile = BinaryStream.Read Text
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End Function
Function BinaryToString(Binary)
Dim cl1, cl2, cl3, pl1, pl2, pI3
Dim L
cll=1
cl2=1
cl3=1
L = LenB(Binary)
Do While cll<=L
pl3 = pI3 & Chr(AscB(MidB(Binary,cl1,1)))
cll=cll1+1
cl3=cl3+1
If cI3>300 Then
pl2 = pl2 & pl3
pl3 =""
cl3=1
cl2=cl2+1
If cI2>200 Then
pll =pll & pl2
pl2=""
cl2=1
End If
End If
Loop
BinaryToString = pl1 & pl2 & pl3
End Function
Private Function MD5Round(strRound, a, b, C, d, X, S, ac)
Select Case strRound
Case "FF"
a = MD5LongAdd4(a, (b And C) Or (Not (b) And d), X, ac)
a = MD5Rotate(a, S)
a = MD5LongAdd(a, b)
Case "GG"
a = MD5LongAdd4(a, (b And d) Or (C And Not (d)), X, ac)
a = MD5Rotate(a, S)
a = MD5LongAdd(a, b)
Case "HH"
a = MD5LongAdd4(a, b Xor C Xor d, X, ac)
a = MD5Rotate(a, S)
a = MD5LongAdd(a, b)
Case "lI"
a = MD5LongAdd4(a, C Xor (b Or Not (d)), X, ac)
a = MD5Rotate(a, S)
a = MD5LongAdd(a, b)
End Select
End Function
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Private Function MD5Rotate(IngValue, IngBits)
Dim IngSign
Dim Ingl
IngBits = (IngBits Mod 32)
If IngBits = 0 Then MD5Rotate = IngValue: Exit Function
For Ingl = 1 To IngBits
IngSign = IngValue And &HCO0000000
IngValue = (IngValue And &H3FFFFFFF) * 2
IngValue = IngValue Or ((IngSign < 0) And 1) Or (CBool(IngSign And
&H40000000) And &H80000000)
Next
MD5Rotate = IngValue
End Function
Private Function TRID()
Dim sngNum, Ingnum
Dim strResult
sngNum = Rnd(2147483648)
strResult = CStr(sngNum)
strResult = Replace(strResult, "0.", ")
strResult = Replace(strResult, ™.", ")
strResult = Replace(strResult, "E-", ")
TRID = strResult
End Function

Private Function MD564Split(IngLength, bytBuffer())

Dim IngBytesTotal, IngBytesToAdd
Dim intLoop, intLoop2, IngTrace
Dim intlnnerLoop, intLoop3
IngBytesTotal = IngTrack Mod 64
IngBytesToAdd = 64 - IngBytesTotal
IngTrack = (IngTrack + IngLength)
If IngLength >= IngBytesToAdd Then
For intLoop =0 To IngBytesToAdd - 1
arrSplit64(IngBytesTotal + intLoop) = bytBuffer(intLoop)
Next
MD5Conversion arrSplit64
IngTrace = (IngLength) Mod 64
For intLoop2 = IngBytesToAdd To IngLength - intLoop - IngTrace Step 64
For intinnerLoop =0 To 63
arrSplité4(intinnerLoop) = bytBuffer(intLoop2 + intinnerLoop)
Next

MD5Conversion arrSplit64
Next
IngBytesTotal =0
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Else
intLoop2 =0

End If
For intLoop3 = 0 To IngLength - intLoop2 - 1
arrSplit64(IngBytesTotal + intLoop3) = bytBuffer(intLoop2 + intLoop3)
Next

End Function

Private Function MD5StringArray(strinput)
Dim intLoop
Dim bytBuffer()
ReDim bytBuffer(Len(strinput))
For intLoop =0 To Len(strinput) - 1

bytBuffer(intLoop) = Asc(Mid(strinput, intLoop + 1, 1))

Next
MD5StringArray = bytBuffer

End Function

Private Sub MD5Conversion(bytBuffer())
Dim X(16), a
Dimb, C
Dimd
a = arrLongConversion(1)
b = arrLongConversion(2)
C = arrLongConversion(3)
d = arrLongConversion(4)
MD5Decode 64, X, bytBuffer
MD5Round "FF", a, b, C, d, X(0), S11, -680876936
MD5Round "FF", d, a, b, C, X(1), S12, -389564586
MD5Round "FF", C, d, a, b, X(2), S13, 606105819
MD5Round "FF", b, C, d, a, X(3), S14, -1044525330
MD5Round "FF", a, b, C, d, X(4), S11, -176418897
MD5Round "FF", d, a, b, C, X(5), S12, 1200080426
MD5Round "FF", C, d, a, b, X(6), S13, -1473231341
MD5Round "FF", b, C, d, a, X(7), S14, -45705983
MD5Round "FF", a, b, C, d, X(8), S11, 1770035416
MD5Round "FF", d, a, b, C, X(9), S12, -1958414417
MD5Round "FF", C, d, a, b, X(10), S13, -42063
MD5Round "FF", b, C, d, a, X(11), S14, -1990404162
MD5Round "FF", a, b, C, d, X(12), S11, 1804603682
MD5Round "FF", d, a, b, C, X(13), S12, -40341101
MD5Round "FF", C, d, a, b, X(14), S13, -1502002290
MD5Round "FF", b, C, d, a, X(15), S14, 1236535329
MD5Round "GG", a, b, C, d, X(1), S21, -165796510
MD5Round "GG", d, a, b, C, X(6), S22, -1069501632
MD5Round "GG", C, d, a, b, X(11), S23, 643717713
MD5Round "GG", b, C, d, a, X(0), S24, -373897302
MD5Round "GG", a, b, C, d, X(5), S21, -701558691
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MD5Round "GG", d, a, b,
MD5Round "GG", C, d, a,
MD5Round "GG", b, C, d,
MD5Round "GG", a, b, C,
MD5Round "GG", d, a, b,
MD5Round "GG", C, d, a,
MD5Round "GG", b, C, d,
MD5Round "GG", a, b, C,
MD5Round "GG", d, a, b,
MD5Round "GG", C, d, a,
MD5Round "GG", b, C, d,
MD5Round "HH", a, b, C, d, X(5), S31, -378558

MD5Round "HH", d, a, b, C, X(8), S32, -2022574463

C, X(10), S22, 38016083
b
a
d
C
b
a
d
C
b
a
d
C
MDS5Round "HH", C, d, a, b, X(11), $33, 1839030562
a
d
C
b
a
d
C
b
a
d
C
b
a

. X(15), S23, -660478335

. X(4), S24, -405537848

. X(9), S21, 568446438

. X(14), S22, -1019803690
. X(3), S23, -187363961

, X(8), S24, 1163531501

. X(13), S21, -1444681467
. X(2), S22, -51403784

L X(7), S23, 1735328473

' X(12), S24, -1926607734

MD5Round "HH", b, C, d, a, X(14), S34, -35309556
MD5Round "HH", a, b, C, d, X(1), S31, -1530992060
MD5Round "HH", d, a, b, C, X(4), S32, 1272893353
MD5Round "HH", C, d, a, b, X(7), S33, -155497632
MD5Round "HH", b, C, d, a, X(10), S34, -1094730640
MD5Round "HH", a, b, C, d, X(13), S31, 681279174
MD5Round "HH", d, a, b, C, X(0), S32, -358537222
MD5Round "HH", C, d, a, b, X(3), S33, -722521979
MD5Round "HH", b, C, d, a, X(6), S34, 76029189
MD5Round "HH", a, b, C, d, X(9), S31, -640364487
MD5Round "HH", d, a, b, C, X(12), S32, -421815835
MD5Round "HH", C, d, a, b, X(15), S33, 530742520
MD5Round "HH", b, C, d, a, X(2), S34, -995338651
MD5Round "I1", a, b, C,
MD5Round "I1", d, a, b
MD5Round "II", C, d
MD5Round "II", b, C,
MD5Round "II", a, b
MD5Round "11", d, a,
MD5Round "Il", C, d
MD5Round "II", b, C,
MD5Round "I1", a, b
MD5Round "11", d, a,
MD5Round "Il", C, d, a (6), S43, -1560198380
MD5Round "II", b, C, d, (13), S44, 1309151649
MD5Round "Il", a, b, C (4), S41, -145523070
MD5Round "II", d, a, b, C, X(11), S42, -1120210379
MD5Round "II", C, d, a, b, X(2), S43, 718787259
MD5Round "II", b, C, d, a, X(9), S44, -343485551
arrLongConversion(1) = MD5LongAdd(arrLongConversion(1), a)
arrLongConversion(2) = MD5LongAdd(arrLongConversion(2), b)
arrLongConversion(3) = MD5LongAdd(arrLongConversion(3), C)
arrLongConversion(4) = MD5LongAdd(arrLongConversion(4), d)
End Sub

d, X(0), S41, -198630844
C, X(7), S42, 1126891415
b, X(14), S43, -1416354905
a, X(5), S44, -57434055

d, X(12), S41, 1700485571
C, X(3), S42, -1894986606
, b, X(10), S43, -1051523

a, X(1), S44, -2054922799
d, X(8), S41, 1873313359
C, X(15), S42, -30611744

b, X
a, X
d, X
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Private Function MD5LongAdd(IngVall, IngVal2)
Dim IngHighWord
Dim IngLowWord
Dim IngOverflow
IngLowWord = (IngVall And &HFFFF&) + (IngVal2 And &HFFFF&)
IngOverflow = IngLowWord \ 65536
IngHighWord = (((IngVall And &HFFFF0000) \ 65536) + ((IngVal2 And
&HFFFF0000) \ 65536) + IngOverflow) And &HFFFF&
MD5LongAdd = MD5LongConversion((IngHighWord * 65536) +
(IngLowWord And &HFFFF&))
End Function
Private Function MD5LongAdd4(IngVall, IngVal2, IngVal3, IngVal4)
Dim IngHighWord
Dim IngLowWord
Dim IngOverflow
IngLowWord = (IngVall And &HFFFF&) + (IngvVal2 And &HFFFF&) +
(IngVal3 And &HFFFF&) + (IngVal4 And &HFFFF&)
IngOverflow = IngLowWord \ 65536
IngHighWord = (((Ingvall And &HFFFF0000) \ 65536) + ((IngVval2 And
&HFFFF0000) \ 65536) + ((IngVal3 And &HFFFF0000) \ 65536) + ((IngVal4 And
&HFFFF0000) \ 65536) + IngOverflow) And &HFFFF&
MD5LongAdd4 = MD5LongConversion((IngHighWord * 65536) +
(IngLowWord And &HFFFF&))
End Function
Private Sub MD5Decode(intLength, IngOutBuffer(), bytinBuffer())
Dim intDblIndex
Dim intBytelndex
Dim dblSum
intDblindex =0
For intBytelndex = 0 To intLength - 1 Step 4
dblSum = bytInBuffer(intBytelndex) + bytInBuffer(intBytelndex + 1)
* 256 + bytinBuffer(intBytelndex + 2) * 65536 + bytInBuffer(intBytelndex + 3) *
16777216
IngOutBuffer(intDblIndex) = MD5LongConversion(dblSum)
intDblIndex = (intDblIndex + 1)
Next

Private Function MD5LongConversion(dblValue)
If dblVValue < 0 Or dblValue >= OFFSET_4 Then Error 6
If dblVValue <= MAXINT _4 Then
MD5LongConversion = dblValue
Else
MD5LongConversion = dblValue - OFFSET 4
End If
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End Function
Private Sub MD5Finish()
Dim dblBits
Dim arrPadding(72)
Dim IngBytesBuffered
arrPadding(0) = &H80
dbiBits = IngTrack * 8
IngBytesBuffered = IngTrack Mod 64
If IngBytesBuffered <= 56 Then
MD564Split (56 - IngBytesBuffered), arrPadding
Else
MD564Split (120 - IngTrack), arrPadding
End If
arrPadding(0) = MD5LongConversion(dbIBits) And &HFF&
arrPadding(1) = MD5LongConversion(dblBits) \ 256 And &HFF&
arrPadding(2) = MD5LongConversion(dblBits) \ 65536 And &HFF&
arrPadding(3) = MD5LongConversion(dblBits) \ 16777216 And &HFF&
arrPadding(4) =0
arrPadding(5) =0
arrPadding(6) =0
arrPadding(7) =0
MD564Split 8, arrPadding
End Sub
Private Function MD5StringChange(Ingnum)
Dim bytA
Dim bytB
Dim bytC
Dim bytD
bytA = Ingnum And &HFF&
If bytA < 16 Then
MD5StringChange = "0" & Hex(bytA)
Else
MD5StringChange = Hex(bytA)
End If

bytB = (Ingnum And &HFF00&) \ 256
If bytB < 16 Then
MD5StringChange = MD5StringChange & "0" & Hex(bytB)
Else
MD5StringChange = MD5StringChange & Hex(bytB)
End If

bytC = (Ingnum And &HFF0000) \ 65536
If bytC < 16 Then

MD5StringChange = MD5StringChange & "0" & Hex(bytC)
Else
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End Function

Private Function MD5Value()

MD5StringChange(arrLongConversion(2))
MD5StringChange(arrLongConversion(3))
MD5StringChange(arrLongConversion(4)))
End Function

Public

End Function

Private Sub MD5Start()

End Sub

MD5StringChange = MD5StringChange & Hex(bytC)
End If
If Ingnum < 0 Then
bytD = ((Ingnum And &H7F000000) \ 16777216) Or &H80&
Else
bytD = (Ingnum And &HFF000000) \ 16777216
End If
If bytD < 16 Then
MD5StringChange = MD5StringChange & "0" & Hex(bytD)
Else
MD5StringChange = MD5StringChange & Hex(bytD)
End If

MD5Value =  LCase(MD5StringChange(arrLongConversion(1))

Ro Ro Ro

Function CalculateMD5(strMessage)
Dim bytBuffer
bytBuffer = MD5StringArray(strMessage)
MD5Start

MD564Split Len(strMessage), bytBuffer
MD5Finish
CalculateMD5 = MD5Value

IngTrack =0

arrLongConversion(1) = MD5LongConversion(1732584193)
arrLongConversion(2) = MD5LongConversion(4023233417)
arrLongConversion(3) = MD5LongConversion(2562383102)
arrLongConversion(4) = MD5LongConversion(271733878)

Dé kich ban hoat dong trong hMailServer can tién hanh cac budc nhu sau:

Budc 1: Sao chép kich ban vao trong tép tin “EventHandlers.vbs” thudc thu
muc cai dat chuong trinh hMailServer trén may chu, thong thuong thu muc
mac dinh 1a: C:\Program Files\nMailServer\Events.

Budc 2: Chay chuong trinh quan tri hMailServer, chon muc “Script” tai menu
Setting, tiép d6 chon “Enable” dé kich hoat Script va click chon “Reload
scripts” dé cap nhat kich ban moi nhat cho hMailServer, cudi cung chon
“Save” dé luu lai:
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=18, Advanced Check syrtax |
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Help Save
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= |
Hinh 3.32. Cai dat kich ban tich hgp chirc nang deduplication

- Budce 3: Tao ra mdt Rule dé ap dung kich ban trong mot truong hop nao do.

Mo chuong trinh quan tri hMailServer, chon muc “Rule”, sau d6 tién hanh

thém madi mot Rule cho tinh nang Data Deduplication:
_iaix

File  Help

. Welcome | Rules |
D Status
+ (¥ Domains Name | Enabled |
! dedup mail Yes
+- %, Settings
+ - Utiities

oveE

Move up

it

Move down

Save

i

Hinh 3.33. Tao Rule dé kich hoat kich ban

Céu hinh chi tiét Rule: khi email giri di s& dugc kiém tra xem email d6 c6 duoc
gui dén mot nhom email nao do khong, néu co thi kich hoat kich ban dugc tao ra & trén:
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k hMailServer Administrator - [localhost] ;IEIEI
et (IO

Welcome |
Q Status

+-¥ Domains Name
%=} Rules dedup mail . Add... |
+- % Settings v
Criteria Remove |

& se AND  Use OR

Field | Comparison | Value | Add.. Move up |
From Cortains @k21vnu.com
Edit... Move down |

Remove

Ix

Actions

F Ll

Action Add
Run function
Edit...

Remove

Move up

T
[ |

Move down

Hinh 3.34. Chi tiét cAu hinh Rule dé kich hoat kich ban

3.3.3. Hoat dong cua hMailServer trong truwong hop tich hop Deduplication
Khi tich hop tinh nang Data Deduplication, hoat dong guri / nhan email c¢6 chira
tép dinh kém cho nhom nguoi dung cua hMailServer thay déi nhu sau:
- Ngudi dung thude cac nhém mail s& nhan duoc email c6 duong link tro dén
tép dinh keém duoc luu trir:

- O X
i‘ Inbox - userl@k21vnu.com L~ test mail - Inbox - userl@... > m E]
& Get Messages ~ B Wiite ~ W® Chat 2 AddressBook | =Y Tag ~ CQuick Filter  Search <Cirl+K> P =

From tuanna@k2lvnu.com 4y Reply 4y Reply All| = = Forward Archive @ Junk &) Delete  More ~

Subject test mail 212 AM
To groupl@k21vnu.com

Email nay chua file dinh kem duoc gan o link sau:
http://k21vnu.com:8080/attachfiles/pdf/677701.pdf

&

Today Pane A
Hinh 3.35. Nguoi ding nhan dugc email khi trién khai tinh niang deduplication

- Tai hom thu ciia mdi ngudi nhan, dung luong tép chira mail duoc gidm dang
ké, gﬁn giéng nhu dung lugng cia mdt email khong c6 tép dinh kém:
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Hinh 3.36. Email duoc lIuu tai hom thu cua ngudi nhan véi dung lugng nho
- Té¢p dinh kém dugc luu mot ban duy nhét tai mot thu muc duoc thiét lap trudce
trén may chu hMailServer:
=10 x|

e

‘O\_)@ | . = inetpub = wwwroot ~ hmailserver ~ attachfiles ~ pdf - @ ISEE":"‘ @

File Edit WView Tools Help

Organize ~ 133 Views ~ | Open (7]

Favorite Links Name ~| Date modified e
5/28/2017 2:12 AM FDF File
!E. Documents
FE Fictures
FB' Music
More  »
Folders v
| hmailserver ;I
| attachfiles _4
) doc
. pdf
. temp
PerfLogs

Program Files
Common Files

Hinh 3.37. Tép dinh kém dugc luu chi mét ban trén may chi hMailServer

3.3.4. Tinh bio mit ciia hé thong

Tinh bao mat 12 mot trong nhiing yéu td quan trong cho bat ky tng dung nao khi

dugc trién khai thyc té. Viéc trién khai hé théng da dam bao duogc cac yéu cau nhu sau:

- Tép tin dinh kem trong email dugc luu trit tdp trung trén may chu mail, chi
c6 ngudi quan tri hé théng hodc nhiing tai khoan duoc cip phép truy cap vao
may chi méi ¢é quyén truy cap dén ving chtra dir lidu ctia cac thu muyc nay.
Viéc phan quyén cho céac thu muc chira tép tin dinh kém dugc thuc hién theo
phan quyén duya trén hé diéu hanh windows.

- Khi ngudi dung nhan duoc email ¢é chira duong link tham chiéu dén tép tin
dinh kém, nguoi dung khi click vao dudng link truy cdp can phai duoc hé
thong xac thuc bang viéc cung cap tai khoan ching thuc tring véi tai khoan
trén co s& dir liu cua dich vu Active Directory.
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(2) Yéu cu truy xuét dén tép dinh kem

Eiom

(3) Yéu cau xac thuc tai khoan

S
(4) Guri thong tin xac thuc tai khod \®>
Ui thong tin xac thwe tai khoan
9 i > hMailServer
. s ) Active Directory
(5) Xac thyc va dong y cho truy cap 1IS Service

Hinh 3.38. Mo ta qua trinh ching thyuc khi nguoi dung truy cap tép tin dinh kem
3.4. So sanh két qua thye nghiém
Bang viéc trién khai tinh niang Data Deduplication dwa trén cac tép dinh kém,
chung ta co6 the thay hMailServer s€ ti€t kieém dugc khong gian luu trir ddng ké cho may
chu email Server.
Bang 3.1. So sanh gan dang két qua khi sir dung Data Deduplication

Dung lugng dia | Dung lugng dia
% cimg dung lvu | cing dung luu
Dung lugng 50 ‘1‘.1"-”;‘% %rﬁ’ khg1 %rﬁ’ khgl Dung lugng
tép dinh kem E%I;glenmgﬁ hMailServer hMailServer can dé luu
trong email Y chua c6 tinh dugc tinh hop | trit (4) giam
(1) glé)d ! nang tinh nang so vdi (3)
deduplication deduplication
3) (4)
1 MB 1 1 MB 1 MB 0%
1 MB 10 10 MB 1 MB 90 %
10 MB 1 10 MB 10 MB 0%
10 MB 10 100 MB 10 MB 90 %
10 MB 50 500 MB 10 MB 98 %
X (MB) Y X * Y (MB) X (MB) (1-1/Y) %

Nhu tinh toan gan dang o bang trén, dung lugng dia clng trén may chi
hMailServer dung dé luu trir sé& tiét kiém dugc (1-1/Y) % so v6i thong thudng. Trong
d6, Y 1a s6 lugng nguoi nhan trong email giri di. Néu sb lugng ngudi nhan cang 16n thi
cang tiét kiém khong gian luu trit di liéu so voi thong thuong.

Viéc tiét kiém khong giam luu trit cho may chu s& gitip cho bat ky mot to chirc
nao khi trién khai hé thong email c6 thé tiét kiém nhiéu chi phi tir viéc dau tu thiét bi
phan cting, trang bi ha ting vat Iy nhu thiét bi dién, khong gian dat thiét bi. Ngoai ra,
viéc van hanh, bao tri, sao luu hé théng cling duoc cai thién do luong dir liéu truyén di
trén mang dugc giam thiéu dang ké.
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Nhu véy, viéc ing dung thanh cong ky thuat Data Deduplication trong hé thong
hMailServer néi riéng va cac hé théng luu trir dir liéu néi chung chic chan s& dem lai
mdt loi ich to 1én cho nguoi dung va cac nha cung cap dich vu. Tiy theo timg tmg dung
cu thé trong thuc t& ma chung ta c6 thé lya chon cac cong nghé phu hop nhét dé trién
khai nham dem lai hiéu qua t6i da vé chi phi va ting hiéu ning hoat dong ctia hé théng.

Luan van da thyc hién dugc cac ndi dung chinh:

- Nim duoc tong quan vé ki thuat Data Deduplication, tong quan vé email va moi
tuong quan gitra email véi Data Deduplication.

- Céc phuong thirc xir Iy Data Deduplication néi chung va dé xuét giai phap cho
viée xtr Iy dit liéu trung 13p trong hé thng email.

- Trinh bay téng quan vé may chi hMailServer vi m& rong tinh ning Data
Deduplication cho hé théng hMailServer.

- Panh gid & mic co ban vé hiéu qua cua ky thuit Data Deduplication khi trién
khai cho hé thong hMailServer so véi hé thong khi hoat dong thong thuong.
Tuy nhién, do kha ning tim hiéu va kién thirc cta ban than c6 han nén bén canh

nhiing két qua dat duoc, luan van van con c6 nhitng mat han ché nhét dinh:

- Kich ban trién khai hién chi xtt 1y dugc dit liéu du thira & mic co ban nhat, chua
xtr Iy duoc moi van dé vé chdng trung lip dit liéu trong hé théng hMailServer.

- Trong truong hop str dung may cha email khong phai phan mém hMailServer,
can phai c¢6 sy phan tich ky ludng dé c6 dugc giai phap chdng trang lap dir liéu
phu hop voi mbi may chii email. Kich ban trién khai trong luan vin cho may chu
hMailServer khong thé ap dung dong nhét cho tit ca cac may chu email khac.
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