BO GIAO DUC VA PAO TAO
TRUONG PAI HQOC CONG NGHE TP. HCM

HUTECH
University

NGUYEN THI BiCH THUY

NGHIEN CUU MO HINH KIEM SOAT

TRUY XUAT CHO DU LIEU LON

LUAN VAN THAC SY

Chuyén nganh: CONG NGHE THONG TIN
Ma nganh: 60480201

TP. HCM, thang 10/2015




BO GIAO DUC VA PAO TAO
TRUONG PAI HOC CONG NGHE TP. HCM

HUTECH
University

NGUYEN THI BiCH THUY

NGHIEN CUU MO HINH KIEM SOAT
TRUY XUAT CHO DU LIEU LON

LUAN VAN THAC SY

Chuyén nganh: CONG NGHE THONG TIN
Ma nganh: 60480201

CAN BO HUONG DAN KHOA HQC: TS. VO PINH BAY

TP. HCM, thang 10/2015



CONG TRINH PUGC HOAN THANH TAI
TRUONG PAI HQC CONG NGHE TP. HCM

Cén bo huéng din khoa hoc : TS.VO PINH BAY

Luan van Thac si dugc bao v¢ tai Truong Pai hoc Cong ngh¢ TP. HCM
ngay 17 thang 10 nam 2015.

Thanh phan Hoi dong danh gia Luan van Thac si gom:

TT Ho va tén Chirc danh Hji dong
1 PGS.TS. Lé Hoai Bic Chu tich
2 GS.TSKH. Hoang Vin Kiém Phén bién 1
3 TS.Vii Thanh Hién Phan bién 2
4 TS. Ho Pac Nghia Uy vién
5 TS. Cao Tung Anh Uy vién, Thu ky

Xac nhan cua Chu tich Ho1 déng danh gia Luan sau khi Luan van da duoc
stra chtra.
Chu tich Hoi dong danh gia LV

PGS.TS. Lé Hoai Bic



TRUONG PH CONG NGHE TP. HCM CONG HOA XA HQI CHU NGHIA VIET NAM
PHONG QLKH - PTSPH Péoc 1ap — Tu do — Hanh phic
TP. HCM, ngay..... thang..... nam 20.....

NHIEM VU LUAN VAN THAC SI

Ho tén hoc vién: Nguyén Thi Bich ThUy.......ccoocoovvervenereerreene. Gidi tinh: N
Ngay, thang, nam sinh: 26/05/1980..........c.ccceveeveerrrereererererennnes Noi sinh: TP.HCM
Chuyén nganh: Cong ngh¢€ thong tin............ccceceeeverievenieenierennnen. MSHYV: 1241860022

|- Tén dé tai:

Nghién ctru mé hinh kiém soat truy xuat cho dir liéu 16n

I1- Nhiém vu va ngi dung:

- Nghién ciru vé dir liéu 16n

- Nghién ctru mé hinh kiém soat truy xudt dit liéu

- Nghién ctru mé hinh kiém soét truy xuat cho dit liéu 16n.

- Nghién ctru thie nghiém tng dung kiém soat truy xuat cho dit liéu 16n.
I11- Ngay giao nhiém vu: 08/03/2015

IV- Ngay hoan thanh nhi¢ém vu: 08/09/2015

V- Céan b huéng din: TS.V5 Pinh Bay.

CAN BQO HUONG DAN KHOA QUAN LY CHUYEN NGANH
(Ho tén va chir ky) (Ho tén va chir ky)

TS.Vo Dinh Bdy



LOI CAM DPOAN

T6i xin cam doan déy 14 cong trinh nghién ciru cta riéng t6i. Cac so liéu, két
qua néu trong Luan vin 14 trung thuc va chua timg duoc ai cong b trong bat ky cong
trinh nao khac.

T61 xin cam doan rﬁng moi sy gitp d& cho viéc thuc hi¢én Ludn van nay
da duoc cam on va cac thong tin trich dan trong Luan vian da duogc chi rd ngudn géc.

Hoc vién thuc hién Luin van

Nguyén Thi Bich Thuy



LOI CAM ON
Trong sudt qua trinh hoc tip, nghién ctru va hoan thanh luin vin tot nghiép, t6i da nhan
duoc sy huéng din, gitip d& va dong vién rat quy bau cua Thay C6, Gia dinh, Ban bé va
anh chi dong nghiép.

Trude hét, t6i xin bay to 1ong kinh trong va tri 4n sau sic dén TS.V5 Dinh Bay,
ngudi huéng dan khoa hoc da tin tim gitip d, day bao va dong vién toi. Toi cling xin
giri 161 cam on sdu sac dén Quy thay co da tan tinh diu dat, truyén day kién thirc cho t6i
trong thoi gian vira qua.

Xin cam on Quy thay c6 Ban giam hiéu, Phong Quan 1y khoa hoc — Do tao Sau
dai hoc, Khoa Cong nghé théng tin truong Pai hoc Cong Nghé Thanh phd H6 Chi Minh
da tao diéu kién thuén loi trong thoi gian to1 hoc tap tai truong.

Sau cling, xin cam on gia dinh, ban bé d& dong vién, khich 18 toi trong sudt quéa
trinh hoc tap va thyuc hién luan van.

Du d4 c¢6 nhiéu c¢b gang trong qua trinh thuc hién luan vin t6t nghiép, song chic
chin ring luan vin s& khong thé tranh khoi thiéu sot. Toi rat mong nhén duoc su gop ¥

ctia quy thay cd, anh chi em dong nghiép va cac ban.

Tp.H6 Chi Minh, thang 10 nam 2015

Nguyén Thi Bich Thiy



TOM TAT

Hé thong diéu khién truy xuit Access Control (AC) 1a mot trong nhitng thanh
phan quan trong nhat vé an ninh mang; 1a k¥ thuat cho phép kiém soat viéc truy nhap
dén mot tai nguyén tinh toan cho mot ngudi dung hoic mot nhém ngudi ding nao
d6. Piéu khién truy cap thudng duoc sir dung nhu 16p phong vé thir nhat, nham ngin
chan cac cac phﬁn mém doc hai va cac hanh dong tan cong, dot nhap vao cac hé théng
may tinh va mang, hoac truy cép trai phép vao dit li€u va céc tai nguyén tinh toan.
Vén dé nay ngay cang tré nén nghiém trong phuc tap hon trong cac hé thong phan
mém, chang han nhu hé théng xir Iy Big Data (BD), d6 1a hé thdng duoc trién khai
dé quan 1y mot sb lwong 16n cac thdng tin va ngudn tai nguyén duoc to chic thanh
mot cum xur ly Big Data (BD).

V& co ban, kiém soat truy cap BD doi hoi sy phéi hop xtr Iy dé duoc bao vé
nhu hé théng dién toan ddm may dua trén nén tang tinh todn cho quan 1y kiém soat
truy cap phan tan. Trong diéu kién ha tang mang ciing nhu nhan lyc quan tri hé thong
cua cac co quan, t6 chtrc & Viét Nam hién nay con han ché, viéc nghién curu vé diéu
khién truy cap cho dit liéu 16n BD dé tim giai phap tng dung phu hop 1a thue sy can
thiét. Luan van nay trinh bay nghién ciru vé dit liéu 16n, mo hinh kiém soat truy xuat
cho dit liéu, dé xuat mo hinh kiém soat truy xut cho dir liéu 16n va thuc nghiém mot

y tuong AC phan cum xu ly BD.



ABSTRACT

Access control systems Access Control (AC) is one of the most important
components network security; a technique that allows to control the access to a
computing resource to a user or a particular group of users. Access controls are often
used as the first layer of defense, preventing the malicious software and the strike action,
break into computer systems and networks, or unauthorized access to data and the
computing resources. This problem is becoming more serious in the more complex
software systems, such as Big Data processing systems (BD), which is the system to be
deployed to manage a large amount of information and resources are organized in a
cluster handle Big Data (BD).

Basically, control access to BD requires coordination processor to be protected as
the system based on cloud computing platform for managing distributed access control.
In terms of network infrastructure and system management personnel of the agencies
and organizations in Vietnam today is still limited, the study of access control for large
data BD to find solutions consistent application where is really necessary. This thesis
presents a research on big data, model control access to data, the proposed model to

control access for big data and applied idea for clustering processing AC BD.
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Chuong 1: Mé dau

Sy bung nd cia cac dich vu truc tuyén cing sy phét trién khong ngimg cia
cong nghé va cac thiét bi di dong da 1am gia ting nhu cdu quan 1y va chia sé thong
tin, dic biét 1a trong cac hé théng quan 1y gido duc, y té, giai tri,..., cic phdn mém
tmg dung cho cic co quan quan 1y nha nude nham dap tmg yéu cau quan 1y, thong
k&, du bao, hoach dinh,.... Cac thong tin nay duogc luu trit véi ) luong dir li¢u 16,
dudi nhiéu dang khac nhau cling nhu tdc d6 sinh ra nhanh, cac dir liéu nay dugc goi
1a dix liéu 16n. Sb luong dir li¢u cang tang va da dang kéo theo viéc bdo mat cac di
liéu tr& nén cap thiét va kho khan hon. Do d6, bao mat dir liéu 16n duge xem 1a mét
trong nhiing thach thirc quan trong dit ra cho nghién ciru vé dir lidu 16n va cac Gng
dung lién quan.

Dit liéu 16n ngay cang thu hut sy quan tdm cta cic nha nghién ctru vé khia
canh bao mat. Co 3 van dé quan trong trong viéc bao vé tinh riéng tu cho dir liéu 16n:
didu khién truy xudt (Access control), kiém tra (auditing), bao mat thong ké
(statistical privacy). Trong d6 access control (kiém soat truy xudt) 12 van dé can thiét
trong viéc bao vé dir liéu khoi nhitng truy xudt trai phép, giup cho viéc quan Iy va
chia sé dir liéu hiéu qua hon. Pay ciing 14 van dé trong tAm dugc quan tdm trong dé
tai nay.

Dé tai nay nham nghién ctru vé dit liéu 16n trong tinh trang bung nd dit liéu
n6i chung, di va dang doi hoi mot giai phap kiém soét truy xuat chit ché dé bao veé
dir liéu tranh khoi nhing truy xuat khong hop 1 nham ting tinh an toan cho dit liéu,
tang do tin cay dir liéu cho céc ing dung lién quan.

Lu4n vin gdm 6 chuong vé6i ndi dung nhu sau:

Chuong 1- Mé dau .
Chuong 2- Tong quan vé dit liéu 16n.
Chuong 3- Mo hinh diéu khién truy cap dit liéu.
Céc bién phap diéu khién truy cap thong dung di sdu phan tich 4 co
ché diéu khién truy cap phd bién la diéu khién truy cdp tuy quyén (DAC),



diéu khién truy cdp bat budc (MAC), diéu khién truy cap dua trén vai tro
(Role-Based AC) va diéu khién truy cap dua trén luat (Rule-Based AC).
Chuong 4- Diéu khién truy xuét cho dit liéu 16n
Chuong 5- Thuc nghiém va két qua

Chuong 6- Két luan va huéng phat trién.



Chuwong 2: Tong quan vé dix liéu Ién
2.1 Giai thiéu

Hién d4 c6 rat nhidu thao luan vé khai niém Big Data (Dit liéu 16n), nhung Big
Data don gian 1a dit liéu tiéu chuin thuong dugc phan phdi qua nhiéu dja diém, tir da
dang céc ngudn tin, trong cac dinh dang khac nhau va thudng khong c6 ciu triic nhat
dinh. Nhitng thach thirc dau tién d6i voi Big Data 13 kha ning quan Iy khdi luvong va
dam bdo truy cap thuong xuyén. Bai vi, bao v¢ dit liéu khéi sy xam nhép va pha hoai,
dong thoi duy tri truy cap an toan chinh 1a wu tién hang dau cho cac chuyén gia bao
mat hién nay.

2.2 Pinh nghia va cac dac trung
2.2.1 Big Data la gi?

Big Data 13 thuat ngit dung dé chi mét tap hop dit lidu rat 16n va phuc tap dén
ndi nhitng cong cy, ing dung xu 1y dit liéu truyén thong khong thé dam duong duoc.
Kich ¢& cta Big Data dang ting 1én timg ngay, tinh dén nim 2012 no di 1én hang
exabyte (1 exabyte = 1 ty gigabyte). Cac nha khoa hoc thuong xuyén gap phai nhitng
han ché do tap dir li¢u 16n trong nhiéu linh vuc, nhu khi tuong hoc, di truyén hoc, mo
phong vt 1y phtc tap, nghién ctru sinh hoc va méi truong. Nhimg han ché ciing anh
hudng dén viéc tim kiém trén internet, tai chinh va théng tin kinh doanh.[24]

Theo IBM, lugng thong tin cong nghé binh quan dau ngudi trén thé gidi ting
gan gap doi moi 40 thang ké tir naim 1980. Tinh dén nam 2012, mdi ngay co 2.5
exabyte dir li¢u dugc tao ra. Con theo tai li¢u cua Intel vao thang 9-2013, hién nay
thé gidi dang tao ra 1 petabyte (1 petabyte = 1.000 terabyte) dit liéu trong mdi 11 gidy
(twrong duong mot doan video HD dai 13 nam). [12]

Ban than cac cong ty, doanh nghi¢p cling dang s hitu Big Data cia riéng
minh, chang han trang ban hang truc tuyén eBay sir dung 2 trung tdm dit liéu véi
dung lugng 1én dén 40 petabyte dé chtra nhitng truy van, tim kiém, dé xuét cho khach
hang ciing nhu thong tin vé hang hoa ciia minh. Nha ban 1é online Amazon.com d
str dung mot hé théng Linux dé xur 1y hang triéu hoat dong mdi ngdy cung nhirng yéu

cau tir khoang ntra triéu ddi tac ban hang. Tinh dén nim 2005, ho ting s& hitu 3 co



s¢ dir liéu Linux 16n nhat thé gidi voi dung lwong 7,8 TB, 18,5TB va 24,7TB. Tuong
tu, Facebook cling phai quan ly 50 ty bic anh tor nguoi dung tai lén, trong khi
YouTube hay Google phai lru lai hét cac luot truy van va video ctia ngudi ding cing
nhiéu loai thong tin khac c6 lién quan.

Niam 2011, Tap doan McKinsey dé xuét nhirng cong nghé cé thé dung voi Big
Data, bao gdm crowsourcing (tin dung ngudn luc tir nhiéu thiét bi dién toan trén toan
cau dé cung xir 1y dir lidu), cac thuat toan vé gen va di truyén, nhitng bién phap
machine learning (cac hé théng c6 kha nang hoc hoi tir dit liéu - mot nhanh cua tri tué
nhan tao), xir Iy ngdn ngit ty nhién (gidng nhu Siri hay Google Voice Search, nhung
cao cap hon), xir 1y tin hiéu, mé phong, phan tich chudi thdi gian, mé hinh hoa, két
hop céac server manh lai véi nhau...

Ngoai ra, cic co s& dit lidu ho trg xtr Iy dit liéu song song, tmg dung hoat dong
dua trén hoat dong tim kiém, tap tin hé thong (file system) dang rdi rac, cac hé thong
dién toan dam may (bao gdm Gng dung, ngudn lyc tinh toan ciing nhu khong gian luu
trit) va ban than internet ciing 1 nhiing cong cu dic luc phuc vu cho cong tic nghién
clru va trich xuat thong tin tir Big Data. Hién nay ciing c6 vai co s dit liéu theo dang
quan hé (bang) c6 kha ning chira hang petabyte dit liéu, chiing ciing c6 thé tai, quan
Iy, sao luu va toi wvu hoa cach str dung Big Data [24].

Theo http://blog.SQLAuthority.com, md hinh 3V d dinh nghia Big Data

1a 12 khéi lugng (volume), van tdc (velocity) va chung loai (variety).

3Vs of Big Data

Hinh 2.2 M6 hinh 3V[5]


http://blog.sqlauthority.com/
https://dinhnguyenngoc.files.wordpress.com/2014/07/3vs_of_bigdata.png

Volume (Khoi lrgng)

Viéc luu trir khéi lugng dit lidu dang ting trudng theo cap s6 nhan chir khong
chi don thuan 14 dit liéu vin ban. Ching ta c6 thé tim thiy dit liéu trong cac dinh dang
phim (video), nhac (music), hinh anh (image) 16n trén cac kénh truyén thong xa hoi.
Khéi luong dit liéu ngay nay c6 thé 1én dén hang Terabyte va Petabyte. Khdi lugng
dir liéu ngay cang phat trién thi cac tng dung va kién tric xay dung dé hd tro dir liéu
can phai dugc danh gia lai kha thuong xuyén. Khéi luong 16n dit liéu thuc su dai dién
cho big data.[5]

Velocity (Vén toc)

Sy tang truong dit liéu va cac phuong tién truyén thong xa hoi da thay doi cach
chung ta nhin vao dit liéu. Ngay nay, moi nguoi tra 10i trén kénh truyén thong xa hoi
dé cap nhat nhitng dién bién mdi nhat. Trén phuong tién truyén thong xa hoi doi khi
cac thong bdo cach do vai gidy (tweet, status,....) da 1a cii va khong dugc nguoi dung
quan tAm. Ho thudng loai bo céc tin nhan cii va chi chil y dén cac cap nhat gan nhat.
Su chuyén dong cua dir liéu bay gio hau nhu 13 thue té (real time) va toc d6 cip nhat
thong tin da giam xudng don vi hang mili gidy. Van tdc dit liéu cao dai dién cho big
data.[5]

Variety (Da dang)

Dit lidu c6 thé duge luu trix trong nhiéu dinh dang khac nhau. Vi du nhu: co
so dir liéu, excel, csv, ms access hoac tham chi 1a tap tin van ban (text). Doi khi dix
liéu khong ¢ dang truyén théng nhu video, sms, pdf,... Thuc té dit liéu thudc nhiéu
dinh dang va d6 1a thach thic cia chiung ta. Su da dang cta dit li¢u dai di¢n cho big
data.[5]

2.2.2 Co ban vé kién truc ciaa Big Data
2.2.2.1 Chu ky cua Big Data

Ciing giéng cac ung dung lién quan dén co s¢ dir liéu khac, du an Big Data
cling c6 chu ky phat trién ciia n6. Mo hinh 3Vs déng vai trd quan trong trong viéc
quyét dinh kién trac cua dy 4n Big Data. Dy 4n Big Data ciing c6 cac doan (phase)

nhu thu gitr dir liéu, chuyén doi, tich hop, phan tich va xay dung bao cao . Cac qua



trinh ndy trong gan nhu gidng nhau, nhung do ban chat cua dit liéu, kién trac thuong
la hoan toan khac nhau.
2.2.2.2 Céc thanh phan cia kién tric Big Data

Hoan toan khong thé dua ra giai phap toi uvu nhat cho bat ky giai phap big data
nao trong 1 bai viét duy nhat, tuy nhién, chung ta c6 thé néi vé cac khdi xay dung co

ban trong kién trac big data.
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Hinh 2.2.2.2 Kién truc Big Data [5]

Hinh anh trén cho ching ta ci nhin tong quan tot vé cac thanh phan khac nhau
trong kién truc big data twong tac 14n nhau. Trong big data, cac ngudn dir liéu khac
nhau 13 1 phan cia kién trac do dé trich xuét, chuyén d6i va tich hop (extract,
transform and intergrate) 13 1 trong nhitng 16p quan trong nht cta kién trac. Hau hét
cac dir liéu dugc luu trir trong quan h¢ cling nhu khong quan hé va céc giai phap kho

dit liéu. Theo nhu ciu kinh doanh, céc dit liéu da dang khac nhau duoc xu 1y va
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chuyén thanh bao cdo truc quan v6i nguoi dung. Ciing gidng nhu phan mém, phan
clmg ciling 13 phan quan trong cta kién truc big data. Trong kién trac big data, ha ting
phan cimg v6 ciing quan trong va cin phai cai dit ngin chin 16i xay ra, dam béo tinh
san sang cao.

NoSQL trong quan ly dir liéu

NoSQL 14 1 thuat ngit rat ndi tiéng va né that sy ¢ ¥ nghia 1a Not Relational
SQL hay Not Only SQL. Piéu nay 1a do trong kién trac big data, dit liéu ¢ dinh dang
bat ky. Pé mang tat ca dit lidu ciing nhau thi cong nghé mdi quan hé 13 khong du, do
cac cong cy moi, kién tric va céac thuét toan khac duoc phat minh s€ nhan tat ca céc
loai dit liéu. Nhimng diéu nay dugc goi chung 1a NoSQL.

2.3 Cac ung dung cua dix liéu I6n

C6 4 loi ich Big Data c6 thé mang lai: cat giam chi phi; giam thoi gian; ting
thoi gian phat trién, t6i vu héa san pham; hd trg con nguoi dua ra nhitng quyét dinh
dung va hop Iy hon. Thi du, khi mua sim online trén eBay, Amazon hodc nhiing trang
thuong mai dién tir, cac trang nay s& dua ra nhiing san pham goi v tiép theo. Néu
chung ta xem dién thoai, n6 s& goi y mua thém 6p lung, pin du phong; hodc khi mua
40 thun sé& c6 thém goi ¥ quan jean, day nit...

Do d6, nghién ciru dugc so thich, thoi quen cua khach hang ciing gian tiép
gitip doanh nghiép ban dugc nhiéu hang héa hon. Nhitng thong tin vé théi quen, s&
thich nay c6 dugc tir lugng dir liéu khong 16 cac doanh nghiép thu thap trong lc
khach hang ghé tham va twong tac voi trang web ctia minh. Chi cin doanh nghiép
biét khai thac mot cach c6 hiéu qua Big Data, n6 khong chi giup ting lgi nhuan cho
chinh ho ma gitp tiét kiém thoi gian cho khach hang trong mua sam.

Xu huéng Google rut ra tir nhitng tir khoa tim kiém lién quan dén dich HIN1
d3 duoc ching minh rat sat voi két qua do 2 hé thdng canh bao cam doc lap Sentinel
GP va HealthStat dua ra. Dir li¢u cua Flu Trends dugc cap nhat gﬁn nhu theo thoi
gian thuc, sau d6 duoc ddi chiéu véi sd liéu tir nhimng trung tam dich bénh & nhiéu

noi trén thé gii. Theo Oracle, viéc phan tich Big Data va nhirng dit liéu dung luong



16n da gitp cac t6 chie kiém duge 10,66USD cho mdi 1USD chi phi phan tich, tirc
gap 10 lan.

Mot truong hoc tai Hoa Ky c6 dugc sy ting trudng doanh thu 8 triéu USD mbi
nam, con mot cong ty tai chinh an danh khac tang 1.000% loi nhuan trén tong sd tién
dau tu cia minh trong vong 3 nim. Trong World Cup, Big Data ciing dwa ra du bao
doi tuyén brrc s€ vo dich.

Thi truong Big Data dugc nhan dinh co6 gia tr1 té1 100 ty USD vao nam 2010
va dang khong ngimg ting véi tbc do chong miat. Chang han, hién thé gidi c6 t6i 4,6
ty thué bao di¢n thoai di dong va c6 tu 1-2 ty nguoi dung internet. Tir ndm 1990-
2005, hon 1 ty nguoi trén thé gidi tham gia vao tang 16p trung luu, tic nhu cau luu
trit va str dung thong tin cua thé gidi ting 1én nhiéu lan.

Néu dé y mot chut, chiing ta sé thdy khi mua sam online trén eBay, Amazon
hodc nhitng trang tuong tu, trang nay ciing s& dua ra nhitng san pham goi y tiép theo
cho ban, vi du khi xem dié¢n thoai, n6 sé goi ¥y cho ban mua thém 6p lung, pin dyu
phong; hoic khi mua 4o thun thi s& c6 thém goi ¥ quan jean, day nit... Do d6, nghién
ctru duoc so thich, thoi quen ciia khach hang ciing gian tiép gitp doanh nghiép ban
dugc nhiéu hang hoa hon.

Viy nhiing thong tin vé thoi quen, s& thich nay c6 duoc tir dau? Chinh 1a tir
lugng dit liéu khong 16 ma cac doanh nghiép thu thap trong lac khach hang ghé thim
va tuong tac voi trang web ciia minh. Chi can doanh nghiép biét khai thac mot cach
c6 hi¢u qua Big Data thi n6 khong chi giup tang loi nhuén cho chinh hg ma con tang
trai nghiém mua sam cua nguoi ding, ching ta c6 thé tiét kiém thoi gian hon nho
nhitng 161 goi y so véi viéc phai ty minh tim kiém.

Nguoi ding cudi s& duoc huong loi tir viéc toi wu héa nhu thé, chtr ban than
ngudi dung kho ma ty minh phat trién hay mua céc giai phap dé khai thac Big Data
boi gia thanh ciia chiing qua dat, c6 thé dén ca tram nghin d6. Ngoai ra, lugng dir lidu
ma ching ta c6 duge ciing kho c6 thé xem 14 “Big” néu chi c6 vai Terabyte sinh ra

trong mot thoi gian dai.



Ngoai ra, tng dung duoc Big Data c6 thé giup cac td chirc, chinh phu dy doan
duoc ti 16 that nghiép, xu hudng nghé nghiép cua tuong lai dé dau tu cho nhitng hang
muc dé, hodc cit giam chi tiéu, kich thich ting truéng kinh té, v/v... tham chi 14 ra
phuong an phong ngira truéc mot dich bénh nao dé, gidng nhu trong phim World
War Z, nuée Israel di biét trudce c6 dich zombie nén dd nhanh chong xay tuong thanh
ngin cach véi thé gidi bén ngoai.

2.4 Cac mo6 hinh dix liéu 1on
2.4.1 Hadoop Apache
2.4.1.1 Hadoop la gi?
Apache Hadoop dinh nghia:

“Apache Hadoop 12 mot framework dung dé chay nhitng tng dung trén 1
cluster 16n duoc xay dung trén nhimg phan cing thong thuong®.Hadoop hién thuc
mo hinh Map/Reduce, ddy 1a mo hinh ma ng dung s& dugc chia nho ra thanh nhiéu
phan doan khac nhau, va cac phan nay s& duoc chay song song trén nhiéu node khac
nhau. Thém vao d6, Hadoop cung cap 1 hé thong file phan tan (HDFS) cho phép luu
trir dir liéu 1én trén nhiéu node. Ca Map/Reduce va HDFS déu duge thiét ké sao cho
framework s& tu dong quan 1y duoc céac 1i, cic hu hong vé phan cig cuia cac node.”
[23]

Wikipedia dinh nghia:

“Hadoop 1a mot framework nguén mé viét bang Java cho phép phat trién céc
mg dung phan tan c6 cuong do dit liéu 16n mot cach mién phi. N6 cho phép cac ung
dung c6 thé 1am viéc véi hang ngan node khac nhau va hang petabyte dit liéu. Hadoop
ldy dugc phat trién dua trén ¥ tudng tir cac cong bd cua Google vé md hinh
MapReduce va hé thong file phan tan Google File System (GFS).”[22]

Vay ta co thé két luan nhu sau:
1) Hadoop 1a mot framework cho phép phat trién cac mg dung phan tan.
2) Hadoop viét bang Java. Tuy nhién, nhd co ché streaming, Hadoop cho phép
phat trién cac ing dung phin tin bing ca java 1an mot s ngdn ngir 1ap trinh khac
nhu C++, Python, Pearl.

1 Phin cimg thong thuong: dich tir thudt ngit commodity hardware, tirc cac loai phin cimg théng thuong, ré tién. Cac phan cing ndy

thuong c6 kha ning hong hoc cao. Thudt ngit nay ding dé phén biét véi cac loai phan cimg chuyén dung dt tién, kha ning xay ra

18i thap nhur céc supermicrocomputer ching han.
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3) Hadoop cung cip mot phuong tién luu trit dit liéu phan tan trén nhiéu node, hd tro
t6i wu hod luu lugng mang, d6 14 HDFS. HDSF che gidu tit ca cac thanh phan phan
tan, cac nha phat trién tmg dung phén tan s& chi nhin thdy HDFS nhu mot hé théng
file cuc bg binh thuong.
4) Hadoop gitp cac nha phat trién Gmg dung phan tan tap trung t6i da vao phan
logic cua ung dung, bo qua duoc mot sé phan chi tiét k§ thudt phan tan bén dudi
(phan nay do Hadoop tu dong quan 1y).
5) Hadoop la Linux-based. Ttc Hadoop chi chay trén moi truong Linux .
2.4.1.2 Lich sr Hadoop

Hadoop dugc tao ra béi Dough Cutting, ngudi sang tao ra Apache Lucene —
bo thu vién tao chi muc tim kiém trén text duoc sir dung rong rai. Hadoop bét nguén
tir Nutch, mot ing dung search engine ngudn mé. Nutch duoc khéi xudng tir nim
2002, va mot hé thong search engine (gom crawler
va tim kiém) nhanh chong ra doi. Tuy nhién, cic nha kién trac su cua Nutch nhanh
chong nhan ra rang Nutch s& khong thé mo rong ra dé co thé thyc hién vai tro searcher
engine cia minh trén tap dir li¢u hang ty trang web (luc kha nang ctia Nutch chi co
thé crawl t6i da 100 triéu trang). Nguyén nhéan chinh cta gidi han nay 1a do Nutch luc
nay chi chay trén mot may don (stand alone) nén gip phai cac khuyét diém:
[] Kha nang luu trir bi gi¢i han: gia st mdi trang web can 10kb dia cimg dé luu, thi
v6i hon 100 tridu trang ta can 1 Tetabyte dia cling, va véi khoi luong hang ty trang
web dang c6 trén mang thi can c6 t6i hang chuc petabye dé luu tri.
[ Téc @6 truy xudt cham: voi khéi lwong dit 1iéu 16n nhu vay, viée truy xuat tudn ty
dé phan tich dit liéu va index tré nén rat cham chap, va thoi gian dé dap g cac cu
truy van tim kiém (search query) 1a khong hop ly. Viéc phai truy xuat vao céc file co
kich thuéc 16n dugc tao ra trong qua trinh crawl va index cling 1a mot thach thirc 16m.
Niam 2003, Google cong bd kién triic ciia hé thng file phan tan GFS (viét tat tur
Google File System) ctia ho. Cac nha kién tric su ciia Nutch thiy rang GFS s& giai
quyét duoc nhu cau luu trit cac file rat 1on tir qua trinh crawl va index. Nam 2004,

ho bét tay vao viéc ung dung kién triic ctia GFS vao cai dit mot hé thong file phan
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tan ngudén mé c6 tén Nutch Distributed File System (NDFS). Nam 2004, Google lai
cong bd bai bao gidi thiéu MapReduce. Vao dau nim 2005, cac nha phat trién Nutch
dd xay dung duoc phién ban MapReduce trén Nutch, va vao gitta nim 2005, tat ca
cc thuét toan chinh cua Nutch déu duoc cai tién lai dé chay trén nén NDFS va
MapReduce. NDFS va MapRecude trong Nutch da nhanh chéng tim dugc céac
ung dung cuia minh bén ngoai linh vuc search engine, va vao thang hai 2006 Dough
Cutting di tach riéng NDFS va MapReduce ra dé hinh thanh mét du an doc 1ap c6
tén Hadoop. Cung thoi gian nay, Dough Cutting gia nhidp vao Yahoo!. Tai day
ong duoc tao mot moi trudng tuyét voi dé phat trién Hadoop va vao thang 2 nim
2008 Yahoo da cong b6 san pham search engine ctia ho duoc xay dung trén mot
Hadoop cluster c¢6 kich thudc 10.000 nhan vi xu 1y. [26]
2.4.1.3 Cac thanh phan ciia Hadoop

Ngay nay, ngoai NDFS (da duoc doi tén lai thanh HDFS-Hadoop Distributed
File System) va MapReduce, d6i ngii phat trién Hadoop da phat trién cac dy an con

dya trén HDFS va MapReduce. Hién nay, Hadoop gom c6 cac du 4n con sau:

[ HBase j C Hive ][Chunkaj[ Pig j

GRS v-oroice

Hinh 2.4.1.1 Ciu trac cac thanh phan ctiia Hadoop [22]

] Core: cung cip cac cong cu va giao dién cho hé thdng phan tan va céc tién ich
1/0. Pay 1a phan 15i dé xay dung nén HDFS va MapReduce.

) MapReduce (MapReduce Engine): mot framework gitip phat trién cac tmg dung
phan tan theo md hinh MapReduce mot cach dé dang va manh mé, ing dung phan
tan MapReduce c6 thé chay trén mot cluster 16n véi nhiéu node.

] HDFS: hé thong file phén tan, cung cip kha ning luu trit di liéu khdng 16 va tinh
nang tdi wu hod viée st dung bing thong giita cic node. HDFS c6 thé duogc st dung

dé chay trén mot cluster 16n véi hang chuc ngan node.
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] HBase: mot co s& dir liéu phan tan, theo hudng cot (colunm-oriented). HBase st
dung HDFS lam ha téng cho viéc luu trir dit liéu bén dudi, va cung cép kha nang tinh
todn song song dua trén MapReduce.
] Hive: mot data warehouse phan tan. Hive quan ly dir liéu dugc luu trix
trén HDFS va cung cip mot ngdn ngit truy van dura trén SQL.
[1 Chukwa: mot hé théng tap hop va phan tich dir liéu. Chukwa chay cac collector
(cac chuong trinh tap hop dit li€u), cac collector nay luu trir dit li¢u trén HDFS va st
dung MapReduce dé phat sinh cac bao céo.
[ Pig: ngdn ngir ludng dir lidu cp cao va framework thuc thi ding cho tinh toan
song song. Trong khuon kho cta luan vin nay, ching tdi chi nghién ctru hai phan
quan trong nhat ctia Hadoop, d6 13 HDFS va MapReduce.
2.4.1.4 Ung dung ciia Hadoop trong mét sé cong ty:

Ngay nay, ngoai Yahoo!, c6 nhiéu cong ty st dung Hadoop nhur 13 mot cong
cu dé luu trit va phén tich dit liéu trén cac khdi dir liéu 16n nhu:
[ Twitter: sit dung Hadoop dé xir ly tweets (cac bai viét van ban 1én dén 140 ky tu
hién thi trén profile cua tac gia), logs va cac ngudn dit liéu phat sinh trong qué trinh
hoat dong cua Twitter.
[ Facebook: Sir dung Hadoop dé luu trit cac log ndi bo va kich thude ciia ngudn div
lidu. Cac dir liéu nay dugc dung lam ngudn cho cac bao cao phéan tich va may hoc.
Hién tai, facebook cO 2 Hadoop cluster chinh: mot cluster 1100 may véi 8800
nhan va 12 Petabyte 6 ctg luu trit.
1 A9.com-Amazon: Sir dung Hadoop dé dénh gia chi s6 tim kiém san pham trén
Amazon, xir Iy dén hang tridu Session mdi ngay. Céc cluster ctia A9.com ¢ d6 16n
tir 1-100 node.
Va con rat nhiéu cong ty hién dang sir dung Hadoop vao viée luu trit va xir Iy dit lidu,
dic biét cho cac ngudn dir lidu 16n véi kich thudc 1én téi hang petabyte.
2.4.1.5 Tong quan ciia mét Hadoop cluster:

Nhu di gi6i thiéu ¢ cac phan trén, HDFS va MapReduce 13 hai thanh phan

chinh ctia mot Hadoop cluster. Nhin chung, kién trac ctia Hadoop 14 kién tric master-
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slave, va ca hai thanh phan HDFS va MapReduce déu tudn theo kién trac master-

slave nay. Kién tric mot Hadoop cluster nhu sau:

/ JobTracker

Quan Iy metadata tén
file, danh séch cac
block wa movi lwu trik,

1
1
1
1
1
1
: Quan ly wviéc thyre thi
1

quan Iy viéc matddng 1
1
1
1
1
1
1
1
1

cac MapReduce job,

I
1
I
1
I
1
: Luu trir mét ban sao
I

quan Iy cac 1
I
]
I
]
I
1
I
[

I
I
I
I
I
I
I
I
cho dir lieu trén :
MameMode, leu tri i
nhat ky cac thay ddi |
trén hé théng HDFS :

I

]

I

I

file, quan Iy cac TaskTracker
DataMode
HTTP port 50030

HTTF port 50070

——— e — 4 —_———————————— — — — a1 ——— e a

Quan Iy luru trir cac hamn Iy Iuru triF cac an Iy luu trir cac [am Iy lwew trir cac
blocks theo yéu cdu cla bcks theo y&u cdu cla hcks theo yéu cdu cla ks theo yéu cu cla
MameMode va dap orng meMNode va dap orng meMNode va dap rng meMode va dap rng
yé&u cdu truy cdp cac lu cau truy c8p céc u cdu truy cap cac b cdu truy cdp cac
blocks tlr client peks tir client ncks tlr client Icks tir client

4 TaskTracker ™ | TaskTracker “ | TaskTracker ™ | TaskTracker ™
Thuyc thi cac Map task wc thi cac Map task e thi cac Map task Lrc thi cac Map task
va Reduce task theo Reduce task theo Reduce task theo Reduce task theo
yéu cau cua JobTracker u cau cua JobTracker u cdu cla JobTracker b cdu cda JobTracker

Slave Slave Slave Slave

‘ Cac node chay HDFS ﬁ Cac node chay MapReduce Engine

Hinh 2.4.1.2 Tong quan mot Hadoop cluster

Trén mot hadoop cluster, c6 duy nhat mot node chay NameNode, mdt node
chay JobTracker (NameNode va JobTracker c6 thé nam trén cing mdt may vat 1y,
tuy nhién trén céc cluster that sy voi hang tram, hang nghin node thi thuong
phai tach riéng NameNode va JobTracker ra cac may vat ly khac nhau). Co
nhiéu node slave, mdi node slave thuong dong 2 vai tro: mdt 1a DataNode, hai 1a
TaskTracker. NameNode va DataNode chiu trach nhiém van hanh hé théng file phan
tan HDFS véi vai tro cu thé duoc phan chia nhu sau:
[] NameNode: dong vai tro 13 master ctia hé théng HDFS, quan ly cac meta-data cia
hé théng HDFS nhu file system space, danh sach cic file trén hé thong va

cac block id twong Ung cua tung file, quan danh sach slave va tinh trang hoat dong
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cta cac DataNode (live hay dead) thong qua cac hearbeat®, diéu huéng qua trinh
doc/ghi dir 1iéu tur client 1én cac DataNode.
[1 DataNode: chira cac block dir li€u thuc su cua cac file trén HDFS, chiu trach
nhiém déap Gng cac yéu cau doc/ghi dit liéu tir client, dap ng cac yéu cau tao/xo0d cac
block dir li¢u tir NameNode. JobTracker va TaskTracker chiu trach nhiém duy tri b
may MapReduce, nhan va thuc thi cic MapReduce Job
. Vai tro cu thé nhu sau:
[] JobTracker: tiép nhén cac yéu cau thyuc thi cac MapReduce job, phan chia job nay
thanh cic task va phan cong cho ciac TaskTracker thuc hién, quan 1y tinh
trang thuc hién cac task ciia TaskTracker va phan cong lai néu can. JobTracker ciing
quan ly danh sach cac node TaskTracker va tinh trang cia tirng node théng qua
hearbeat®.
] TaskTracker: nhan céc task tir JobTracker va thuc hi¢n task. Ngoai ra trén mot
Hadoop cluster con c6 SecondaryNameNode.
1 SecondaryNameNode: duy tri m0t ban sao ciia meta-data trén NameNode va
ban sao ndy s& dugc dung dé phuc hoi lai NameNode néu NameNode bj hu hong.
2.4.2 Hadoop Distributed File System (HDFS)

Khi kich thudc cua tap dir liéu vuot qué kha nang luu trit cia mot may tinh,
tat yéu sé dan dén nhu cau phan chia dit liéu Ién trén nhiéu may tinh. Cac hé thong

tan tin anan W7 vide hien teir Air 11610 trAn mAt mano nhidn mAv tinh oni 13 hé thAano tan
3. Heartbeat: mot loai thong diép ma mdi DataNode s& dinh ky goi dén NameNode dé x4c nhan tinh trang hoat dong (death/live) cua

DataNode. Trén MapReduceEngine, cac TaskTracker ciing ding heartbeat dé x4c nhan tinh trang hoat dong ctia minh véi JobTracker.
4. MapReduce Job: 1a mét chuong trinh theo mé hinh MapReduce duoc dé trinh 1én dé MapReduce Engine thuc hién. Xem phin
MapReduce

file phén tan phai quan ly dugc tinh trang hoat dong (live/dead) ctia cac server
tham gia vao hé théng file.

Hadoop mang dén cho ching ta hé théng tap tin phan tdn HDFS (viét
tat tir Hadoop Distributed File System) v&ind luc tao ra mot nén tang luu trit dit lidu
dap ung cho mot khoi luong dir liéu 16m va chi phi ré. Trong chuong nay ching t6i s&
gi6i thiéu kién tric cia HDFS ciing nhu stirc manh cua no.

2.4.2.1 Gidi thiéu
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HDFS ra doi trén nhu cau luu trit dit 1liéu caa Nutch, mot du an Search Engine
ngudn md. HDFS ké thira c4c muc tiéu chung ctia cac hé thong file phan tan trudc do
nhu d6 tin cay, kha ning mé rong va hiéu suit hoat dong. Tuy nhién, HDFS ra doi
trén nhu cau luu trit dir liéu ctia Nutch, mot du n Search Engine ngudn mo, va phat
trién dé dap tng cac doi hoi vé luu trit va xtr ly ctia cac hé théng xir Iy dit liéu 16n voi
c4c dic thu riéng. Do d6, cac nha phat trién HDFS da xem xét lai c4c kién tric phan
tan trude day va nhan ra cac sy khac biét trong muc tiéu ciia HDFS so vdi cac hé
théng file phan tan truyén thong.

Thir nhét, c4c 161 vé& phan cimg sé thudng xuyén xay ra. Hé théng HDFS s&
chay trén cac cluster véi hang tram hoac tham chi hang nghin node. Cac node nay
dugc xay dung nén tir c4c phan cimg théng thudng, gié ré, ty 1& 16i cao. Chat luong
va s0 luong ciia c4c thanh phan phan cimg nhu vay sé& tat yéu dan dén ty 1¢ xay ra 16
trén cluster s& cao. C4c van dé co thé diém qua nhu 1i ctia ing dung, 13i ctia hé dicu
hanh, 151 dia cing, bo nhd, 16i cta cac thiét bi két ndi, 16i mang, va 16i vé ngudn
dién... Vi thé, kha nang phét hién 18i, chdng chiu 18i va tu dong phuc hdi phai duoc
tich hop vao trong hé thong HDFS.

Th hai, kich thudc file s& 16n hon so voi cac chuan truyén thng, cac file co
kich thudc hang GB sé& trd nén phd bién. Khi lam viéc trén céc tap dir liéu véi kich
thude nhiéu TB, it khi nao nguoi ta lai chon viéc quan Iy hang ty file c¢d kich thudc
hang KB, tham chi néu hé thong c6 thé hd trg. Piéu chling mudn noi & day la viéc
phan chia tap dir liéu thanh mot s6 luong it file c6 kich thudce 16n s& 12 tdi uu hon.
Hai tc dung to 16n ctia diéu ndy co thé thay Ia giam thoi gian truy xuat dir lidu va
don gian hoa viéc quan ly cac tap tin.

Thir ba, hau hét cac file déu duogc thay doi bang cach append dit liéu vao cudi
file hon la ghi de¢ 1én dit liéu hién 6. Viéc ghi dir liéu Ién mot vi tri ngau nhién trong
file khdng hé ton tai. Mot khi 3 duoc tao ra, cac file sé& tro thanh file chi doc (read-
only), va thuong duoc doc mot cach tuan ty. CO rat nhiéu loai dit liéu phi hop véi
cac dic diém trén. D6 co thé 1a cac kho dit liéu 1on dé cac chwong trinh xt 1y quét

qua va phan tich dit liéu. D6 c6 thé 1a cac dong dir liéu duge tao ra mot cach lién tuc
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qua qué trinh chay cac tmg dung (vi du nhu cac file log). D6 c6 thé la két qua trung
gian cua mot may nady va lai dugc ding lam dau vao xu ly trén mot may
khac. Va do vay, viéc append dit liéu vao file s& trd thanh diém chinh dé ti wu hoa
hiéu sut.
D3 c6 rat nhiéu Hadoop cluster chay HDFS trén thé gi6i. Trong d6 ndi bat nhat 1a cta
Yahoo v&i mét cluster 1én dén 1100 node véi dung lugng HDFS 12 PB. Céc cong ty
khac nhu Facebook, Adode, Amazon ciing da xay dung céc cluster chay HDFS véi
dung luong hang tram, hang nghin TB.
2.4.2.2 Téng quan thiét ké ciia HDFS
2.4.2.2.1 Mét sé gia dinh

Pé tao ra mot hé thong file phii hop véi nhu cau st dung, cac nha thiét ké
HDFS da khao sat thyc té hé thong va dua ra c4c gia dinh sau vé hé thong:
[ Hé thong dugc xay dung trén cac phan cing gia ré v6i kha nang hong hoc cao. Do
d6 HDFS phai tu dong phat hién, khic phuc, va phuc héi kip ldc khi cac thanh phan
phan cimg bi hu hong.
[ Hé thong s& luu trir mot s6 lwong khiém tén céc tap tin co kich thudc 1on.
(] HDFS khdng phai 1a mot hé thong file danh cho cac muc dich chung. HDFS
duoc thiét ké danh cho cac umg dung dang xir Iy khéi (batch processing). Do d6, cac
file tren HDFS mot khi dugc tao ra, ghi dit liéu va dong lai thi khong thé bi chinh sira
dugc nita. Pidu ndy lam don gian hod dam bao tinh nhat quéan cua dir liéu va cho phép
truy cap dir liéu véi thong Iugng cao.
2.4.2.2.2 Kién tric HDFS

Gidng nhu c4c hé thong file khac, HDFS duy tri mét cau tric cdy phan cap cac
file, thu muc ma céc file s& dong vai tro la cac node la. Trong HDFS, moi file s& dugc
chia ra 1am mot hay nhiéu block va mdi block nay s& c6 mot block ID dé nhan dién.

Cac block cua cung mot file (trir block cudi cing) s& cé cung kich thudc va
kich thuéc nay dugc goi la block size cua file d6. Mdi block cua file s& duoc

lwu trit thanh ra nhiéu ban sao (replica) khac nhau vi muc dich an toan dir liéu.
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HDFS c6 mot kién tric master/slave. Trén mot cluster chay HDFS, c6
hai loai node 1a Namenode va Datanode. Mot cluster c6 duy nhat moét Namenode va
c6 mot hay nhiéu Datanode. Namenode dong vai trd 1a master, chiu trdch nhiém duy
tri thong tin vé ciu tric cdy phan cap cac file, thu muc cua hé théng file va céc
metadata khéc cua hé thong file. Cu thé, cac Metadata ma Namenode lwu trit gdm co:
[ File System Namespace: 1a hinh anh cy thu muc cta hé thong file tai mot thoi
diém nao d6. File System namespace thé hién tat cac céc file, thu muc c6 trén hé
théng file va quan hé gitra ching.

[] Théng tin dé &nh xa tir tén file ra thanh danh sach céc block: v&i méi file, ta c6
mdt danh séach cé thw tu cac block cua file do, méi Block dai dién bai Block ID.

[ Noi luu trir cac block: cac block duoc dai dién mot Block ID. V&i mdi block ta co
mot danh sach cac DataNode lwu trir cac ban sao cua block do.

Céac Datanode s€ chiu trach nhiém luu trit cac block that su cta tung file cua
hé thong file phan tan 18n hé théng file cuc b ctia nd. Mdi 1 block s& dugc luu trix
nhu 12 1 file riéng biét trén hé théng file cuc bo cua DataNode.

Kién tric ctia HDFS dugc thé hién qua so do dudi day:

NameNode

U'ng dung Tén file . Filz System Mamespace - MyFolderMyFile
N Block 12353331

HDFS Client — :

Black Id, noi lueu trix
Block Block 12435645

Cac 1&nh tlr NameNode
Théng tin trang thai tir DataMNode
Block ID DataNode DataNode
Lacal File System Laocal File System ==
Block Data ‘ ‘
Qui woe i i ; :
- Ciic thdng diép truyén o ligu Disk Disk Disk Disk

— % Cac thang diép truyén yéu céu

Hinh 2.4.2.3 Kién trac HDFS
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Namenode s& chiu trach nhiém diéu phdi cac thao tac truy cip (doc/ghi dit
lidu) cua client Ién hé thong HDFS. Va tat nhién, do cac Datanode Ia noi that sy luu
trit cac block cua cac file trén HDFS, nén ching s& 1a noi truc tiép dap tmg céc thao
tac truy cap nay. Chang han nhu khi client cta hé théng mudn doc 1 file trén hé thong
HDFS, client ndy s& thuc hién mét request (thdng qua RPC) dén Namenode
dé lay cac metadata cua file can doc. Tir metadata ndy no s& biét dugc danh séch cac
block cua file va vi tri ctia cdc Datanode chira c4c ban sao cua tung block. Client s&
truy cap vao cac Datanode dé thuc hién cac request doc cac block. Chi tiét vé cac qué
trinh doc/ghi dir liéu cua client 1én trén HDFS sé& duoc gidi thiéu k§ hon & phan sau.

Namenode thuc hién nhiém vu ctia n6 théng qua mot daemon tén namenode
chay trén port 8021. Mbi Datanode server s& chay mot daemon datanode trén port
8022. Pinh ky, mdi DataNode s& b4o cio cho NameNode biét vé danh sach tat ca cac
block ma nd dang luu trir, Namenode s& dua vao nhiing théng tin ndy dé cap nhat lai
cac metadata trong n6. Ctr sau mdi 1an cap nhat lai nhu vdy, metadata trén namenode
s& dat dugc tinh trang théng nhat v6i dir liéu trén cac Datanode. Toan bo trang théi
ciia metadata khi dang ¢ tinh trang théng nhat nay duoc goi la mot checkpoint.
Metadata & trang thai checkpoint s& duoc diing dé nhan ban metadata dung cho muc
dich phuc hoi lai NameNode néu NameNode b 15i.
2.4.2.2.3 NameNode va qua trinh rwong tac giita client va HDFS

Viéc ton tai duy nhat mot NameNode trén mot hé thong HDFS da 1am don
gian hod thiét ké cua hé théng va cho phép NameNode ra nhitng quyét dinh
théng minh trong viéc sap xép céac block dit liéu I&n trén cac DataNode dwa vao céc
kién thirc vé mdi trudng hé théng nhu: cdu tric mang, bing thdng mang, kha
niang cua cac DataNode... Tuy nhién, can phai toi thiéu hod sy tham gia ciia Na
meNode vao c4c qua trinh doc/ghi dir liéu I1&n hé thong dé tranh tinh trang nat
that co chai (bottle neck).

Client s&¢ khong bao gio doc hay ghi dir liéu 1én hé théng thong qua

NameNode. Thay vao d6, client s€ hoi NameNode xem nén lién lac véi DataNode
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nao dé truy xuat dir liéu. Sau do, client s& cache théng tin nay lai va két ndi truc tiép
v6i cac DataNode dé thue hién céc thao tac truy xudt dir liéu.
Ching ta s& mé xé qua trinh doc mot file tir HDFS va ghi mét file 1én HDFS théng

qua viéc tuong tac giita cac dbi twong tir phia client 1én HDFS.
2.4.2.2.3.1. Qua trinh doc file:
So db sau miéu ta rd qua trinh client doc mot file trén HDFS.

1: Gdri yéu cdu doc file

LPng dung Client

2: Danh sach céc block id va noi luua trie

Hinh 2.4.2.2.3.1 Qua trinh doc file trén HDFS

Pau tién, client s& mo file can doc bang cach gui yéu cau doc file dén
NameNode (1).Sau d6 NameNode s& thuc hién mot sé kiém tra xem file dugc yéu
cau doc ¢0 ton tai khong, hodc file can doc c6 dang & trang thai “khoé manh” hay
khong. Néu moi thir déu 6n, NameNode sé& giri danh sach cac block (dai dién boi
Block ID) cua file cung vdi dia chi cdc DataNode chira cac ban sao cta block nay.
Tiép theo, client s& md cac két ndi t6i Datanode, thuc hién moét RPC dé yéu ciu
nhan block can doc va dong két ndi véi DataNode (3).

Luu y 12 véi mdi block ta ¢6 thé ¢ nhiéu DataNode luu trir c4c ban sao cua
block d6. Client s& chi doc ban sao cua block tir DataNode “gan” nhat. Viéc tinh
khoang céch gitta hai node trén cluster s& dugc trinh by & phan 2.4.2.3.1 . Client
s& thyc hién viéc doc cac block lip di lap lai cho dén khi block cubi cing cua file
duogc doc xong. Qué trinh client doc dir liéu tir HDFS sé€ transparent vai ngudi dung

hoic chuong trinh tng dung client, ngudi ding s& dung mot tap API cua Hadoop dé



20

tuong tac voi HDFS, cac API ndy che gidu di qua trinh lién lac voi NameNode va
két ndi cac DataNode dé nhan dit liéu.
Nhén xét: Trong qué trinh mot client doc mét file trén HDFS, ta thiy client s& truc
tiép két ndi véi cac Datanode dé 13y dir liéu chtr khdng can thuc hién gian tiép qua
NameNode (master ctia hé théng). Piéu nay s& 1am giam di rat nhiéu viéc trao doi dir
lidu gitra client NameNode, khéi lwong luan chuyén dit liéu s& duoc trai déu ra khip
cluster, tinh trang bottle neck s& khdng xay ra. Do do, cluster chay HDFS ¢ thé dap
g dong thoi nhidu client clng thao tac tai mot thoi diém.
2.4.2.2.3.2 Ghi file

Tiép theo, ta s& khao sat qua trinh client tao mét file trén HDFS va ghi dir liéu

1én file d6. So d6 sau md ta qua trinh tuwong tac giita client I&n hé théng HDFS.

12 GiA yé&u 2o file

2: danh séch cic DataMode

6: Hoan thanh

3 Truyén block
4Gl véchén

3: Truyén block

Hinh 2.4.2.2.3.2 Qué trinh tao va ghi dir liéu 1én file trén HDFS

Dau tién, client s& guri yéu cau dén NameNode tao mot file entry 1én File

System Namespace (1). File méi duoc tao s& rdng, tirc chwa cO mot block
nao. Sau d6, NameNode s& quyét dinh danh sach cac DataNode s& chira cac ban sao
cua file can gi va gui lai cho client (2). Client s& chia file can gi ra thanh cac block,
va voi moi block client s& dong goi thanh mot packet. Luu y 1a mdi block sé
duoc lwu ra thanh nhiéu ban sao trén cac DataNode khac nhau (tuy vao chi sb
d6 nhan ban cua file). Client giri packet cho DataNode thir nhat, DataNode thtr nhat
sau khi nhan dugc packet s& tién hanh luu lai ban sao thir nhét cua block. Tiép theo

DataNode thtr nhat s& giri packet nay cho DataNode thir hai dé luu ra ban sao thir hai
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cua block. Tuwong tu DataNode thir hai sé gtri packet cho DataNode thir ba. Cir nhu
vay, cac DataNode ciing luu c4c ban sao ctia mot block sé& hinh thanh mot éng dan di
liéu data pile. Sau khi DataNode cubi cling nhan thanh duoc packet, n6 s& giri lai cho
DataNode th&r hai mot g6i Xac nhan rang da luu thanh cong (4). Va goi th hai lai
giri g6i X&c nhan tinh trang thanh cdng cua hai DataNode vé DataNode thir nhat.
Client s& nhan duoc cac bao c4o x4c nhén tir DataNode thr nhit cho tinh trang thanh
cdng cua tit ca DataNode trén data pile.

Néu c6 bat ky mot DataNode nao bi 16i trong quéa trinh ghi dit liéu, client s&
tién hanh xac nhan lai cAc DataNode da luu thanh céng ban sao cua block va thuc
hién mét hanh vi ghi lai block 1&n trén DataNode bj 16i. Sau khi tat ca cac block cua
file déu da duoc ghi 1én cac DataNode, client s& thyc hién mot thong diép bao cho
NameNode nhiam cip nhat lai danh sach cac block cua file vira tao. Thong tin
Mapping tir Block Id sang danh sach cac DataNode luu trir s€ dugc NameNode tu
dong cap nhat bang cac dinh ky cac DataNode s& giri bdo céo cho NameNode
danh sach céc block ma n6 quan ly.

Nhén xét: ciing gidng nhu trong qua trinh doc, client sé& truc tiép ghi dir liéu
lén cac DataNode ma khong can phai théng qua NameNode. Mot dic diém ndi troi
nira 1a khi client ghi mot block véi chi sb replication 1a n, tc nd can ghi
block 1én n DataNode, nho co ché luan chuyén block dir liéu qua dng dan (pipe) nén
Iwu lugng dit lidu can write tir client s& giam di n 1an, phan déu ra cac DataNode trén
cluter.
2.4.2.2.4 Block size

Nhu ta di biét, trén dia ctimg, don vi luu trir dir liéu nho nhat khdng phai la
byte, bit hay KB ma dé 1a mot block. Block size cua dia cing s€ quy dinh luong dir
liéu nho nhat ma ta c6 thé doc/ghi 1én dia. Cac file system trén dia don (phan
biét voi cac distributed file system) nhu ctia Windows hay Unix, cling st dung
block nhu 1a don vi trao d6i dir liéu nho nhat, block size trén céc file system nay

thuong 14 khoang nhiéu 1an block size trén dia cung.
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HDFS ciing chia file ra thanh cac blockva mdi block nay s& dugc luu trir trén
Datanode thanh mot file riéng biét trén hé thong file local ciia nd. Pay ciing s& 13 don
vi trao dbi dir liéu nho nhat gitra HDFS va client cia no. Block size 1a mét trong
nhing diém quan trong trong thiét ké HDFS. Block size mic dinh cua HDFS
la 64MB, nhung thdng thudng trén cac hé thdng 16n ngudi ta ding block size 13 128
MB, 16n hon block size cua céc hé théng file truyén thong rat nhiu. Viéc st dung
block size 16m, tic s& giam sb lwong block ctia mét file, mang lai mot s6 thuén 1oi.
Pau tién, nd s& lam giam nhu cau tuong tac véi NameNode cua client vi viéc doc/ghi
trén mot block chi cin mot 1an twong tac véi NameNode dé 1ay Block ID va noi luu
block do.

Tht hai, véi block size 16m, client s& phai twong tac véi DataNode it hon. Mbi
lan client can doc mot Block Id trén DataNode, client phai tao mot két ndi
TCP/IP dén DataNode. Viéc giam sb lugng block can doc s& giam s luong két n6i
can tao, client s& thudong 1am viéc voi mot két ndi bén ving hon 14 tao nhiéu két ndi.

Th ba, viéc giam sd luong block cua mot file s& 1am giam khdi luong
metadata trén NameNode. Piéu nay gilp ching ta co thé dua toan bd metadata vao
bod nhd chinh.

Mit khéc, viéc sir dung block size 16n s& dan dén viéc mot file nho chi c6 mot
vai block, thuong 1a chi c6 mot. Piéu nay dan dén viéc cac DataNode Iuu block nay
s& trd thanh diém nong khi c6 nhiéu client ciing truy cap vao file. Tuy nhién hé thong
HDFS da phan chi 1am viéc trén céc file c6 kich thudc 16n véi nhiéu block nén sy bat
tién nay 1a khéng dang ké trong thuc tién.
2.4.2.2.5 Metadata

NameNode luu trit ba loai metadata chinh: file system namespace, thoéng tin
dé &nh xa file thanh cac block va thong tin noi luu trit (dia chi/tén DataNode) cua
cac block. Tat ca cac metadata nay déu dugc luu trir trong bd nhé chinh caa
NameNode. Hai loai metadata dau tién con dugc luu trit bén vitng bang cach ghi nhat
ky céc thay d6i vao EditLog va FsImage duoc luu trir trén hé thdng file local cua

NameNode. Viéc str dung nhat ky dé luu trir c4c thay d6i cuia metadata gidp ching
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ta ¢ thé thay d6i trang thai cua metadata mot cach thudn tién hon (chi can thay
metadata trén bo nhé va ghi nhat ky xudng EditLog, khdng can cap nhat tit ca
metadata xubng dia ctng). NameNode s& khong luu trir bén vimng thdng tin vé noi
lwru trix cuia cac block. Thay vao d¢6, NameNode s& hoi cac DataNode vé thdng tin céc
block ma n6 luu trit mdi khi mot DataNode tham gia vao cluster.

2.4.2.2.5.1. Cdu trac dit liéu luu trong bo nho

Vi céu tric dir liéu dugc luu trong bd nhd chinh, nén cac thao tac cua
NameNode s& nhanh. Hon nira, diéu nay s& lam cho viéc scan toan bo metadata dién
ra mot cach dé dang. Viéc scan dinh ky nay dugc dung dé cai dat c4c tinh nang nhu
bo thu nhat rac (gabage collection), can bang khdi lugng dit liéu luu trir gitra céc
DataNode.

Mot bat loi cua viée luu trit toan bo metadata trong bo nhé 14 s6 lugng tong sd
lugng block trén cluster c6 thé bi giéi han béi dung luong bo nhd cua
NameNode. NameNode cin 64 byte dé luu trir metadata ciia mdi block, voi mot triéu
block ta can gan 64 MB.

Tuy nhién, néu can mé rong hé thong HDFS, thi viéc mua thém bo nhé mat
chi phi khéng qué cao.
2.4.2.2.5.2. Vi tri luvu cac block

NameNode s& khong luu trit bén viing thdng tin vé noi luu trir cic ban sao cia
cac block. N6 chi hoi cac DataNode céac thong tin do6 luc DataNode khoi dong.
NameNode s¢ gitr cho théng tin noi Iuu trit cdc block duoc cap nhat vi mot
diéu don gian:

NameNode diéu khién tat ca cac thao tac sip dit cac ban sao cua cac block
lén cac DataNode va quan ly tinh trang cac DataNode bang thong diép HearBeat.
2.4.2.2.5.3. Nhdt ky thao tac

EditLog chtra tit ca nhat ky c&c thao tac lam thay doi tinh trang ctia metadata.
Vi du nhu viéc tao mét file mai trong HDFS lam cho NameNode thém mét record
méi vao trong EditLog ghi nhan hanh dong tao file ndy. Hoic viée thay doi chi sb do

sao cheép (replication level) cia mot file cling tao ra trén EditLog mot record. Vi
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EditLog rat quan trong nén ta phai luu ghi dit liéu mot cach tin cay xudng EditLog
va 1a khong cho client thdy duoc su thay doi trén hé thong cho dén khi sy thay doi
dugc cap nhat 18n metadata va dd ghi nhat ky bén viing xudng EditLog. EditLog
duogc luu trit nhu mot file trén hé thong file cuc bd cia NameNode. EditLog s&
duge dung trong qua trinh phuc hoi hé théng voi SecondaryNameNode. Biéu
nay s& dugc Mo ta chi tiét trong phan 2.4.2.4.3 .

Toan bo File System Namespace va théng tin anh xa tir file thanh cac block
s& duoc luu trir trong mot file tén FsImage trén hé thong file cuc bd ctia NameNode.
2.4.2.3 Cac tinh nang ciia NameNode
2.4.2.3.1 Nhdn biét cdu tric topology ciia mang

Trong bdi canh xtr ly dit liéu vai kich thudce 16n qua moi trudng mang, viée
nhan biét ra gidi han vé bang thong gitta cac node 1a mot yéu t6 quan trong dé Hadoop
dua ra cac quyét dinh trong viéc phan b dit liéu va phan tan tinh toan. Y tudng do
bang thong gitta hai node c6 vé nhu hop 1y, tuy nhién 1am duogc didu nay 1a kha kho
khan(vi viéc do bang thdng mang can duoc thuc hién trong mot moi truong “yén
tinh”, tirc tai thoi diém do thi khéng duogc xdy ra viée trao dbi dir liéu qua mang). Vi
vay, Hadoop da sir dung ciu triic topology mang cia cluster dé dinh luong kha ning
truyén tai dir liéu giira hai node bat ky.

Hadoop nhan biét ciu triic topology mang ciia cluster qua mot cau tric cay
phan cap. Cau tric nay sé giup Hadoop nhan biét duoc “khoang cach” giita hai node
trén cluster. Trén cau tric phan cip nay, cac bridge s& dong vai trd I cac “node trong”
dé phan chia mang ra thanh cac mang con (subnet). 2 node c6 ciing mot node cha
(cung nam trén mot mang con) thi dugc xem nhu 12 “nam trén cuing mot rack”.

Hadoop dua ra mot khéi niém 1a “dia chi mang” dé xac dinh vi tri twong d6i
ctia c4c node. “Dia chi mang” ctia mot node bat ky sé& 1a duong dan tir node gbe dén
node xac dinh. Vi du dia chi mang cia Node 1 ctia hinh bén dudi s€ 1a /Swicth
1/Rack 1/ Node 1.

Hadoop s& tinh toan “khoang cach” giita hai node bat ky don gian bang

tong khoang cach cia 2 node dén node cha chung gan nhét. Vi du nhu theo hinh bén
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dudi, khoang cach gitra Node 1 va Node 2 la 2, khoang cach gitra Node 1 va Node 4
1a 4.

Switch 1
Rack 1 Q Rack 2 ‘Q
‘ Py V ‘ 4 '
> - “a % - "a
Node 1 Node 2 Node 3 Node 4 Node 5 Node 6
Disks Disks Disks Disks Disks Disks

Hinh 2.4.2.3.1 C4u tric topology mang

Hadoop dua ra mét sé gia dinh sau day vé rack:
[ Bang thong giam dan theo thu ty sau day.
1. CA4c tién trinh trén ciing mot node.
2. Cac node khac nhau trén cung mot rack.
3. Céac node nam khong cling nam trén mot rack.
(] Hai node c6 “khoang cach” cang gan nhau thi c6 bing thong giira hai node do
cang 16n. Gia dinh nay khang dinh lai gia dinh dau tién.
(] Kha ning hai node nam trén ciing mot rack cuing bi 16i (death) I1a cao hon so voi
hai node nam trén hai rack khac nhau. Piéu nay s& dugc tng dung khi NameNode
thue hién sap dit cac ban sao cho mot block xudng cac DataNode.
Ta sé thay rd tac dung ctia CAc gia dinh ndy trong cc phan 2.4.2.3.2, 2.4.2.3.3.
2.4.2.3.2 Sdp xép ban sao ciia cac block 1én cac DataNode

Nhu ta da biét, trén HDFS, mot file dugc chia ra thanh nhiéu block, va méi
block s& dugc luu trir ra thanh N ban sao trén N DataNode khac nhau, N dugc goi la
chi s mirc d6 sao chép (replication level). Vi mdi file trén HDFS, ta c6 thé quy dinh
mot chi sb replication level khac nhau. Chi s6 nay cang cao thi file cang “an toan”.
Do mdi block cua file s& duoc luu trit ra cang nhiéu ban sao trén cac DataNode khéc

nhau.
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Mot van dé duge dat ra 1a: “NameNode s& chon nhitng DataNode nao dé luu
c4c ban sao ctia cac mot block?”. O day, ching ta s& c6 mot sy can bang gitra ba yéu
t: do tin cay, bing thong doc va bing thong ghi dit liéu. Vi du nhu néu ta ghi tit cac
ban sao cia mat block trén duy nhat mot DataNode, thi bang théng ghi s& t6i wu Vi
data pile (xem lai 2.4.2.2.3.2. , Qué trinh ghi file) chi x4y ra trén mot node duy nht.
Tuy nhién sy tin cay s& tbi thiéu (vi néu DataNode d6 “chét” thi tit ca cac ban sao
block dit lidu d6 cling mat hét). Mot vi du khéc, néu ta luu cac ban sao cua mot
block 1&n nhiéu DataNode thudc cac rack khac nhau. Biéu nay lam cho block d6 an
toan, vi kha ning cac node thudc cac rack khac nhau ciing “chét” 1a kho xay ra. Tuy
nhién bang théng ghi dit lidu s& thap vi data pile trai ra trén nhiéu node thudc cac rack
khac nhau. Vi sy can bang ndy cac yéu té trén chi mang tinh chét twong d6i, nén xuat
hién kha nhiéu chién lugc cho viée sap xép ban sao cuia cac block 1én cac DataNode.
Tir ban Hadoop 0.17.0 trd di, chién luge ndy da duogc cd dinh va theo nguyén tat 1a
“phan tan cac ban sao cua ting block ra khip cluster”.

Theo chién lugc ndy, ban sao dau tién cia mot block dir lidu s& dugc dat trén
cung node véi client (néu chwong trinh client ghi dit liéu ciing thudc cluster,
ngugc lai, NameNode s& chon ngau nhién mot DataNode). Ban sao thtr hai s& duoc
dit trén mot DataNode ngu nhién nam trén rack khac véi node luu ban sao dau
tién. Ban sao tht ba, s& dugc dat trén mot DataNode nam cung rack véi node luu ban
sao thir hai. Cac ban sao xa hon dugc dit trén cac DataNode duoc chon ngau nhién.

Nhin chung, chién lugce ndy dam bao can bang duoc ca ba yéu tb 12 do tin cay
(mdt block sé dugc luu trén hai rack khac nhau), bang thong ghi (data pile chi di qua
hai rack) va bang thong doc (vi client sé c6 dugc hai su lwa chon xem nén doc trén
rack nao).
2.4.2.3.3 Can bang cluster

Theo thoi gian sy phan b cua cac block dir lidu trén cac DataNode c6 thé tro
nén mat can déi, mot s6 node luu trir qua nhiéu block dir liéu trong khi mot sé node
khac lai it hon. Mot cluster bi mét can bang c6 thé anh hudng t6i su ti wu hoa

MapReduce (MapReduce locality, xem phan 2.3.2.2.3) va s& tao ap luc 1én céc
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DataNode luu trit qua nhiéu block dit liéu (lwu luong truy cép tir client, dung lwong
Iwu trir 16n). Vi vay tot nhat 1a nén tranh tinh trang mat can bang nay.

Mot chuong trinh tén balancer (chuwong trinh nay sé€ chay nhu la mét daemon
trén NameNode) s& thuc hién viéc can bang lai cluster. Viéc khoi dong hay mo
chuong trinh ndy s& doc 1apvoi HDFS(tire khi HDFS dang chay, ta c6 thé tu do tit
hay mé chuong trinh ndy), tuy nhién n6 van 1a mot thanh phan trén HDFS. Balancer
s& dinh ky thuc hién phan tan lai cic ban sao cua block dit liéu bang céc di
chuyén n6 tir cac DataNode da qué tai sang nhitng DataNode con trong ma van dam
bao cé&c chién luge sip xép ban sao cua cac block 1&n cac DataNode nhu ¢ phan
2.4.2.3.2.
2.4.2.3.4 Thu nhat rac (Gabage collettion)

Sau khi mot file trén HDFS bi delete bdi nguoi dung hodc ung dung, no sé
khong lap tirc bi x0& bo khoi HDFS. Thay vao do, dau tién HDFS s& d6i tén (rename)
no lai thanh mét file trong thu muc rac c6 tén /trash. Cac tap tin sé duoc
phuc héi nhanh chéng néu nhu nd van con & trong thu muc rac. Sau mot thoi han 6
gid (chdng ta cd thé cau hinh thoi han nay lai), NameNode s& thuc sy x04 file trong
thu muc rac nay di. Viéc xoa file kém theo viéc cac ban sao cua cac block thudc file
dé sé thuc su bi xoa di trén cac DataNode.

Mot ngudi ding c6 thé 14y lai tap tin bi xo& bang cach vao thu muc /trash va
di chuyén né ra, mién 1a nd van chua thyc sy bi x0a khoi /trash.
2.4.2.4 Kha ning chiu 15i va chan doan 18i ctia HDFS
2.4.2.4.1 Kha nang phuc hoi nhanh chong

Cac NameNode va DataNode déu duogc thiét ké dé cd thé phuc hdi nhanh
chong. Trong trudng hgp NameNode ngimg hoat dong, ta chi can phuc hdi lai
NameNode ma khong can phai restart tit ca cac DataNode. Sau khi NameNode phuc
hoi n6 sé& tu dong lién lac lai véi cac DataNode va hé thong lai phuc hoi(thyc chat la
NameNode chi dting yén va ling nghe cac HeartBeat tir cac DataNode). Néu mot

DataNode bat ky bi ngimng hoat dong, ta chi can khoi dong lai DataNode nay va n6
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s& tw dong lién lac véi NameNode thong qua cac HeartBeat dé cap nhat lai tinh trang
ctua minh trén NameNode.
2.4.2.4.2 Nhan ban cac block

Nhu di trinh bay & cAc phan trén, mdi block dir liéu trén HDFS duogc luu trit
trung lip trén cac DataNode khac nhau thudc cac rack khac nhau. Ngudoi ding (hodc
tmg dung) c6 thé gan cac chi sé muc d6 nhan ban (replication level) khac nhau cho
cac file khac nhau, tuy vao mirc do quan trong cia file do, chi sé mic dinh la ba. Nho
véy, khi mot hay mot s6 DataNode bi ngirng hoat dong, ta van con it nhat mot ban
sao cua block.
2.4.2.4.3 Nhan ban metadata trén NameNode vdi SecondaryNameNode

Tt kién trdc trén, ta thiy dugc tim quan trong caa NameNode, n6 luu giir tat
ca cac metadata ctia hé thong. Néu Namenode giap phai su ¢6 gi d6 (ca phan cing
hay phan mém) thi tat ca céc file trén hé thong HDFS déu sé bi mat, vi ta khong c6
cachnao dé tai ciu tric lai cac file tir cac block dugc luu trén cac DataNode. Do 1a ly
do c6 su ton tai cua SecondaryNamenode. SecondaryNamenode 1a mot node duy
nhat trén Hadoop cluster. SecondaryNamenode khong déng vai trd nhu mot
NameNode, nhiém vu cua SecondaryNamenode la luu trir lai checkpoint (trang
thai théng nhit ctia metadata) moi nhit trén NameNode. Khi NameNode gip su
cd, thi checkpoint méi nhéat ndy s& dugc import vao NameNode va NameNode s&
tro6 lai hoat déng nhu thoi diémSecondaryNamenode tao checkpoint.
SecondaryNamenode thuc hién nhiém vu cta no thong qua mot daemon tén
secondarynamenode.
SecondaryNamenode khdng cip nhat checkpoint bang cach tai toan bo metadata trén
NameNode vé. Thuc chat, SecondaryNamenode chi tai phan EditLog tir NameNode
vé va thuc hién viéc “tron” EditLog nay vao trong phién ban metadata trude d6.Cau
tric cua metadata trén SecondaryNamenode ciing giéng nhu cau tric metadata
trén NameNode.
2.4.2.4.4 Toan ven dir liéu trén HDFS
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HDSF dam bao tinh toan ven cua dit liéu bang cach thuc hién tao checksum
tat ca dir liéu ghi 18n n6 va s& kiém tra lai checksum mdi khi doc dit liéu. DataNode
chiu tréch nhiém kiém tra tinh todn ven dir liéu bang céch kiém tra checksum
trude khi luu trit dir liéu va checksum cuia né. Diéu nay dugce thue hién khi DataNode
nhan dugc dit liéu tir client hay tir cAc DataNode khac trong qué trinh nhan ban cac
block thong qua data. Khi client doc dir liéu tir cAc DataNode, client cling s€ thuc
hién kiém tra checksum va so sanh ching vé&i checksum luu trén DataNode.
2.4.2.5 Cac giao dién tuong tac
2.4.2.5.1 Giao dién command line.

Pay la giao dién don gian nhat dé tuong tac véi HDFS. HDFS cung cip cac
shell dé thao tac trén folder, file nhu tao, X04, di chuyén, rename, copy...Cac shell
nay déu thao tac trén HDFS thong qua cac URI c6 dang hdfs://<namenode>/<path> .
2.4.2.5.2 Giao dién java.

Hadoop duoc viét bang Java. Vi vay, tit ca cac thao tac twong tac vi HDFS
déu duoc thuc hién thong qua cac Java API. Cac shell hinh thanh nén giao dién
command line cua HDFS ciing duoc code tir cdc Java API nay. Thong qua cac
Java API ctia Hadoop, ta c6 thé dé dang phét trién cac (mg dung tuong tac véi HDFS
gidng nhu véi cac hé thong file truyén thong khac.
2.4.2.5.3 Giao dién web.

Pay la giao dién cho phép ta dé dang nim bat duoc tinh trang hoat
dong cua HDFS, biét duoc danh sach cac node dang hoat dong, tinh trang dia cimg
trén tung node... Giao dién nay con cho phep ta browse cac file trén HDFS va
download cac file. Tuy nhién ta khong thé tao céc thay doi 1én hé théng (tao, X04,
cap nhat file/thy muc...) tr giao dién nady. Dia chi tuong tac voi HDFS:
http://<namenode>:50070/
2.4.2.6 Quan tri HDFS
2.4.2.6.1 Permission

HDFS ¢6 mot md hinh phan quyén tap tin va thuy muc gidng vi POSIX
(Portable Operating System Interface [for Unix]).
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C6 ba loai quyén truy cép: quyén duoc phép doc (r), quyén ghi (W), va quyén thyc thi
(x).

Quyén duoc phép doc cho phép ngudi dung (hodc tng dung) doc ndi dung cua
tap tin hay danh sach noi dung ctia mot thu muc.

Quyén ghi duoc doi hoi khi ghi mét file, hodc véi mdt thu muyc, dé tao hodc
X0a cac file/thu muc trong no.

Quyén thyc thi khdng duoc &p dung cho mét file vi chling ta khong thé thuc
thi mot file trén HDFS (khong gidng nhu POSIX). Quyén thuc thi mot thu muc dugc
yéu cau khi nguoi dung ¢ gang truy cap vao céc file hay thu muc con caa thu muc
do.

Mbi file va thu muc ¢6 chu sé hiru (owner), moét nhdm (group), va ché do
(mode). Mode md ta cho quyén truy cip ciia owner vao tap tin/thu muc, quyén truy
cap cuia C4c thanh vién thudc group vao tap tin/thu muc va quyén truy cip ciia nhiing
nhiing nguoi dung khéng phai owner va cling khéng thudc group vao tap tin/thu
muc.

Khi truy cap vao HDFS, client duoc nhan dién nguoi dung (user name) va
nhom (group) cua tién trinh trén client. CAc client truy cap vao hé thong tir xa, diéu
nay lam cho client c6 thé trd thanh mot ngudi sir dung tly tién, don gian bang cach
tao mot tai khoan trén hé théng tir xa. Vi vay, quyén truy cap chi dugc st dung
trong mot cong dong hop tac ciia ngudi ding, nhu 12 mot co ché cho viéc chia sé hé
thdng tap tin vatranh vo tinh lam mat mat dir liéu, cha khoéng phai danh cho
viéc bao mat cac tai nguyén trong mot moi truong thu dich.

Tuy nhién, bat chip nhitng nhuwoc diém trén, viéc kich hoat ché d6 kiém tra
quyén truy cap s& cO Y nghia trong viéc tranh tinh cd stra doi hodc x6a cac bd phan
dang ké ctia hé thong tap tin, boi ngudi ding hodc boi cac cong cu tu dong hay cac
chuong trinh. Luu y 14 trén HDFS ta c6 thé kich hoat hay tat ché d6 kiém tra quyén
truy cap di. Khi ché do kiém tra quyén truy cap dugc kich hoat, moi thao tac truy cap

vao file/thu muc diéu s& duoc kiém tra quyén han.
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Trén HDFS con c6 mét nguoi dung dac biét, do la super-user. Bay chinh la user dai
dién cho cac tién trinh trén NameNode. User ndy c6 quyén han toan cuc va
s& khong bi kiém tra quyén truy cép.

2.4.2.6.2 Quan ly han ngach (quotas)

HDFS cho phép ngudi quan tri c6 thé thiét 1ap han ngach (quotas) cho sb luong
tén (file/thu muc) str dung va dung luong sir dung cho cac thu muc. C0 hai loai han
ngach la han ngach tén (name quotas) va han ngach dung lugng (space quotas). Hai
loai han ngach nay hoat dong doc lap, nhung viéc quan tri va thuc thi cta hai loai han
ngach nay lai anh huong chat ché tai nhau.

Han ngach tén ctia mot thu muc 12 mot gidi han cimg vé s6 luong file va thu
muc trong cdy thu muyc bat ngudn tir thu muc dé. Viéc tao méi tap tin va thu muc s&
that bai néu han ngach bi vuot qua. Cac nd luc dé thiét 14p mot han ngach van s&
thanh céng ngay ca khi thu muc sé vi pham han ngach mégi. Mot thu muc méi duoc
tao ra s& khong dugc thiét 1ap han ngach.

Han ngach dung lugng ctia mot thu muc 12 mot gidi han ctng vé sé byte duogc
str dung bai C4c tap tin trong cdy thu muc bat ngudn thu muc d6. Viée cip phat cac
block cho céc file s& that bai néu han ngach bi vuot qua. Mdi ban sao mot block trong
file 1am tang dung luong cia thu myc va dua no toi gan han mac hon. Mot thu muc
m&i duoc tao ra khdng cd lién quan dén han ngach vi nd khong lam ting dung luong
cua thu muc cha.

2.4.3 Map reduce
2.4.3.1 Gioi thiéu mo hinh tinh toan MapReduce
2.4.3.1.1 Nguyén nhan ra doi va lich sw

Trudc thoi diém Google cong bd mé hinh MapReduce, v6i su bung nd cia dir
lidu (hang petrabyte), cung lac d6 nhu cau thuc hién xir Iy cac nghiép vu trén luong
dir liéu khong 16 14 thach thire 16n luc bay gio. Cung véi nhu cau Ay, cac doanh nghiép
dang gdp van dé twong tu khi mudn tim mot giai phap ton it chi phi va hiéu nang thé
hién cao. Trong khi nghién ctru, mgt nhom nhan vién cia Google da kham pha ra

mot y tuong dé gidi quyét nhu cau xir 1y luong dir lidu 16n 1a viéc can phai co hé
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théng nhiéu cac may tinh va can c6 cic thao tic dé xtr Iy ddng bo trén hé thong do.
Va ho da xé&c dinh dugc 2 thao tac co ban 1a Map va Reduce, n6 dugc léy cam hing
tir phong cach 1ap trinh ham (Functional Programming). Véi y tuong trén, Google da
phat trién thanh cong mé hinh MapReduce, 1a mé hinh ding cho xir 1y tinh toan song
song va phén tan trén hé thong phan tan. N6i mot cach don gian hon, mé hinh nay s&
phan ra tir nghiép vu chinh (do nguoi dung mudn thé hién) thanh cc cong viée con
dé chia tirng cong viéc con nay vé cac mdy tinh trong hé thdng thuc hién xtr 1y mot
cach song song, sau d6 thu thap lai cac két qua. Véi mo hinh nay, cac doanh nghiép
d3 cai thién duoc dang ké vé hiéu suét xtr Iy tinh toan trén dir liéu 16n, chi phi dau tu
ré va do an toan cao.
2.4.3.1.2 M6 hinh MapReduce (Theo céng bo ciia Google)

Theo tai liéu “MapReduce: Simplified Data Processing on Large Clusters”
ctia Google, Google dinh nghia rang: “MapReduce 12 mo hinh lap trinh va thuc thi
song song cac xu ly va phat sinh céc tap dit 1i€u 16n”. Tuy nhién, véi dinh nghia nhu

vay, chung ta chua that su hiéu rd duoc mod hinh MapReduce 1a nhu thé nao.[21]
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Hinh 2.4.3.1 M6 hinh Map Reduce cua Google®

5, Ngudn: http://labs.google.com/papers/mapreduce.html



33

Dé hiéu r5 hon, MapReduce 1a mot m6 hinh dugc ap dung trén mot hé théng
cac may tinh dugc két ndi voi nhau va cai dit chuong trinh MapReduce, va thuong
kém theo n6 12 mot hé thong chia sé file phan tan. Vi mo hinh MapReduce, tir mot
cong viéc thi né s& chia nho thanh cac cong viéc con gidng nhau va dir lidu dau vao
cling duogc chia nho thanh cac manh dit liéu nho hon. Diéu dic biét nhat, dé thyc hién
cac thao tac xur Iy mot cach song song va ddng thoi, MapReduce st dung
hai thao tac chinh cho viéc thuc thi cong viéc ban dau tir nguoi dung 14 ham map va
ham reduce, ¢ thé hiéu mot cach don gian 1a ham map tiép nhan manh dit liéu input
va thuc hién xtr Iy nao dé (don gian nhu 1a loc dir li¢u, hodc trich dir li¢u) dé chuan
bi dit liéu lam dau vao cho ham reduce, ham reduce thuc hién xtr 1y riéng cuia nd va
tra ra cho ngudi ding mot phan nhé két qua cudi cing cua cong viée, sau khi tat ca
ham reduce thuc hién nguoi ding s& c¢6 dugc toan bo két qua ciia cong viéc. Tiép
theo phan xtr 1y, véi sd lugng cong viée con va s6 lwong manh di liéu trén, dau tién,
hé thong MapReduce s& gui ting cong viée va tirng manh dit liéu dén cac may tinh
trong h¢ théng dé thuc hién, ban chét 1a thuc hién ham map mot cach song song. Sau
khi thuc hién xong hét cac cong vi¢c con thong qua viéc thyc hién ham map thi h¢
thong s& bat dau thuc hién cac ham reduce dé tra ra cac két qua cudi cing cho ngudi
dung. MapReduce quan Iy qua trinh thuc thi céng viéc bang viéc dinh nghia mot may
trong hé thong dong vai tro 13 master va cac mdy con lai dong vai trd cua mot
worker (dya trén kién tric masterslave). Master chiu trach nhiém quan 1y toan b
qua trinh thuc thi cong viée trén hé théng nhu :tiép nhan cong viéc, phan ra cong viée
thanh cong viéc con, va phan cong cac cong viéc con cho cac worker. Con worker
chi lam nhi€m vu thyc hién cong viéc con dugc giao (thyc hién ham map hodc ham
reduce. Phan co ché hoat dong ciing phan ndo twong ty nhu phan 2.4.3.2.2.2.

Dé hiéu 16 dugc md hinh MapReduce, chung ta can phai hiéu rd vai trd cta
hai ham map va reduce, ching ciing dugc xem 1a phan xir 1y quan trong nhét trong
mo hinh MapReduce. Hai ham nay déu dugc ngudi dung dinh nghia tiiy theo nhu
cau sir dung.

2.4.3.1.3 Ham Map
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output

m

Hinh 2.4.3.1.3: Ham map

Nguoi dung dua mdt cdp dit licu (key,value) lam input cho ham map, va tuy
vao muc dich cua nguoi dung ma ham map s€ trd ra danh sach cac cap du
li¢u (intermediate key,value).

2.4.3.1.4 Ham Reduce

output

Hinh 2.4.3.1.4: Ham reduce

Hé thong s& gom nhom tat ca value theo intermediate key tir cac output ctia
ham map, dé tao thanh tap céac cap du liéu voi cAu trac 1a (key, tap cac value cung
key). Dir li€u input cia ham reduce 1a tung cap dir li€éu dugc gom nhom ¢ trén va sau
khi thuc hién xir Iy né s& tra ra cap dit lidu (key, value) output cudi cung cho nguoi
dung.
2.4.3.2 Hadoop MapReduce Engine

Hadoop da giit nguyén co ché cua MapReduce ciia Google dé cai dit
thanh bd may thuc thi MapReduce. Pay 1a mot framework cho phép dé dang phat
trién va trién khai cac tmg dung MapReduce.
2.4.3.2.1 Mot s6 khai niém: Job, Task, JodTracker, TaskTracker

Trong m6 hinh MapReduce cua Hadoop, Hadoop dinh nghia MapReduce Job
(job) 1a mdt don vi nghi€p vu ma nguodi dung mudn thyuc hién, kém theo d6 1a dit liéu
input.
Vi du nhu nghiép vu :
] Tinh s6 14n xuét hién cua tung tir trong mot tai licu.
[ Tao tap céac inverted index ctia cac tur tir cac tap tai li¢u.
Nhu di biét, mé hinh Hadoop MapReduce sit dung lai hoan toan mé hinh

MapReduce cia Google. Mot MapReduce Job s€ dugc phan ra thanh cac cong viée
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con nhé hon, dugc dinh nghia 1a task. Va task nay dugc gdm c6 2 loai: map task va
reduce task. Hiéu mot cach don gian, map task 13 cong viéc con duoc thuc thi thong
qua viéc st dung ham map ,va tuong tu voi reduce task sé thuc hién ham reduce.
Piéu nay s& duoc lam rd hon ¢ muc “Co ché hoat dong cua Hadoop MapReduce”
nhu d3 dinh nghia & muc “Kién trac cia mot Hadoop cluster” , dé quan 1y va thuc
thi MapReduce Job, Hadoop dua ra 2 khai niém JobTracker va TaskTracker:

] JobTracker: 1a mdt may véat ly cai dat Hadoop MapReduce (nhu la master ciia hé
thong), véi vai tro tiép nhan cac yéu cau thuc thi cac MapReduce job, phan chia job
nay thanh cac task va phan cong cho cac TaskTracker thuc hién, quan 1y tinh
trang thuc hién cac task ciia TaskTracker va phan cong lai néu can. JobTracker ciing
quan ly danh sach cac node TaskTracker va tinh trang cua tung node thong qua
hearbeat. Diéu dic biét, Hadoop chi dinh h¢ théng chi c6 t6i da mot JobTracker

[ TaskTracker: 1a mot may vat ly cai dat Hadoop MapReduce (la cac worker ctia hé
théng), v&i vai tro tiép nhan task dugc JobTracker phan cong va thyc hién né. Va hé
théng duoc phép ¢ nhiéu TaskTracker

2.4.3.2.2 Kién triic MapReduce Engine

2.4.3.2.2.1. Kién triic cdc thanh phan (JobTracker, TaskTracker)

Client Submit jok
Program

= JobTracker

han céng reduce

Phan céng map
task

Shared Fi
HDFS)

i

Hinh 2.4.3.2.2.1: Kién tric cac thanh phan
Xét mot cach triru twgng, Hadoop MapReduce gom 4 thanh phan chinh riéng
biét :
1 Client Program: Chuong trinh HadoopMapReduce ma client dang stir dung va
tién hanh chay mot MapReduce Job.
[ JobTracker: Tiép nhan job va dam nhan vai trd diéu phdi job nay, n6 co vai tro

nhu bo ndo ctia Hadoop MapReduce. Sau d6, nd chia nho job thanh céc task, tiép theo
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s& 1én lich phan cong cac task (map task, reduce task) nay dén céc tasktracker dé thuc
hién. Kem theo vai tro cia minh, JobTracker cling c6 cau trac dit liéu riéng cua minh
dé st dung cho muc dich Iuu trit, vi du nhu no6 s€ luu lai tién do téng thé cua tung
job, luu lai trang thai cua cac TaskTracker dé thuan tién cho thao tac 1én lich phan
cong task, Iuu lai dia chi Iuu trit cta cac output cua cac TaskTracker thuc hi¢n
maptask tra vé.

[ TaskTracker: Pon gian n6 chi tiép nhan maptask hay reducetask tir JobTracker dé
sau do6 thyc hién. Va dé giir lién lac voi JobTracker, Hadoop Mapreduce cung cép co
ché gui heartbeat tir TaskTracker dén JobTracker cho cic nhu cau nhu thong béo tién
d6 cua task do TaskTracker do thuc hién, thong bao trang thai hi¢n h anh ctia né (idle,
in-progress, completed).

[] HDFS: 12 hé thong file phan tan duoc ding cho viée chia sé céc file dung trong ca
qua trinh x{r Iy mot job gifta cac thanh phan trén véi nhau.

2.4.3.2.2.2. Co ché hoat dong

Co ché hoat dong ctia Hadoop MapReduce md ta coché hoat dong téng quat
cia HadoopMapReduce, md td 1d ca qua trinh tir lac ClientProgram yéu cau
thuc hién job dén lac cac TaskTracker thuc hién reduce task tra vé cac két qua output
cubi cung.

Pau tién chuong trinh client sé yéu cau thuc hién job va kém theo la dir liéu
input tGi JobTracker. JobTracker sau khi tiép nhan job nay, né sé thong bao
nguoc vé chuong trinh client tinh trang tiép nhan job. Khi chuong trinh client nhan
dugc thong bao néu tinh trang tiép nhan hop 1¢ thi né sé tién hanh phan ra input nay
thanh cac split (khi ding HDFS thi kich thudc mét split thuong bang véi kich thude
ctia mot don vi Block trén HDFS) va cac split nay sé dugc ghi xudng HDFS.
Sau d6 chuong trinh client s& giri thong bao di sin sang dé JobTracker biét rang
viéc chuan bi dir liéu da thanh cong va hay tién hanh thyuc hién job.Khi nhan dugc
thdng bao tir chuong trinh client, JobTracker s€ dua job nay vao mot stack ma & dé

lru cac job ma cac chuong trinh client yéu cu thuc hién.
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Hinh 2.4.3.2.2.2: Co ché hoat dong ctia Hadoop MapReduce
Tai mot thoi diém JobTracker chi duoc thuc hién mét job. Sau khi mot job
hoan thanh hay bi block, JobTracker s& lay job khac trong stack nay (FIFO) ra thyc
hién. Trong cAu trac dit liéu ctia minh, JobTrack c6 mot job scheduler véi nhiém vu
léy vi tri céac split (tt HDFS do chuong trinh client tao), sau d6 né s€ tao mét danh
sach cac task dé thuc thi.
Véi tig split thi nd s& tao mot maptask dé thyc thi, mic nhién s6 lugng
maptask bang véi s6 lugng split. Con dbi véi reduce task, s6 lwong reduce task dugc
xac dinh bo1 chuong trinh client. Bén canh do, JobTracker con luu trit thong tin trang

thai va tién dd cua tat ca cac task.
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Hinh 2.4.3.2.2.3: Su lién lac ddu tién giira TaskTracker thuc thi Maptask va
JobTracker.

Ngay khi JobTracker khoi tao cac thong tin can thiét dé chay job, thi bén canh
d6 cac TaskTracker trong hé thong sé& guri cac heartbeat dén JobTracker. Hadoop cung
cap cho cac TaskTracker co ché giri heartbeat dén JobTracker theo chu ky thoi gian
nao dé, thong tin bén trong heartbeat nay cho phép JobTrack biét dugc TaskTracker
nay c6 thé thuc thi task hay khong. Néu TaskTracker con thyc thi duoc thi JobTracker
s& cap task va vi tri split twong Gmg dén TaskTracker nay dé thyc hién. Tai sao & day
ta lai no6i TaskTracker con c6 thé thyc thi task hay khdng. Diéu nay duoc ly giai 1a do
mot Tasktracker c6 thé cing mot lic chay nhiéu map task va reduce task mot cach
dong b, sd lugng céc task nay dua trén sd luong core, s luong bo nhd Ram va Kich
thudce heap bén trong TaskTracker nay.

Viéc TaskTracker thuc thi task duoc chia thanh 2 loai: TaskTracker thuc thi

maptask, TaskTracker thuc thi reduce task.

M1
( TaskTracker \
Each pai thire hién
i aw R
ke, valued map()
. | _RAM |
]
2
read
[Spit1 +—— nputFormat | -
nputFo T
sort)
combine()
Local disk
. -

Hinh 2.4.3.2.2.4: Co ché hoat dong ciia Map task
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Khi mgt TaskTracker nhan thyc thi maptask, kém theo d6 1a vi tri ctia input
split trén HDFS. Sau do, no s€ nap dir licu cua split tr HDFS vao bg nhd, roi dua vao
kiéu format cua dit liéu input do chwong trinh client chon thi n6 sé& parse split nay dé
phat sinh ra tip cac record, va record nay co6 2 truong: key va value. Cho vi duy, véi
kiéu input format 13 text, thi tasktracker s& cho phat sinh ra tap cac record véi key 1a
offset du tién cua dong (offset toan cuc), va value 13 cac ky tu ciia mot dong. Véi
tap cac record nay, tasktracker s& chay vong lap dé 1y timg record 1am input cho ham
map dé tra ra out 13 dir liéu gom intermediate key va value. Dit lidu output ctia ham
map s& ghi xuéng bd nhé chinh, va chiung s& duoc sip xép trudc ngay bén

trong bd nhd chinh

JobTracker
Trang thai cla ]
maptask
“‘completed”
[Danh sach vi tri cac
parition
Ghi output TESKTrEckFir ;pﬁrforrns
Region 2 iz 2]

localdisk

Hinh 2.4.3.2.2.5: TaskTracker hoan thanh Map task

Trude khi ghi xudng local disk, cac dit liéu output nay s& dugc phan chia vao
cac partition (region) dya vao ham partition, tung partition nay s€ ing véi dir li€u
input cia reduce task sau nay. Va ngay bén trong tung partition, dir li¢u s€
duge sip xép (sort) ting dan theo intermediate key, va néu chuong trinh client
c6 str dung ham combine thi ham nay s& xu 1y dir liéu trén ting partition da sip xép
r0i. Sau khi thue hién thanh cong maptask thi dit liéu output s& 13 cac partition duoc
ghi trén local, ngay luc do TaskTracker s& guri trang thai completed ctia maptask va
danh sach céc vi trf ciia cac partition output trén localdisk ctia n6 dén JobTracker. D6

la toan bg qua trinh TaskTracker thyc hi¢n mdt maptask
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Hinh 2.4.3.2.2.6: Co ché hoat dong cta Reduce task

Fraldata  [Soprare

Khac voi TaskTracker thuc hién maptask, TaskTracker thuc hién reduce task
theo mot cach khac. TaskTracker thyc hién reduce task véi dir liéu input 1a danh sach
cac vi tri cia mot region cu thé trén cac output dugc ghi trén localdisk cua céac
maptask. Diéu nay c6 nghia 13 véi region cu thé, JobTracker sé thu thap cac region
nay trén cac output cua cac maptask thanh mot danh sach cac vi tri cua cac region
nay .

Do biét duoc sd luong map task va reduce task, nén TaskTracker mdt cach
dinh ky s& hoi JobTracker vé cac vi tri cia region ma s& phan bd cho né cho téi khi
n6 nhin duogc day du céc vi tri region cta output cia tit ca cac map task trong hé
thdng. Vi danh sach vi tri ndy, TaskTracker s& nap (copy) dit liéu trong timg region
ngay khi map task ma output chtra region nay hoan thanh vao trong by nhéd. Va
TaskTracker nay ciing cung cap nhiéu tiéu trinh thyc hién nap dir liéu dong thoi dé
gia tang hiéu suét xtr Iy song song.

Sau khi nap thanh cong tit ca cac region thi TaskTracker s& tién hanh merge
dir liéu cua cac region theo nhiéu dot ma cac dot nay duge thuc hién mot cach dong
thoi dé 1am gia ting hiéu suit cua thao tac merge. Sau khi cac dot merge hoan thanh

s€ tao ra cdac file dir li¢u trung gian dugc sap x€p. Cudi cung cac file dir li¢u trung
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gian ndy s& dugc merge 1an nira dé tao thanh mot file cudi cung. TaskTracker s& chay
vong lap dé 14y timg record ra lam input cho ham reduce, ham reduce s& dua vao kiéu
format cua output dé thuc hién va tra ra két qua output thich hop. Tét ca cac dit lidu

output nay s& duoc luu vao mot file va file nay sau dé s& dugc ghi xuéng HDFS.

Théng bao trang thai cda job
Client Program * JobTracker

Théng bao trang thai
cla task

TaskTracker performs
reduce task

Hinh 2.4.3.2.2.7: TaskTracker hoan thanh Reduce task

Khi TaskTracker thyc hién thanh cong reduce task, thi né s€ gui thong bao
trang thai “completed” ctia reduce task duoc phan cong dén JobTracker. Néu reduce
task nay 1a task cudi cing cua job thi JobTracker s& tra vé cho chuwong trinh nguoi
ding biét job nay da hoan thanh (Hinh 2.4.3.2.2.5: TaskTracker hoan thanh Reduce
task). Ngay lac doé JobTracker s& lam sach ciu trac dit liéu cia minh ma dung cho
job nay, va thong bao cho cac TaskTracker xd6a tit ca cac dir liéu output cua
cac map task (Do dir li€u maptask chi la dir li€u trung gian 1am input cho reduce
task, nén khong can thiét dé luu lai trong hé thong).
2.4.3.2.2.3. MapReduce va HDFS (Cac ddc diém toi weu ciia MapReduce khi két hop
véi HDFS):HDFS chi 1 hé théng file phan tan voi cac co ché quan 1y bén trong no.
Ly do két hop gitra MapReduce va HDFS:

Tht nhat, MapReduce don thudn 1am nhiém vu xi@r 1y tinh toan song
song, vay trong mot hé théng phan tan thi dit lidu s& dugc kiém soat nhu thé nao dé
ngudi ding c6 thé dé dang truy xuat, do d6 viéc str dung HDFS cho viéc bo céac input
split cia MapReduce xudng va c6 kich thuéc gan bang véi kich thuée block, déu
nay lam ting hiéu suat cho viéc xtr Iy song song va dong bo cua cac TaskTracker voi

ting split ma c6 thé xir 1y riéng biét nay. Thém vao do, cac dir liéu output cubi
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cuing caa mot MapReduce Job ciing duoc luwu trir xuéng HDFS, déu nay gitp cho
nguoi ding tai mot may tinh nao d6 trong hé thong déu co thé 1ay duoc toan bo két
qua output nay thong qua cac phuong thic thudc co ché quan 1y cia HDFS (Tinh
trong sudt). Bén canh do, khi cac block khong dit tinh trang can bang (load-balancer)
thi HDFS ¢6 co ché thuc hién viéc can b?mg cac block tré lai mot cach hiéu qua, diéu

nay s& lam gia ting hiéu suit cua data locality (duoc nodi & ngay bén duéi).

F————rq TaskTracke)

B i e p— TaskTracked
A e o ' :
=] ¢
: =

HOES

Data locality

Hinh 2.4.3.2.2.8: Data locality

Th hai, voi viée cac input split duge bd phén tan trén toan hé thong, thi HDFS
cho phép cac JobTracker biét duoc liéu mét input split va cac replica (ban sao duoc
tao bd1 HDFS) dang duogc luu trit trén mot may vat 1y nao. biéu nay that sy quan
trong Vi néu biét duoc thong tin nay, thi JobTracker s& phan bo cho cac TaskTracker
thuc hién maptask vai replica ma dinh vi ngay bén trong may tinh dang lam nhiém
vu TaskTracker. Viéc nay s& lam TaskTracker khong phai ton chi phi vé thoi gian dé
nap dir liéu tir cac may tinh khac, do khéng phai str dung t&i bang thdng mang cua
hé théng. Vi co ché trén, thi MapReduce s¢€ gia ting dugc hi¢u suét thé hién vé mat
thoi gian, ddy 1a mot cai tién rat can trong hé thong phan tan. Co ché nay duoc Google
va Hadoop dinh nghia Ia data locality. Co ché data locality s& dem vé hiéu suat khéac
biét v6i hé thong 16n vi khong phai tiéu thy biang thong mang cho viée van chuyén
qua lai dir liéu gitra cac may tinh vat ly. Bén canh do, néu replica ma khong nam trong
mot may tinh TaskTracker, thi JobTracker s€ phan bd mét replica ma nam trong
mot may ma thudc cing mot switch mang (Trong cac hé thdng 16n, ngudi ta
o thé gom nhom cac TaskTracker thanh mot rack, va rack nay duoc két ndi v4i nhau
thong qua switch, va switch nay ciing duoc két ndi v6i cac switch twong tu), didu nay

cling giam dang ké chi phi doc dit liéu tir xa va tiéu thu bang thong.
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2.4.3.2.3 Phét trién itng dung theo mé hinh MapReduce véi Hadoop MapReduce
Sau day la toan bg qua trinh phat trién mgt ing dung theo mo hinh MapReduce
v6i HadoopMapReduce (Hinh 2-18: Phat trién tng dung MapReduce trén Hadoop).
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Hinh 2.4.3.2.3: Phat trién Gmg dung MapReduce trén Hadoop

Qua trinh phat trién duoc phan rd ra theo cong viéc nao do nguoi dung thuc
hién can thiép va cong viéc nao bén trong framework tir 1am. Dbi voi nguoi ding, ho
chi can thiép vao viéc phat trién (mg dung qua cic giai doan sau:
(] Thiét 1ap thong s6 ciu hinh cta hé thdng ciing nhu ctia MapReduce Job.
[ Tiép theo, truyén vao kiéu format cho cach thirc doc file (nhu file text, file két
hop, hoac file Database), tiép theo 1a kiéu format cua dit liéu nput, diéu nay that sy
¢ y nghia voi viée st dung ham map, vi véi timg kiéu format nay ma tir 46 v6i cac
split s€ cho ra tap céc record vdi gia tri key va value khac nhau.
o Sau d6 ngudi dung phai truyén vao duong dan cua dir liéu input.
o Ké tiép, mot trong 2 phan viéc quan trong nhat 1a dinh nghia ham map dé
tir d6 cho ra dugc két qua output trung gian nhu y mudbn. Va dé dit liéu output cta
maptask diing format dé reduce task thuc hién thi ngudi dung phai chon kiéu format
nao cho key va kiéu format nao cho value cta timg record output ctia ham map.
[ Roi ké dén 1a cong viée khong kém phan quan trong va c¢6 ¥ nghia 16n voi di liéu
output ctia maptask 1a cong viéc thiét 1ap thong tin vé s6 lugng reduce task. TUr thong

tin nay ma ham partition mai c6 co s dé thuc hién.



44

[ Ké dén, cong viéc quan trong con lai trong 2 cong viée quan trong duoc nhic trude
d6 (ham map) 13 ham reduce. Thém vao d6 nguoi dung chon kiéu format cho timg
record (key, value) cua dit li¢u output ctia ham reduce.
[ Cubi ciing 12 cong viéc nguoi dung chon kiéu format cho di liéu output cubi cling
(vi du nhu: output thanh nhiéu file) va vi tri ma file output s& lwu.Sau day 1a tht tu
cong viéc ma hé thdng (do framework lam) thuc hién qua trinh phat trién tng dung:
[ Vi thong tin cdu hinh, hé thong s& kiém tra cac thong tin nay liéu c6 hop 1é hay
khong, dé sau d6 méi thong bao nguoi dung 14 tng dung co thé bat dau
(] Sau do, hé théng s€ dua vao 2 thong tin vé kiéu format (format doc dir liéu va
format timg record input) va dudng dan dir liéu input trén dé tién hanh tinh toan va
thyc hién viéc chia nho dit li¢u input nay thanh cac input split.
[ Sau khi ¢6 dugc tap dir liéu input split, thi hé thong phan tan map task trén céac
TaskTracker thuc hién.
[] Ham map sé tra vé timg record v4i format nhu ngudi ding dinh nghia, va véi tap
record nay hé théng s& thuc hién thao tdc phan chia ching vio ting vio ting
partition (sb lwong partition dung bang s6 luong reduce task), ké dén thao tac sap xép
theo khoda s& dugc thuc hién trong tirng partition
] Sau khi ¢6 dugc tap cac dit li¢u output ciia cac maptask, hé théng thuc hién mot
thao tac dé iy dir liéu ciia mot partition trén cac ouput ctua maptask, dé sau
do hé théng s€ thuc hién thao tac tron cac dir liéu nay lai, roi tién hanh thao tac sép
xép dé cho ra tap cac record (key, danh sach value) dé rdi tir 46 chay ham reduce task.
) Reduce task s& tra ra timg record véi kiéu format da dwgc nguoi dung
dinh nghia trude. Vi kiéu format cta dit liéu output cudi cing va duong dan ciia ma
file dugc luu thi reduce task s€ luu dir li€u output theo dung 2 thong tin trén
2.4.3.2.4 Ung dung ciia MapReduce

MapReduce khong phai 1a md hinh 4p dung duoc cho tat ca moi van dé. Thuc
té, mo hinh MapReduce 4p dung tot duge cho cac truong hop can xir Iy mot khéi dir
liéu 16n bang cach chia no ra thanh cidc manh nho hon va xu 1y song song.

Mot s6 truong hop sau sé thich hop véi MapReduce:
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[ Dit liéu can xtr 1y 16n, kich thude tap tin 16n.

[] Céc tmg dung thyuc hién xir 1y, phan tich dir liéu, thoi gian xtr ly dang ké, c6 thé
tinh bang phut, gid, ngay, thang..

[ Can t6i wu hoa vé bang thong trén cluster.

Mot sb truong hop co thé khong phu hop:

[ Dir liéu can xtr 1y 13 tap hop nhiéu tap tin nho.

[ Can tim kiém nhanh (tdc do c6 y nghia dén timg gidy) trén tap dir liéu 16n.
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Chuwong 3: M6 hinh diéu khién truy xuit dir liéu.
3.1 Tong quan diéu khién truy cap
3.1.1 Gigi thiéu diéu khién truy cap
3.1.1.1 Khdi niém vé truy cdp va diéu khién truy cdp

Truy cp (access) 1a kha ning twong tac giita chu thé(subject) va ddi tuong
(object).

Diéu khién truy cp 14 qua trinh ma trong d6 ngudi dung dugce nhan dang va
trao quyén truy cap dén cac thong tin, cac hé théng va tai nguyén. Piéu khién truy
cap tao nén kha ning cho chung ta c6 thé cap phép hodc tir chéi mot chu thé - mot
thuc thé chu dong, chéng han nhu mdt ngudi hay mot quy trinh nao dé - str dung mot
ddi tuong - mot thuc thé thu dong, chéng han nhu mdt hé théng, mot tap tin - nao do
trong hé thong.

C6 ba khai niém co ban trong moi ngit canh diéu khién truy cap, bao gom:

- Chinh sach (policy): La céc luat do bo phan quan tri tai nguyén dé ra.

- Chu thé (subject): C6 thé 1a ngudi sir dung, mang, cac tién trinh hay cac mg dung
yéu cau dugc truy cdp vao tai nguyén.

- Pbi tuong (object): La cac tai nguyén ma chu thé dugc phép truy cép.

3.1.1.2. C4c thanh phan co ban cia diéu khién truy cdp

Cic hé thong diéu khién truy cip (Access control systems)

Mot hé thong diéu khién truy cap hoan chinh bao gom 3 thanh phan:

- Cac chinh sach (Policies): Céac luat duoc dua ra bai bd phan quan 1y tai nguyén quy
dinh phuong thuce truy cép vao tai nguyén.

- Cac thu tuc (Procedures): Cac bién phap phi k¥ thuit duoc st dung dé thyc thi cac
chinh sach.

- Céc cong cu(Tools): Cac bién phap ky thudt duoc sir dung dé thuc thi cac chinh
sach.

Cic chii thé diéu khién truy cip (Access control subjects)
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Céc chu thé (subject) trong ngit canh diéu khién truy cip la mot c4 nhan hoic
mot tng dung dang yéu cau truy xudt vao mot tai nguyén nhu mang, hé thong file
hodac may in. Co6 3 loai chu thé:

- Pi xac thyc : La nhitng nguoi co sy ty quyén hop phap dugc phép truy cap vao tai
nguyén.

- Chua xé4c thuc: La nhirng ngudi chua co sy uy quyén hop phap hoic khéng co
quyén dé truy cip vao tai nguyén.

- Chua biét (Unknown): Nhitng ngudi chua rd, khong xac dinh vé quyén han truy
cap.

CAc dbi twong diéu khién truy cip (Access control objects)

Ba danh muc chinh cta doi tuong can duoc bao vé bé“tng diéu khién truy cap:

- Thong tin: La tat ca dit lidu.

- Cong nghé: La cac tng dung, hé théng va mang.

- Pia diém vat ly: Nhu cac toa nha, vin phong...

Thong tin 1a dir liéu pho bién nhét trong cac chinh sach diéu khién truy cip cua cong
ngh¢ thong tin. Co thé dat mat khau cho céc ung dung va co s¢ dir licu dé han ché
viéc truy cap. Cac ddi tuong cong nghé cling quan trong bdi vi khi co thé truy nhap
vao cac ddi teong cong nghé thi ciing c6 kha ning truy nhap vao cac thong tin.
3.1.1.3 Tién trinh diéu khién truy cdp

Ba budc d¢ thyc hién diéu khién truy cap:

- Nhan dang (Identification): Xir Iy nhan dang mot chu thé khi truy cip vao hé thng.
- Xéc thuc (Authentication): Chimg thyc nhan dang chu thé do.

- Trao quyén (Authorization): Gan quyén dugc phép hodc khong duoc phép truy cap
vao ddi tuong.

Nhan dang (Identification)

Nhan dang 1a phuong phap nguoi ding bao cho héthong biét hola ai (chang
han nhu bang cach str dung tén ngudi dung). Bo phan nhan dang ngudi ding ciia mot
hé théng diéu khién truy cip thuong 1a mot co ché tuong dbi don gian.

Xac thue (Authentication)
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Xéc thyc 12 mot quy trinh xac minh “nhan dang” ciia mot ngudi ding - ching
han bang cach so sanh mat khiu ma ngudi dung ding nhap véi mat khau duoc luu
trit trong hé thdng dbi v6i mot tén ngudi dung cho trude ndo d6. Coé nhiéu phuong
phap xac thue mot chi thé. Mot sé phuong phap xac thuc dugc st dung phd bién:

- Mat khau.

- Token.

- Khoa chia sé bi mat (shared secret).
Trao quyén (Authorization)

Khi mot subject da dugc “nhan dang” va “xac thyc” dugc phép truy cap vao
hé théng, hé thong diéu khién truy cap phai xac dinh subject nay dugc cap quyén han
gi khi truy cép vao tai nguyén duogc yéu cau. Trao quyén cip cac quyén phu hop theo
dinh nghia tir truéc cta hé thong cho subject truy nhap vao object.

3.1.2. Céc kiéu xac thuc
C6 ba kiéu xac thuc cac chi thé duoc st dung phé bién nhéat:
- X4c thuc dya trén cai ngudi sir dung biét (something you know).
- Xac thyc dya trén nhitng thtr nguot st dung c6 (something you have).
- Xac thuc dya trén nhitg thit nguoi str dung so hitu bam sinh (something you are).
- Xac thuc dya trén cai nguoi str dung biét nhur mat khau (password), mat ngir(pass
phrase) hodc mi s6 dinh danh ca nhan (PIN). ..
3.1.3. Céc nguy co va cac diém yéu cia diéu khién truy cap
3.1.3.1. Cac nguy co(threats)
C6 ba nguy cochinh dbi véi bat ky hé thong diéu khién truy cap:
- Ph4 mat khau (password cracking).
- Chiém quyén diéu khién (heightened access).
- Social engineering.
Pha mat khiu (Password Cracking)

Nguoi quan tri hé théng s& thiét 1ap cac luat cho mat khau dé dam bao nguoi

st dung tao mat khau an toan nhit. Ké tin cong co thé str dung két hop k§y thuat tin

cong Brute force v cac thuat toan tinh vi dé pha mat khau, truy cap vao hé thong mot
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cach bat hop phap. Cac chinh sach dé dam bao mét khau dat do kho tranh bi pha bao
gom: mat khau phai t6i thiéu 8 ky tu bao gdm chit ci hoa, chit cai thuong, sd va ky
tu dac biét. Bén canh do6 y thurc nguoi st dung cling can dugc nang cao nhu dinh ky
nén thay d6i mat khau, dit mat khau phai dat d6 khé nhung dé nhé...

Chiém quyén diéu khién (Heightened Access)

Ké tin cong co thé khai thac cic diém yéu trén hé diéu hanh, dung cong cu
dé pha mat khau ctia ngudi dung va dang nhap vao hé thong trai phép, sau do6 sé tiép
theo tim cach nang quyén truy cap & mirc cao hon. Co hoi la cac thong tin ¢ gia tri
trén hé thong (nhu cac dit liéu nhay cam) di duoc bao vé béi viéc phan quyén cho
nhom va file khong cho phép moi ngudi sir dung c6 thé doc va viét chiing.

Social Engineering

“Social engineering” sir dung sy anh hudng va su thuyét phuc dé danh lira
ngudi dung nham khai thac cac thong tin ¢ 1oi cho cudc tin cong hodc thuyét phuc
nan nhan thyc hién mdt hanh dong nao do6. Social engineer (nguoi thyc hién cong
viéc tAn cong bang phuong phap social engineering) thuong sir dung dién thoai hoic
internet dé du dd ngudi dung tiét 1o thong tin nhay cam. Bang phuong phép nay,
Social engineer tién hanh khai thac cac thoi quen tu nhién cia ngudi ding, hon 1a tim
cac 16 héng bao mat cua hé théng.
3.1.3.2. Cac diém yéu

Hau hét cac hé thong bao mat déu co cac diém yéu nao d6 va cac hé thong
didu khién truy cap ciing khong phai ngoai 1&. Piém yéu chinh khi st dung mat khau
trong diéu khién truy cép chinh 1a viéc sir dung mat khau “yéu”, dé doan, dé pha. bé
han ché diém yéu nay thi viéc st dung mat khau cin tuan theo céc chinh sach nhu
viéc tao mat khau phai it nhat 8 ky tu tré 1én trong d6 c6 chit hoa, chi thuong, s6, dé
nhé va khé doan. Viée st dung cac thiét bi phan cing két hop véi sit dung mat khau
nhu security token va thiét bi sinh mat khau mot lan (OTP) ciing la cac giai phap han
ché diém yéu vé mat khau cua diéu khién truy cap.
3.1.3.3. Pdnh gid dnh hudng cia cdc nguy co va diém yéu doivéi diéu khién truy

cdp.
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Trén co s phan tich cac nguy co va diém yéu cta diéu khién truy cép, chung
ta c6 thé danh gia cac tac dong cua chung. C6 hai cach danh gia: Panh gid theo
dinh lugng va theo dinh tinh.

Pénh gia theo dinh luong 13 viéc udc luong cac chi phi phai tra dé khic phuc
héu qua cua cac tan cong, pha hoai va khoi phuc dit liéu.

Dénh gia theo dinh tinh: Danh gia rui ro vé chat luong dua vao tai khoan phi
tai chinh riii ro d6i véi mot t6 chirc.

3.1.4. Mét sb ng tiéu biéu cia diéu khién truy cap
3.1.4.1. Kerberos

Kerberos 1a h¢ xac thyc dua trén nguyén 1y ma héa s dung khéa mat. Trong
hé Kerberos, mot bén tht ba duoc tin cay cap khoa phién dé bén ngudi dung va bén
cung cap dich vu c6 thé trao d6i thong tin voi nhau trén mang mot cach an toan. Day
1a mét cong nghé da chin mudi va dugc st dung rong rai, tuy con mot s6 mat han ché
dang duoc tiép tuc khéc phuc.
3.1.4.2. Béng nhdp mét lan

Ding nhip mot 1an (Single Sign On hay SSO) 1a giai phap str dung mot dich
vu chtng thuc trung tdm dé ching thuc ngudi dung cho rat nhiéu dich vu khac. Vi
vay, chi can mot tai khoan, khach hang cé thé dang nhap va st dung rat nhiéu dich
vu chay trén cidc mdy chu va tén mién khac nhau. Giai phap nay c6 thé gitp doanh
nghié¢p giam thiéu chi phi, ting cuong an ninh va dac biét 1a mang lai sy thuan tién
cho khach hang.
3.1.4.3. Twong lvia

Thuat ngit Firewall c6 ngudn gdc tir mot k¥ thuat thiét ké trong xay dung dé
ngan chan, han ché hoa hoan. Trong cong nghé mang thong tin, Firewall 1a mot k¥
thuat duoc tich hop vao hé théng mang dé chdng su truy cép trai phép nham bao vé
cac tai nguyén mang ndi bd ciing nhu han ché su xdm nhap ctiia mot sd thong tin
khong mong mudn. Ciing c6 thé hiéu rang Firewall 1a mot co ché dé bao vé mang tin

tudng (trusted network) khoi cac mang khong tin tudng (untrusted network).
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3.2 Cac diéu khién truy cap théng dung

3.2.1. Piéu khién truy cap tuy quyén (DAC - Discretionary Access Control)
DAC hay con goi 1a mé hinh diéu khién truy cap tuy quyén la mot

phuong phéap nham han ché truy cép cac ddi twong trén co sé nhan dang va nhu cau

can biét ctia nhiéu nguoi dung va’/hodc ciia mét nhom cac ddi tuong tryc thudc.

Phuong phap diéu khién truy cap duoc coi 13 tuy quyén 1a vi méot chu thé véi mot

quyén truy cip nao d6 cé thé chuyén nhuong quyén truy cap (truc tiép hay gian tiép)

sang bat cr mot chu thé nao khac trong hé théng. Néi cach khac, k¥ thuat nay cho

phép nguoi dung c6 toan quyén quyét dinh quyén truy cip dugc cong nhan cho cac

tai nguyén cua ho, c¢6 nghia 1a ho ¢6 thé (tinh cd hay ¢ ¥) cip quyén truy cép cho

nhimg ngudi ding bat hop phap.

Hién nay, cac hé diéu hanh thuong hd trg nim co ché co ban:

- Cac kha nang (Capabilities).

- Ho so (Profiles).

- Danh sach diéu khién truy cap (Access Control Lists — ACLS).

- Céac bit bao vé(Protection bits).

- Mat khau (Passwords).

Cac kha nang (Capabilites) : Cac kha nang twong mg vdi cadc hang cua ma tran

diéu khién truy cap. Khi phuong phap nay dugc sir dung, lién két vai mdi tién trinh

1a mot danh sach cac doi tuong co thé duoc truy cap, cung véi mot dAu hiéu cta hoat

dong nao dugc cho phép, noi cach khac, 1a mién cta nd. Danh sach nay duogc goi la

mot danh sach cac khaning hodc Clist va cac thanh phan trén d6 duoc goi la nhing

Kha nang.

Cac hd so(Profiles): Profiles dugc trién khai trén nhiéu dang h¢ théng, su dung mot

danh sach bao vé dbi tuong két hop véi timg ngudi dung. Néu mot nguoi dung duoc

truy cap dén nhiéu ddi tuong dugc bao v¢, profiles co thé rat 16n va kho quan ly. Viéc

tao, x6a va thay doi truy cap dén d6i tuong dugc bdo v¢ yéu cau nhiéu thao tac khi

nhiéu profile ctia ngudi dung phai duoc cip nhat. Viéc x6a mot dbi twong co thé yéu

cau mot vai thao tac xdc dinh mot ngudi dung c6 cac doi tugng ¢ trong profile cta
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minh. V&i profile, dé tra 161 cau héi “ai ¢ quyén truy cép vao dbi twong duoc bao
v&” 14 rat kho. Nhin chung, khong nén trién khai profiles trong hé théng DAC.
Access control lists (ACLs) : Danh sach diéu khién truy cap (Access control lists —
ACLs) la danh sach mé ta viéc lién két cac quyén truy nhap ctia ngudi ding véi modi
d6i twong. DO 1a mot danh sach co chira tit ca cic mién co thé truy cap vao cac doi
tuong. Thong thudng trong cac tai liéu bao mat, ngudi dung dugc goi 1a cac chu thé
(subject), dé twong ng véi nhitng thir ho s& hitu, cac ddi tugng, chang han nhu cac
file. Mdi tap tin c6 mot ban ghi ACL lién két v6i nd. ACL khong thay d6i néu nguoi
dung khoi dong mot tién trinh hodc 100 tién trinh. Quyén truy nhap dugc gan
cho chu s& hitu, khong phai gan tryc tiép cho tién trinh.

Cic bit bao vé(Protection bits) : Cac bit bao vé dic trung ma tran diéu khién truy
cap theo cdt. Trong co ché “bit bao vé&” trén cac hé théng nhu UNIX, bit bao vé cho
mdi dbi tuong duoc sir dung thay vi liét ké danh sach nguoi ding c6 thé truy cap vao
ddi tuong. Trong UNIX céc bit bao vé chi ra hodc moi nguoi, nhoém ddi tuong hodc
nguoi sé hitu mai ¢6 cac quyén dé truy cap dén doi twong dugc bao vé. Nguoi tao ra
ddi tuong dugc goi la chu s¢ hiru (owner), chu s¢ hitu nay cé thé thay ddi bit bao veé.
Hé thong khong thé cho phép hay khong cho phép truy cap téi mot déi twong duoc
bao vé trén bat ky ngudi ding nao.

Mat khau : Mat khau bao vé cac doi tuong dai di€n cho ma tran kiém soat truy cap
ctia hang. Néu mdi ngudi sir dung so hiru mat khau ctia minh cho tirng dbi tuong, sau
d6 mat khau 1a mot vé cho ddi tuong, tuong ty nhu mot hé théng kha nang. Trong
hau hét cac cai dat thuc hién bao vé mat khéu, chi c6 mot mat khau cho mdi déi
tuong hodc mat khau mdi ddi tuong cho mdi ché d6 truy cap tdn tai.

3.2.2 Biéu khién truy cap bt busc (MAC — Mandatory access control)

Kiém soat truy nhdp bit budc (Mandatory Access Control - MAC) 13 mot
chinh sach truy nhap khéng do c4 nhan so hitu tai nguyén quyét dinh, ma do hé
thong quyét dinh. MAC duoc dung trong cac hé thong da cap, 1a nhiing hé thong
xur 1y cac loai dit liéu nhay cam, nhu céac thong tin dugc phan loai theo mic do bao

mat trong co quan chinh phu va trong quan doi. Mot hé thong da cp 1a mot hé théng
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may tinh duy nhét chiu trach nhiém xt 1y nhiéu cép thong tin nhay cam giita cac chi
thé va cac ddi twong trong hé thong.

Khai niém MAC dugc hinh thirc hod 1an dau tién boi mo hinh Bell va
LaPadula. M6 hinh nay hd trg MAC bang viéc xac dinh 16 cac quyén truy nhap tir
cac muc nhay cam két hop véi cac chu thé va dbi tuong. M6 hinh toan ven Biba dugc
dua ra nam 1977 tai tong coéng ty MITRE. Mot nim sau khi mé hinh Bell-LaPadula
dugc duara. Cac dong luc chinh cho vi¢c tao mo6 hinh nay la sy bat lyc cia mo hinh
Bell-LaPadula d¢ d6i pho véi tinh toan ven cua dit liéu.

Md hinh Bell-LaPadula :Mb hinh Bell-La Padula 1a mé hinh bao mat da cap
dugc str dung rong rai nhat. Mo hinh nay duoc thiét ké dé xir Iy an ninh quén sy,
nhung no ciing c6 thé ap dung cho cac to chirc khac. Mot tién trinh chay nhan danh
mot nguodi st dung c6 dugc mirc dé bao mat ciia nguoi dung do. Vi co nhiéu mirc
do bao mat, mo hinh nay duoc goi 1a mot hé théng da bao mat.

M6 hinh Bell-La Padula c6 nhiing quy dinh vé thong tin c6 thé luu thong:

- Tai nguyén bao mat don gian: Mot tién trinh dang chay & mirc d6 bao mat k c6 thé
doc cac dbi tuong chi & cuing mirc hoic thip hon.

- Tai nguyén *: Mot tién trinh dang chay & muc d6 bao mat k chi c6 thé ghi cac dbi
tugng & cung cip do hodc cao hon.

Mb hinh Biba : Mb hinh toan ven Biba dugc dwa ra nim 1977 tai tong cong
ty MITRE. Mot nam sau khi mo6 hinh Bell-LaPadula dugc dua ra. Cac dong Iuc chinh
cho viéc tao mo6 hinh nay la sy bat lyc ciia mo hinh Bell-LaPadula dé doi phé véi tinh
toan ven cua dir liéu. M6 hinh nay chu trong vao tinh toan ven, dua trén 2 quy tac:

- P6i twong khong dugc xem cac ndi dung & mirc an ninh toan ven thip hon (no
readdown).

- Péi tuong khong duoc tao/ghi cac ndi dung & mirc an ninh toan ven cao hon (no
write-up). Van dé v6i md hinh Padula Bell-La 1a né da duoc dua ra dé gilt bi mat,
khong dam bao tinh toan ven cua dir liéu. DPé dam bao tinh toan ven cua dir liéu, cac

nguyén tic sau duoc ap dung:
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- Nguyén tic toan ven don gian: Mot tién trinh dang chay & mutrc 46 bao mat k c6 thé
chi c6 thé ghi 1én cac ddi tugng ¢ cing mirc hodc thap hon (khong viét 1én mirc cao
hon).

- Tinh toan ven tai nguyén: Mot tién trinh dang chay & mtrc d§ bao mat k chi thé doc
cac dbi twong & cung mirc hodc cao hon (khéng doc xudng mirc thap hon).

3.2.3 Mb hinh diéu khién truy cap trén co s& vai trd (RBAC-Role-based Access
Control)

Khai niém diéu khién truy cap dua trén vai trd (Role-Based Access Control)
bat dau v6i hé théng da nguoi sir dung va da Gmg dung truc tuyén dugc dua ra lan
dau vao nhitng nam 70. Y tuéng trong tim ctia RBAC la permission (quyén han)
dugc két hop véi role (vai trd) va user (ngudi str dung) duge phan chia dya theo cac
role thich hop. Piéu nay 1am don gian phan 16n viéc quan 1y nhiing permission. Tao
ra cac role cho cac chirc ning cong viéc khac nhau trong mot to chirc va user ciing
dugc phan céac role dya vao trach nhiém va trinh dg cua ho. Nhitng role dugc cép cac
permission méi vi cac ing dung gin két chit ché voi cac hé thong va cac permission
dugc hiy khoi céc role khi can thiét.

Nén tang va dong luc

V6i RBAC, nguoi ta co thé xac dinh duoc cac mdi quan hé¢ role - permission.
Diéu nay gitp cho viéc gan cho cac user tdi cac role xac dinh dé dang. Cac permission
duoc phan cho céc role ¢6 xu hudng thay doi trong dbi cham so véi su thay d6i thanh
vién nhitng user cac role.

Chinh sach diéu khién truy cap dugc thé hién & cac thanh t6 khac nhau cta
RBAC nhu mdi quan h¢ role - permission, mbi quan hé user — role va mbi quan h¢
role —role. Nhirng thanh td nay cung xac dinh xem liéu mdt user cu thé c6 duogc phép
truy cap vao mot mang dir liéu trong hé thong hay khong. RBAC khong phai 14 giai
phap cho moi van d¢ kiém soat truy cap. Ngudi ta can nhiing dang kiém soat truy cap
phirc tap hon khi xtr li cac tinh huéng ma trong d6 chudi cac thao tac can dugc kiém
soat.

C#c mé hinh tham chiéu
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Dé hiéu céc chiéu khac nhau cia RBAC, cin x4c dinh 4 md hinh RBAC khai
niém. RBACO, mé hinh co ban nam & dudi cing cho thdy d6 1a yéu cau tdi thiéu cho
bat ki mot hé théng nao hd tro RBAC. RBAC1 va RBAC2 déu bao gébm RBACO
nhung c6 thém mot sé nét khac véi RBACO. Chung duoc goi 13 cac md hinh tién tién.
RBAC] c6 thém khai niém cép bac role (khi cac role co thé ké thira permission tir
role khac). RBAC2 c6 thém nhitng rang budc (dit ra cac han chéchip nhan cac dang
clia cac thanh t khac nhau cia RBAC). RBAC1 va RBAC2 khong so sanh duoc voi
nhau. M6 hinh hop nhat RBAC3 bao gom ca RBACI va RBAC2 va ca RBACO nira.
M hinh co s6: M6 hinh co s RBACO khong phai 1a mot trong 3 md hinh tién tién.
Mo hinh ¢6 3 nhom thyc thé duoc goi 1a User (U), Role (R), Permission (P) va mot
tap hop céc Session (S) .

User trong mo hinh nay 1a con nguoi. Khai niém user sé dugc khai quat hoa
bao gom ca cac tac nhan thong minh va tu chu khac nhu robot, may tinh ¢6 dinh,
tham chi 13 cac mang ludi may tinh. Dé cho don gian, nén tap trung vao user la con
ngudi. Mot role 1a mot chirc nang cong viéc hay tén cong viée trong t6 chire theo
tham quyén va trach nhi€ém trao cho ting thanh vién. Mgt permission 1a mot sy cho
phép ctia mot ché do cu thé nao d6 truy cap vao mot hay nhiéu object trong hé thong.
Céc thuat ngi authorization (s trao quyén), access right (quyén truy cap) va privilege
(quyén wu tién) déu dé chi mot permission. Cac permission ludn tich cuc va trao
cho nguoi c6 permission kha nang thuc hién mot vai cong viéc trong hé théng. Cac
object 1a cac s lidu object cling nhu 14 cac ngudn object dugc thé hién bang sb licu
trong hé thong may tinh. M6 hinh chip nhan mét loat cac cach dién giai khac nhau
cho céac permission.

Role ¢6 cap bac

Mo hinh RBACT gidi thiéu role c6 thir bac (Role Hierarchies - RH). Role co
thtr bac cling dugc cai dat trong hé théng twong tu nhu cac role khong thir bac. Role
c6 thtr bac c6 mdt nglr nghia tu nhién cho cac role co cdu trac dé phan anh mot
t6 chtrc clia cac permission va trach nhiém. Trong mot s6 hé thong hiéu qua cia cac

role riéng tu dat dugc boi khoi bén trén thura ké cia cac permission. Trong mdt s
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truong hop cua hé thong thir bac khong mé ta su phan phdi cta permission chinh xéc.
Diéu nay thich hop dé gidi thiéu cac role riéng tu va giit ngit nghia cua hé théng thi
béc lién quan xung quanh nhiing role khong thay dbi.
Cac rang bugc

Céc rang budc 1a mot thanh phan quan trong cia RBAC va duoc cho 1 c6 tac
dung thuc day suphat trién cia RBAC. Cac rang budc trong RBAC c6 thé dugc ap
dung cho cac quan hé¢gitta UA, PA, user va cac chirc nang cua role trong vdi cac
session khac nhau. Céc rang budc dugc ap dung tdi cdc quan hé va cac chirc nang, sé
tra vé mot gia tri co thé chap nhan duoc hay khong thé chip nhan duoc. Céc rang
budc ¢ thé duge xem nhu cac cau trong mot vai ngoén ngit chinh thic thich hop.
M4 hinh hop nhat

RBACS3 1a su két hop ciia RBAC1 va RBAC2 dé cung cép ca hai hé thong thir
bac role va cac rang budc. C6 mot sb van dé xay ra khi két hop hai moén hinh
trong mot hé théng thong nhat. Cac rang budc c6 thé duoc ap dung cho cac hé théng
role ¢o thir bac. Hé thong role thir bic duoc yéu cau tach nho ra timg phan.

Céc rang budc la ¢t 18i cia md hinh RBAC3. Viéc thém cac rang budc co
thé giéi han sd céac role ciia nguoi cap cao (hay ngudi cip thap) co thé co. Hai hay
nhiéu role c6 thé duoc rang budc dé khong co sy phd bién role ciia ngudi cip cao
(hay ngudi cap thap). Cac loai rang budc ndy 1a hitu ich trong hoan canh ma viéc xac
thuc thay d6i vai tro hé thong role c6 thir bac duoc chuyén giao, nhung trudng security
officer chuyén toan b céc loai trong thay d6i duoc thyc hién.

Cac mo hinh quéan ly

Céc rang budc duoc ap dung toi tat ca cac thanh phan. Céc role quan Iy AR
va cac quyén quan 1y AP dugc tach biét ra giira cac role thong thuong R va cac
permission P. M6 hinh hién thi cc permission c6 thé duoc gan t6i cac role va cac
permission quan 1y c6 thé chi duoc gan ti cac role quan ly. Piéu niy gan lién cac

rang budc.
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3.2.4 Diéu khién truy cap dua trén luat (Rule BAC— Rule Based Access Control)
Kiém soat truy nhap dya trén ludt cho phép nguoi ding truy nhap vao hé thong

vao thong tin dua trén cac luat (rules) da dugc dinh nghia trudc.

Firewalls/Proxies 1a vi du dién hinh vé kiém soét truy nhap dua trén luat:

— Dua trén dia chi IP ngudn va dich cua cc géi tin.

— Dua trén phén mo rong cac files dé loc cac ma doc hai.

— Dua trén IP hodc cac tén mién dé loc/chin cac website bicAm.

— Dua trén tap cac tir khod dé€ loc cac ndi dung bi cam.
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Chwong 4: Piéu khién truy xuit dir liéu I6n

4.1 Giai thiéu

Dit liéu chi s6 1Q [3] News uéc tinh ring dan s dir liéu toan cdu sé dat 44
zettabyte (1 ty terabyte) vao nam 2020. Piéu nay c6 xu huéng gia ting anh hudng t&i
cach thu thap hang loat dit li¢u va tinh toan tdc d6 cao hodc hoat dong va phan tich
ké hoach. Big Data (BD) dé cap dén 16n dit liéu d6 1a khé khin cho qua trinh bang
cach str dung hé théng xir 1y dir liéu truyén thong, vi dy, dé phén tich luu luong truy
cap dir liéu Internet, hodc chinh sira video di liéu ctia hang trim gigabyte (Luu ¥ rang
mdi trudng hop phu thudc vao kha ning cia mot hé thong; n6 da duoc 1ap ludn ring
d6i véi mot sd t6 chire, hang terabyte cic van ban, 4m thanh va video dit liéu mdi
ngay co6 thé duge xu 1y, do d6, nd khong phai 1a BD, nhung ddi voi nhimng to chirc
ma khong thé xir Iy mot cach hiéu qua, n6 1a BD[16]). Cong nghé BD dang dan dinh
hinh lai hé théng dit liéu hién tai va thuc hanh. Chinh pht méy tinh News[13] u6c
tinh rang khéi lugng dit lidu luu trir cia cic co quan cia lién bang s& ting 1,6-2,6
petabytes trong vong hai nam, va tiéu bang Hoa Ky va chinh quyén dia phuong chi
1a quan tAm dén khai thic strc manh ctia BD d¢é tiang cuong an ninh, ngin chin gian
1an, ting cudng cung cap dich vu, va cai thién phan ing khan cap. Nguoi ta uwc tinh
rang tan dung thanh cong cong nghé cho BD c¢6 thé 1am giam IT chi phi trung binh
48%[22]. BD c6 do phan giai dic hon va cao hon nhu phuong tién truyén thong, hinh
anh, va video tir cac ngudn nhu phuong tién truyén thong xa hoi, dién thoai di dong
ung dung, hd so cong cong va co s& dir li¢u; cac dir liéu hodc la trong 16 tinh hoac
dong bang may va ngudi s dung boi kha ning tién tién cia phan cing, phan mém
va mang cong nghé. Cac vi du bao gom dit liéu tir cdc mang cam bién hoic theo ddi
hanh vi ngudi dung. Tang nhanh khéi lwong dir lidu va dbi twong dit lidu thém ap luc
rat 1on vé CNTT hién tai co sé ha ting véi nhitng kho khian nhu kha ning mé rong
quy md cho luu trit dit liéu, phén tich trudc, va bao mat. Nhitng kho khan két qua tir
cac tap tin 16n va ngay cang ting cua BD véi téc d cao, va trong dinh dang khac
nhau, nhu duoc do b'?lng: van toc - Velocity (céc dir liéu di kém tdc do cao, vi du, dit

liéu khoa hoc nhu dit liéu tir thoi tiét cac mau), khdi lugng - Volume (két qua dit liéu
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tur cac tap tin 16n, vi du, Facebook da tao 25TB di li¢u hang ngay), va da dang (cac
tap tin dén trong cac dinh dang khac nhau: am thanh, video, tin nhin van ban, vv
[16]). Do d6, hé thdng xir Iy dit liéu BD phai c6 kha ning dé dbi pho voi viée thu
thap, phan tich, va dam bao dit liu BD ma doi hoi xu 1y tap dir liéu rat 1on ma bat
chép dir liéu thong thuong céng nghé quan 1y, phan tich, va an ninh. Mot cach don,
mot s giai phap sir dung mot hé théng riéng xir Iy cho BD. Tuy nhién, dé tdi da hoa
kha nang mo rong va thyc hién, hau hét cac hé théng xur ly BD ap dung d at phén
mém chay song song trén nhiéu may tinh trong khung phan phdi may tinh ma c6 thé
bao gdm cot co sé dit liéu va cac giai phap quan 1y BD khac[15].

Heé thong diéu khién truy xut - Access Control (AC) 1a mot trong nhiing céc
thanh phan an ninh mang quan trong nhat. C6 nhiéu kha ning rang su riéng tu hodc
an ninh s& bi t6n hai do cac sai cta chinh sach kiém soat truy cap hon ttr mot that bai
clia mot mat ma nguyén thily hodc cac giao thirc. Van dé niy cang tré nén nghiém
trong nhu cac hé théng phan mém ngay cang tré nén phirc tap chang han nhu hé théng
xtr Iy BD, duoc trién khai dé quan 1y mot sb lugng 16n cac thong tin nhay cam va tai
nguyén to chirc thanh mot cum ché bién tinh vi BD. V& co ban, hé théng AC BD doi
hoi su hop tac gitta cac cong ty xir Iy bao vé méi trudong may tinh, trong d6 bao gom
céc don vi tinh toan theo phan phdi quan 1y AC[14].

Nhiéu thiét ké kién tric d3 duoc dé xuat dé giai quyét thach thirc BD; Tuy
nhién, hau hét trong s da duoc tap trung vao kha nang xir Iy van toc (Velocity), khbi
luong (Volume), va da dang (Variety). Can nhéc cho an ninh trong viéc bao vé BD
AC chu yéu 12 quang cdo va nhitng nd luc va. Ngay ca vi mot s6 kha ning bao mat
trong cac hé thdng BD gan day, AC thuc té (uy quyén) cho céc thanh phan xir Iy BD
la khong c6 san. Phan nay dé xuat mot ké hoach tong quét ciia AC phan phéi cum xir
Iy BD, Ung dung Search Engine phén tan trén nén tang Hadoop-Nutch .

4.2 Nutch - Ung dung Search Engine phan tan trén nén tang Hadoop
4.2.1 Ngir canh ra doi va lich sir phat trién cia Nutch
Nutch 1a mot dy an phi lgi nhuan ctia apache nham phat trién mot ung dung

search engine nguon mé hoan chinh bang ngoén ngit Java. Nutch duge Dough
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Cutting khéi xudng vao ndm 2002. Cho dén nay, Nutch di dugc khé nhiéu cong ty,
t6 chirc str dung dé xay dung nén cac bd may tim kiém riéng cho minh. Sau day 1a
mot s& diém chinh trong qua trinh hinh thanh va phat trién Nutch:

Nam 2002, Nutch ra doi dudi su khoi xudng cua Dough Cutting va
Mike Cafarella. Dough Cutting cling 1a nguoi khoi xudng hai dy &n Hadoop va
Lucene.

Nam 2003, hé théng demo da thuc hién thanh cong voi 100 tri¢u trang web.
Tuy nhién, cdc nha phét trién nhanh chong nhan ra kién triac cta ho khong thé mo
rong ra dé tim kiém trén hang ty trang web.

Nim 2003, Google cong bd kién triic hé thong file phan tan GFS. Nutch nhanh
chong ap dung kién trac nay dé xay dung nén mot hé thong file phan tan NDFS riéng
cho minh.

Niam 2004, Google cong bd mé hinh xir 1y dit liéu phan tin MapReduce. Cac
nha phat trién Nutch di 14p ttrc 4p dung mé hinh ndy. Pau nim 2005, hau cac thuat
toan ctia Nutch di duoc chuyén qua MapReduce. Hé théng search engine ctia Nutch
d3 c6 thé mo rong ra dé thyc hién tim kiém trén hang ty trang web.

Thang sau nim 2005, Nutch chinh thtc gia nhap vao ngdi nha ngudn mo
Apache Software Foundation. Cho dén nay, cac ban release méi ctia Nutch van lién
tuc ra doi. Ban release méi nhat cho dén thoi diém tai liéu nay duoc viét 1a Nutch 1.1,
duge cong bd vao dau thang sau nam 2010.

4.2.2 Gidi thiéu Nutch
4.2.2.1 Nutch la gi?

Nutch la mot du an nguff)n mo thuoc Apache Software Foundation vd1 muc
tiéu mot ing dung web search engine hoan chinh. Nutch dugc xay dung trén nén tang
luu trir va tinh toan phan tan, do vay Nutch co thé duoc mo rong dé hoat dong trén
céc tap dir liéu 16n. Nutch bao gom:

] Mot chuong trinh thu thap web (web crawler)
] Cac Parser cho ndi dung céc tai li¢u thu thap duoc.

] Mot cong cu xdy dung db thi lién két cac trang web (link-graph).
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(] Cac thanh phﬁn tao chi muc tai liéu va tim kiém.
[ Nén tang tinh toan phén tan, gitp cho Nutch c6 kha ning mé rong cao.
] Kién truc plugin-based gitp cho Nutch c6 tinh linh hoat.

Nutch duoc cair dat bé‘mg Java. Do vay Nutch co thé chay trén nhiéu hé diéu
hanh va phan ctimg khac nhau. Nutch c6 thé chay ¢ ché do stand alone (ché d6 chay
trén mot may don), tuy nhién Nutch chi phat huy hét sirc manh cua n6 néu dugc chay
trén mot Hadoop cluster.
4.2.2.2 Nén tang phat trién

Viéc xay dung mot tng dung Search Engine tir dau dén cudi 13 mot nhiém vu
qua khé khan. Vi vay Dough Cutting va Mike Cafarella di sir dung mot sd nén
tang c6 san dé phat trién Nutch.
4.2.2.2.1 Lucene

Lucene 1a mot bo thu vién nguén mo c6 chirc nang xay dung chi myc va tim
kiém. Ban than Lucene cling 1a mdt dg 4n cua Apache Software Foundation,
duoc khoi xudng boi Dough Cutting. Nutch sir dung Lucene dé thyc hién tao chi
muc cho cac tai li¢u thu thap dugc va ap dung vao chuc nang tim kiém, cham
diém (ranking) cua search engine.
4.2.2.2.2 Hadoop

Hadoop bat ngudn tir Nutch (xem 2.4.1.2, Lich st Hadoop). Hadoop cung cap
cho Nutch nén tang tinh toan phan tan voi mot hé thong tap tin phan tan (HDFS) va
mot framework dé xay dung cac tmg dung MapReduce (MapReduce engine).
4.2.2.2.3 Tika

Tika 12 mot bd cong cu dung dé phat hién va rat trich cac metadata va nhitng
ndi dung van ban co cAu trac tur nhitng loai tai liéu khac nhau. Nutch sir dung Tika dé
phan tach céc loai tai liéu khac nhau, nham st dung cho qué trinh tao chi muc.
4.2.2.3 Cac tinh nang cia Nutch.
4.2.2.3.1 Hb trg nhiéu protocol
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Hién nay Nutch hd tro cac cc protocol khac nhau nhu: http, ftp, file. Nho kién
trdc plugin-based, ta c6 thé d& dang md rong ra thém cic protocol cho Nutch
(xem phan 4.2.4.2.2 , Protocol plugins)
4.2.2.3.2 Ho trg céc loai tai liéu khac nhau
Hién nay, Nutch c6 thé phan tach (parse) kha nhiéu loai tai liéu khac nhau:

] Plain text

1 HTML

1 XML

] JavaScript: khong chi phan tach cac link tir ma js nhu cac search engine khac ma
con phan tach ca phan code cua js.

Open Office (OpenOfice.org): phan tach tai liécu Open Office va Star Office.

Tai li¢u Microsoft: Word (.doc), Excel(.xls), Power Point(.ppt).

Adobe PDF

RSS

O 0o o o o™

Rich text format document (.rft)
[] MP3: phan tach cac truong D3v1 hay ID3v2 chira cac ndi dung vé bai hat nhu:
tua dé, album, tac gia. ..
(] ZIP: Méc dinh Nutch chi xr ly hai loai tai li¢u 1a HTML va Plain Text. Muén
mo rong ra cho céc tai liéu khac, ta phai c4u hinh lai Nutch. Ciing nho vao kién trac
Plugin-based ctia Nutch ma ta c6 thé viét thém cac Plugin dé xur 1y céc tai liéu khac
(xem phan 4.2.4.2.3)
4.2.2.3.3 Chay trén hé théng phan tan

Nutch dugc phat trién trén nén tang Hadoop. Do vay tng dung Nutch s& phat
huy duoc strc manh ctia n6 néu chay trén mot Hadoop cluster. Diéu nay mang lai cho
Nutch mét kha ning mé rong (dua trén kha ning mé 4.2.4.2 cua Hadoop cluster) dé
c6 thé tré thanh mot search engine thuc thy (xem 4.2.5).
4.2.2.3.4 Tinh linh hoat v6i plugin
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Nho kién trac plugin-based, ta c6 thé d& dang mo rong cac tinh ning cua
Nutch bang cach phat trién thém cac plugin. TAt ca cac thao tac phan tach tai liéu, 1ap
chi muc va tim kiém déu that sy duoc thuc hién boi cac plugin (xem 4.2.4.2).

4.2.3 Kién trac wng dung Nutch
4.2.3.1 Thuat giai Nutch

Qua trinh hoat dong cua Nutch thudng trai qua cac giai doan chinh sau day
la thu thap tai li¢u (crawl), ddo nguoc céac link (link inversion), tao chi muc (index)

va tim kiém.

T

Hinh 3-1 Cac budc chinh trong thuat toan ctia Nutch
4.2.3.1.1 Thu thép tai li¢u (crawling)

Dir lidu trang thai cia qué trinh crawling duoc luu trit trong mot cau tric dit
lidu co tén crawldb (chi tiét & 4.2.3.2.1 ). CrawlDB chira tat ca cac URL dugc crawl
va céc thong tin di kém nhu ngay nap, tinh trang nap (chua nap, da nap, da nap nhung
d3 161 thoi...) va s luong lién két dén URL nay. CrawlDB dugc khoi dong bang
viéc tiém mot s6 cac URL hat nhan.

Qua trinh crawl sau khi dugc kich hoat s& dién ra theo mot vong lip sau:

1) Generate: phat sinh cac danh saich URL dé nap tir crawldb.

2) Fetch: nap cac URL tir danh séch nap.

3) Parse: phan tach cac tai liéu nap duoc.

4) Update database (cap nhat lai crawldb): cap nhat trang thai cac URL duogc nap, va
thém vao cac URL m&i tim thay tir két qua ctia qua trinh phan tach.

—
Fetch ] L) Tt

k—_ﬁ _;ars:  —

Hinh 3-2 Vong lap crawl
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4.2.3.1.1.1. Generate

Mot danh sach cac URL s& duoc phat sinh ra dé ding c6 qué trinh nap. Céc
URL dugc chon 1a cac URL trong crawldb co tinh tr ang 1a “chua nap” hoic “da 16i
thoi”. S6 lwong URL duge phét sinh ra trong danh sach c¢6 thé bi gii han lai theo ¥
mudn.
4.2.3.1.1.2. Fetch

Mot trinh ty dong (fetcher) tu dong tai cac tai liéu tor danh sach URL duogc
phét sinh ra tr budc generate. Fetcher c6 kha nang nap cac tai li¢u voi nhiing
protocol khac nhau nhu : http, ftp, file... Két qua ctia qua trinh nay 13 dit liéu nhi phan
nap duoc ung véi mdi URL trong danh sach nap.
4.2.3.1.1.3. Parse

Dt liéu nhi phan c6 dugc tir giai doan nap s€ dugc phan tach ra dé trich léy
cac thong tin nhu cac link, metadata va cac thong tin vin ban khac dé dung cho viéc
tao chi muc nguoc sau nay.
4.2.3.1.1.4. Update

Trang thai ciia mdi URL duoc nap cling nhu danh sadch cac URL ma1 ¢6 dugc
tir qua trinh parse déu s& duoc tron vao phién ban trudc cua crawldb dé tao ra mot
phién ban mdi. Cac URL dugc nap thanh céng/thét bai s€ dugc cdp nhat trang
thai tuong ing, sb luong link di vao mdi URL s& dugc cap nhat, va cac URL moi s&
duogc thém vao crawldb nhu 1a mét record moi.
4.2.3.1.2 Dao nguoc lién két (link inversion)

Tat ca cac URL trong crawldb s& duoc xir Iy bang duy nhit mot thao
tac MapReduce dé phat sinh ra v6i mdi URL mot tap hop cac link tré vao URL d6
( ca anchor text 1an URL ngudn). Cac anchor text s& dugc dung trong qué trinh tao
chi myc va tim kiém nham gia ting chat luong cho két qua tim kiém.
4.2.3.1.3 Tao chi myc ngugc

Mot thao tac MapReduce s€ dugc thuc hi¢n dé két hop tat ca cac thong tin da
biét duoc voi mdi URL nhu: phin text cia trang web, anchor text cua cac lién két

trd vao URL, tua dé tai liéu, metadata... Céac dit liéu nay s€ dugc dung lam dau vao
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cho qua trinh tao ra céc tai li¢u Lucene va sau d6 dung céc tai liéu nay s€ dugc tao
chi muc Lucene.
4.2.3.1.4 Tim kiém

Nutch dugc cai dat trén hé thong phan tan dudi nén tang Hadoop. Tuy
nhién, khdng gidng v6i cac thuat giai khac, tim kiém khong dung t6i MapReduce.
Tap index s& duoc phin bd xudng hé thdng local ciia cac Search Node (Search server).
MG&i cau truy van tim kiém s& duoc giri téi cac Search node. Cac Search node s& tim
kiém cyc bo trén phan index ctia minh va tra két qua vé. Nhiing két qua dugc danh
gia cao nhét s& duogc hién thi 1én cho ngudi dung.
4.2.3.2 Cau triic dit ligu ctiia Nutch

Nutch st dung mot vai khdi dit liéu, bao g@)m crawldb, segments,

indexes va linkdb. Chling ta xem xét chi tiét cau triic cac khdi dit liéu nay:

= L3 crawl
= I crawldb
3 index

+= ) indexes

=l I linkdb

=l I segments
== 20100502101 726
=+ 201005091 021935
-
+ Z0100609112512

—
T —
L 201 0050929103239
—
L 201006802151 20S

+ J conkbtenkt

== crawel__Fetch
crawl_generate
crawl_parse
parse_data

parse__text

+

I

-

Hinh 3-3 Cac thanh phan dir liéu Nutch
4.2.3.2.1 CrawlDDb (crawl database)

CrawlDb chira dung tat ca cic thong tin vé trang thai crawl ctia tat ca cac URL
ma Nutch biét. CrawlDb 1a mdt thu muc chira cac file, mdi file chira nhiéu
cap gia tri <URL, CrawlDatum>.

CrawlDatum 12 mot cdu trac dit liéu luu trang thai nap cua URL twong Gng,

thong tin ciia mot CrawlDatum gom cé:
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modifiedTime: thoi diém cudi cung thao tac véi URL.

fetchTime: thoi diém nap URL nay.

linkCount: s6 luong link tré dén URL nay.

status: théng tin trang thai nap ctia URL. C6 thé bao gom céc thong tin sau:

'] db_unfetched: URL chua duoc nap.

(] db_fetched: URL da nap.

] db_gone: da nap rdi nhung d 16i thoi (hét han).

] fetch success: nap thanh cong.

] fetch fail: nap thét bai.

(] fetch gone: qua trinh nap URL nay kéo dai qua thoi han (time out), nap
that bai.

4.2.3.2.2 Segments

Segments 13 tap hop chira nhiéu segment.

Méi segment chira tAt ca céc tai liéu duoc thu thap tai mdi vong lap crawl (xem
phan 4.2.3.1.1 ) va céc dit liéu tuong tng. Thong tin trén mot segment gom:

[ Danh séach tit ca cac URL duoc nap cho segment.

] Dir liéu ma fetcher tai duoc twong g véi mdi URL.

[ Dir liéu tai duoc s& duge phan tach dé trich 14y cac truong thong tin text,
cac két qua ciia qua trinh nay dugc luu lai trong sengment.

Mbi segment s& c6 mot thoi han, mic dinh 13 30 ngay. Qua thdi han nay dit
lidu trén segment coi nhu di 16i thoi, can phai duge refetch (nap lai). Thong thuong
nguoi ta thudng xoa di cac segment da qua han dé tiét kiém dia cimg. Segment duoc
dat tén béng chinh thoi diém segment dugc tao ra, theo format: theo fortmat:

ddMMyyhhmmss. Vi vay ta c6 thé dé dang biét duoc mot thoi gian ton tai
cua mot segment.

V& mat vat 1y (luu trit), mdi segment 1a mdt thu muc chira cac thu muc con
sau day:

] crawl generate: chtra danh séch cac URL s& duogc nap.



67

[ crawl fetch: chira trang thai nap cta timg URL, sé& dugc dung dé
update lai CrawlDB.

[ content: chtra ndi dung tho, tirc dit li¢u nhi phan tai dugc voi tiing URL.

[ crawl_parse: chira cac outlink URL, ding dé update lai CrawlDB

] parse data: chira cac oulink (cac link tir tai li€u di ra) va cac metadata ing
voi tung URL.

() parse text: chira tat ca text phan trich duoc véi timg URL.

Tat ca cac segment phat sinh ra trong qua trinh crawl s& duoc luu trit
trong segments.
4.2.3.2.3 Indexes

Phéan indexes chtra tit ca chi muc nguoc (inverted index) cta tat ca cac tai
liéu ma hé théng dd nhan duoc. Dé tao duoc phﬁn indexes nay, dau tién hé théng s€
tao ra trén mdi segment mot tp index. Sau d6 Nutch s& tron tat ca phan index nay
lai dé tao ra indexes. Nutch st dung Lucene dé tao chi muc, do d6 tit ca cac tap chi
muc trén Nutch déu theo ciu trac ctua Lucene.
4.2.3.2.4 LinkDB (link database)

Véi mdi URL, LinkDb chta tit ca cac inlink vao URL bao gdom ca dia chi
URL ngudn va anchor text. LinkDb dugc dung vao qua trinh tao chi muc va déanh
gia diém (scoring) cho qua trinh tim kiém.
4.2.4 Kién tric Nutch
4.2.4.1 Kién trc cac thanh phan

Kién trac cua Nutch duogc phan chia mot cach ty nhién thanh hai thanh phﬁn
chinh: crawler, indexer va searcher. Crawler thuc hién thu thap céc tai liéu, phan tach
cac tai lidu, két qua cta crawler 1a mot tap dir liéu segments gdm nhiéu segments.
Indexer léy dit liéu do crawler tao ra dé tao chi muc nguoc. Searcher s€ dap trng cac

truy van tim kiém tr nguoi dung dua trén tdp chi muc nguoc do indexer tao ra.
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Hinh 3-4 Téng quan céac thanh phan cua Nutch
Chi tiét cac thanh phan s& dugc mé ta chi tiét sau day:
4.2.4.1.1 Crawler
Thanh phan Crawler gom cac thanh phan nhu hinh sau:
Qua trinh crawl duoc khéi dong bang viéc module injector tiém mot danh sach

cac URL vao crawldb dé khéi tao crawldb.

—
e __///__)
-
Y ——
- parsa__

Hinh 3-5 Kién trtc cac thanh phan va qua trinh thyc hién crawler
Crawler gom c6 bon thanh phan chinh 1a generator, fetcher, parser va
updater hoat dong lién tiép nhau tao thanh mot vong lip. Tai moi lan lap, crawler s&
tao ra mot segment.
Tai khoi diém cta vong lap, generator s& do tim trong crawldb cac URL can
nap va phat sinh ra mot danh sach céc url s& nap. Pong thoi liic ndy generator s& phat

sinh ra mot segment ma&i, luu danh sach URL s€ nap vao segment/crawl fetch.



Tiép theo, fetcher sé& ldy danh sach URL can nap tir segment/crawl generate,
thyc hién tai cac tai liéu theo tirng URL. Fetcher s € luu ndi dung tho cua tung tai licu
vao segment/content va luu trang thai nap cua tiung URL vao segment/crawl_fetch.

Sau do, parser s¢€ thuc hién léy dir 1iéu tho cua céc tai liéu tr segment/content
va thuc hién phén tach céc tai liéu dé trich liy cac thong tin vin ban:

] Trich cac outlink va luu vao segment/crawl parse

[ Trich cac outlink va metadata vao segment/parse data

(] Trich toan bd phan text cua tai liéu vao segment/parse_text

Cudi cung, crawldb sé& sir dung thong tin vé céc trang thai nap cua timng URL
trong segment/crawl_fetch va danh sich cic URL moi phan tich dugc trong
segment/crawl_parse dé cap nhat lai crawldb.

Qua trinh trén duoc lap di lap lai. S6 lan 1ap ctia vong lap nay duoc goi la do
sau (depth).

4.2.4.1.2 Indexer va Searcher
/
-

N
-
e one
Searsher >
‘-ﬂ) .

? v

Hinh 3-6 Cac thanh phém va qua trinh thuc hién index va search
Link Invertor s& 1ay dir liéu tir tit ca cac segment dé xay dung linkdb. Linkdb
chtra tit ca cac URL ma hé thong biét cung véi cac inlink cua chung (xem

cAu trac cua linkdb tai 4.2.3.2.4)
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Véi tung segment trong segments, indexer s€ tao chi muc nguoc cho
segments. Sau do, n6 s€ thuc hién tron tat ca cac phén chi myc nay lai v&i nhau trong
indexes.

User cuia hé thong sé& twong tac véi cac chuong trinh tim kiém phia client. Ban
than Nutch ciing 43 hd tro san mot ung dung web dé thuc hién tim kiém. Cac chuong
trinh phia client nay nhén cac query tir ngudi dung, giri dén searcher. Searcher thyuc
hién tim kiém trén tip chi muc va giri tra két qua lai cho chwong trinh phia client dé
hién thi két qua ra cho nguoi dung.
4.2.4.2 Plugin-based

Hau hét cac thanh phan cua Nutch déu sir dung cac plugin dé thuc hién cac
chtrc nang ctia minh. Piéu nay 1am cho céc tinh ning ctia Nutch o thé dé dang duoc
mo rong bang cach thém vao cac plugin. Hinh 3-7 cho thay toan canh cac thanh

phan st dung plugin ctia Nutch.

LURL Morlimalize
& Filter Plugins

Frotocol
Slugins Fetcher
Updater
Parser =
plugins arser

indexer Index
FPlugins

Query
FPlugins

Hinh 3-7: Plugin trong Nutch
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Sau day ta s€ xem xét cac giao dién churc nang tirng plugin
4.2.4.2.1 URL Norlmalize va Filter Plugins

Céc plugin nay duoc goi khi c6 mot URL mdi dugce dua vao hé théng. Mot
plugin Normalizer sé& thuc hién chudn hoa cac URL thanh mét dang tiéu chuan nhim
dé dang so sanh cac URL va tranh duoc cac 16i URL khong hop 18. Cac thao tac
chuén hoa nhu chuyén tit ca sang dang viét thuong (lower case), loai bo cac chi port
mac dinh (vi dy nhu port 80 cho protocol http).

Mot plugin Filter s& lam nhiém vu quyét dinh xem c6 cho phép mot URL
dugc vao hé théng hay khong. Mot filter plugin s& duoc sir dung dé gidi han viéc
crawling trong mdt domain nao d6, dé c6 thé crawling trong mot intranet hay mot
mién nao d6 cé internet. Cac filter plugin hién c6 ctia Nutch st dung regular
expresstion dé loc cac URL, chia lam hai loai: White list va black list.
4.2.4.2.2 Protocol plugins

Mdi mot protocol plugin s€ thuc hién nhiém wvu tai ndi dung cua tai li¢u tu
mot URL véi mdt protocol nao d6. Ta co thé co plugin chuyén tai cac URL HTTP,
plugin tdi URL FTP, plugin tdi URL File... Céc plugin nay dugc st dung trong qua
tinh nap cac tai liéu. Chung ta c6 thé d& dang mé rong cac protocol ma Nutch ¢o
thé hoat dong bang cach phat trién va dang thém cac protocol plugin dé tai dir liéu
theo mot protocol nao do.
4.2.4.2.3 Parser plugins

Tu dit li¢u tho c6 dugce tir cac protocol plugin, cac parser plugin c6 nhi¢ém vu
phan tach dir li¢u cua tai liéu nhu text, link hay metadata...ctia mét loai tai li¢u nao
d6. Cac plugin nay dugc dung boi parser.

Nutch da xay dung sin céc parser plugin khac nhau cho céc dinh dang nh u
PDF, Word, Exel, RTF, HTML, XML...
4.2.4.2.4 Index plugins va query plugins

Nutch sir dung Lucene cho viéc tao chi muc va tim kiém. Khi tao chi muc, mdi

tai liéu da duoc phan tach sé dugc guri dén cho cac plugin index dé thuc hién tao cac
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tai liéu Lucene va phat sinh chi myc. Cac plugin index s& quyét dinh xem truong dit
liéu ndo duge tao chi muc va sé tao nhu thé nao.

Céc cdu truy van tim kiém trong Nutch duoc phan tach thanh mét cay truy
van. Sau d6 ciy truy van nay s& duoc gui dén cho céc query plugin, cic plugin nay
s& phat sinh ra mot Lucene query dé c6 thé thyc thi.

4.2.5 Nutch va viéc ap dung tinh toan phan tan vai mé hinh MapReduce vao Nutch
4.2.5.1 Nguyén nhan can phai phan tan

Hai kho khan chinh dat ra cho cac Search Engine nhu sau:

Kho khin vé luu trir: Do s6 luong va kich thudc cac trang web trén internet
tang nhanh, nén khi luong dit liéu can dé luu trir cho cic qua trinh cta search engine
1a qué 16n.

Kho khin vé xtr 1y: ciing do khéi luong dit liéu can xir 1y 13 qua 16n, nén viée
xtr Iy mot cach tuan tu mat qua nhiéu thoi gian.

Hai kho khan trén cling la cac khé khan cua Nutch & giai doan d4u. Nhan thirc
dugc viéc Nutch khong thé mé rong ra dé thyc hién tim kiém trén hang ty trang web.
Dough Cutting da 4p dung mo hinh tinh toan phan tan véi MapReduce vao Nutch.

Hién nay, Nutch st dung nén tang phan tan véi Hadoop. Hadoop cung cap
cho Nutch hé thdng tap tin phan tan HDFS va framework phét trién tmg dung
MapReduce.
4.2.5.2 Ap dung tinh toan phan tan cho cac thanh phan Crawler

Nutch d3 chuyén tit ca cac thuat toan trong qué trinh crawl va tao chi muc
sang MapReduce: inject, generate, fetch, parse, updateDb, invert links, va index. T4t
ca cac két qua luu trir, cac khéi dir liéu cua quéd trinh crawl va index nhu
linkdb, crawldb, segments va indexes déu duoc luu trit trén hé thong HDFS.
4.2.5.3 Ap dung tinh toan phan tan cho Searcher

Mot huong ty nhién ma ai cling nghi téi 1a ching ta cling s€ su dung
MapReduce dé tim kiém phan tan trén tap index luu trir trén HDFS. Tuy nhién, diéu
nay mang lai mot sb bat loi ma ta s& ciing khao sat dudi siy. Sau d6, ching toi s& gidi

thi€u mot giai phép that sy cho van dé tim kiém phan tan.
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4.53.1 Han ché cua viéc su dung MapReduce dé tim kiém chi muc trén HDFS

Viéc sir dung MapReduce dé tim kiém tap chi muc trén HDFS sé& dién ra theo
mo hinh sau:

Pau tién, mot trinh Search Font-End nao d6 s& nhan truy van tir nguoi ding
va khoi tao mdt MapReduce Job (xem lai phz‘in 2.43.222., co ché hoat dong
MapReduce Engine) dé gtri dén JobTracker thuc thi. JobTracker s& phan Job nay ra
thanh nhiéu Map task va mot Reduce task. Cac task ndy s& dugc phan cong cho
cac TaskTracker, TaskTracker sé khéi tao va thuc thi cac task nay.

M&i Map Task nay s& thyc hién tim kiém trén 1 phan split tap chi muc, do tim
trén phan split nay cac khop véi query tim kiém. Nho co ché locality nén
thong thuong phan split ndy s& nam cung may vat Iy véi Task thyc thi.

Reduce Task duy nhat s& thuc hién tong hop két qua va ghi ra mot file output
trén HDFS.

Qua trinh trén vap phai mot sb bat tién sau:

Viéc xu ly mot MapReduce Job di theo qué trinh sau: JobTracker nhan

MapReduce job tir client (& ddy 1a cic yéu cau truy van) Search Font-End
va dua vao mot hang doi céac job dé cho thuc thi. Téi luot thuc thi, JobTracker s&
phan Job nay ra cac task va giao cho cac TaskTracker xtr 1y. TaskTracker sé€ khoi
tao va thuc thi cac task. Qua trinh nay sé tao ra mot do tré do thoi gian chd job nam
trong hang doi, thoi gian khi tao cac task. Do tré nay tuy theo phan cing cu thé ma
mat khoang vai gidy hodc 1au hon. Do tré nay khong co nhiéu y nghia voi cac
MapReduce job thong thuong (1a cac job ma thoi gian xir 1y 1én dén hang gio,
hang ngay, hang tudn). Tuy nhién, ching ta déu biét thoi gian thuc thi truy vén
v6i Search Eninge c6 y nghia t6i timng gidy. D9 tré nay s& anh huoéng nghiém trong
t6i thoi gian thyc thi truy van va lam cho thoi gian dap Gmg cta truy van khong con

chap nhéan dugc nira.
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TaskTracker

Submit jol Task

TaskTracker
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Search Font-end

TaskTracker

Slave

Hinh 3-8: Qua trinh truy van chi muc bang MapReduce

Thir hai, trén hé théng, crawler luon chay. Va luc d6, viéc chay Searher
bang MapReduce trén cing cluster voi crawler s& gy ra tinh trang tranh gianh tai
nguyén: tai nguyén bang thong khi cac task truy van va cac task cho qua trinh crawl
cung thuc hién. Tai nguyén RAM va CPU trén cac TaskTracker khi TaskTracker phai
thue hién nhiéu task cung mot lac. Puong nhién diéu nay s& lam giam di thoi gian
thuc thi ctia ca task thuc hién tim kiém va task thuc hién query.

Vi nhitng bét tién ké trén, thi Nutch da khong khuyén kich viéc tim kiém
phan tan tap index bang MapReduce trén HDFS. Thuc chat, Nutch khong da cai dat
chtrc ning nay. Thay vao d6, Nutch dua ra mot giai phap tiém kiém phén tan khac.
Do 1a cac Search server.
4.2.5.3.2 Search server

Véi giai phap ndy, tap chi muc trén HDFS s& dugc bd ra thanh nhidu phan nho,
mdi phan s& luu trir trén mot server chuyén phuc vu tim kiém: Search server.
Céc Search server nay s& khong nam trong Hadoop cluster ma s& chay doc 1ap. Céc
Search server luu trir phén index cua no trén hé théng tap tin cuc by cia no6. Véi uu
diém cua hé thdng file cuc bo 1a do tré (latency) thip, cac Search server s& dap tng
yéu cau tim kiém rat nhanh. Khi mot trinh Search Font-End nhan dugc truy van tir
nguoi ding, nd s& gui truy van nay dén tat ca cic search server, nhan két qua

tra vé tir cac Search server va tong hop két qua dé hién thi cho ngudi dung.
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Hinh 3-9 Search servers
4.2.5.4 M0 hinh tmg dung Search Engine phan tan hoan chinh
Tu cac két luan & cac phf:in trén, gio da dén luc nhin lai kién trac that su cua

mot hé thong Search Engine phan tan v&i Nutch.
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Hinh 3-10: M6 hinh tng dung Search Engine phan tan hoan chinh
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Theo mé hinh nay, tit ca cic cong doan crawl, index sir dung MapReduce va
dugc thyc hién trén Hadoop cluster. Cac két qua cua giai doan crawl va index cling
duoc luu trén HDFS.

Két qua cua qué trinh crawl va index 1a mot khdi dit lidu chi myc duoc luu triv
trén HDFS. Cac khéi nay s& dugc phan bd xudng cac Search server nim ngoai cluster.

Phén Phu luc E - Huéng dén trién khai hé théng Search Engine phan tan Nutch

s€ mo ta chi ti€t hon va cach trién khai mé hinh nay.
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Chwong 5: Thuc nghiém va cac két qua
5.1 Giai thiéu

Trong chwong nay nhom s& trinh bay cac thuc nghiém vé trién khai tmg dung
Nutch. Muc dich chung cta cac thuc nghi€ém nay la dé khéng dinh lai tac dung cua
viéc chay Nutch trén méi trudng phan tdn Hadoop (HDFS va MapReduce).

Nhu ta d3 biét, qui trinh ctia Nutch tra qua hai giai doan chinh:

(] Crawl va tao chi muc.
] Tim kiém trén tap chi muc.

Trong do, nhu da trinh bay & Chuong 3, qua trinh crawl dugc thyc hién phan
tan bang cac thuat giai MapReduce va luu két qua ra HDFS. Qua trinh Search thi thuc
hién phan tan thong qua céc Search server. Chung ta s& lan lugc tién hanh thuc
nghiém ca hai qua trinh nay dé thay 16 tac dung cta viéc phén tan.

5.2 Thuc nghiém trién khai crawl va tao chi muc.
5.2.1 Muc dich
Nhu ta dd biét Nutch c6 thé chay o hai ché do:

Stand alone: Nutch chay trén mot may don, tat ca cac qua trinh duoc thyc hién
trén mdt may, dir liéu luu trir ra hé théng tap tin cuc bo ciia may.

Distributed: Nutch chay trén mét Hadoop cluster. TAt ca cac qua trinh nhu
fetch, generate, index... déu duoc thuc hién phan tan vé1 MapReduce. Dir li¢u két
qua duoc luu trén hé théng tap tin phan tan HDFS.

Muc ti€u cua thyc nghiém nay la danh gid duoc tic dung cua viéc 4p dung
tinh toan phan tan Hadoop vao crawler. Diéu nay dugc thuc hién thong qua viéc so
sénh toc do thuc hién crawler ¢ hai ché do Stand alone va Distributed.

5.2.2 Phan cting

Phén cimg thyc hién thyc nghiém gdm c6 ba may:

[ 1 may (core2due, 2GB DDR2, 160GB HDD): is-teacher02.

) 2 may (Pentium 4, 512MB RDRam, 40GB HDD): is-aupelf04, is-teacher06.
5.2.3 Phuong phap thuc hién

Qua trinh crawler trai qua céc giai doan sau:
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Hinh 4-1: Quy trinh crawler

Ta tién hanh tao mot doan chuong trinh ngén, dé thuc hién tuan tu tir cong
viéc va tién hanh do thoi gian cua timg giai doan. M3 gid ctia phan code dé do thoi
gian nhu sau:
start-time = now()
Thuc hién Inject
after_inject_time = now()
inject_duration = after_inject_time-start_time
for (i=1; i<=depth; i++)
{
Ghi nhan thong tin cho depth=i
before_generate_time=now()
Thuc hién Generate
after_generate_time=now()
generate_duration=after_generate_time — before_generate_time
Thuc hién Fetch
after_fetch_time = now()
fetch_duration = after_fetch_time - after_generate_time

Thuc hién Parse
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after_parse_time = now()

parse_duration = after_parse_time — after_fetch_time
Thuc hién Update CrawlDB

after_update_time = now()

update_duration = after_update_time — after_parse_time
Ghi nhan téng s6 URL da nap ba parser

}

before_invert_time = now()

Thuc hién Invert link

after_invert_time = now()

invert_duration = after_invert_time — before_invert_time
Thuc hién index

after_index_time = now()

index_duration = after_index_time — after_invert_time

total _duration = after_index_time — start_time

Thuc hién crawl véi cac diéu kién nhu sau:

Diéu kién Gié trj M5 ta
Seek URLs http://hcm.24h.com.vn Khai dong URL goc
Chiéu sau 3 Lap lai crawl loop 3 lan
URL Filter +/http://([a-z)-9]*\.)*24h.com.vn/ Chi chap nhan ciac URL
thudc mién 24h.com.vn

Bang 1: Cac diéu kién thuc nghiém crawl
Ta thuc hién chay chuong trinh nay trén hai moi truong nhu mo ta dudi day.
Cac két qua vé thoi gian dugc luu ra mot file log dé thuc hién so sanh, danh gia.
5.2.3.1 Stand alone
Chay hé théng ¢ ché do Stand alone trén mdy is_aupelf04, ciu hinh phan cing
nhu da mo ta & phan trén.

5.2.3.2 Distributed
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Chay hé thdng trén mot Hadoop cluster nhu sau:

=
is<teadher0Z is_teagher06&:
DataNode DataMode
TaskTracker TaskTracker
97

=

ﬁ‘r’

master:
MameMNode
JobTracker

Hinh 4-2: M6 hinh thyc nghiém phan tan crawler
5.2.4 Két qua
Két qua thong ké thoi gian thuc hién cic qua trinh nhu sau (Céc khoang thoi

gian nhanh hon s€ dugc in nghiéng):

Stand alone
. Distributed(giay)
Quy trinh thwe hién (giay) Ty 1€ % (2)/(1)
(2
(1)
Inject 33 180 545%
Dept=1 Generate 54 256 474%
0
Vong ’ Fetch 150 345 230%
. (S6 URL=1) Parse 210 260 124%
a
P Update DB 157 340 217%
Crawl Tong 571 1201 210%
Dept=2 Generate 183 301 164%
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Fetch 2112 1683 80%

(S6 URL=149) Parse 1385 1079 78%

Update DB 851 902 106%

Tdng 4531 3965 88%

Dept=3 Generate 2095 1982 95%

Fetch 27365 18910 69%

(S6 URL=10390) | Parse 6307 3550 56%

Update DB 2381 2053 86%

Tong 38184 26495 69%

Invert Link 2581 2275 88%
Index 3307 2557 7%
Tdng thoi gian 49171 36673 75%

Bang 2: Két qua thong ké dénh gia thuc nghiém crawl & ché do standalone va

Distributed.

Tuy nhién do thoi gian do bang gidy kho danh gia, ta s& chuyén sang mot dang truc

quan hon:

Quy trinh thye hién Stand al(cir;e (giay) DistribL(J;:d(giéy) Y16 % @y(1)

Inject 33 giay 180 giay 545%

Dept=1 Generate 54 giay 256 giay 474%

Fetch 150 giay 345 gidy 230%

(S6 URL=1) Parse 210 giay 260 giay 124%

Update DB 157 giay 340 giay 217%

Tong 571 giay 1201 giay 210%

Vong [ pept=2 Generate 183 giay 301 giy 164%

lap Fetch 35 phat 28 phut 80%

Crawl| | (S6 URL=149) Parse 23 phit 18 phat 78%

Update DB 14 phat 15 phat 106%

Tong 1 gio 16 phut 1 gio 6 phut 88%

Dept=3 Generate 35 phat 33 phat 95%

Fetch 7 gid 36 phut 5 gio 15 phut 69%

(S6 URL=10390) | Parse 1 gior 45 phut 59 phat 56%
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Update DB 40 phat 34 phat 86%
Téng 10 i 36 phit | 7 gio 22 phiit 69%
Invert Link 43 phut 38 phut 88%
Index 55 phat 41 phut T7%
Tdng thoi gian 12 gio 16 phit | 10 gio 11 phiit 75%

Bang 3: Két qua thong ké danh gia thuc nghiém crawl ¢ ché do standalone va
Distributed — Truc quan hon
(Luu y: Két qua cua qua trinh thyc nghiém, tlrc cac thoi gian thuc thi cac giai doan
duogc do tinh theo don vi gidy. Tuy nhién do khoang thoi gian qué dai, nén chiing t6i
da qui doi ra thanh phut, gid va lam tron mot sd phan 1é khong dang ké & nhiing
chd thich hop.)
5.2.5 bBéanh gia

Ta thay véi cac giai doan ma khoi lugng dit liéu can xtr 1y it thi thoi gian thyc
hién bang stand alone lai nhanh hon thuc hién trén moi truong phén tan st
dung MapReduce.

Khi dir liéu can xir Iy 16n dan 1én nhu khi cac xtr Iy trong cac vong lip crawl
& depth=2, depth=3 thi téc do xtr Iy trén hé théng phan tan dan dan chiém wu thé so
v6i xtr 1y cuc bd. Pién hinh nhu khi depth=2 thi tong thoi thyc hién vong lap crawl
ctia hé théng phén tan bang 88% cuia hé théng cuc bd. Khi depth=3, lugng URL can
xtr 1y 1én dén hon 10000 thi toc d6 khi thuc hién phan tan bang 69% khi thuc hién
cuc bo. Diéu nay phu hop véi 1y thuyét: MapReduce va HDFS sé& thich hop hon voi
viée xtr 1y va luu trir cac khdi dir liéu 16n.

Téng thoi gian thyc hién crawl trén hé thong phan tan bang 75% thoi gian thyc
hién crawl trén mot may don da cho thiy duoc loi ich cua viée ap dung tinh toan phan
tan vao Search Engine (qué trinh crawl va index).

5.2.6 Két luan

Két qua con chua nhu mong doi vi lugng dir liéu xur 1y con nhd. Néu ta thuc
hién crawl siu hon (ting depth 1én) thi cac két qua c6 18 s& kha quan hon. Tuy nhién,
viéc thuc hién crawl sau hon da gap that bai vi nguyén nhan sau: Khdi luong URL

can xu 1y véi depth=4 tang 1én kha cao. Thoi gian thuc hién kéo dai ra khoang vai
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ngay. Ma khi hé thong chay dugc khoang mot hay hai ngay thi motsé may lai bi
tinh trang reset (nguyén nhén c6 1& do dién ap hay long day cam dién).
5.3 Thuc nghiém tim kiém trén tap chi muc
5.3.1 Mau dit liéu:
Dt li¢u dugc c6 duge tir qua trinh crawl 10 trang web bdo 16n ¢ Viét Nam
voi chiéu su 4.
S6 lugng trang web duoc nap va index: 104000 trang web.
Kich thuéc khéi dit ligu: 2.5 GB
Thoi gian thuc hién crawl (fetch + parse + index): 3 ngay.
5.3.2 Phan cting
Phan cung thyc hién thuc nghiém g@)m:
1 1 may (core2due, 2GB DDR2, 160GB HDD): is-teacher02
[ 2 may (Pentium 4, 512MB RDRam, 40GB HDD): is-aupelf04, is-teacher06
5.3.3 Phuong phap thuc hién
5.3.3.1 Tim trén local (stand alone mode):
Dit liéu duoc dit toan bo trén hé théng file cuc bd ciia may is-aupelfo4.
5.3.3.2 Tim trén HDFS:
Dt liéu duoc dat trén hé théng file phan tan véi cAu hinh
Namenode: is-aupelf04
Datanodes: is-teacher02, is-teacher06
5.3.3.3 B6 dir liéu ra va phan tan ra cic Search servers
Mau dit liéu dugc bd thanh hai phén déu nhau, khong giao nhau (tirc 2 mau
con khong c6 chung mdét URL nao) va phan phdi 1én 2 search server is-
teacher02, isteacher06, port 2010.

5.3.4 Bang két qua thuc hién cac truy van

Thoi gian thue thi Ty 1€ so sanh véi Local £
Query Search Search | 0 15o"8
HDFS | Local HDFS ket
server server
"con nguoi" 3762 398 205 945 % 52 6503
"bong da" 5003 443 411 1129 % 93 35258
"am nhac" 1329 211 194 630 % 92 16346
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"thé thao" 3137 | 306 304 1025 % 99 51650
"x4 hoi" 1184 | 205 200 578 % 98 13922
"tac gia" 977 233 165 428 % 71 6431
"chuyén dé&" 1524 | 168 181 907 % 108 1908
"gia dinh" 1536 | 237 272 648 % 115 18944
"hé théng thong tin" 8138 | 462 391 1761 % 85 127
"t chirc" 4053 | 189 193 2144 % 102 16649
"tai nan giao thong" 5669 | 221 212 2565 % 96 1663
"tinh yéu" + "gia dinh" 4672 | 301 309 1552 % 103 7087
"an ninh trat tu" 1495 | 197 260 759 % 132 115
"doi séng" 1211 | 155 162 781 % 105 5261
"ndu in" 429 81 69 530 % 85 1584
"vin hoa" 1246 | 163 161 764 % 99 13167
"dia diém du lich" 4003 | 456 312 878 % 68 41
"luat 18" 958 165 130 581 % 79 209
"hinh sy" 5038 | 313 268 1865 % 86 15149
“cong an” 1959 | 317 182 618 % 57 3656
"an toan giao thong" 3915 | 188 141 2082 % 75 223
"v@ sinh thuc phdm" 3129 | 327 411 957 % 126 130
"cong ty" 1493 | 184 131 811 % 71 30591
"c4 nhan" 1309 | 226 173 579 % 77 7112
"giai tri" 1970 | 227 185 868 % 81 22327
"tré em" 1627 | 198 163 822 % 82 6071
"gido duc" 4124 | 190 96 2171 % 51 23190
"thi treong chuyén

nhuong” 2523 | 177 153 1425 % 86 1045
"hinh anh" 2715 | 200 164 1358 % 82 1045
"ngoi sa0" 1510 | 233 163 648 % 70 19515
"thi dai hoc" 6442 | 341 219 1889 % 64 1997
"tuyén sinh" 1440 | 128 105 1125 % 82 8747
"thij truong ching khoan" 2553 | 138 135 1850 % 98 722
"game online" 726 184 186 395 % 101 3328

5.3.5 Danh gia:

Qua két qua trén, ta théy viéc tim kiém trén tap chi muyc dat trén HDFS la

hoan toan khong phu hgp, thoi gian thuc thi qua lau (vuot hon thoi gian thuc thi trén

Bang 4: Bang thuc hién két qua truy van

local nhiéu 1an), dung nhu Iy thuyét.
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Da sb cac cu truy phan khi thyc hién phan tan déu cho két qua tét hon khi
thue hién tp trung trén mot may, mot sb cau truy van cho toc d6 gan gip doi. Tuy
nhién do tap dit liéu chua di 16n, nén cac két qua ndy con chua that sy thuyét phuc.

Két luan: Viéc phan bo tap chi muc va tim kiém trén cc Search server di
mang lai két qua la tdc d6 tim kiém co tang 1€n so voi khi thuc hién trén mdt may.
5.4. Két luan, (g dung va hudng phét trién
5.4.1 Két qua dat dugc

Sau su cd gang trong may thang vira qua, luan vin di dat dugc mot s6 két qua
sau day:

(] Tim hiéu dugc nén tang kién thuc vé kién trac, chu ky, cac thanh phan tng dung
va cac mo hinh cho dir liéu 16n.

] Nghién ctru co ban vé kiém soat truy xuat dir liéu, dic biét 1a truy xuat cho dit liéu
16n.

[] Nghién ctru vé kién truc, cac dic diém va co ché hoat dong cua hai thanh phan
chinh cua Hadoop: HDFS va MapReduce Engine.

(] Biét cach phat trién va trién khai tng dung theo mé hinh MapReduce voi Hadoop.
5.4.2 Ung dung

- Chimng khoang Kis trién khai giai phap 6 dia luu trit dir liéu tAm trung ctia IBM dé
tang cuong kha nang luu trtr va xu 1y dit lidu.

- Ngan hang ACB xay dung trung tam dit liéu dang modun, rng dung cac giai phap
phan tich kinh doanh ctia IBM nham xir Iy cac khéi dir liéu 16n.

- Hién nay, Intel dang hd tro cho thanh phd Da Nang trién khai cac giai phap lién
quan dén dit liéu 16n nhu bién trung tdm dir liéu Pa Ning thanh trung tim dit liéu
xanh v6i cong nghé dién todn dam may, tién hanh trién khai cac phuong an thir
nghiém (POC — Proof of concept), trong d6 Intel s& chi tri cac POC vé quan 1y ngudn,
trung tam dir lidu Intel s& tiép tuc hd trg Pa Nang thiét 1ap 1 trung tim dir lidu theo
chuin m&, ndi két moi hé théng dir li€u trén dia ban, phuc vu quan ly nha nudc va
doanh nghiép, phat trién cac dich vu cong trén nén cong nghé mang hién dai dé cung

cap dén cong dan va to chuec.
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5.4.3 Hudng phét trién

Diéu khién truy cap 12 mot trong cac bién phap quan trong nhim dam bao an
ninh, an toan cho thong tin, hé théng va mang. Diéu khién truy cap thudc 16p cac bién
phap ngan chin tin cong, d6t nhap. Luan van nghién ctru vé dit liéu 16n dong thoi cac
k¥ thuat diéu khién truy cép, bao gdm diéu khién truy cap tiy quyén (DAC), diéu
khién truy cap bt budc (MAC), diéu khién truy cap dwa trén vai tro (RBAC) va diéu
khién truy cap dua trén luat (Rule-based AC). Cu thé, cac dong gop cua luan van bao
gom:
- Nghién ctru vé kién trac, mé hinh cho dit liéu 16n
- Nghién ciru tong quan vé diéu khién truy cap, cac nguy co, diém yéu va mot sé tng
dung tiéu biéu cta diéu khién truy cip.
- Nghién ctru sau vé cac k¥ thuat cac k¥ thuat diéu khién truy cap, bao gom diéu
khién truy cap tuy quyén (DAC), diéu khién truy cap bat budc (MAC), diéu khién
truy cap dua trén vai trd (RBAC) va diéu khién truy cép dua trén luat (Rule-based
AC).
- Phan tich cac k¥ thuat diéu khién truy cap dugc cai dat trong cac ho hé diéu hanh
pho bién 12 Microsoft Windows va Unix/Linux.
- Puara cac khuyén nghi dé dam bao an ninh, an toan cho tai khoan, mat khau, thong
tin va hé thong.
- Pua ra tng dung minh hoa kiém soét truy xuat dit liéu theo moé hinh MapReduce
trén Framework Hadoop.

Luan vin c6 thé dugc nghién ctru phat trién theo hudng sau:
- Nghién ctru cac giai phap ddm bdo an ninh, an toan hiéu qua cho cac ing dung dya
trén diéu khién truy cap. Cac co ché dam bao an toan trong nhiéu ing dung pho bién
nhu cac tng dung trong ké toan, tai chinh hién d3 c6 nhung con kha don gian, nhu
chu yéu dya trén méat khau, khong thyc sy dam bao an toan. Can nghién ctru phat
trién cac giai phap dam bao an ninh, an toan hiéu qua hon cho céc ing dung.
- Nghién ctru cac bién phap diéu khién truy cp cho cac hé théng phan tan véi cac

muc dich khac nhau.
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Phu luc : Phat trién wng dung kiém soat truy xuat dix liéu theo mé hinh
MapReduce trén Framework Hadoop.
Trong chwong nay, trinh bay mot tng dung minh hoa pho bién nhat 14 tng
dung dém sd 1an xuit hién cia mbi tur trong mot file van ban.
Budc dau tién, ta tao project java (& ddy chiing toi dat tén 14 Jars...). Ta thuc hién 2
thao tac add lib sau:

] Pau tién ta add cac lib thudc thu muc cai dit hadoop.

L F New Java Project =13
Create a Java Project P
Create a Java project in the workspace or in an external location. y
Project name: 7MapRéE.n:eDemo 7]
Contents

(&) Create new project in workspace
) Create project from existing source

I D:\Documents and Settings1Duy\My DocumentsiEdiipseProjects Bro

JRE

(&) Use an execution environment JRE: [rr;‘lavaSE-l .6 j V]

O Use a project specific JRE:

O Use default JRE (currently 'jreé’) Configure JREs...

Project layout

O Use project fFolder as root For sources and class files

%) Create separate folders For sources and class Files Configure default. ..

Sau do, tién hanh add céc lib tir thu muc <thu muc cai dat hadoop>/lib.

£ ¥ New Java Project

~ | java Settings .
* : 2 # Define the Java buid settings. y

nt.java 23

# source j| I=* Projects ‘ B, Libraries [ % Order and Export |

¥
} JARs and class folders on the build path:

} [# B, JRE System Library [JavaSE-1.6] [ Add JARs... ]
publid | AddExternal3aRs... |
; [ Add variable. .. ]

pri
[ Add Library, .. ]

pub
[ Add Class Folder... J
. [Add External Class Folder... ]

i




JAR Selection

Look in: l 9 lib

@

My Recent
Documents

-

Desktop

IF4j-api-1.4.3
sif4j-log4j12-1.4.3

| xmlenc-0.52

\$

I My Documents

58

My Computer

-l File: name: eammans-cil 2 it Meammans-raden A [ neen |
Sau khi add thanh c6ng 2 loai lib trén, ta da c6 du cac api dé tién hanh trién khai Gmg
dung Hadoop MapReduce. Viéc 1am dau tién ta can quan tam 13 viét mot 16p dé dinh
nghia ham map. L&p nay phai extends 16p Mapper va bén trong phai dinh nghia cho
phuong thire map (phuong thirc nay 1a ham map trong mé hinh MapReduce)

{2} Java - MapReduceApp/src/WordCount. java - Eclipse

File Edit Source Refactor Navigate Search Project Run Window Help
‘09 B &  GOL  H-0"-Q- BHOG- B P IvEN -G o

J] wordCount.java &3
‘ public class WordCount {

public static class TokenizerMapper
extends Mapper<Object, Text, Text, IntWritable>{

private final static IntlWritable onrne = new IntWritable(l):;
private Text word = new Text():

public void map (Object key, Text value, Context context
) throws IOException, InterruptedException {
StringTokenizer itr = new StringTokenizer (value.toString()):
while (itr.hasMoreTokens()) {
word.set (itr.nextToken()):
context.write (word, one);
}




public static class IntSuReducer
extends Reducer<Text, Intiritable, Text, Intliritable> {
private Intlritable result = new IntWritable():

la public void reduce (Text key, Iterable<Intiritable> values,

Context context
) throws IOException, InterruptedException {

int sun = 0;

for (IntWritable val : values) {

sum += val.get():

}

result.set (sum) ;

context.write (key, result):

= public static void main(String[] args) throws Exception {
Configuration conf = new Configuration():

Writable Smart Insert 32:8

Tiép theo, ta viét mot 16p dé dinh nghia ham reduce. L&p ndy phai extends 16p
Reducer va dinh nghia phuong thic reduce (phuong thirc nay dugc xem la ham

reduce trong md hinh MapReduce)

{ Java - MapReduceApp/src/WordCount. java - Eclipse

File Edit Source Refactor MNavigate Search Project Run Window Help
(-l ‘OPB  H-0-Q-  BHECG- O - Pl I E
[J] wordCount.java 53

import org.apache.hadoop.conf.Configuration;

- import org.apache.hadoop.fs.Path;

}: import org.apache.hadoop.io.Intlritable;

import org.apache.hadoop.io.Text;

import org.apache.hadoop.mapreduce.Job;

import org.apache.hadoop.mapreduce.Mapper;

import org.apache.hadoop.mapreduce.Reducer;

import org.apache.hadoop.mapreduce.lib.input.FileInputFormat;
import org.apache.hadoop.mapreduce.lib.output.FileOutputFormat;
import org.apache.hadoop.util.GenericOptionsParser;

L]
=

[



public class WordCount {

public static class TokenizerMapper

}E extends Mapper<Object, Text, Text, Intlritable>{

;é private final static IntUritable one = new IntlUritable(l):
f{ private Text word = new Text():

) public void map (Object key, Text value, Context context

| | throws IOException, InterruptedException {
91 StringTokenizer itr = new StringTokenizer (value.toString()):
L while (itr.hasMoreTokens()) {

. word.set (itr.nextToken()):

o context.write (word, one):;

§ ] }

i }

0

| i

Sau khi c¢6 dugc 2 16p dinh nghia cho ham map va reduce. Ta tién hanh viét
mot 16p chinh dé thyc hién thao tac dé trinh cong viéc vao cho MapReduce Engine
(O day 1a JobTracker). Nhiém vu cua ta trong viéc viét 16p nay kha don gian. Pau
tién ta dinh nghia mot d6i twong Configuration dé luu trit cac thong s cau hinh ciing
nhu thong sé dé dé trinh cong viéc. Sau d6 ta thiét 1ap timg thong sd cho dbi twong
Configuration nhu 16p thuc hién ham map, 16p thuc hién ham reduce, 16p thuc hi¢n
ham combine, kiéu format cho key va n value ciia output cudi cing ciing nhu kiéu

format cua file input va file output cudi cling.

{} Java - MapReduceApp/src/WordCount. java - Eclipse

File Edit Source Refactor MNavigate Search Project Run Window Help
Hi-EH& OPL  H-0-Q-  BHGCG- O - P Yo E
[J] WordCount.java 22

=
]
4
%
I

public static class IntSumReducer
extends Reducer<Text, Intliritable, Text, Intiiritable> {
private IntWritable result = new IntlWritable():

LT TR

a = public void reduce (Text key, Iterable<IntlWritable> wvalues,

Context context
] throws IOException, InterruptedException {

int sum = 0;

for (IntlWritable val : values) {

sum += val.get():;

¥

result.set (sum) ;

context.write (key, result):;



= public static void main(String[] args) throws Exception {
Configuration conf = new Configuration():
String[] otheriArgs = new GenericOptionsParser (conf, args).getRemaininglrgs():
if {otheriArgs.length !'= 2) ({
System. err.println("Usage: wordcount <in> <out>"):;
System.exit(2):
}
Job job = new Job(conf, "word count™):
job.setJarByClass (WordCount.class) ;
job.setMapperClass (TokenizerMapper.class) ;
job.setCombinerClass (IntSuwReducer.class)
job.setReducerClass (IntSumReducer.class) ;
job.setOutputKeyClass (Text.class)
job.setOutputValueClass (Intlritable.class);
FileInputFormat. addInputPath(job, new Path(otherirgs[0])):
FileOutputFormat.setOutputPath(job, new Path{otheriArgs[1])):
System.exit(job.waitForCompletion(true) 2 0 : 1);

Hadoop cung cép mét command dé thuc hién chay mdt Ung dung
Hadoop Mapreduce thong qua viéc chay file jar va ham main cia n6. Do d6, chiing
ta s€ export project thanh file jar. Gia st tén file jar la wordcount.jar. Dudi day la
cac budc tao file jar.

Dau tién right-click vao project chon export

{2 Java MapReduceApp/src/WordCount. java - Eclipse
Fie Edit Source Refactor Navigate Search Project Run Window Help

9~ OPL i H-0-Q- I BEG S F-P ST
i Packa 33 Yo Hierar | = O || [J] wordCount.java 2

=

g
‘ == R

4 1= MapReduceApp public void reduce(Text key, Iterable<IntWritable> values,
=g~ Context context
=8 < New » ) throws IOException, InterruptedExceptic
= § Golnto n = 0;
Wri :
| Openin New Window :: f,:‘;ab:f (‘)’?‘ e 1o
& : - Open Type Hierarchy F4 - ¥
# F .
»
) Show In Alt+Shift+W “Nancinumy:
[ Copy Chri+C #.write(key, result):
{1 Copy Qualfied Name
[ Paste Ctri+y
3 Delete Delete tic void main(String[] args) throws Exception {
; ; ation conf = new Configuration():
) otherirgs = new GenericOptionsParser (conf, args).ge
Build Path >
) » rArgs. length !'= 2) {
Source Alt+Shift+5 err.println(”"Usage: wordcount <in> <out>"):;
Refactor Ale+Shift+T > Raxit (2):
pxg Import, ..
T | [, o (s, "vord coun):
L3 EXport. .,
PO arByClass (VordCount.class) ;
< Refresh F5 apperClass (TokenizerMapper.class)
£ Close Project brabinerClass (IntSuReducer.class)
Close Unrelated Projects educerClass (IntSwoReducer.class) ;
R e utputKeyClass (Text.class);




Sau d6 chon loai export 1a file jar.

T s [
Te Hherar | = 5 | [3) woedCount.java =

=S e © | Select ;l
% =2 MapReduceapp 1= public veid redq Exportresourcesinto a JAR file on the local file system. B ﬂ
= = MapReduceDemo
= 2 src
= £ (defauk package) int sum = 0O: Select an export destination:
# 4] wordCount.java for (IntWrital = filcer te
& = JRE System Lbrary [Javad sum += val. e =
# =8 Referenced Libraries » u‘- < EG;'*
result.set (sug ‘_‘_ : S
) context.write 'V=|
) ,’-:'; Javadoc
<lp Runnable JAR file
public static vwoi & JavaEE
Configuration c & & Plug-in Development
String[] otherk: & & Remote Systems
if (otherirgs.1 @ RunjOobug
System.err.pr &-& Tasks
System.exit (2 & & Team
3 & & web
Job job = new J = g:‘-websavlces
R =R L R

job.setJarByCla
jJob.setNMapperCl
job.setCombiner
job.setReducerC
job.secOutputKe

No consoles to display at this time.

Tiép theo ta chon project dé export va chon duong dan output cho file jar,

ro1 chon Finish

{¥ JAR Export

JAR File Specification —
1 Define which resources should be exported into the JAR. { |

Select the resources to export:

==} Dk;‘; MapRed.nce;Qpp

| X .classpath
. N =4 MapReduceDemo

X! .project

K&

Export generated class files and resources

[]Export all output Folders for checked projects

I:] Export Java source files and resources

[ JExport refactorings for checked projects. “clet ofoitorios

Select the export destination:

: JAR File: . D:.\Docunents and Settings\Duy'q.besk.topkwordcount.jar v} | Browse... |

Options:
Compress the contents of the JAR file

Sau khi c6 duoc file jar, ta thuc hi¢n nd bé‘lng command cua hadoop nhu sau:



] hadoop jar wordcount.jar WordCount /inputtext.txt /output/

o WordCount: L6p chtra ham main dé dé trinh job

o /inputtext.txt: File input ndm trén HDFS

0 /output/ : Thu muc chra cac file output nim trén HDFS (Sé file output
bang vai s6 reduce task). Vao trinh quan 1y ciia MapReduce ta xem tién d6 cta thuc

thi job nay. (Cluster ¢ ddy gdm mot master va 2 slave. Do dit liéu inputtext.txt chi

g6m vai KB nén chi c6 mot map task thuc thi)

") master Hadoop Map/Reduce Administration - Mozilla Firefox

Fle Edt Yew Hstory Bockmarks Jook Hep

6 7 c \ () L] http:[[192.168,1.10:50030 obtracker . jsp

& )
| master Hadoop Map/Reduce Admini,.. |+ -ﬂ
SR R SR e

Quick Links

Queue Name | Scheduling Information

default NfA
Filter (Jobid, Priority, User, Name)
Example: 'user.smith 3200° vall filter by "smith’ only in the user field and 3200" in all fields
Running Jobs

5 s Map % Map Maps Reduce % Reduce Reduces Job Scheduling
dobid Priority |User|Name |~ / oiste  |Total |Completed | Complete Total Completed Information
word | 100.00% 0.00%
ob 201007021155 0002 [ NORMAL | nutch count 3 1 0 2 0 NA

Va két qua dat dugc sau khi thyc hién job wordcount thong qua trinh

quan ly HDFS. Do ¢6 2 reduce task nén c6 2 file output cudi cung.

%) HDFS:Joutput - Mozilla Firefox

Fle Edt Yiew Hstory Bockmarks Joos Help e T \
. C' 4 o L] ke Directory. jep?dir=Y2 - =

| HDFS:/output

Contents of directory output

Goto : joutput | g0

Go to parent directory

[Name [Type [Size  [Replication [Block Size Modification Time Permission |Ovwner |Group

[Jogs [air | [ [201007.02 1202 | [nuteh |
[part.r-00000 [fle (118 KB [1 64MB 201007021202 rwr-r-  |nutch |supergroup
[parc1-00001 ffle  [117KB |1 [64MB 201007021202 wror-  [nutch [supergroup

Go back to DES home

Local logs

Log directory




