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API Application Programming Giao dién 1ap trinh ung dung, thuong la mot tap
Interface cac ham gip 14p trinh vién dé dang tuong tac
v6i dich vu hoac hé thong
Tién trir}h quan ly viéc truy cap dir li¢u ‘ghl,rc su
DTP Data Transfer Process va truyén qua kénh dir liéu trong kién truc
GridrFTP
GRAM
Grid Resource Allocation Quan ly dinh vi tai nguyén ludi
Management
FTP File Transfer Protocol Giao thirc truyén tép qua mang
Globus XIO | Globus Xtensible Giao dién vao ra mirc thip nhat trong kién tric
Input/Output Globus
GridFTP la giao thire m¢ rong cua FTP, tich hop
GridFTP Grid File Transfer Protocol kha nang bao mat ludi, truyén dir liéu tot hon so
voi FTP
GSI Grid Security Infrastructure Ha tang an toan thong tin ludi
HTTP Hypertext Transfer Protocol | Giao thirc truyén siéu van ban
LFN Logical File Name Tén logic cua thuc thé dit liéu
LRC Local Replica Catalogue Catalog dinh vi ban sao dia phuong
Pl Protocol Interperter B¢ thong dich giao thirc cd nhiém vu quan ly
cac kénh diéu khién trong kién truc Grid FTP
RLI Replica Location Index Luu céc théng tin chi muc cho dich vu dinh vi
ban sao
RLS Replica Location Service Dich vu dinh vi ban sao trong kién truc ludi dix
liéu Globus
RSL Resource Specification NgO6n ngit dac ta tai nguyén
Language
SOAP Simple Object Access ’
Protocol Giao thuc truy cap doi tuong tir xa don gian
SSL Secure Socket Layer Giao thuc bao mat ludi
MDS Monitoring and Discovery | Dich vu theo ddi va dinh dang tai nguyén

Service

LOI CAM ON

Dé hoan thanh do an nay, em da nhan dugc rat nhiéu su gitip dd, chi bao tan tinh cua cac thay co.

Xin gui 101 cdm on tdi tat cd moi nguoi, dac biét xin chan thanh cam on:




Su quan tdm giGp dd, chi bao nhiét tinh cua Thay gido Trinh Nhat Tién- B6 mon Cong nghé
thong tin truong Pai hoc Qudc Gia Ha Noi.

Su giup d& va tao moi diéu kién cua cac thay ¢ trong Ban giam hiéu nha trudng noéi chung va Bo
mon cong nghé thong tin ndi riéng.

Mot lan nita Xin chan thanh cam on.

Sinh vién

Nguyén Thi Trang

GIOI THIEU

Trong vai nam tré lai ddy tinh toan mang lugi da phat trién manh mé&, mé ra cac giai
phéap méi cho cac tng dung doi hoi kha nang tinh toan 16n. Grid computing c¢6 thé duogc sir dung
cho céc bai toan nghién ctru vé sinh hoc, y hoc, véat 1y, hod hoc...cling nhu cac ting dung trong
phan tich va danh gia tai chinh, khai thac dit liéu va rat nhiéu céc loai timg dung khac.

Trong dd 4n nay, em xin trinh bay mot cach tong quan vé cong nghé Grid computing

nhu: 191 ich, cac thanh phan, pham vi ing dung ctia lu6i tinh toan. Trén co s& do di sau vao tim



hiéu vé hé thdng bao dam an toan thong tin va mot s6 bai toan vé an toan thong tin trong tinh

toan luoi.

Chuongl. TONG QUAN VE TINH TOAN LUOI

1.1. KHAI NIEM TiNH TOAN LUOI

Ngay nay v6i su phat trién vuot bac ciia khoa hoc k¥ thut va cong nghé da xuét hién
nhiing bai toan trong nhiéu linh vyc doi hoi sirc manh tinh toAn ma mot may tinh riéng 1¢ khong
thé dam trach. Tinh toan ludi ra doi nham tao kha ning chia sé tai nguyén trén pham vi toan cau,

kha ning tan dung cac phan mém ciing nhu tai nguyén vat 1y phan tan ca vé mat dia 1y.

Dinh nghia 1:



+ Lwéi tinh toan: la mot hé théng may tinh 4o, str dung mdy tinh rdi tai nhiéu noi, trong cac
thoi gian khac nhau.

+ Tinh toan lwéi: 1a viéc tinh toan trén Lwéi tinh toan.

Dinh nghia ciia 1BM:

Tinh toan ludi 1a mot mdi truong tinh toan a0. M6i truong nay cho phép bé tri song
song, linh hoat, chia s¢, tuyén lua, tap hop cac nguon tai nguy@n hén hop vé mat dia ly, tly theo
muc do san sang, hiéu sut, chi phi cia céc tai nguyén tinh toan va yéu cau vé chat luong dich vu
cua nguoi st dung.

1.2. LOI ICH CUA TINH TOAN LUOI
1.2.1. Khai thac tai nguyén nhan rbi

Mot trong nhiing lgi ich co ban cua tinh toan ludi 1a kha nang chay tmg dung trén
mot tai nguyén khac. Thong ké cho thiy, ddi véi cac may tinh dé ban, trong mot ngay lam viéc
thi chi c6 khoang 5% thoi gian 1a ban, con lai 1a rdi. Viéc tan dung khoang thoi gian réi nay dé

chay céc ing dung khéac 1a mot viéc lam rat hiéu qua va kinh té.

1.2.2. Kha nang xir ly song song

Kha ning chay tng dung song song 1 kha ning hip din nhat ma tinh toan ludi mang
lai. Lic nay, mdt cong viéc dugc chia thanh nhiéu cong viéc con, cac cong vi¢c con nay dugc
thuc hién dong thoi trén cac tai nguyén khac nhau cua ludi. Do dé, thoi gian chay tng dung sé
dugc rat ngan nhiéu lan.

Tuy nhién, van dé khong phai tng dung ndo ciing c6 thé trién khai theo cach nay
dugc. Can xem xét cac yéu td nhu kha ning song song hoa, su trao doi giita cac cong viéc con
khi chay dé danh giad xem mot ung dung c6 thuc su hi¢u qua khi duogc trién khai trén ludi hay
khoéng.

1.2.3. Sw cfng tac cac tai nguyén 4o va to chirc 40

Sy hop tac dugc thé hién thong qua khai niém t6 chirc 4o — sy két hop nhiéu t chirc
thyc cung muyc tiéu. Thong qua mé hinh td chitc 4o, cac to chuc thuc co thé chia sé tai nguyén



nhu dit liéu, cac thiét bj dic biét...Nhimg tai nguyén nay dugc “4o hoa” dé giit ching dong bd

trong mot hé thong mang ludi khong dong nhat. Céc tai nguyén d6 goi 1a tai nguyén 4o.

1.2.4. Gilp truy nhép céc tai nguyén khac

Ngoai tai nguyén tinh todn va luu tri¥, ludi con cung cip cac loai tai nguyén khéc,
ching han duong truyén mang, cac phan mém dat tién. Vi du nhu néu mot ngudi dung mudn ting
thong luong két ndi t6i Internet dé thuc hién khai pha dit liéu, anh ta c6 thé tin dung cac két nbi

Internet riéng biét ciia cac nut ludi khac dé chay bai toan trén.

1.2.5. Gitip c4n bing trong sir dung tai nguyén

Ludi lién két cac tai nguyén tir nhiéu may khac nhau tao thanh mot hé thong duy
nhat. Ludi c6 thé thyuc hién can bang tai nguyén trong cic chwong trinh bang cach lap lich lam
viéc cho céc cong viée. Chirc ning nay c6 y nghia rt 16n trong viée xtr Iy cac truong hop qua tai
vé xur 1y, tinh toan trong mot td chirc. Churc nang can béng ¢6 thé duge thyuc hién theo 2 cach sau:
- Nhing diém qua tai dugc dua dén nhitng may rdi trén mang ludi.
- Néu toan mang ludi da ban, nhimg cong viée ¢6 d6 uu tién thap dugc tam nglng nhudng cho
nhiing cong viéc khéac cé dg uu tién cao.

Mot 1oi ich khac khi dung Grid 1a can bfmg tai. Khi mot cong viéc lién lac vdi mot cong
viéc khac, véi Internet , hodc cac tai nguyén khéac, Grid c6 thé 1ap lich cho ching dé co thé giam
thiéu tdi da luu luong dudng truyén cling nhu khoang cach truyén. Piéu nay giup Grid c6 thé
giam thiéu t6i da luu lugng duong truyén ciing nhu khoang cach truyén. Diéu nay giup Grid co

thé giam thiéu tac nghén mang.

1.2.6. Mang lai d¢ tin cay
Khai niém tin cdy trong tinh todn ludi duoc thé hién & cac khia canh sau:

- Trong ludi c6 nhitng tai nguyén tinh toan dat tién, cung cap do tin cay cao cho nhitng bai toan
dugc thuc hi¢n trén ching

- Ludi cung cap kha nang 1ap lich lai, phan bo lai cong viéc néu co 161 xay ra

- Néu can, mot cong viéc co thé dugc chay dong thoi trén nhiéu nut, cho nén viéc xdy ra 101 & mot
nut s€ khong lam anh hudng dén két qua ctia cong viéc do.



1.2.7. Pham vi &wng dung

Tinh toan ludi thuong duoc str dung dé giai quyét cac bai toan khoa hoc doi hoi kha
nang tinh toan va thong lwong cao nhu mod phong, thiét ké vi mach, chia sé¢ noi dung, truy
nhap/thué cac phan mém/dich vu tir xa. Hoic cac bai toan doi hoi dit lidu 16n, thoi gian thuec,
phuc vu theo yéu cau va céc bai toan tinh toan cong tac nhu thiét ké cong tac, khai pha di liéu,
giao duc dién tu...

1.3. THANH PHAN CUA LUOI TINH TOAN THEO MO HINH CHUC NANG

Trong mo hinh chirc ning ctia ludi, ¢ rat nhidu thanh phan nhu: thanh phan bao vé
thong tin, thanh phén moi gioi, thanh phén 1ap lich, chirc ndng an ninh nat, thanh phﬁn quan ly tai
nguyén, thanh phan quan 1y dir liéu, thanh phan giao thirc, nhung trong chuong nay em chi trinh

bay cac thanh phan co ban cta nd.

1.3.1. Thanh phén Bao vé thong tin

Bio vé théng tin 1udn 1a mot thanh phan quan trong trong bat ky mot hé thdng tinh
toan nao, trong d6 c6 mdi truong ludi. Khi ngudi sir dung thuce hién céng viée tir xa trén hé thong
khac, ho thudng xuyén quan tim téi viée liéu hé théng dé c6 dam bao duoc rang cong viée va di
lidu ctia ho khong bi truy cép trai phép. Con nha cung cp dich vu thi lai phai dam bao tng dung
lu6i khong 1am gian doan cac ung dung dang chay trén may ngudi dung, khong giao tiép truy cap

vo1 cac dit liéu ca nhan.

1.3.2. Thanh phéin Quén Iy tai nguyén lwéi
1.3.2.1. Nhang thach thac trong qudn ly tai nguyén lugi
1/. Xudt phat ter dic trung cua tai nguyén ludi:
Ludi khong giit quyén diéu khién tuyét ddi dbi véi cdc tai nguyén, ta phai phat trién

phuong thirc quan 1y trén cac ving khac nhau va ngudn tai nguyén khong dong nhat.



Céc tai nguyén ludi 1a khong dong nhét tai cac t6 chic khac nhau, cac chinh sach
quan ly tai nguyén quan ly va muc dich cua nguoi dung tai nguyén lai khac nhau hodc tham chi
¢6 thé mau thuin nhau. Hau hét cac ung dung yéu cdu sir dung dong thoi nhidu tai nguyén &
nhiéu noi khac nhau dé hoan thanh cong viéc.

Mot thach thire khac dbi voi quan 1y tai nguyén la van dé bao vé tai nguyén. Vi hé
thong ludi 12 phan tan ca vé dia 1y va to chirc. Cac t6 chirc khac nhau c6 cac chinh sach bao vé
khéc nhau. Mot ludi c6 da dang ngudn tai nguyén, mdi tai nguyén lai yéu cdu cac mirc bao vé
khac nhau.

2/. binh vj tai nguyén luoi:

Khi ¢ yéu cau cua ngudi dung, bo phan quan ly tai nguyén s& tim tai nguyén tur
dich vu chi muc (Index Service) sau d6 dinh vi tai nguyén dén maot s6 nit cu thé nao dé trong
ludi va tai cdc nat nay thi tai nguyén sé dugc 1ap lich s dung. Khi mét ung dung dang chay, bo
phan quan Iy tai nguyén can theo ddi trang thai tai nguyén va théng béo trd lai cho bo 1ap lich va
hé théng ké toan. Khi c6 2 yéu cau dugc dé trinh dén 1ludi cung ldc thi ca 2 s& cung duoc xir ly
theo quy wdc hoat dong cua hang doi. Khi mot ang dung yéu cau st dung tai nguy@n ma hién tai
tai nguyén d6 dang phuc vu cho mot tng dung khéc thi né sé dugc xép vao hang doi cho dén khi
tai nguyén d6 duoc sir dung xong va san sang phuc vu.

MOi truong lusi phan tan vé dia |y va tai nguyén ludi 1a khong dong nhat, nén dé
dinh vi dung tai nguyén, ta can phai thiét ké mot hé théng quan ly tai nguyén phd hop va phai
chuyén sang hudng tiép can da tang va té chuc tai nguyén phi tap trung.

3/. Van dé thirong lirong tai nguyén ludi

Qua trinh thuong lugng tai nguyén ludi dya trén cac giao thic hay céc luat trong kinh
doanh dé chuyén doi cac lénh budn béan gitra ngudi sir dung tai nguyén va cac nha cung cap tai
nguyén. Hinh 1.1 minh hoa céc giao thirc thuong lwong ma ca hai phia mua va ban can trong qué
trinh mac ca.

Pau tién, phia khach hang két ndi voi nha cung cdp. Sau khi nhan duoc gia tai
nguyén, ca hai bén ban va mua s& tién hanh thuong lugng. Khi thuong leong thanh céng, phia
khach hang s& yéu cau nging két ndi va st dung tai nguyén do.

10



Trade Manager

API

Trade Server

OT - Deal Template:
- Tesource requirements (M)
-resource prohile (1$)
«price (any one can set)
- slatus
- cthange the above values
- Negotiation can continue
- decepldechne
- validity penod

Hinh 1.1 M hinh thuong leong tai nguyén lugi

Get Connected
___ CallforBid(oT)
—_— ]
Repy0BIOT
T
Negotiats Deal(0T)
Tt
Contim D0aoT, YH) |
L CancelDwaIET)
L Change Dsaon
Get Disconnected
¥
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1.3.2.2. H¢é quan tri tai nguyén GRAM

GRAM (Grid Resource Allocation Management) la dich vu dugc x@y dung trén co
ché bao mat GSI (Grid Security infrastructure), né déng vai trd 1 bd phan quan ly, phan chia tai
nguyén trong toan bd hé thdng tinh toan ludi.

Kién trac ciia GRAM:
1/. Kién trdc bén ngoai:

Dé co thé dé trinh mot cong viéc 1én mot host, nguoi ding s& thong qua cac API
(Application Programming Interface) cia GRAM Client dé xac lap céc thong tin vé tai nguyén
ma cbng viéc can dong thoi tao ra tién trinh méi. Nhitng thong tin nay s& duoc giri dén nguoi
quan ly cong twong tng. Ngudi quan ly cong s& xac thuc nhirng thong tin duoc giri dén dya vao
co ché bao mat GSI. Néu tat ca déu hop I&, nguoi quan ly cong s& tao ra mot quan ly cong viéc dé
phuc vu cho cdng viéc. Nguoi quan ly céng viéc sé phan tich kich ban RSL (Resource
Specification Language) do nguoi sir dung gui toi. Nhitng két qua phan tich duoc ngay 1ap tic
dugc gui téi cac nguon tai nguyén cuc bo va tién hanh thuc thi cong viéc. Bén canh do, quan ly
cdng viéc ciing sé tao ra cac tién trinh 1am nhiém vu theo dai va diéu khién cong viéc trong suét
qua trinh xur ly.
Trong ldc cdng viéc dang thyc thi hay d thyc thi xong, cac ngudn tai nguyén cuc bo
s& phai thuong xuyén cap nhat thdng tin tai nguyén vé cho MDS (Monitoring and Discovery
Service). MDS sau d6 sé& hién thi nhitng thong tin nay cho phép nguoi ding xem xét va lya chon
ngudn tai nguyén nao thich hop vai cong viéc caa minh.

2/. Kién trac bén trong:

Dé c6 thé thuc thi mot cong viéc tir xa, ngudi quan ly cong GRAM phai dugc chay
trén mot may tinh tir xa, lang nghe & mot cong duoc quy dinh truge, cdng viéc s& duoc thuc thi
trén may tinh tir xa d6. Viéc thuc thi bat d¢au khi ung dung nguoi ding chay trén may cuc bo gui
yéu cau dén may tinh tir xa. Yéu cau d6 s& mang céac thdng tin vé Iénh thyc thi, ludng vao, ludng
Xuit ciing nhu cac thong tin vé tén va cong giao tiép cua may tinh tir xa. Yéu cau cong viéc s&
duoc xir ly bai nguoi quan ly cong GRAM, tir d6 nd s& tao ra mot quan ly cong viée twong ung
ma cong viéc yéu cau. Luc dd, quan Iy cdng viéc sé theo ddi tinh trang thuc thi cdng viéc va chiu
trach nhiém thong bao thong tin ciaa cong viéc cho nguoi st dung.

12



1.3.3. Thanh phan Quan Iy dir liéu

Quan ly dir liéu 1a méot phan quan trong trong tinh toan lugi né cho phép truy nhap
tai nguyén trén ludi voi khéi luong 16n hang giga-bytes tham chi hang tera- bytes dit liéu. Quan
ly dit liéu phai dam bao dugc tinh an toan va 6n dinh trong qua trinh di chuyén dit liéu giira cac
nGt trong mang ludi dé hd trg qué trinh thyc thi cac cong viéc trong hé théng tinh toan ludi.

1.3.3.1. Giao thsc truyén tdp tin mang lwéi GridFTP

GridFTP la giao thirc truyén tap tin gibng nhu FTP hay truyén dit liéu nhu HTTP. Bay
la giao thirc ¢6 hiéu niang cao, an toan va dang tin cay nhat trén mang Internet hién nay. GridFTP
duoc cac nha chuyén mon dénh gia cao vi né cung cap céc tinh niang dac trung phu hop véi kién
trac mang luéi nhu:

+ Bao mat theo chuan GSI trén céc kénh diéu khién va kénh truyén dix liéu.

+ Tao lap va quan 1y cac kénh truyén dit liéu song song, cho phép ting toc do truyén dir liéu toi
mirc ky lyc.

+ Trao doi tirng phan tap tin di liéu, dic biét hiéu qua véi cac tap tin dir liéu cé dung luong cuc
ky lon.

+ Trao doi dit liéu véi su tham gia cua phia thi ba. Bay 1a nghi thic cho phép chuyén tap tin truc
tiép tir may chu téi may cha khi kénh diéu khién nam trén may chu thi ba.

+ X4c thuc cac kénh truyén dit liéu.

+ Tai st dung cac kénh truyén dir liéu va dan truyén cac Iénh diéu khién.

» Mo rgng tie FTP

GridFTP bao gom mat sb chiic nang trong giao thirc FTP mé rong va da duoc chuan
hoa, nhung it dugc cai dat trong cac hé thdng hién tai. Cac chirc niang khac la cac chirc nang méi
so véi FTP nhu:

- Biéu khién boi di tac thir ba.

- Truyén dir liéu song song; phan doan va tirng phan.
- Tu dong thuong luong vung déém TCP.

- Truyén dit liéu tin cay va c6 kha nang khai dong lai.

> Kién tric cia dich vu GridFTP
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Hinh 1.2. Kién trc cua dich vu GridFTP

+ B9 thong dich giao thirc Pl:

Server Pl ¢6 nhiém vu quan |y kénh diéu khién, trao déi thong tin vai méay khach qua
kénh nay. Dé may khach lién lac véi may cha GridFTP, server Pl phai chay nhu mot chuong
trinh thuong trd, luén ling nghe & cong nao d. Hoac mot dich vu khac cua hé théng phai ling
nghe trén cong nay, khi nhan duoc yéu cau thi s& chuyén 1oi goi téi Server PI. Tiép d6, Client PI
va Server PI “néi chuyén” véi nhau qua giao thiac da dinh san.

Trong sudt qua trinh truyén théng, Server PI chi quan tdm t&i viéc xay dung md ta cho
qué trinh truyén di liéu. Thoi diém nay, n6 khong lién hé voi DTP (Data Transfer Process) hoic
DTP c6 thé chua chay. Khi nhan Iénh yéu cau hoat dong lién quan téi DTP, Server P1 giri ban mo
ta qua trinh truyén cho DTP. DTP tu thuc hién truyén dwa vao ban md ta nay. Khi ban mé ta
dugc gui di, Server Pl chi dong vai tro 1a tang chuyén tiép cac thong tin trang théi.

+ Tién trinh truyén dir liéu DTP:

Ban than DTP duoc ciu tao boi ba médun két hop nhu sau:
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Hinh 1.3. Pudng 6ng truyén dit liéu DTP

1/. Md-dun truy cap dit liéu: chiu trach nhiém doc/ghi dit liéu téi nguon/ dich. Giao dién truy cap
goém cac lénh gui, nhan, tao, xda, doi tén, tinh tong, kiém tra.

2/. Mo-dun xt ly dit liéu: xu ly di liéu phia may chu: nén, co dan, ghép ndi cac tép. Hién tai chirc
nang xu ly dir liéu duoc cai dat cung médun truy cap di liéu.

3/. M6-dun giao thuc kénh dir liéu: dam nhiém viéc xu ly kénh dix liéu, gom céc thao tac nap/gui
dix liéu. Mot may chu c6 thé hd trg nhidu kénh truyén dix liéu.

» Bdo mgt trong GridFTP

GridFTP cung cap viéc chung thuc an toan kénh diéu khién, dam bao tinh toan ven
va bi mat cho kénh dir liéu. Co ché bao mat caa né xay dung trén nén GSI. Phién lam viéc dugc
thiét 1ap khi may khéach khai tao két ndi TCP toi cong ma may chu GridFTP server dang ling
nghe. Pau tién dién ra qua trinh chiing thuc. Day 1a quéa trinh bt tay ba buéc. May khéch trinh
mot gidy uy nhiém, gidy nay chira thong tin vé nguoi ding dai dién cho may khach gom dinh
danh, khoa cong khai, tén nha thim quyén... May cha ciing phai dua ra mot gidy ching nhan
riéng duoc cap boi nha tham quyén ma may khéch tin tuong.

Néu qua trinh kiém tra thong tin trén cac gidy chiing nhan nay that bai, lién két
khong dugc thiét 1ap. Nguoc lai, giai doan xac dinh thim quyén dién ra: xac dinh quyén han truy
cap caa may khéach déi véi dix liéu trén may cha. Biéu nay duoc thuc hién bang cach anh xa may
khéch véi mot ngudi ding dia phuong trén may chii. Quyén truy cap cua ngudi ding dia phuong
s& tuong duong voi quyén truy nhap ciia may khach. Thang tin 4nh xa duoc luu trén may cha
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trong mot tép grid- mapfile. Néu chua c6 thdng tin &nh xa, tién trinh truyén di liéu khéng duoc
hoan thanh. Mic dinh, kénh diéu khién duoc ma hda dé bao dam tinh toan ven.

> Cai dat dich vu GridFTP

Cai GridFTP trén nit lugi cung cap dich vu. NGt ndy duoc goi 1a may cha GridFTP.
Cai GridFTP Client trén may khach, thuc hién gtri y8u cau téi may chu GridFTP dé truy xuat dit
liéu.

Dé thyc hién chtc nang truyén tép didu khién boi ddi tac tht ba, hai nit ludi tham
gia qué trinh truyén phai duoc cai dat GridFTP Server.

1.3.3.2. Dich vu dinh vibdn sao RLS

Muc dich tao ban sao la dé lam giam tré truy cap, tang tinh dia phuong cua di liéu,
tang hiéu nang, kha nang ma rong, va tinh chiu 13i cia cac ung dung phan tan. Hé théng sir dung
ban sao can c6 k§ thuat xac dinh vi tri ban sao.

> Yéu cdu déi véi mat dich vu dinh vi bdn sao
RLS phai thoa man cac yéu cau sau:

- Ban sao ¢ tinh chi doc: RLS chi quan ly tép khong thay doi hoac thay doi khdng thudng xuyén,
duoc dinh danh duy nhat dudi cac phién ban khac nhau.

- Pham vi sir dung: hé thdng phai c6 kha nang trai rong trén hang tram mién, quan ly khoang 50
triéu tép l6gic va 500 triéu ban sao vat ly.

- Hiéu nang: hé thong phai ¢ kha nang hd trg khoang 1000 truy van va 200 lan cap nhat trén mot
gidy. Thoi gian héi dép trung binh phai it hon 10 miligidy, va thoi gian hdi dap truy van trung
binh khdng vuot qua 5 gidy.

- Bao mat: RLS quan tdm nhiéu nhat t&i bao vé tinh riéng tu va toan ven cua thong tin ton tai va
vi tri dix liéu.
- Tinh nhat quan: RLS khéng hd trg khung nhin nhat quan hoan toan déi vai cac ban sao.

- Tinh tin cay: 13i xay ra & mot mién khdng anh huong téi toan bo hoat dong caa hé thdng.

> Kién trac ciia dich vu dinh vi ban sao
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Kién trac cua dich vu quan ly ban sao phai dam bao dwgc yéu cau thuc thi trén moi
truong phan tan cao. Trong kién tric RLS, may chi dinh vi ban sao cuc bo cho tirng mién duoc
goi la LRC (Local Replica Catalog). May chu thuc hién nhiém vu danh chi muc cac LRC. Giao
dién truy xuat cia nguoi st dung duoc goi 13 RLI (Replica Location Index). Thong qua RLI,
nguoi sir dung c6 thé tim dén cac LRC mot cach dé dang. LRC phuc vu nguoi duing cyc bé trong
t6 chirc, con RLI phuc vu ngudi sir dung trén pham vi toan bo luéi. Nhu vay, trén pham vi toan
ludi di lidu, dich vu RLS dugc trién khai dudi dang mot tap cac LRC phan tan tai site dja
phuong va mot sé RLI danh chi muc cho cac LRC.

+ Kho dinh vi ban sao cuc by LRC:

LRC luu gitr thong tin vé cac ban sao ctia mot to chirc cu thé. LRC c¢b mot s chire

nang:
- V& noi dung: luu trir 4nh xa gitra tén tép 16gic bat ky véi tén tép vat ly.
-Vé truy van: dap ng duoc cac truy van: Cho mot LFN, tim tap cac PFN twong tng véi LFN do.

-Vé tinh toan ven cuc bo: quan Iy tinh toan ven giira noi dung cua tén logic véi ndi dung thuc su
duogc luu trén céc hé thong luu trix.

- V& bao mat: thdng tin trong LRC ¢ thé lién quan dén diéu khién truy cap, vi thé hd tro ky thuat
chtng thuc va xac nhan khi xu 1y yéu cau tir xa.

- V& sy lan truyén trang thai: LRC thuong xuyén giri thdng tin trang thai- thong tin vé sy thay doi
cac anh xa téi RLI, bang cach sir dung thuat ton lan truyén trang thai.

+ Chi muc dinh vi ban sao RLI:

LRC chi luu trit thdng tin dinh vi ban sao tai cac td chic, chi phuc vu nguoi sir dung
trong pham vi té chirc d6. N6 khdng hd trg nguoi dung truy van nhiéu to chirc cling mét Idc.
Théng tin chi myc trong dich vu dinh vi ban sao duoc luu dudi dang mot tap cac RLI, mdi RLI
bao gom tap ban ghi gém hai truong (LFN, con tro téi LRC). RLI ¢6 thé danh chi muc cho RLI
khac.

Dua trén ky thuat du thira, phan doan, va trang thai mém, c6 thé chi ra cac yéu cau
dbi véi mot nit chi muc dinh vi ban sao toan cuc RLI nhu sau:

- Truy cap tir xa an toan: RLI phai hd tro ching thuc, xac nhan, tinh toan ven, tinh tin cay, va
phai trién khai quyén diéu khién truy cap cuc b trén thdng tin ma nd quan ly.
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- Lan truyén trang thai: RLI phai c6 kha nang nhan thdng tin md ta trang thai do cac LRC guri dén
dinh ky.

- Truy van: RLI phai tra 15i truy van t&i ban sao caa mot LFN cu thé bang céach tra vé vi tri vat ly
cia LFN d6 hoic thdng bao ring LFN khong nam trong chi muc hién thai, trong truong hop
khéng tim thay.

- Trang thai mém: RLI phai an dinh thoi gian hét han di vai théng tin luu trix trong chi muc. Néu
mot muc gan lién véi mot LRC khong nhan duoc thong tin trang thai cap nhat tir LRC trong
khoang thai gian 4n dinh, RLI phai loai bo muc dé.

- Phuc hdi khi 15i xay ra: RLI khéng duoc phép chia thdng tin trang thai bén viing vé cac ban
sa0. N6 phai khdi phuc noi dung sau su ¢b chi bang céch sir dung cap nhat trang thai dong tir céc
LRC.

> Céc tham sé ddc trung cia kién tric RLS

Dé dic ta mot pham vi rong 1on kién tric caa RLS, nguoi ta ding bd sau tham sé (G,
PL, PR, R, S, C). Bon tham sé dau tién (G, PL, P r, R) mé ta tinh phan tan caa théng tin ban sao.
Hai tham s6 sau dinh nghia cach thong tin duoc guri tir LRC dén RLI.

G: S6 luong RLI trong hé thong.

PL: Bac trung cho kiéu phan nhém tén tép 16gic trong RLI.

Pr: Pic trung cho kiéu phan nhoém khéng gian tén LRC.

R: NGi d¢én muic d6 du thira trong viéc danh chi muc di véi mdi tén tép logic LFN.

S: Tan suat va cach thire cap nhat théng tin tir LRC dén RLI.
C: Phuong phép nén thdng tin trao doi giita LRC va RLI.

1.3.4. Thanh phan L4p lich trong lwéi tinh toan

Sau khi xac dinh duoc tai nguyén can thiét ta phai 1ap lich trinh cac cong viée duogc
thuc thi. Néu cac cong vi¢e 1a hoan toan doc 1ap thi co thé khong can bd 1ap lich. Nhung thuong
thi tmg dung doi hoi can phai dy trit tai nguyén niao dé, hodc cic cong viéc can giao tiép voi
nhau. Do d6, can c6 bo 1ap lich dé phéi hop cac cong viée.

Lap lich trong ludi bao gdm 3 giai doan chinh:

+ Khéam phé tai nguyén va dua ra danh sach tai nguyén c6 thé str dung duoc.
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+ Lua chon tai nguyén phu hop nhat doi véi yéu cau cong vic.

+ Thuc thi cong viéc.

> Giai doagn 1: Khai pha tai nguyén

X&c dinh xem tai nguyén nao kha dung ddi voi ngudi dung hién tai.
- Budc 1: Tim céc tai nguyén kha dung: xac dinh tdp tai nguyén ma ngudi dung c6 di thim
quyén truy nhap t6i.
- Budc 2: Xac dinh yéu cau Gmg dung: nguoi dung phai dinh ra mot tap cac yéu cau toi thiéu dé
thuc hién cong viée dé loc cac tai nguyén kha dung.
- Budc 3: Loai bo nhitng tai nguyén khong dap tmg dugc yéu cau tdi thiéu cia cong viée cin ctr
vao danh sach céc tai nguyén ma ngudi ding co quyén sir dung va can cir vao két qua phan tich
yéu cau cong viéc ¢ bude hai, ta loai bo tat ca nhitng tai nguyén khong dap tng dugc nhitng yéu
cau tdi thiéu cua cong viéc. Pén cubi budc nay nguoi st dung sé co trong tay mot tip cc tai

nguyén cé thé dung dé trién khai cong viéc.

» Giai doan 2: Lwa chon tai nguyén.

Tién hanh thu thap cac thong tin lién quan ti cac yéu cau con lai ctia cong viée va
Iira chon ra tai nguyén thich hop nhét dé thyc thi cong viéc.
- Budc 1: Thu thap thong tin dong: xac dinh xem thong tin ndo sin c6 va ngudi ding c6 thé truy
nhap dén né nhu thé nao.
- Bude 2: Lya chon tai nguyén: sau khi dd c6 dy du thong tin vé tai nguyén ngudi ding s& lua
chon nhiing tai nguyén pht hop nhat cho yéu cau va muc dich cta ho. Budc nay thuong do bo
1ap lich va quan 1y tai nguyén thay mat nguoi dung dam nhan ty dong bang cach giai bai toan toi

uu.

» Giai doan 3: Thuc thi cong viéc.

Tién hanh cac budc dé thuc thi cong viée trén tai nguyén da chon, giam sat trang thai

cong viéc va gui két qua lai cho nguoi st dung.
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- Budce 1: Dat trudce tai nguyén (tuy chon) dé co thé st dung tdt nhat mot hé théng nao do, mot

phan hoic toan bo tai nguyén phai dugc dat trudc.

- Bu6c 2: Dé trinh coéng viée: sau khi dd chon duoc tai nguyén tmg dung, cong viéc can phai
dugc dé trinh 1én tai nguyén d6 dé thuc hién bang cach chay mot dong 1énh don hodc chay mot
day cac kich ...

- Bué6c 3: Cac cong viée chuan bi: trong budc nay phia ngudi ding s& 1am cac cong viée can thiét
dé ung dung cé thé chay duogc. Vi du: dung GridFTP dé chuyén cac file dix lidu can thiét dén dia

diém noi cong vi¢c sé chay.
- Budc 4: Theo doi tieén dg: tuy thudc vao ung dung va thoi gian chay ciia né6 ma nguoi

dung c6 thé muodn theo ddi tién do va co thé s€ thay doi y dinh cua ho vé viéc cong viéc s€ duogc

thuc hién & dau va nhu thé nao.

- Bu6c 5: Hoan thanh cong viée: khi cong viée két thiic thi can phai bao cho ngudi sir dung bang

mot hinh thirc nao do.

- Budc 6: Don dep va két thic: sau khi mét cong viéc da dugc thuc hién xong, két qua cong viéc
phai duoc guri lai cho ngudi dé trinh, dong thoi céc file tam thoi ciing phai dugc xda di.

1.3.5. Cong luéi tinh toan (Grid Portal)

Hé thdng tinh toan ludi chi cung cap cho ngudi sir dung mot tap hop céc dich vu
chung va kha ning khai thac cac ngudn tai nguy@n phan tan. N6 khong cung cip cac thanh phan
giao dién than thién phuc vy nguoi sir dung. Vi vy, doi hoi can phai c6 mét cdng cu cung cap
cac thanh phan giao dién phuc vu ngudi st dung. Trudc thuc té d6, mot cong giao tiép hé théng
Gird voi tén goi Grid Portal ra doi.

Grid Portal: 1a céng két ndi dich vu gitra nguoi dung va nha cung cép dich vu, duoc
phat trién nhu mot phan mém trén mang Intenet dé cung cap cac chiic ning can thiét theo hudng
nguoi dung. Vigc sir dung cong ngh¢ Portal cho phép tao moi truong lam viéc riéng biét cho tung
nguoi ding, dong thoi tach biét cac chirc nang dich vu riéng biét tir phia may chi va tai sir dung

cac thanh phan chiic ning ciia Web.

Grid Portal dugc hinh thanh tir hai khai niém cong (portal) khac nhau: Céng chuyén
chung dung (Application Specific Portal) cung cip maot tap con céc thao tac truy cap Grid chuyén
biét tir bén trong mot ang dung, tir cac mién dic biét. Va Cong chuyén cho nguoi dung (User
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Specific Portal) cung cap céc dich vu riéng lién quan dén céc site phuc vu cho mét tac vu truyén
théng nao.

Dé trién khai cong nghé GridPortal, chung ta c6 thé st dung cong cu phét trién
GPDK (Grid Poratl Development Kits).

1.3.6. Thanh phin Giam sat luéi

Trong moi trudng ludi, nhu ciu gidm sat cac tai nguyén 1a rat can thiét. Cac tai
nguyén cua ludi ludn & trang thai dong, chung co thé gia nhap vao luéi rdi sau d6 rat ra khoi luéi
vao bat ki thoi diém nao. Nguoi ding phai ¢6 kha ning tim kiém nhiing tai nguyén mong mudn
va gidm sét cé4c tai nguyén d6. Ngoai vai tro cung cap thong tin cho ngudi dung, hé théng giam
sat ludi con dong vai tro quan trong trong cac hoat dong lap lich, nhan ban dir liu, phéan tich hi¢u

nang, xay dung tmg dung ty diéu chinh...

1.3.6.1. Quy trinh giam sat
Quy trinh giam st cac hé phan tan thuong bao gdm bdn bude nhu sau:

1/. Sinh cac su kién: bd cam bién tién hanh do dac trén cac thuc thé va ma hoa két qua thu dugc

theo mot luge dd cho trude.
2/. Xu 1i cac su kién: cac su kién dugc xtr i theo tirng ng dung cu thé.
3/. Phan phdi cac su kién: cac sy kién duoc chuyén dén cac bén quan tam.
4/. Trinh dién cac su kién: cac sy kién duoc xir i dé dat téi muc triru tuong cao, du dé nguoi
ding rat ra duoc két luan vé trang thai cua hé théng. Giai doan nay thuong duoc thuc hién boi
mot ing dung dd hoa, hién thi dir liéu tirc thoi theo thoi gian thuc hodc 1ay dit lidu tir cac kho luu
trit va hién thi.
1.3.6.2. Yéu cau doi véi mét hé thong gidm sdt lwdi

Mot hé théng giam sat ludi phai théa man duge nhimng yéu cau sau day:
- Kha ning mé rong: phai hoat dong tot khi s6 lugng tai nguyén va nguoi ding ting.

- D6 tré xir ly nho: trong ludi, cac sy kién lién tuc duoc sinh ra véi toc do cao va sb luong 16n,
dong thoi dé tranh tinh trang dit liéu bi lac hau thi hé théng giam sat phai c6 toc do xir li dir lidu

cao nham dat duoc do tré nho nhét.
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-ft xAm pham dén cac tai nguyén: thao tac do dac dién ra thudng xuyén s& tiéu tén dang ké cac tai
nguyén. Hé théng giam sat phai gitt dwoc mirc tiéu thu tai nguyén caa minh ¢ muc chip nhan

duoc.

- Hd trg nhidu mé hinh truyén di liéu: thong tin gidm sat bao gdm céc sy kién tinh va cac su kién
d6ng nén n6 doi hoi cac chinh séch do dac khac nhau nhu do dinh ki hay do mdi khi c6 yéu cau.

- Kha chuyén: cac tai nguyén trong ludi 1a rat khong dong nhit, boi vay cac phan phan hé théng

giam sat phai co6 tinh kha chuyén cao.

- Bao mat: hé théng giam sat phai hd trg cac dich vu bao mat nhu diéu khién truy nhap, chiing

thuc, van chuyén an toan cac thong tin giam sat.

- Kha ning dong bd hoa cao: bén nhan can phai biét d6 méi ciia mot su kién do d6 hé thdng giam

sat phai c6 kha ning dong bo hoa cao giira cac thanh phan.

1.3.6.3. Phan logi cac h¢g thang giam sat luéi
Cac hé théng giam sat dugc chia thanh bdn mic nhu sau:

- Muc 0 (Level 0): cac su kién dugc chuyén truc tiép tir bo cam bién téi bo tiéu thu theo mot
trong hai ché do online hoic offline. O ché do online, céc két qua do dac thuong duogc truy
nhap téi thong qua mot giao dién web. O ché do offline, két qua do duoc bd cam bién ghi vao
kho luu trix va sau d6 duoc bo tiéu thu lay ra.

- Muc 1 (Level 1): trong céc hé théng loai nay, cac bo cam bién duoc xay dung riéng va nam trén
cung mot may véi cac bo sinh, hoac ching duoc tich hgp vao trong céc bo sinh. Trong ca hai
truong hop, cac su kién dugc truy nhap thong qua cac API caa b sinh.

- Mtc 2 (Level 2): so véi cac hé théng mic 1, cac hé thdng muc 2 ¢6 thém céc thanh phan trung
gian. Cac chirc nang duoc phan b trén ca bo sinh va thanh phan trung gian (cd thé nam trén may
khac) thay vi chi nam trén mot bo sinh duy nht.

-Mirc 3 (Level 3): cac hé théng & mic ndy c6 tinh linh hoat cao nhd cac thanh phan trung gian
duoc to chirc theo ciu tric phan cap. MJi thanh phan trung gian thu thap va xir Ii cac sy kién tir
cac thanh phan trung gian hay bé sinh nam ¢ mic thdp hon va sau d6 giri chiing 1én céc thanh
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phan trung gian & mic cao hon. Cac hé théng muc 3 rat thich hop cho méi truong lugi. Mot hé
théng tiéu biéu thuoc loai nay 12 Globus MDS.

1.4. CAC THANH PHAN CUA LUOI TINH TOAN THEO MO HINH VAT LY

Céc thanh phan cua ludi theo mé hinh vat 1y bao gom:

1.4.1. Thanh phan mang (Networks)

Mang dong vai tro 1a co s¢ ha ting dé truyén sb liéu va cac thong tin giam sat cong
viéc gifta cac diém trong mang ludi. Bang thong mang 13 mot thudc tinh rit quan trong lién quan

dén hi¢u suat ludi.

1.4.2. Thanh phén tinh toan (Computation)

Cép boi cac bo xir Iy trong ludi, chling da dang vé toc do, kién trtc, nén tang phan

mém va luu trir.

1.4.3. Thanh phén lwu trir (Storage)

Dir liéu c6 thé duge luwu trir phan tan trén nhiéu thiét bo xir Iy hodc mot mang LAN.
M&i bd xtr Iy thudng cung cap mot dung luong luu trit nhat dinh. Hé thong file thuong duoc dung
la NFS, DFS hodc GPFS.

1.4.4. Phin mém va ban quyén (Software and License)
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Vé phuong dién phin mém trong méi truong tinh toan ludi thi mac d6 6n dinh cua

ung dung phan mém va ban quyén phan mém la hai van dé can dugc quan tdm nhat.

1.4.5. Cac thiét bi dic biét

Mot vai nat trén ludi co thé co nhitng thiét bi dic biét, ching han céc thiét bi quan

su, y té, hay cac thiét bi chuyén dung khéc.

1.5. HE THONG PAM BAO AN TOAN THONG TIN TRONG LUOI TiNH TOAN

Do dic diém hdn tap va khéng ddng nhét cta cac to chirc va tai nguyén trong ludi,
van @& an toan thong tin trong ludi 1a mot trong nhitng vin dé dugc quan tdm hang dau. C6
nhiing van dé an toan thong tin mdi chua timg gip trong cac cong nghé an toan thong tin hién tai
cho hé théng tinh toan phan tan truyén théng. Vi du, cac tinh toan song song doi hoi nhiéu tai
nguyén tinh toan dan téi nhu cdu phai thiét 14p cac mdi quan hé an toan thong tin, khong don gian
chi 1a clien vé6i server, ma giita hang tram tién trinh thuc hién trong khong gian tap hop nhiéu
mién quan tri. Ngoai ra phai ¢6 cac chinh sach an toan thong tin lién mién cho ludi, cac cong

nghé diéu khién truy nhap cac mién khéc nhau ciing phai duoc hd tro.

Céc umg dung va hé thong ludi c¢6 thé doi hoi bét ctr chirc ning nao trong cac chic
nang co ban cta an toan thong tin nhu 1a chimg thue, diéu khién truy nhap va toan ven. Khi phat
trién kién tric 1udi, ciing can phai lwa chon giai phap dé dap tng duoc doi hoi ctia cac dic tinh rat
riéng cua ludi.

- Ping nhip mét lin:

Khi bat dau mét tinh toan doi hoi sir dung tai nguyén, cho thué tai nguyén hay truyén
thong nodi bd, ngudi ding co thé dugce chimg thue va sé khong phai ching thuc trong tinh toan

tiép theo.
- Gidy tiy nhiém ngwoi diing

Cac mat khau, khoa bi mat phai duoc bao vé béng cac chinh sach nhu ma hoéa, hé
thdng file bao mat, phan quyén.

- Tich hop cdc gidi phdp an toan thong tin dia phwong
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Céc giai phap lién mién phai tich hop voi cac giai phap an toan thong tin dia phuong
dé dam bao doc cua cac thanh vién luéi.
- Hq tang gidy ity nhiém, chitng chi sé théng nhit:

Truy nhap lién minh doi hoi phai c6 mot quy wdc thong nhét dé biéu dién dinh danh
ctia cac thuc thé luéi nhu nguodi dung, tai nguyén...Vi thé, cin c6 mot chudn dé ma hoa céc
chtng chi s6 cho muc dich an toan thong tin. Hién tai, X509 1a chuan cho cac chimg chi sé phd

bién trong méi trudng ludi.
- Ho trg an toan nhém truyén thong:

M5t tinh todn c6 thé doi hoi mot sd céc tién trinh, cung cdng tac cac hoat dong cua
chung véi nhau nhu 1a mot nhom. Té chirc cac nhém tién trinh s& thay dbi trong vong doi cua
mot tinh toan. Vi thé can cung cdp an toan truyén thong nhom dong. Khéng cé giai phap nao hién
tai hd tro tinh nang nay, tham chi 14 thu vién 1ap trinh GSS_API con khong cung cép an toan
truyén thong nhom.

- Doc ldp cong nghé:

Céc chinh sach khong phuc vu cho mét cong nghé phat trién tmg dung cu thé nao.
Hon nita, ¢6 thé cai dat chinh sach trong mot pham vi cac cong nghé an toan thong tin, dua trén

ca k¥ thuat ma hoa cong khai va phan phéi khéa cong khai.

1.5.1. Co ché bao dam ATTT trong tinh toan luéi

Céc thanh phan tham gia luéi lai chiu thc dong caa chinh sach cuc b trong pham vi
ciia mdi thuc thé tham gia lugi. Dé giai quyét kho khin ndy, co ché bao dam an toan thong tin
luéi cho phép t6 chirc 40 ding chung mét phan chinh sach véi cac to chuc thyc. Giai phap tai
chdng céac chinh sach nhu trén bt budc bao dam an toan thong tin ludi phai dam bao céc chic
nang nhu: hd tro nhiéu co ché bao mat khéac nhau, khoi tao dong céc dich vy, thiét 1ap dong cac
mién ching thyc tin tuong.

1.5.2. Cac chinh sach biao dam ATTT trong tinh toan ludi
Sau day la cac chinh sach bao dam an toan thong tin:

- Moi trudng ludi bao dam an toan thong tin da mién: tap trung diéu khién cac tuong tac lién
mién, 4nh xa hoat dong lién mién véi cac chinh sach bao ¢am an toan thdng tin dia phuong.
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- Hoat dong ludi han ché trong don mién quan tri: cac hoat dong da mién phai tuan theo chinh
sach bao dam an toan thong tin dia phuong trén mién quan tri don.

- Céc chu thé toan cuc va cuc bd déu ton tai: tai mdi mién quan tri don déu tOn tai hai chu thé
trén.

- Chimg thuc da phuong: hoat dong gitra cac thuc thé trong cac mién tin tuéng khac nhau doi hoi
phai c6 chirng thuc da phuong.

- Mbi d6i tuong toan cuc dugc anh xa vao ddi trong cuc bd d6 duge coi nhu chlng di qua chimg
thuc dia phuong trén déi tuong cuc bd do.

- TAt ca céc quyét dinh diéu khién duogc dua ra déu 13 cuc bd hay dya trén co sé cua déi

tuong cuc bo.

- C6 thé dung chung tap gidy ching nhan voi cac chuong trinh thay mat cho ciing mot tién trinh,

chay trén cting mot chii thé trong ciing mot mién tin tudng.

1.5.3. Co sé Ha tang an ninh trong lu6i tinh toin

GSI 14 co ché cho phép xac thuc va truyén thdng an toan trén mang ludi. N6 cung
cap mot s6 dich vu nhu: kha nang xac thuc 1an nhau, co ché diang nhap mat lan, co ché iy quyén.
GSI dya trén cac cong nghé méa khoa cbng khai (Public Key Infrastructure), Ching thuc X.509
(Certificate), nghi thirc truyén thong bao mat (Secure Socket Layer).

Nhiing chuan cong nghiép vé bao dam an toan thong tin trén duoc thém vao co ché
dang nhap mot lan (SSO) va uy quyén (Proxy) tao nén nén tang bao dam an toan théng tin viing
chéc cua mang ludi. Sau day 1a mot sé dic diém cua GSI va cac cai dit (ng dung cua no.

Co sé hg tang khoa cong khai (PKI1):

Chuing thuc trong GSI 1a thao tac cung cap cho mdi thuc thé mét tén dinh danh duy
nhét bang cach dua ra khai niém gidy ay quyén ludi, n6 1a mot cap gidy ching nhan va khda ma
hoa (khda bi mat). Trong méi trudng PKI, mdi thuc thé phai trao quyén sé hitu khoa bi mat cua
minh d bao dam su toan ven cua hé thong.
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Bdo mdt marc thdng diép va mac giao védn:

GSI cho phép thuc hién bao mat & mirc giao van va muc thdng diép. Néu ching ta sir
dung bao mat muc giao van, toan b truyén thong dugc ma hda. Néu sir dung bao mat mirc thong
diép thi chi noi dung cua théng diép SOAP dugc méa hoa.

NP misit > SOAP e s M
. R o ; ervice
Client—» e —» Encrypt —» ‘&ﬁ‘.,;“ ~» Decrypl —»  wmeek —p A
hwoke nethed Y hveke rerud
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¥ 10 ey

Hinh 1.4. Bao mat mirc giao van

Encypied ‘
: ‘ S0P met st SOAP wasexpe \ SOA7 e 1ot semce
Client frowmek —ENCIYpL—  lwsmicek Decrypt — lrwmesh  —»
Pk e ¢ Mk, ‘ byrone weth¢ A
‘Wt on - 1 (4 — Wivhin —_—
e 1} &8 e 1!

Hinh 1.5. Bao mat muc thong diép

Ca hai mac bao mat nay déu dua trén khoa cong khai, va do d6 c6 thé dam bao tinh
toan ven, riéng tu va kha nang ching thuc. Thuong thi hoi thoai an toan phai dam bao ti thiéu
kha nang chiing thuc. Toan ven thuong rat can thiét, nhung co thé bo qua. Ma hda cé thé dugc
kich hoat dé dam bao tinh riéng tu.

Gidy diy nhiém

Trong méi truong ludi, nguoi st dung can duoc chung thuc nhiéu lan trong khoang
thoi gian twong ddi ngan. GSI giai quyét van dé nay voi khéi niém gidy uy nhiém. Mdi gidy uy
nhiém s& hoat dong thay mat ngudi ding trong mot khoang thoi gian ty quyén ngan han. Gidy ay
nhiém c6 gidy chung nhan va khda bi mat riéng cua n6, duoc tao ra bang cach ki lén gidy chimng
nhan dai han cua nguoi dung.
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Giéy uy nhiém theo mdt cach khac, 1a mot su lién két ngén han gitra tén dinh danh cua
ngudi dung véi mot khoa bi mat khac. Chimg chi sé thuong duoc luu trit st dung ma héa trong
hé thdng file dia phuong, thudng dugc bao vé boi quyén truy cép file trong hé thong, c6 thé dugc
sir dung nhiéu 1an ma khong can sy bt tién nao. Con gidy ty nhiém dé bi tén thuong, né co thoi
gian séng ngan han hon nhiéu so vé6i cic chimg chi s dai han cia nguoi ding, théng thuong 1a

vai gio.

S iy quyén

Céc ung dung cua ngudi dung c6 thé thay mat ho trong méi truong luéi. GSI cho
phép nguoi dung uy quyén gidy uy nhiém cia minh dé giao dich cac may tir xa.

Sy ay quyén ciing tuong tu nhu viéc tao ra cac gidy uy nhiém, mdi tap chang chi s6
dai han s& dugc dung dé tao ra tap cac giay uy nhiém méi, co thoi gian séng ngan hon. Su khéc
nhau 12 viéc tao ra cac gidy uy nhiém xay ra trong cac phién két ndi doi hoi chiing thuc GSI, khi
c4c tién trinh tir xa doi hoi gidy ty nhiém caa nguoi dung cho chung thuc. Mot diéu déang chi y
nita 1 su ay quyén c6 thé 1a mot chudi, mot ngudi ¢d thé uy quyén cho mot may A, sau dé tién
trinh sir dung trén may A c6 thé ay quyén cho may B va ci tiép tuc nhu vay.

Chang thuc

GSI hd trg co ché cho phép chuyén céc tén dinh danh GSI cua ngudoi ding vao trong
cac dinh danh dia phuong (tai khoan caa mét ngudi dung Unix cuc bd). Viéc ching thuc cac dinh
danh GSI s& chuyén vé chiing thuc céc dinh danh dia phuong, cing véi viéc do, cac chinh sach
dwa ra ciing nam trong pham vi cuc bo nhu: quyén truy nhap file, dung leong dia, téc d6 CPU.

Xdc thue va quyén han

Dé c6 thé dam bao ring ddi tac trong phién truyén thong trong mang ludi 1a ddi tac
tin cay, ta co thé su dung chirc nang xac thuce cia GSI. Sau khi ta da dugc xac thuc cé tai nguyén

mang ludi yéu cau phai xac dinh cac quyén truy cap. Khi d6 ta ¢6 thé sir dung chirc nang kiém tra
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quyén ctia GSI. Sau déy ta s& mo ta cac budc dé xéac thuc, kiém tra quyén cliia mot may A (nguoi
dung trén may A) boi mot may B trong mang ludi. Hau hét cac bude dé xac thue, trir bude cudi

cung dé kiém tra quyén han.

- Budc 1: nguoi dung trén may A hay mot ing dung trén méay A gui ching nhén ctua n6 téi may
B.

- Budc 2: may B sé& sir dung khéa cong khai cua A dé trich ra tiéu dé tir chung nhéan duoc giri ¢

bude 1.
- Budc 3: May B sinh ra mot s6 ngdu nhién va guri lai cho may A.

- Buoc 4: May A nhan dugc s6 ngau nhién do roi st dung khoa riéng ctia minh dé ma hoéa so

nhan duoc va guri két qua lai cho B.

- Bude 5: May B giai ma nhan dugc két qua la mot so, roi kiém tra sO nay véi sO da sinh ra &
bude 3. Néu 2 s nay la bang nhau thi may B da bict rang chiing nhan ma n6 nhan dugc ding la

cua nguoi dung trén may A. Vi chi c6 anh ta méi ¢6 khoa bi mat cua minh.

- Budc 6: Ching nhan da duogc xac thuc tai may B, va tiéu dé cua xac thue duoc map tuong ung
v6i mot tén ngudi ding trén may B. Tiéu d& ¢ dang tén phan biét. (distinguished name). Tiéu dé
nay dugc str dung dé xac dinh dinh danh cua nguoi ding trong méi trudng mang ludi. Nguoi

dung duoc xéc dinh tir tiéu dé s& duoc may B kiém tra quyén nhu mot ngudi dung trén may B.

Chwong2. MOT SO BAI TOAN VE AN TOAN THONG TIN
TRONG TINH TOAN LUOL

Bio vé thong tin trong ludi tinh toan ciling nhu trong cac hé thong thong tin n6i chung gom 4

nhiém vu chinh:
Bao mat, bao toan, Xac thuc, San sang.

Nhung trong d6 4n nay em xin tip trung vao hai bai todn: Bao mat va Xac thuc
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2.1. BAI TOAN XAC THU'C THUC THE SU DUNG LUOI TINH TOAN

- X4c thwe 1d mot trong nhirg van dé noéng bong. Xac thuc 13 x4c minh, kiém tra mot thong tin
hay mot thuc thé nao d6 dé cong nhan hodc bac bo tinh hop 16 cua thong tin hay thuc thé d6. Pay

13 yéu cau rit quan trong trong cic giao tiép cin co sy tin cdy.
Xac thuc bao gé)m 2 viéc chinh:

+ Xac thuc tinh hop 1 cta cac thyc thé tham gia giao tiép.

+ Xac thuc ngudn gdc cua thong tin dugce trao dbi.

- Xaéc thye dién tir 1a viéc xac minh tir xa béng cac phuong tién di¢n tir su tdn tai chinh xac va
hop 18 danh tinh cta chil thé nao do, ciing nhu thong tin ndo d6 ma khong can biét ndi dung cu

thé ctia thong tin va chii thé do.

Muc dich cua vi¢c xac thyc dién tir: chong gida mao, chong chdi bo, tinh xac thyce cua thong

tin va muc dich cudi cung 14 hoan thién cac giai phap an toan thong tin.

Co so dé xay dung céc giai phép cho xac thyc dién tir 1a cac hé mat ma.

Giai phap xac thue thue thé sir dung ludi
+ Xéac thye chir ky dién tu.
+ Xac thuc dau hiéu ban quyén.

Nhung trong chuong nay em xin tap trung vao xac thuc chir ky.

2.1.1 Khai niém chir ky sé
Mot so do chir ky 1 tap (P, A, K, S, V) thoa min cac diéu kién dudi day:
+ P 1a tap hitu han céc birc di¢n (thong diép)
+ Ala tap hitu han cac chir ki
+ K 1a tap hitu han cac khoa, K(k’,k”)
Trong d6: Khoa k’: khoa bi mat (khoa ky)
Khda k”: khéa cong khai (khoa kiém thir)
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Sigk 1a thuat toan ky P — A

X € P >y =Sige(Xx)
Ver,- 1a thuat toan kiém thir: (P, A) — (Plng, sai)
Vere-(X, y) = Pung Néu y = Sigi(X)

Sai  Néu y # Sig(x)

2.1.1.1. Chir ky RSA
+ Tao khoa:
So dd chit ky cho bai bo nam (P, A, K, S, V)
Cho n=p.q; v6i mdi p, q 13 cac sé nguyén té 16n khac nhau ¢(n) = (p - 1)(q - 1).
Cho P = A = Z, va dinh nghia:
K 1a tap cac khoa, K=(k’,k”); véi k’=a: khoa bi mat
k’’=(n, b)  khda cdng khai
Trong do: a, b eZn*, thdéa man:
b<d(n) va nguyén té ciing nhau véi ¢(n).
a<¢(n) sao cho: a.b = 1mod ¢(n).

Céc gid tri n, b 1a cong khai, cac gia tri p, q, a 1a cac gia tri bi mat.

+ Tao chir ky:
Véi mdi K=(n, p, q, a, b) chir ky trén x la:
y= Sige-(X)=x* mod n
+ Kiém tra chir ky:
Vere-(X, y)=true < x=y’mod n; X,y eZ,.
Gia sir A mudn giri théng béo x, A sé tinh chit ky y bang cach :

y=sig,-(X)= x* mod n (a la khéa bi mat ctia A)
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A giri cdp (x, y) cho B. Nhin duoc théng bao x, chir ky s y, B bat dau tién hanh kiém

tra dang thuc:
x=y*mod (n) (b la khéa cong khai A)

Néu dang, B cong nhdn y 1a chit ky trén x ctia A. Nguoc lai, B s& coi x khong phai caa
A gui cho minh .

Vi du

A dung luge db chit ky s6 RSA véi n=15,(p=3, ¢=5);

o(n)=24=8

Chon b=3.

—a=3"mod 8 =3 vi (3.3=1(mod 8))

Khoéa ky k’=3

Khoa cong khai k>’=(15, 3)

A ky trén thong bao x=2 véi chir ky:

y=x*mod n=2°mod 15 =8

A gtri ¢ip (x, y) = (2, 8) cho B, B kiém tra bang cach str dung khoa cong khai ctia A nhu sau:
x=y"modn=8*mod 15=2=x.

B chép nhan y=8 1a chir ky tin cay.

2.1.1.2. Chir ky ElGamal
Chir ky ElIGamal dugc dinh nghia nhu sau:
+ Tao khéa:

Cho p 14 s6 nguyén t6 sao cho bai toan logarit rdi rac trong Zplakhovagiasta e Zp*, |a phan tir
nguyén thuy

ChoP=2,", A=2Z, X Zy1 va dinh nghia
K={(p, a, o, B): p=0o*modp }.
Céc gia tri p, o, B 1a cong khai, a la bi mat.

+ Tao chir ky
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Vi K = (p, a, o, B) va voi s6 ngiu nhiénk € Z,";
dinh nghia sigg(y, 8), trong do:

v =a*modp va & = (x - ay) k *mod (p - 1).
+ Kiém tra chiv ky so

VoiX, ye Z’; va § €Zp.1, ta dinh nghia :

Ver (x, 7, 8) = True < B'. v° = o mod p.
Chirng minh:
Néu chit ky duogc thiét 14p dung thi ham kiém tra s& thanh cong vi:
=p"y° = o a"® mod p
=o*modp (viay+r§=xmod (p - 1)).

A tinh chit ky bang cach dung ca gia tri bi mat a (1a mot phan ctia khoa) 14n sé ngau nhién bi

mat k (ding dé ky trén x). Viéc kiém tra c6 thé thuc hién duy nhit bang thong tin cdng khai.

Vi du: Gia sit p=467, o = 2, a =127
Khi d6: p = o mod p = 2**'mod 467 = 132
Gia sir A c6 thong bao x=100 va A chon ngau nhién k=213 vi (213,466)=1
va 213" mod 466 = 431, A ky trén x nhu sau:
v = a“mod p = 22"*mod 467 = 29
Va &= (x - ay)k™ mod (p -1) = (100 — 127. 29).431 mod 466 = 51.
Chit k¥ cua A trén x= 100 1 (29,51).
Bét ky nguoi nao d6 ciing c6 thé kiém tra chit ky bang cach tinh:
132%° . 29°! = 189 mod 467

2190 — 189 mod 467
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Do d6, chir ky 1a tin cdy.

2.1.2. Sir dung chir ky sb trong xac thuc thuc thé ding luéi tinh toan

Chir ki sb 14 doan dit liéu gin lién v6i vin ban gbc dé ching thuc tac gia cla vin
ban va giup nguoi nhan kiém tra xem chit ky c6 bi gia mao hay khong bang cach sir dung cong
nghé khoa cong khai PKI (Public Key Infrastructure). Trong d6 mdi ngudi tham gia ky can mot
cap khoa bao gé)m mot khoa cong khai va mét khoa bi mat. Khoéa bi mat dung dé tao chix ky 30,

khoa cong khai dung dé thAm dinh, x4c thuc chit ky $6.

2.2. BAI TOAN BAO MAT TRONG LUOI TINH TOAN

Céc thong tin truyén trén ludi can phai dugc bao mat bang ma hoa, do d6 trong muc nay

em sé trinh bay vé Hé ma hoa.
2.2.1. Khai niém ma héa
Hé ma hoa 1a hé bao gom 5 thanh phan (P, C, K, E, D) théa man cac tinh chét sau:
P (Plaitext): 1a tap hop hitu han cac ban rd c6 thé.
C (Ciphertext): La tap hiru han cac ban ma cé thé.
K (Key): La tap hop cac ban khoa c6 thé.
E (Encrytion): La tdp hop cac quy tic ma hod c6 thé.

D (Decrytion): La tap hop cac quy tic giai ma c6 thé.
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Chung ta da biét mot thong bao thudng dugce xem 1a ban r5. Ngudi giri s& 1am nhiém
vu mi hoa ban 13, két qua thu duoc goi 1a ban mi. Ban ma dugc gii di trén duong truyén toi
ngudi nhan. Ngudi nhan giai ma dé tim hiéu ndi dung ban rd. D& dang thiy duoc cong viée trén
khi dinh nghia ham 14p ma va ham giai ma:

Ek(P) =C vaDy (C) =P

2.2.1.1. Hé ma héa khéa déi xirng
M4 hoa khda dbi ximg 13 hé ma hoa ma biét chia 1ap ma “d&” tinh ra chia giai ma va
nguoc lai. Trong mot s6 hé ma hoa dbi xung thi hai khéa nay 1a trung nhau.
Mic du céc phuong phap ma hoa dbi xtng thudong 6 toe do cao va dé cai dat, nhung
chung lai ¢6 nhiéu yéu diém. Mot nhuoc diém chinh d6 1a vi ca ngudi giri va nguoi nhan déu st
dung cing mot khéa méi héa do d6 can phai c6 su trao ddi thong tin thong nhat khoa thong qua

mot kénh mat. DAy 1a mot van dé khé trong an toan va bao mat.

Céc hé thdng bao vé théng tin ngay nay str dung cac thuat toan ma hoa bat dbi xing
dé cuing v6i hé ma héa ddi xtmg bao vé théng tin.
Sau day 1a mot s6 hé mat ma co dién:

1/. Md dich chuyén:

Pinh nghia: Ma dich chuyén: (P, C, K, E, D)
P=C=K= 226 véi k € K, dinh nghia ek(x) = (x + k) mod 26 dk(y) = (y— k) mod 26

x,yeZ)

Vi dy: Ding khoa k = 9 dé ma hoa dong thu“toinaydichoi” dong thu d6 twong Gng véi
dong s6:

t 0 I n a y d i C h 0 i

19 14 8 12 0 24 3 8 2 7 14 8

qua phép mé& hoa e s€ dugc:

2 23 17 22 9 7 12 17 11 16 23 17
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ban ma s¢é la:
“gnwcxrcqdkjh”

Nhéan dugc ban ma do, dung d9 dé nhan dugc ban 6.

2/. M thay thé:
Pinh nghia M3 thay thé: (P, C, K, E, D)

P=C= 226, K=S (226) V6i moi n € K, tirc 1a mot hoan vi trén Zza’ ta xac dinh
e (x) =m(x)

d(y) =1 (y)

-1
VOl X,y € Zze’ n 1a nghich ddo cua n

Vi du: m duoc cho bdi (¢ day ta viét chit cai thay cho cac con sb thudc 226):

|a|b|c? |.:f|€|“l1‘“|g|ﬁ'z|z' |J1 k|l |m|n
[x Inlylalnlplolglzlgwlb]r|s

olplg|r|s|t|ulv|wlx|y|z]
Flrlrlelvimlulelrljlali]
ban 1o

“toinaydichoi”

s€ dugc ma hod thanh ban ma (vo6i khoa m):

“mfzsxdazygfz”

N 1
D¢ xac dinh dugc 1, va do do tir ban ma ta tim dugc ban rd.
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M3 thay thé c6 tap hop khod kha 16n - bang sé cac hoan vi trén bang chit cai,
X . N 26 Ap fdon TR Ak TPy S
tire sO cac hoan vi trén Zze’ hay la 26! > 4.10 . Viéc duyét toan bo cac hoan vi dé tham

ma 1a rat khé, ngay ca ddi v6i may tinh. Tuy nhién, bang phuong phap thong ké, ta c6 thé
dé dang tham dugc cac ban ma loai nay, va do d6 ma thay thé ciing khong thé dugc xem
la an toan.

3/. Ma Anffine:
Pinh nghia: Ma Anffine: (P, C, K, E, D)

P:C:ZZG, K={(a, b)eZZGX ZZG: (@, 26)=1}%
véi mdi k = (a, b) € K ta dinh nghia:

ek(x) =ax + b mod 26
-1
dk(y) =a (y—b)mod 26, trongdox,ye Zze'
Vidu: Lay k = (5, 6).
Ban r0:

“toinaydichoi”

t 0 i n a y d i c h 0 i

X 19 |14 |8 13 |0 14 |3 8 2 7 14 |8

y=5x + 6 mod 26

Ban ma:
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“Xyutgyvuqpyu”
Thuat todn gidi ma trong truong hop nay cé dang:

dk(y) =21(y — 6) mod 26

Véi ma Apphin, s6 cac khod c6 thé co bang (s6 cac s6 < 26 va nguyén td voi 26) x 26,
tie 1a 12 x 26 = 312. Viéc thir tat ca cac khod dé thim ma trong trudng hop nay tuy kha
mat thi gio néu tinh bang tay, nhung khong kho khin gi néu diung mdy tinh. Do vy, mi
Apphin ciing khong phai la ma an toan.

4/. Ma hodn vi:
Pinh nghia Ma hoan vi: (P, C, K, E, D)
Cho m 1a sb nguyén duong.
P=C=Z _,K=S, véiméik=neS , taco:
ER(XL X2y X) = (Xt Xg2hs s Xgpmp)

AelVL VL V) = (V. o Vo Vo)

w4} il O | = Foim

-1
trong d6 m 14 hoan vi nghich ddo cian

Vi du: Gia st m = 6, va khoa k dugc cho boi phép hoan vi

-1
Khi d6 phép hoan vi nghich dao = |a:

e el e
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2 el ]

Ban ro:

“toinaydichoi1”

vt 1 2 3 4 5 6 1 2 3 4 5 6

vt |3 5 1 6 4 2 3 5 1 6 4 2

Ban ma:
“1atynocodihi”

Dung hoan vi nghich ddo, ttr bain mat ma ta lai thu dugc ban 0.

2.2.1.2. H¢ mi héa khéa phi doi xieng

M3 héa khoa phi ddi xtg 1a hé ma hoa ma biét chia nay “kh6” tinh duoc chia kia.

Céc khoa nay dugce xay dung bang ham mot chiéu ¢ cira sap.

Trong hai khoa d6, mot khoa duoc chon lam khéa bi mat va khoa con lai dugc chon
lam khoéa cong khai. Khoa bi mat chi ¢6 mot nguoi la chi nhan cua né nam gitt. Khoa cong khai
dugc cong bo rong rai cho bat cr ai muodn trao do6i thong tin mat véi nguoi s¢ hitu khéa. Khoa

cong khai duoc str dung dé ma héa thong tin va khoa bi mat duoc str dung dé giai ma.
Qué trinh giao tiép gitra 2 d6i tuong A va B dugc mo ta nhu sau:

B sinh ra cdp khoa bi mat va cong khai, khéa bi mat dugc ct gilt mot cach an toan va
duoc bao vé be“mg mot mat ma con khoda cong khai dugc cung cép rong rai. A co thé su dung khoa
cong khai (duoc phat hanh bai B) dé ma héa thong tin va giri cho B. Luc nay, chi duy nhét B,

nguoi so hitu khoa bi mat, co thé giai mi thong tin bang khoa bi mat.
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Ngoai ra, ma hoa phi doi xtmg con duogc dung trong cac co ché xéac thue. Tuy nhién,
mot nhugce diém 16n cua hé ma hoa cong khai nay la qua trinh giai ma cling nhu ma hoéa mat

nhicu thoi gian.

2.2.2. Str dung hé ma héa trong bao méat théng tin trén ludi tinh toan

Ta biét ring tin truyén trén mang rat dé bi 1ay cap, thay ddi.... D& dam bao viéc
truyén tin an toan ngudi ta thudng ma hoa thong tin trudce khi truyén di. Viéc ma hoa thuong theo
quy tic nhét dinh goi 12 hé mat ma. Cac hé théng thong tin ngay nay thuong sir dung hé ma hoa

phi doi xtmg vi d§ an toan cao hon.

Sau day 1a mot s6 hé ma hoa phi ddi ximg thuong ding.
2.2.2.1. H¢ ma hoda RSA
+ Sinh khoé:
Cho n=p*q v6i p, q 14 s6 nguyén t6 16n. Pat P =C =Z,
Chon kho4 cong khai b: Chon b<¢(n), nguyén t6 ciing nhau véi ¢(n), ¢(n) = (p-1)(g-1)
Chon khoa bi mét a: Chon a la nghich dao cta b theo modulo ¢(n): a*b = 1(mod ¢(n))

K=(k’, k’’) trong d6: k’= (n, b) khoa cong khai
k’>’=a  khoa bi mat

Vi mdi khod K=(n, a, b), mdi x € P, y e C dinh nghia
+Ham 1ap ma : y = e(X) = X" mod n

+ Ham giai ma: di»(y) = y* mod n

2.2.2.2 H¢ ma hoa ElGamal.

Hé mét md ElGamal duoc T.ElGamal dé xuat nam 1985, dua vao do phtrc tap cua bai
toan tinh 16garit roi rac, va sau d6 di nhanh chong duoc sir dung rong rii khéng nhiing trong van

dé bao mat truyén tin ma con trong cac van dé xac nhan va chir ky dién tu.

Bai toan logarithm roi rac trong Z, 1a d6i twong trong nhiéu cong trinh nghién ctru va
duoc xem 14 bai toan kho néu p dugc chon can than. Cu thé la khong c6 mot thudt todn thoi gian

da thic ndo cho bai toan logarithm roi rac. Dé gay khé khan cho cac phuong phap tan cong da
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biét, p phai c6 it nhat 150 chit s6 va (p — 1) phai co it nhat mot thira s6 nguyén t 16n. Hé mat
Elgamal 1a mot hé mat khong tat dinh vi ban ma phu thudc vao ca ban rd x 1an gia tri ngau nhién

k do G chon. Boi vay s€ co nhiéu ban ma dugc ma tur cung mot ban ro.
Bai toan logarithm roi rac trong Zp:

Dic trung cla bai toan: I = (p, o, B) trong d6 p 1a s nguyén td, o € Z, 1a phan tir

nguyén thuy (hay phan tir sinh), p € Zp*_

Bai toan: Tim x sao cho o = B (mod p).

Dinh nghia ma khoa cong khai Elgamal trong Zp*:

+ Sinh khoa:

Cho p 14 s6 nguyén t6 sao cho bai toan logarithm rdi rac trong Zp 1a kho giai.
Cho o € Z, 1a phan tir nguyén thuy.

GiastP=27,,C=2Z, xZ.

Ta dinh nghia: K = {K(k’,k”*);k’=(p, o, a, B);k’’=a: B = o (mod p)}

Cac gia tri p, o, p dugc cong khai, con a gilr kin.( 0 <a < p-2)

Véi K =(p, o, a, f) va mot s ngau nhién bi matk Z, 1, ta xéc dinh:

+ Lap ma:
Eie(X, K) = (Y1, y2)
Trong do:
y1 = a*mod p
Yy, = X. p¥mod p

Véiy, Y2 € Zy

+ Giai ma;

di- (Y1, ¥2) = Ya(¥1%) ~* mod p
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Vi du:

Chonp=7

o€ Zp* 13 phan t nguyén thuy nén o. = 3

Chonasaocho0<a<p-2nénchona=2

Khi do: p=a®modp=23°mod7=2

Chon x sao cho: 3= p(mod p) =>x=3

Chon moét s6 ngu nhién bi matk e Z,_1,chonk =3

Gia stir A mudn giri thong bao x = 3 cho B, A phai tinh:
Eie(x, K) = (y1, ¥2)

trong do: yi=a*modp=33mod7=6
y2=X. B*mod p=3*2*mod 7= 3

Khi B thu dugc ban ma (yi, y2) = (6, 3), anh ta s€ tinh:

die-(y1, V2) = Ya(y2%) ™ mod p = 3*(6%)™ mod 7 = 3=x

Do chinh 1a ban rd ma G da ma hoa.
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Chwong 3. THU NGHIEM CHUONG TRINH KY SO TRONG TTL

Trong chuong 3, 6 4n thir nghiém thir viét chuong trinh ky sb RSA.

3.1. CAU HINH HE THONG
+ Phan mém: Tubo C++ 3.0

-Uu diém: mién phi, khdng can cai dat, bién dich va chay chuong trinh nhanh, méi truong tich
hop thuan tién.

-Nhugc diém: khong thé bién dich chuong trinh chay trén window, khong hd tro cac cong nghé
méi nhu nhic nhé nguoi dung cac tir khod, ham va kiéu dit liéu, thao tac soan thao cia Tubo
C++3.0 ciing khong tién loi vi doi hoi st dung cac td hop phim kha phirc tap...

+ Phén cirng: chiém dung luong nho (khoang 4,3 MB), ¢6 thé chay trén moi thé hé ciia may tinh
c6 hé diéu hanh DOS.

3.2. CAC THANH PHAN TRONG CHUONG TRINH
Go6m 3 phan:

» Sinh khod:

Input: hai s6 nguyén té p, q, tinh n=p.q, &(n)= (p-1)(g-1)

Output: Cap khoa (bi mat, cong khai) = (a, b)

> Ky sé:

Input: khoa bi mat, ban 1o x.

Out put: Chit ky s6.

> Kiém tra chit ky:

Input: ban 13 x, chit ky s6, khoa cong khai va n.

Output: Xac thuc chit ky dung hodc sai.
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3.3. CHUONG TRINH

#include<stdio.h>

#include<conio.h>

#include<math.h>

#include <stdlib.h>

#include<string.h>

[[====

long int kha_nghich(long int b, long int n);

long exp_mod(long X, long b, long n);

int kiemtra_ngto(long pq);

long USCLN(long n,long m);

long Ktra_ngto_cungnhau(long b,long phi_N);

long Kitep(int Ki);

long Doctep(long n);

void Ky _RSA();

long int kha_nghich(long int b, long int n)

{

long int n0, bO;

long int t, t0, temp, q, 1;
n0=n; bO=b; t0=0; t=1;
g=floor(n0/b0);
r=n0-q*b0;

while(r>0){

temp=t0-g*t;

if (temp <0)

44



temp = n- ((-temp) % n);
else
temp =temp % n;
t0=t;
t=temp;
n0=Dh0;
bO=r;
g=floor(n0/h0);
r=n0-g*b0;
¥
if(b0!=1)
{

printf("Khong co a"); return O;
¥

else return(t%n);

long exp_mod(long X, long b, long n)
{
longa=1l,s=x;
while (b 1=0) {
if(b&1l)a=(a*s)%n;
b>>=1;
if(b!=0)s=(s*s)%n;

if@<0)a+=n;

return a;
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¥

/[==== == == S ———————————————————————————=—=—====

int kiemtra_ngto(long pQq)
{
for(long i=2;i<=(long)sqrt(pq);i++)
if(pg%i==0)
{
printf("\n\n Khong phai so nguyen to'\n\nMoi ban nhap lai!");
return O;

}

return 1;

long USCLN(long n,long m)
{
while(m!=0&&n!=0)
if(n>m) n=n-m;
else m=m-n;
if(n==0) return m;

else return n;

//:::: == == === s ———
long Ktra_ngto_cungnhau(long b,long phi_N)

{
if(USCLN(b,phi_N)!=1)

{

printf("\n\nb khong phai la nguyen to cung nhau voi phi_N\n\n moi chon lai b!");
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return O;

}

else return 1;

long Kitep(int Ki)
{
FILE *f;
char *tentep;
long n;
mt:printf("\n\nNhap vao ten tep can Ki:");fflush(stdin);gets(tentep);
f=fopen(tentep,"a+t");
if(fF==NULL)
{
printf("\n\nTep %s khong ton tai! Moi nhap lai!",tentep);
getch();
goto mt;
}
fseek(f,0,SEEK_END);
n=ftell(f);
fseek(f,n,SEEK_SET);
fprintf(f,"%d" Ki);
fclose(f);

return n;

}

//:::: —_— —_— —_ —_ —_— e e e e e

long Doctep(long n)
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FILE *f;
char *tentep;
mt:printf("\n\nNhap vao ten tep can mo:");fflush(stdin);gets(tentep);
f=fopen(tentep,"a+t");
if(fF==NULL)
{
printf("\n\nTep %s khong ton tai! Moi nhap lai!",tentep);
goto mt;
}
long ki;
fseek(f,n,SEEK_SET);
fscanf(f,"%ld",&ki);
fclose(f);

return Ki;

void Ky _RSA()
{
clrscr();
long x,a,b,n,phi_N,p,q;
long Kthuocvb;
int Ki,Kiem_thu;
printf("\n=====* CHU KY RSA *======");
p:printf("\nNhap so nguyen to p=");scanf("%ld",&p);
if(kiemtra_ngto(p)!=1)goto p;
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g:printf("\nNhap so nguyen to q=");scanf("%Ild",&q);
if(kiemtra_ngto(q)'=1)goto q;
n=p*q;
phi_N=(p-1)*(a-1);
b:printf("\nMoi ban chon so b (1<b<phi_N) sao cho gcd(b,phi_N)==1\n\n b=");
scanf("%Ild",&b);
if(Ktra_ngto_cungnhau(b,phi_N)!=1)goto b;
a=kha_nghich(b,phi_N);
printf("\n\n LAP CHU KI1");
printf(*\nKhoa bi mat dung de tao chu ki la K1(a)=%ld",a);
printf("\nNhap ban ro x=");scanf(*"%Ild",&x);
Ki=exp_mod(x,a,n);
printf(*\nVoi so x ta tao duoc ra chu Ki la :%d",Ki);
Kthuocvb=Kitep(Ki);
printf(*\nVan ban da duoc ki!");
printf("\n\n KIEM THU CHU K1 ™);
printf("\nKiem thu voi khoa cong khai la K2(b,n)=(%ld,%Id)",b,n);
Kiem_thu=Doctep(Kthuocvb);
printf(*\nChu ki duoc lay tu tep la:%d",Kiem_thu);
printf(*\nKiem thu chu ki so ta duoc x=%d ",exp_mod(Kiem_thu,b,n));
if(exp_mod(Kiem_thu,b,n)==x)
printf("\n\n CHU KI TREN LA DUNG!);
else
printf("\n\n  KHONG PHAI LA CHU KI!");
getch();

¥

|[==== == == === —————————————————————————————————————=—=

49



void menu()

{
intc;
while(1)
{

clrscr();

printf("\n\n=====* CHUONG TRINH CHU KY SO *=======" )

printf("\n\n[1].CHU KY RSA");

printf("\n[2]. Thoat khoi chuong trinh");

printf(*\n\n Moi ban chon:");scanf("%d",&c);

switch(c)
{
case 2:
return;
case 1:
Ky_RSA();
break;

¥
¥

|[==== == == ===

void main()
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{clrscr();

menu();

I ======= Ket thuc =======

3.4. HUONG DAN SU DUNG CHUONG TRINH
+Khoi dong TC dé vao chuong trinh.
+Trude khi chay chuong trinh nhan phim F9 dé kiém tra 15i.

+Néu khong bao 18i nhan t6 hop phim Ctrl + F9 dé chay chuong trinh, xuit hién giao dién nhu
Sau:

[1]. CHU KY RSA
[2]. THOAT KHOI CHUONG TRINH

Moi ban chon: 1

+ Nhan phim 1 dé vao chuong trinh, phim 2 dé thoat khoi chwong trinh.

+ Két qua thir nghiém chuong trinh:
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cv C:ATCABINVCHUONGTR. EXE

=====CHUONG TRINHKY SO======
Nhap so nguyen to p=5
Nhap so nguyen to =3
Moi ban chon b <1<b<phi_N> sao cho gcd(b,phi_N) =1
b=11
LAP CHU KI
Khoa bi mat dung de tao chu ki la K1(a)=3
Nhap ban ro x=2
Voi so x ta tao duoc ra chu ki la : 8
Nhap vao ten tep can ki: file.doc
Van ban da duoc ki !
KIEM THU CHU KI
Kiem thu voi khoa cong khai la K2(b, n) = (11, 15)
Nhap vao ten tep can mo: file.doc
Chu ki duoc lay ratu tep la: 8
Kiem thu chu ki so ta duoc x=4

CHU KI TREN LA DUNG!

+ Chl y: Khi chwong trinh yéu cau nhap tén tép dé ky:

- Néu tép can ky va chuong trinh chay duoc dat trong ciing mot thu muc thi ta chi viéc  nhap tén
tép van ban can ky.

- Nguoc lai thi ta can phai chi rd duong dan dén tép van ban can ky.

KET LUAN
Db an T T gdm hai két qua chinh:
1/. Tim hiéu va nghién cau qua tai liéu dé hé thong lai cac van dé sau:
+ Tong quan vé tinh toan luéi.
+ Céc thanh phan co ban cua ludi tinh toan.
+ M6t sb bai toan vé an toan thong tin trong tinh toan ludi.

2/. Thur nghiém chuong trinh

TAI LIEU THAM KHAO
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