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LOI CAM DOAN

T61 xin cam doan day la cong trinh nghién ctru cua riéng to6i. Cac so liéu, két
qua néu trong Luan van la trung thyc va chua tung dugc ai cong bo trong bat ky cong

trinh nao khac.

To61 xin cam doan rang moi sy giip d& cho viéc thuc hién Luin van nay

da duogc cam on va cac thong tin trich dan trong Luén vin da duoc chi rd ngudn goc.

Hoc vién thyc hién Luan van

(Ky va ghi ro ho tén)

Pham Phi Hung



LOI CAM ON

Trudc tién, t61 xin duge gui 101 cam on dén Ban Giam Hiéu, toan thé can bd
nhan vién, giang vién truong Pai Hoc HUTECH, Ban lanh dao Phong Quéan Ly Khoa
Hoc va Bao Tao Sau Pai Hoc, khoa Cong Nghé Thong Tin da tao diéu kién thuan loi
cho chiing t6i hoc tap va nghién ctru trong sudt hoc trinh cao hoc. Xin duoc giri 101 cam
on dén tit ca quy thay c6 da giang day trong chuong trinh Dao tao thac si chuyén
nganh Cong ngh¢ thong tin, khoa 2, 16p 14SCT21 - Truong Dai hoc Cong Nghé
TPHCM, nhiing nguoi da truyén dat cho t6i nhitng kién thirc hitu ich dé 1am co so

cho t6i thuc hién tot luan van nay.

Véi long kinh trong va biét on, toi xin bay t6 15i cam on dén TS Lu Nhat Vinh
d3 tan tinh hudng dan cho t6i trong thoi gian thuc hién luan vin, nhimg gi thdy da

hudng dan, chi bao di cho toi nhiéu kinh nghiém trong thoi gian thuc hién luan van.

Sau cung ti xin gui 101 biét on sdu sic dén ban bé, gia dinh, cac anh chi trong
tap thé 16p 14SCT21 di ludn tao didu kién t6t nhat cho t6i trong subt qua trinh hoc
cling nhu thyc hién luan van.

Do thoi gian ¢6 han va kinh nghiém nghién ctru khoa hoc chwra nhiéu nén luan
van con nhiéu thiéu sot, rit mong nhan duoc ¥ kién goép y ctia Thay/C6 va cac anh

chi hoc vién.



TOM TAT

Mit mi cung cip cac dich vu co ban nhu 1a kha ning giri thong tin giita cac
thanh vién tham gia, nhung phai dam bao an toan c6 thé ngin chin nguoi khac doc
n6. Bé bao vé ndi dung chdng lai mot ké tin cong, nguoi glri ma hoa thong diép cia
minh béng cach s dung mot thuat toan ma hoa ddi xtng hoac bat doi xtng. Nhung
ngudi nhan can phai biét duge khoa cia ngudi giri dé co thé giai ma va doc duoc
thong diép do, van dé nay thi ta c6 thé dat dugc bang cach sir dung mot giao thire trao
d6i khoa. Diffie-Hellman 1a giao thtic trao d6i khéa duogc gidi thiéu, va 1a giao thirc
trao doi khoa pho bién.

Ngay nay v6i su phat trién nhu vil bio ctia xa hoi néi chung ciing nhu ctia nén
gido duc nudc nha noéi riéng, viéc bao mat dé thi dé tranh bi lot vao tay ké x4u dé truc
loi 14 rat dang quan tam.

Véi nhiing 1y do trén t6i chon dé tai “Nghién ciru ma hoéa khéa bi mat sir dung
giai thuat di truyén va ing dung bao mat ngan hang dé thi”. Nghién ctru nay véi muc
dich bao mat hon trong qua trinh ma hoa, chon loc dé thi dé dam bao dé thi duoc an

toan trudc ngay cong bo.



ABSTRACT

Cryptography is the art of mangling information into apparent unintelligibility
in a manner allowing a secret method of unmangling. The basic service provided by
cryptography is the ability to send information between participants in a way that
prevents others from reading it. In order to protect the content against an opponent,
sender encrypts her message using a fast symmetric encryption algorithm. But
receiver needs to know sender's key for reading her message, one can achieve this by
using a key-exchange protocol. Diffie Hellman key exchange protocol was

introduced for key exchange protocol.

Nowaday, with the development of society by storm in general and of
education in particular country, the security of examination questions to avoid being

caught in the wrong hands in order to profit as much concern.

From all reasons above | would like to choose the topic “Research secret key
encryption uses Genetic algorithms and construction of bank security application
exam”. This research with the aim of better privacy during exams encryption to

ensure safe exam before the date of publication.
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PHAN MO DAU

1. Ly do chon d@ tai

Hién nay sy 1& thudc ngay cang ting nhu cau xir 1y thong tin va truyén tai trén
hé théng mang két ndi phat trién manh da 1am ting theo nhu cau vé an ninh théng tin. M hoa
theo tap hop cac ky thuat toan hoc dé cung cép, bao mat thong tin, bdo mat toan ven
dit li¢u, xac thuc. Ma hoa va giai ma la cac khai ni¢m chinh cia mat ma.

Trong khi giri mot dir ligu dén nguoi nhan, sy riéng tu cua dir liéu dugc bao
v€ boi viéc ma hoa tire 1a chuyén ddi dir liéu thanh mot dang khong thé doc duoc
bang phuong phéap thudong. Vé phia ngudi nhan sé duoc giai ma vé hinh thic ban dau
cua no.

Khi cong nghé thong tin va cic nganh dién t phat trién nhu vil bao thi moi
hoat dong cua xa hoi déu co thé s hoa. S6 héa cac cong viée khong chi dam bao hiéu
qua cong viéc Ma con an toan hon rat nhiéu so vai nhiing hoat dong do con nguoi
thue hién. Mot hoat dong to 16n va quan trong hang dau trong xa hoi hién nay 1a 1am
thé ndo dé dam bao duoc tinh an toan bi mat cho cac dé thi trude khi duoc cong bo.
Céc van dé noi trén phan nao con méi mé véi nudc ta, Xuat phat tir d6 toi da lya chon
viéc “Nghién ctru ma hoa khoa bi mat st dung giai thuat di truyén va tng dung bao

mat ngan hang d¢ thi” 1a chii dé chinh cho luén van.

2. Tinh cép thiét caa dé tai

Thong tin luén 1a mot tai san vo gia cua td chire, doanh nghi¢p va can duoc
bao vé bang moi gia. Tuy nhién, véi nhitng doi hoi ngay cang git gao clia moi truong
nang dong chia s¢ thong tin qua Internet, viéc bado vé thong tin tré nén ngay cang
quan trong va kho khan hon bao gio hét. Hau hét cac t6 chirc, doanh nghiép ngay nay
déu sir dung cac hé quan tri co sé dir lieéu (CSDL) dé luu trix tap trung tAt ca cac thong
tin quy gia ctia minh. Hién nhién hé thong sé& 14 tiéu diém tin cong ctia nhing ké xau.
O mirc d6 nhe, cac cudc tin cong sé& lam hé thong CSDL bi hong hoc, hoat dong
khong 6n dinh, mat mat dit liéu 1am cho céc giao dich hang ngay cua t6 chirc, doanh

nghiép bi dinh tré. Nghiém trong hon, cac thong tin séng con cua to chirc, doanh



nghiép bi tiét 16 (nhu d& thi, théng tin sinh vién, hoc sinh, cac thong tin vé khach
hang, nha cung cép, tai chinh, mirc lvong nhéan vién) va duoc dem ban cho cac nhitng
ké c6 ¥ d6 x4u. C6 thé néi 1a thiét hai ctia viéc thong tin bi 10 ri 13 v6 cung kinh khing.
D6 s& 1a mot don chi mang dbi voi uy tin cua t6 chire, doanh nghiép ciing nhu uy tin

cua toan xa hoi.

3. Muc tiéu, ngi dung va phuwong phap nghién ciru

- Muc tiéu tong qudt:

+ Dam bao sy an toan trong viéc tao va sir dung khoa bi mat.

+ Ung dung bao mat ngan hang dé thi.

- Muc tiéu cu thé:

+ Xay dung dugc chuong trinh tao khoa bi mat ing dung giai thuat di truyén
dé bao mat ngan hang dé thi va budc dau cho phép thi online.

- Phwong phdp nghién ciru Iy thuyét

+ Tién hanh thu thap va nghién ctru cic tai liéu lién quan dén dé tai.

+ Nghién ciru Thuat toan tao khoa bi mat, Giai thuat di truyén.

+ Nghién ciru ing dung ctia Giai thuat di truyén vao viéc ma héa van ban bang
khoa bi mat.

- Phuwong phap nghién cveu thuc nghiém:

+ Nghién ctru cach xay dyng chuong trinh ma hoa céc loai van ban, tai li¢u
dua trén viéc ing dung ma hoa khoa bi mat két hop vo1 Giai thuat di truyén.

+ Ngon ngit sir dung: C# trong bo Visual studio 2013.

+ Thir nghiém trong ndi bd Truong THCS Nguyén Pirc Ung.

+ Péanh gia két qua dat duoc.



CHUONG 1
TONG QUAN VE GIAI THUAT DI TRUYEN VA
THUAT TOAN TAO KHOA Bi MAT

CHUONG 2
UNG DUNG MA HOA KHOA Bi MAT SU DUNG
GIAI THUAT DI TRUYEN

2.1 Tong quan

Mat ma hoc 13 mot k¥ thuat co ban dé bao vé thong tin. Trong bai nghién ctru
nay, to1 st dung mdt thuat toan di truyén (GAS) dua trén hé théng mat ma khoa doi
xtng dé mi hoa va giai ma. O ddy, cac vin ban don gian va nguoi dung nhap vao
(key) duoc chuyén thanh ma tran vin ban va ma trin trong twong Gng. Mot ma tran
phu dugc tao ra béng cach thém vao ma tran van ban va ma tran chinh. Mot churc
nang thay thé tuyén tinh dugc &p dung trén cac ma tran phu dé san xudt cac thuét toan
mi héa trung gian. Sau dé, cac chirc ning GAs (chéo va dot bién) dugc ap dung trén
cac thuat toan ma hoa trung gian dé tao ra cac vin ban mat ma. Céc thuit toan dé xuét

c6 hai budc co ban do 1a: chéo va dot bién.

2.2 Phat biéu bai toan

Su phu thudc ngay cang tang trén cac may tinh dé xir Iy thong tin va truyén tai
n6 trén hé thong két ndi hau nhu da lam ting nhu cau vé an ninh. Ma hoa theo mot
tap hop cac ky thuat toan hoc dé cung cip an ninh thong tin, bao mat, toan ven dir
li¢u, x&c thyc. Ma hoa va gidi ma 1a nhitng khai niém chinh ctia mat ma [5].

Trong khi giri mot dir li€u tir nguoi gui dén nguoi nhan, sy riéng tu cua dir licu
dugce bao vé bdi ma hoa n6 (nghia 13) chuyén doi dir liéu trong mot sd hinh thirc

khong doc dugc bang cach thong thudng. Vé phia nguoi nhan, dit liéu c6 thé duoc



giai ma dén hinh thtrc ban ddu cua né. Qua trinh ma héa va giai ma yéu cdu mot khoa
mat ma va khoa giai ma.

M3 hoa va giai mi c6 thé str dung cac khoa gidng nhau duoc goi 1a khoa ddi
xtng / ma hoa khéa bi mat. Co hai loai k¥ thuat ma hoa cy thé 1a thay thé va chuyén
vi. Thay thé mdi ky hiéu rd v6i biéu twong khéc, cac k§ thuat chuyén vi biéu tuong
trong ban ro dé tao ra c4c van ban mat ma.

Cac thuat toan di truyén dugc phat trién dya trén thuat toan tién hoa vé cac
khai niém vé chon loc tu nhién. Thudt toan di truyén da dugc ching minh la dang tin
cdy va manh mg, tdi wu hoa trong mot loat cac ing dung. N6 co thé duoc ap dung
cho ca van ban va hinh anh. Thuat toan di truyén 14 an toan vi n6 khong st dung cac
sb tu nhién truc tiép. Céc két qua thu duoc dé tao ra cac khoa st dung thuat toan di
truyén nén duoc tot vé hé sb twong quan. Noi chung thuat toan di truyén c6 hai chire
nang co ban: chéo va dét bién.

Trong bai nghién ctru nay t6i sir dung chirc ning chéo va dot bién dé ap dung
cho viéc ma hoa va giai ma. Trong chitc ning chéo, nhiém sic thé con dugc tao ra
béng cach tham gia nhiéu hon mot nhidm sic thé cha me. C6 rat nhiéu loai k¥ thuat
chéo nhu don diém, hai diém chéo, chéo dong nhat va chéo cha me.

Trong bai nghién ctru nay toi st dung k¥ thuat hai diém chéo. Trong k¥ thuat
hai diém chéo, hai diém ngau nhién dugc chon tir hai cha me va cac bits gitra hai diém

duoc trao doi dé san xuat cac nhiém sac thé con.

Hinh 2.1: Chéo hai diém (trudc khi chéo)



Hinh 2.2: Chéo hai diém (sau khi chéo)

Sau k§ thuat chéo, chirc nang dot bién duoc ap dung. C6 rat nhiéu loai dot bién
nhu 14t bits, ranh giGi dot bién, dot bién khong dong nhat, dot bién dong nhat va dot
bién Gaussian. Trong bai nghién ctru nay toi str dung cac k§y thuat lat bits.

N6 lién quan dén viéc lua chon mot hodc nhiéu bits ciia nhiém sic thé va dot
bién thanh bu cia né c6 nghia 13 '0' s& bién ddi thanh "1" va nguoc lai.

2.2.1 Cac thuit toan dé xuat

- Ma tran b6 sung (Matrix Addition)

- Thay thé (Substitution)

- Chéo Gen va d6t bién (Genetic crossover and mutation)



Nguwoi dung nhap vao
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Hinh 2.3: So d6 md héa tirng bude

2.2.2 Tién trinh ma héa
2.2.2.1 Khéa Thuit toan di truyén
- Chon kich thuéc khdi n.




- Chia key cho kich thudc n va thém céc ky tu z vao cudi néu né khéng bang n.

- Nguoi ding nhap vao ky tur bang ma ASCII va thyc hién chuyén doi trén hé nhi
phan ctia no dé c6 duoc ma trin ma trat tu 1a nxn.

2.2.2.2 Thuit toan thay thé

- Cac thuat toan thay thé c6 dang C(x) = (ax + b)MOD 26 , & day x 1a tuong
dwong sb lwong ctia 26 chit ci trong bang chit cai va a,b 1a s6 nguyén.

- Qua trinh gidimi co6 dang C~1(y) = a~t (y — b)MOD 26, & day y duoc xét 1a
xtacla:y = C(x) = (ax + b)MODE 26. Chung ta xem xét bang chuyén d6i sau day

cho bang chir cai tiéng anh dé thuc hién thay thé.

Bdng 2.1: Bang chuyén doi

0 1 2 3 4 5 6 7 8 9 |10 | 11 | 12
A| B |C|D]|E F | G| H | J K| L | M
13 |14 | 15|16 | 17 | 18 | 19 | 20 | 21 | 22 | 23 | 24 | 25
N|]O|P | Q|R| S| T|U|V W] X|Y|Z

Vi du: ta s& ma hoa ting budc mot sir dung Thuat toan Thay thé dé ap dung
cho tir “Beach” v&i key ma hoa la (3,1).

+ Buéc I: Sir dung bang trén, ta c6 thé thay cac ky tu trong tir “Beach” lan
luot xut hién trong bang véi cac s6: 1402 7.

+ Buwde 2: Nhan mdi sb tim duoc trén bude 1 voi key ma hoa (1a 3 trong vi du
nay) ta dugc: 3 120 6 21.

+ Buée 3: Cong thém sb thir hai trong key ma hoa (1a 1 trong vi du nay) voi
két qua tim dugc & budc 2 ta duge: 4 1317 22.

+ Burée 4: Lay két qua tim duoc & bude 3 do 1én trén bang chuyén doi ta duoc
chudi dd ma hoa la: ENBHW.

2.2.2.3 Thuiat toan ma héa

+ Budc 1: Lay ban 16 va chuyén vao ma tran van ban



+ Budc 2: Tao 1 ma tran phu bé'mg cach thém khoa ma tran vao van ban ro

+ Budc 3: Ap dung Thuat toan Thay thé trén ma tran vira tao dé tao ra ma hoa
trung gian.

+ Budc 4: Mot ham téng quat (Chéo, dot bién) dugc ap dung trén cac thuat
toan ma hoa trung gian dé tao ra cac ban ma.

+ Budc 5: Céac van ban mat ma dugc nguoi dung nhap vao khoa, kich thudc,
khoa thay thé, va chéo 2 diém duoc giri dén ngudi nhan dé 13y lai ban rd.

2.2.2.4 Tao kh6a ma tran

- Nguoi dung s& nhap vao chudi “NETWORK”.

- bat Size n=3; Chuyén chudi sang ma ASCII vdi size 1a n ta duoc:

786984 877982759090

- Gio ta chuyén tir ASCII sang ma nhi phan ta dugc:

01001110 01000101 01010100 01010111 01001111 01010010 01001011
01011010 01011010

Dich chuyén phai 2bits trén chudi nhi phan

00010011 00010001 00010101 00010101 00010011 00010100 00010010
00010110 00010110

Ma tran c6 duoc la:

19 |17 |21
21 |19 | 20
18 |22 | 22

2.2.2.5 Tao ma tran van ban
bat plain text 1a SECURITY.
Ma trin twong dwong sau khi chuyén d6i cac vin ban twong duong vao block

size n nhu bén dudi:

183 (69 |67 |




85 |82 |73
84 189 |90

2.2.2.6 Tao ma tran phu

Thém céc key ma tran va ma tran van ban dé tao ma tran phu.

102 |86 |88
106 | 101 |93

102 | 111 | 112

2.2.2.7 Thay thé

Ap dung céc thuat toan thay thé vao cac ma trn phu dé c6 duoc mat ma trung
gian.

OGUQHDO0ZG

Ma ASCII tuong duong cho cac thudt toan ma hoda trung gian

797185817268 799071

2.2.2.8 Chéo Gen va dét bién

Chuyén day sang hé nhi phan:

01001111 01000111 01010101 01010001 01001000 01000100 01001111
01011010 01000111

Chia chudi nhi phan 1am 2 phan:

010011110100011101010101010100010100

100001000100010011110101101001000111

Ap dung chéo hai diém (nhu hinh 1)

010011110100010001010101010100010100

100001000111010011110101101001000111

Ap dung Chirc ndng Pét bién: (361 0 thanh 1 va nguoc lai)
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10110000 10111011 10101010 10101110 1011

01111011 10111000 00001010 01011011 1000

Chia 8 bit va chuyén vé& hé¢ HEX > Budc cudi cing

B0, BB, AA, AE, B7, 5B, 80, A5, B8

Ta c6 van ban mat ma l1a {B0O, BB, AA, AE, B7, 5B, 80, A5, B8} kem theo la
chudi NETWORK372916 duoc giri cho ngudi nhan dé giai ma. Tir NETWORK Ia
ngudi ding nhap vao, 3 13 block size, 7 & 2 14 s6 nguyén t6 sir dung trong thuat toan
Thay Thé, 9 & 16 14 hai diém chéo.

2.2.2.9 Do phirc tap ctia thuat toan

Cac hoat dong chinh cua thuat toan dé xuét 1a con trd phai, cong ma tran, hoat
d6ng theo modulo va cac chic ning di truyén. Trong s6 cac hoat ddng quan trong cta
chtrc nang modulo tang truong ¢ thi ty 16n hon. N6 duoc du kién va dugc phan tich
rang, néu dit liéu duoc ma hoa bang cic phuong phap dé xuét dé ting truong thi do
phtec tap cta thuat toan ¢ diéu kién tot nhat s& 13 O (n?).

Téc dd ma héa va giai mi trong thue té: Do thoi gian thuc hién luan vin c6
han nén viéc tinh toan do dac thoi gian ma hoa va gidi ma mdt cach chinh xac nhat
van chua duoc thuc hién mot cach triét dé. Can thém nhiéu thoi gian trong thyuc
nghi¢ém va CSDL 16n hon méi c6 thé tinh toan mot cach chinh xac nhat.

Uu diém:

Céc thuat toan dé xuat thuc hién trong bai viét nay la don gian va dé thuc hién
trong hé thong mat ma. Qua trinh tao khoa va thuat toan mat ma trung gian cung cip
bao mat tt dé truyén dir lidu. O day thudt toan ddi xtng, thay thé key duoc sir dung
dé dam bao bao mat trong mang, thuc hién voi sy gitp d& cia cc chirc nang di truyén
dé cung cip ting cuong tinh bao mat.

Ngoai ra, thay cho mot k¥ thuat thay thé tuyén tinh, mot kha nang st dung k¥
thuat thay thé c6 thé duoc sir dung trong cac thuat toan thay thé nham dat duoc mirc
do tot vé an ninh.

2.3 Cac nghién ctru lién quan
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Cong viéc dé xudt sir dung thuat toan di truyén trong linh vic ma hoa khoa bi
mat 14 mot thanh phan thiét yéu trong an ninh thong tin ngay nay. N§ luc kham phé
ra viéc tao khoa cho ma hoa khoa bi mat khai thac thuat toan di truyén dé lam cho
viéc ma hoa khoa bi mat an toan hon giéng nhu la DES va RSA.

Dé c6 duoc ¥ tudng trong linh vuc nay, cac bai nghién ctu trude d6 da duoc
nghién ctru va phan tich.

Goyat trinh bay phuong phap, cac vin ban thd dugc chuyén doi thanh vin ban
mat ma st dung XOR ban r6 nhi phan véi mét chia khoa nhi phan. Van ban ma hoéa
duoc chuyén qua moQt kénh va khi nguoi nhan nhan dugc cac van ban mat ma va
XORs no6 véi cung khoa do s€ nhan dugc ban 16 [2].

Delman tao ra mot s so sanh hiéu ning giita cac phuwong phap phén tich mat
mi truyén théng va phuong phéap sir dung thuat toan di truyén, dé xac dinh tinh phu
hop cia cac phuong ma hoa truyén thong va phuong phap sir dung thuat toan di truyén
trong linh vuc giai ma [3].

Sindhuja K, Pramela Devi S va cac dong su d trinh bay phuong phap tao khoa
bi mat ing dung cac k§ thuit cta giai thuat di truyén dién hinh nhu dot bién gen nham
tang cuong tinh bao mat cho khoa bi mat dugc tao ra [5].

Cong bd dir liéu bao mat tinh riéng tu (PPDP): Y tudng 1a dir liéu d6 duoc
cong bd béi mot chu so hitu vi 1gi ich chung cho phép cac nha phan tich khai thac cac
mo hinh tir d6. Dit liéu duoc cong bd véi su han ché, su khai quat hoa, su bién dang
hodc su phan tach thich hop sao cho sy bi mat ca nhan khong bi anh hudéng. R6 rang,
cach tiép can nay c6 thé bao vé bi mat c4 nhan nhung khong phai 1a bi mat ctia doanh
nghi¢p, nghia 14, sy bi mat ctia co s¢ dit 1i€u giao dich va céc luat két hop duogc khai
thac [7].

2.4 Han ché ciia nhirng nghién ciru trudée va nhirng vin dé dwoe tiép tuc
nghién ctru:

Han ché cua céc thuat toan khoa doi xtmg bat ngudn tir yéu cau vé sy phan
huong chia khoa bi mét, mdi bén phai c6 mdt ban sao cua chia khoa. Do kha nang

céc chia khoéa c6 thé bi phat hién boi ddi tha mat ma, chung thuong phai dugc bao
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dam an toan trong khi phan phéi va trong khi dung. Hau qua cua yéu cau vé viéc lya
chon, phan phdi va luu trit cac chia khoa mot cach khong co 161, khong bi mat mat 1a
mot viée 1am kho khan, khé c6 thé dat duge mot cach dang tin cay.
Pé dam bao giao thong lién lac an toan cho tat ca moi ngudi trong mot nhom
n(n-1)
2

gdm n nguoi, tong s6 lugng chia khoa can phai ¢ 1a
Vi vy nghién ctru nay s& ung dung giai thuat di truyén dé tao ra khoa bi mat

v6i muyc dich bao mat trong qua trinh trao ddi khoa va ing dung vao thuc tién.
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‘ CHUONG3
CAI PAT CHUONG TRINH THU NGHIEM

Trong bao c4o nay toi xay dyng mo hinh bao mét ngan hang dé thi va thi online
tmg dung m3 hoa khoa bi mat sir dung Giai thudt di truyén. St dung ngdn ngir: C#
trong bo Visual studio 2013.Thtr nghi€ém trén mo hinh hé théng mang ndi bo tai Truong
THCS Nguyén Birc Ung.

3.1 Cai dat chwong trinh

3.1.1 Giao dién chinh:

* Trang Admin gom cé 5 tab véi 5 chirc ning xir 1y:

3.1.1.1 Encryption: M hoéa file dugc tai 1én va hién thi ndi dung ma hoéa.

CryptoApp Encryption Decryption Documents Exams User Management

Encrypt.
File Choose File | DE THI MON TIENG ANH - HKIl Lop 6 Thi diem -ndm hoc 2015- 2016.doc
Key 123456
Type Grade 6 v

Cipher Text QOO+ 009D AP+ 00000+ 9000000000
19990 0000000C0'0Uco0H60.GoDo!
©000.G090 9c6CI0S90U29CHOL190DOUO0OF IO X DO
+99CHOOZ0D 000 000CHIZ60D921+0
+9cNOVOCHCORO0000000c0OCHCH
+QUGODO 90 00500C009900001C00000100G000GIGOHODNIS!
299x9Gic092 9CDO 0000 000C\1 0+ 0000500

(PP -V V-V V- VoV Vo Vo VoSV NRP V-8

© 2016 - CryptoApp

Hinh 3.1: Doc file va ma hoa voi khoa chi dinh
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- Churc nang: chon file can ma hoa, nhap key, chon thu vién can luu, bAm
Encrypt dé xtr 1y.
3.1.1.2 Decryption: Giai ma file

CryptoApp Encryption Decryption Documents Exams User Management

Decrypt.

File Choose File ' No file chosen

Key

© 2016 - CryptoApp

Hinh 3.2: Upload file va giai ma voi khoa
Chtrc nang: Chon file can giai ma, nhip key, bdm Decrypt dé giai ma.
3.1.1.3 Documents: Ngan hang dir li€u dung chung

CryptoApp Encryption Decryption Documents Exams User Management

Documents.
Name Type Author Uploaded Date
10Problems-06.pdf General Admin 27-Jun-16 10:59:51 PM
Decrypt Delete
SKKN 2015- 16.doc General Admin 27-Jun-16 10:56:53 PM
Decrypt Delete

© 2016 - CryptoApp

Hinh 3.3: Quan ly kho tai liéu dung chung
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Chtrc ning: moi ngudi co thé chia s& tai liéu cua minh trén day, nhung chi
nhing ngudi c6 key moi giai ma duoc tai liéu. Chi Admin cé quyén x6a file.

3.1.1.4 Exam: Quan ly d@ thi va upload dé thi

* Upload dé thi:

CryptoApp Encryption Decryption Documents Exams User Management

Upload Exam.

Go Back To Exams

File | Choose File | DE THI MON TIENG ANH LOP 6 - HKII ( 2015 - 2016).doc
Key 1122334455
Type Exam 6 v
Start Time 06/28/2016 11:05 PM ]
End Time 06/29/2016 11:05 PM ]

Cipher Text

© 2016 - CryptoApp

Hinh 3.4: Upload bai thi véi khéa va chon khoi khi, ngdy gio thi
Chtrc nang: Upload dé thi, chon 16p thi, chon thoi gian bat dau va két thac.

Dén thoi gian hen san hoc sinh méi dugce bat dau lam bai.
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* Quan ly dé thi:

CryptoApp Encryption Decryption Documents Exams User Management

Exams.
Go To Upload Exam
Start End
Name Type Author Time Time
DE THI MON TIENG ANH - GradeSixExam Admin 07-Jan-  07-Jan-
HKII Lop 6 Thi diem -nam hoc 16 16
2015- 2016.txt 16:17:00 16:50:00

© 2016 - CryptoApp

Hinh 3.5: Admin quan 1y dé thi

- Admin c6 thé tai 1én d@ thi hodc tai vé bai thi.
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3.1.2 Cac tinh nang chinh
3.1.2.1 Usermanager: Quan ly user

Chirc nang: Admin c6 thé thém, x6a user thuong, hoc sinh hodc gido vién.

CryptoApp  Encryption  Decryption Documents  Exams  User Management

Users.

Id Name
023387ca-0d02-4bf6-8446-d8c89b7273ca gradeeight -

Delete
9304ff2¢c-bd22-42a1-9128-882697cf0e00 gradenine

Delete
bc34f5af-628f-4f55-af9e-7frad193ebea gradeseven

Delete
27bf55bb-7784-43d5-93d8-2400d090d6cf student

Delete
22a72fff-c3d5-4670-bdc8-2b61827d6dde student2
chd04f7f-68a7-4e07-90ce-002878¢c88855 teacher

Delete

© 2016 - CryptoApp

Hinh 3.6: Quan ly User
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3.1.2.2 Trang Login ciia Gido vién gom c6 4 tab:
- Tab Encryption
Chire ning: Upload bai thi cho tirng khéi va upload tai liéu dung chung.

CryptoApp Encryption Decryption Documents Exams

Encrypt.

File Choose File | No file chosen
Key
Type General

Cipher Text

Hinh 3.7: Trang Login cua Gido vién
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- Tab Decryption
Chirc nang: Giai ma tai liéu dugc ma hoda véi khda cho trudce.

CryptoApp Encryption Decryption Documents Exams

Decrypt.

File Choose File | No file chosen

Key

© 2016 - CryptoApp

Hinh 3.8: Chirc nang Upload cua gido vién
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Chirc ning: Ngan hang tai liéu dung chung dugc chia s€ ma hoa.

CryptoApp  Encryption  Decryption  Documents  Exams

Documents.
Name Type
tai lieu on thi HK 1l.docx General
task noi lop 7 td hk2 (1).docx General
tai lieu on thi khoi 6.docx General
MATRAN TIENGANH8HKII(2015- General

2016)DANGLAN.doc

© 2016 - CryptoApp

Hinh 3.9: Ngdn hang dé thi, tai liéu

Author

teacher

teacher

teacher

teacher

Uploaded Date

02-Jul-16 17:02:47
02-Jul-16 17:02:36
02-Jul-16 17:02:23

02-Jul-16 17:01:07
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- Tab Exams

Chirc nang: Quan 1y bai thi minh da upload.

CryptoApp Encryption Decryption Documents Exams

Exams.
Go To Upload Exam
Start
Name Type Author Time
DE THI TIENG ANH LOP 7 THI DIEM - GradeSevenExam teacher 07-Feb-
HKII ( 2015 - 2016).docx 16
17:00:00

DE THI MON TIENG ANH - HKII Lop 6 GradeSixExam Admin  07-Jan-
Thi diem -nam hoc 2015- 2016.txt 16
16:17:00

© 2016 - CryptoApp

Hinh 3.10: Quan ly bai thi minh da Upload

End
Time

07-Feb-
16
17:50:00

07-Jan-
16
16:50:00
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3.1.2.3 Trang Login ciia Hoc sinh gém c6 4 tab:
- Tab Encryption
Chirce ning: Upload tai liéu ma héa (hoc sinh chi ¢6 quyén upload tai liéu vao

Documents va khdi 16p minh dang hoc).

CryptoApp Encryption Decryption Documents Exam Assignments

Encrypt.

File Choose File | No file chosen
Key
Type General v

Cipher Text

Hinh 3.11: Trang Login cua hoc sinh
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- Tab Decryption

Chirc nang: Giai ma tai liéu ma hoa vai khoa cho trude

CryptoApp Encryption Decryption Documents

Exams User Management

Decrypt.

File Choose File  No file chosen

Key

© 2016 - CryptoApp

Hinh 3.12: Chirc nang Upload cua hoc sinh

-  Tab Documents

Chirc ning: Kho tai liéu ma hoa duoc chia s& dung chung (hoc sinh chi thay

duoc tai liéu muc Documents va khoi 16p minh dang hoc).

CryptoApp Encryption Decryption

Documents.

Name

tai lieu on thi HK ll.docx

task noi lop 7 td hk2 (1).docx
tai lieu on thi khoi 6.docx

MATRAN TIENGANH8HKII(2015-
2016)DANGLAN.doc

© 2016 - CryptoApp

Documents Exam Assignments
Type Author Uploaded Date
General teacher 02-Jul-16 17:02:47
General teacher 02-Jul-16 17:02:36
General teacher 02-Jul-16 17:02:23
General teacher 02-Jul-16 17:01:07

Hinh 3.13: Chirc nang quan Iy tai liéu cua hoc sinh
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- Tab Exam Assignments
Chire niing: Thi online theo ngay gio dugc dinh sin (hoc sinh chi thay dugc
bai thi ctua khbi minh dang hoc va dén ding ngay gid bai thi méi xuit hién).

CryptoApp Encryption Decryption Documents Exam Assignments

Exam Assignments.

Name Type Deadline

DE THI MON TIENG ANH - HKII Lop 6 Thi diem -nam GradeSixExam 02-Jul-16 Start
hoc 2015- 2016 17:50:00

© 2016 - CryptoApp
Hinh 3.14: Chirc nang thi Online cua hoc sinh

Hoc sinh s& click niit Start dé bat dau thi, bai thi duoc tw dong giai ma va hién

thi cho hoc sinh 1am. Thoi gian s& bat dau dém nguoc.
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CryptoApp Encryption Decryption Documents Exam Assignments Hello student! Log off

Deadline: 02-Jul-16 17:50:00.

Remaining minutes:24

Ho va tén: Pham Duy Hung
Lop: 10A2
MSHS: 3008

- Listening ( 2pts )
-Part1 (5 questions )
Listen and choose the correct answers.

1. Dave couldnt tell Marton his news on the phone because

a. Marton could only talk for a munite. b. Marton talked all the time.

¢. Marton wasnt at home.

2. Dave started to tell Marton his news but then stopped, because

a. a guest phoneed Reception and Dave answered. b. Marton walked away.
c. a guest arrived at Reception.

3. A guest asked Dave for information about

a. the party on Friday night. b. the cost of rooms at the hotel

c. the opening times of the hotel restaurant.

4. Dave finally finished his new: his interview was

a. the day after his holiday. b. on the first day of his holiday. M

Hinh 3.15: Chirc nang lam bai thi Online cua hoc sinh

Trudc khi thoi gian lam bai két thuc, hoc sinh phai bam nat Submit dé ndp bai,
néu qua thoi gian ndp bai Server s€ dong lai khong thé ndp bai.
Bai thi s& dugc mi hoa v6i khéa sinh ngau nhién va giri vé server.

Phong dao tao s€ lay bai thi, giai ma va chuyén cho gido vién cham diém.
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PHAN KET LUAN VA HUONG PHAT TRIEN

Két luin:

Céc thuat toan dé¢ xuét thyc hién trong bai nay 1a don gian va dé dang trién
khai trong hé théng mat ma. Qu4 trinh tao khoa va Thudt toAn ma trung gian cung
cAp bao mat tot dé truyén tai dir liéu trén mang. O day thuat toan thay thé khéa duoc
st dung dé dam bao tinh bi mat, két hop va thyc hién véi su giup do cia cac chuce
nang di truyén dé cung cip gia ting thém bién phap an ninh.

Luan vén ciing trinh bay mot s6 1y thuyét va mot sb thuat toan vé ma hoa dir
liéu bao toan tinh riéng tu ciia cac tac gia khac da dugc cong bd.

Két qua thuc nghiém cho thdy ring thuat toan ma héa va giai mai 13 an toan.
Diéu quan trong & day 13, cho di ngudi ngoai ¢ thé 1y dugc dé thi nhung khong co

khoa giai ma thi ciing khong thé nio tin cong va phat hién ra ban gdc (ban rd) dugc.

Két qua dat dwoe:

- Nghién ciru lich st phat trién cua Giai thuat di truyén, cac co ché ma héa tmg
dung Giai thuat di truyén.

- Cac khai niém vé giai thuat di truyén, nhiém sac thé, cac toan tir lai ghép,
ghép chéo, dot bién.

- Tong quan vé Mat ma hoc, co ché ma héa va giai ma. Lap bang biéu so sanh
gitta Ma hoa khoa bi mat va ma hoa khoa cong khai.

- Tim hiéu vé thuat toan tao khoa bi mat, cac thuan toan Triple DES, AES,
RSA ...

- B3 ung dung dugc co ban ma hoa khoa bi mat s dung Giai thuat di truyén

vao thuc tién tai Truong THCS Nguyén Puc Ung.

Huéng phat trién:
Trong tuong lai, toi dang c6 ké hoach dé thay d6i thuat toan dé hd trg ca ma

hoa hinh anh, thém nhiéu dinh dang hon hd tro tt hon trong tng dung thi Online.
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Can phan tich d6 phuc tap vé khong gian va thoi gian chay trong chwong trinh
mi héa/giai ma dé hiéu rd hon kha niang ap dung vao thyc té, cling nhu cai tién thoi
gian khai thac bang cac thuat toan khai thac c6 d6 phac tap tot hon.

Thyc nghiém trén CSDL 16n va ¢6 tinh thuc té cao hon.
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