CHINH PHU CONG HOA XA HQI CHU NGHIA VIET NAM
-------- Doc lap - Tu do - Hanh phuc

S6:  /2017/ND-CP Ha Néi, ngay thang ndam 2017
DU THAO 2

NGHI PINH
QUY PINH VE BAO DPAM AN NINH KHONG GIAN MANG QUOC GIA

Can cir Ludt t6 chirc chinh phii ngay 19 thang 6 nam 2015;
Can cir Ludt an ninh quoc gia ngay 03 thang 12 nam 2004;
Can cvr Luat cong an nhan dan ngay 27 thang 11 nam 2014,
Can cu Luat an toan thong tin mang ngay 19 thang 11 nam 2015;
Theo dé nghi ciia BY truéng Bé Cong an,
Chinh phii ban hanh Nghi dinh quy dinh vé bdo dam an ninh khéng gian mang quoc gia.
Chuong I

NHUNG QUY PINH CHUNG
Pi¢u 1. Pham vi diéu chinh

Nghi dinh nay quy dinh vé nguyén tic, ndi dung, bién phép, cin ctr, thim quyén, trach nhiém
bao dam an ninh khong gian mang qubc gia; quan 1y nha nude va trach nhiém cta cac bd, nganh,
iy ban nhan dan cac cap, co quan, to chirc, ¢4 nhan c6 lién quan trong bao dam an ninh khong
gian mang quc gia.

Piéu 2. P6i twong ap dung

1. Co quan chuyén trach bao dam an ninh khong gian mang qudc gia;

2. Co quan, td chire, cong dan Viét Nam; td chire, ¢4 nhan nudce ngoai co lién quan dén hoat
dong bao dam an ninh khong gian mang quoc gia cua Viét Nam.

Piéu 3. Giai thich tir ngir

Trong Nghi dinh nay, cac tir ngit dudi day duoc hiéu nhu sau:

1. Khong gian mang quéc gia 1a mang ludi ket ni toan cau ciia cac co so ha tang cong nghé
thong tin, bao gdm: mang Internet, mang vién thong, hé thong may tinh, hé thong xir 1y va diéu

khién thong tin dugc Nha nudc Cong hoa xa hdi chu nghia Viét Nam xac lap pham vi quan ly,
kiém soat truc tiép hodc gian tiép bang chinh sach, phap luit va nang luc cong nghé.

2. Hoat dong xam pham an ninh khong gian mang quoc gia 1a hanh vi st dung khong gian mang
xam pham chu quyén quoc gia, ché @6 chinh tri, kinh té, van héa, an ninh, qudc phong, d6i
ngoai, doc 1ap, chii quyén, thong nhat va toan ven lanh thd cia nudc Cong hoa xa hoi chir ‘nghia
Viét Nam, xdm pham an ninh thong tin va sy an toan cua h¢ thdng thong tin quan trong vé an
ninh qudc gia.

3. Bdo ddam an ninh khéng gian mang quéc gia 1a phong ngtra, phat hién, ngan chan, dau tranh,
xu Iy cac hoat dong xam pham an ninh khong gian mang quoc gia.



4. H¢ thong théng tin quan trong vé an ninh quoc gia 1a hé thong thong tin néu bi tlen cong, pha
hoai s& lam anh huong dén an ninh, qudc phong va anh hudng nghiém trong dén nén kinh té,
chinh tri, xa hoi, d01 ngoai ctia qudc gia, dugc xac dinh theo cac ti€u chi quy dinh tai khoan 1
Diéu 9, khoan 1 Diéu 10, khoan 1 va khoan 4 Piéu 11 Nghi dinh sé 85/2016/ND-CP ngay
01/7/2016 vé bao dam an toan hé thong thong tin theo cap do.

5. Co quan chuyén trach bao dam an ninh khéng gian mang quéc gia bao gdm: co quan chuyén
trach bao dam an ninh khong gian mang thugc B Cong an; co quan chuyén trach bao dam an
ninh khong gian mang thugc B Quoc phong.

Pi¢u 4. Nguyén tic bio dam an ninh khong gian mang quoc gia

1. Ton trong, bao vé cac quyen va loi ich hop phap cua co quan, t chire, c4 nhan. Bao dam an
ninh khong gian mang quéc gia gop phan phat trién kinh té - xa hdi cta dat nudc.

2. Viée ap dung céac bién phap bao dam an ninh khong gian mang qubc gia phai tuan thu quy
dinh cua Nghi dinh nay va cac quy dinh khac cua phap luat co lién quan. Khong dugc loi dung
viéc thyc hién nhiém vu bao dam an ninh khong gian mang qudc gia dé xam pham lgi ich cua
Nha nudc, quyen va lot ich hop phap cua cong dan, t6 chtrc; ctia ¢4 nhdn, t6 chirc nudc ngoai, to
chirc qubc té cu tra, hoat dong trén lanh thd nudc Cong hoa xd hdi chu nghia Viét Nam.

3. Bao dam sy phan cong, phan cap rd rang va phdi hop chit ché giira cic co quan ¢ tham
quyén, trach nhiém, cac co quan, t6 chirc va c4 nhan co lién quan trong bao ¢am an ninh khong
gian mang quc gia.

4. Co quan, to chire, cong dan nude Cong hoa xa hoi chu nghia Viét Nam; ca nhan, t6 chtrc nude
ngoai, t chirc qubc té cu tr, hoat dong trén lanh thd nude Cong hoa xa hoi chu nghia Viét Nam
c6 trach nhiém ton trong va thuc hién nghiém chinh cac y€u cau ctia co quan chuyén trach bao
dam an ninh khong gian mang qudc gia.

Piéu 5. Hop tic quoc té vé bao dam an ninh khong gian mang qudc gia

1. Hop tac qudc té vé bao dam an ninh khong gian mang qudc gia phai tuan thi cac nguyén tic
sau day:

a) Ton trong doc l1ap, chu quyén va toan ven lanh thé quoc gia, khong can thi€p vao cong viéc
ndi bd cuia nhau, binh dang va cac bén cung co6 191;

b) Phu hop vdi quy dinh ciia phap luat Viét Nam, diéu udc quéc té ma Cong hoa xa hoi chu
nghia Vi¢t Nam la thanh vién.

2. Noi dung hop tac qudc té vé bao dam an ninh khong gian mang qubc gia gom:

a) Hop tac quéc té trong dao tao, nghién ctru va tng dung khoa hoc, k¥ thuat, cong nghé vé bao
dam an ninh khong gian mang qudc gia;

b) Hop tac quéc té trong phong ngtra, phat hi¢n, ngan chan, dAu tranh, xur 1y cac hoat dong xam
pham an ninh khong gian mang qudc gia,

¢) Hoat dong hop tac qudc té khic vé bao dam an ninh khong gian mang quéc gia.
Chuong 11

PHONG NGUA HOAT PONG XAM PHAM AN NINH KHONG GIAN MANG QUOC
GIA



Diéu 6. Noi dung phong ngira hoat ddng xAm pham an ninh khéng gian mang qudc gia
1. Tuyén truyén, gido duc vé& bio dam an ninh khong gian mang qudc gia.

2. Cong bb tiéu chuan qudc gia vé bao dam an ninh hé thong thong tin quan trong vé an ninh
quoc gia.

3. Thanh tra, kiém tra, danh gia cong tac bao dam an ninh hé thong thong tin quan trong vé an
ninh quoc gia.

4. Chimg nhan hop chuin bao dam an ninh hé théng thong tin quan trong vé an ninh qudc gia.

5. Kiém tra, phat hién, yéu cau co quan, t6 chirc, c4 nhin khic phuc diém yéu, 16 hong bao mat
ctia hé thong thong tin 13 myc tiéu ctia hoat ddng xAm pham an ninh khong gian mang qudc gia.

6. Giam sat, canh béo, (mg ctru, khic phuc su ¢b xay ra ddi véi hé thdng thong tin quan trong vé
an ninh qudc gia. Thiét 1ap tuong Ira, st dung thiét bi bao mat, phan mém, cong cu ky thuat dé
ngan chdn, han ché truy cap tdi cac vung thong tin do Nha nudce quan 1y khi c6 yéu cau.

7. T6 chirc nghién ctru khoa hoc, giai phap, cong nghe¢, thir nghiém, Gng dung, san xudt, cung cip
hé théng bao dam an ninh khong gian mang quéc gia.

8. Thu hut, gido duc, bdi dudng, dai ngd nguén nhan luc chét luong cao vé cong ngh¢ thong tin,
chuyén gia an ninh mang thyc hi€n nhi€ém vu bdo dam an ninh khong gian mang qudc gia.

9. Bao dam trang bi cho co quan chuyén trach bao dam an ninh khong gian mang quéc gia.
Piéu 7. Tuyén truyén, gido duc vé bao dam an ninh khong gian mang qudc gia

1. N6i dung tuyén truyén, gido duc:

a) Chinh sach, phap luat vé bao dam an ninh khéng gian mang qudc gia;

b) Vi tri, tim quan trong cta hoat dong bao dam an ninh khong gian mang quéc gia;

¢) Phuong thuc, thu doan, nguy co, hau qua cta hoat dong xam pham an ninh khong gian mang
quoc gia;

d) Trach nhiém, kién thirc, k¥ ning nhan biét, phong, chéng hoat dong xAm pham an ninh khéng
gian mang qudc gia;

d) Kién thire, k§ ning bao vé bi mat nha nudce khi két ndi, sir dung khong gian mang;

e) Cac ndi dung khac lién quan to1 phong, chéng hoat dong xAm pham an ninh khéng gian mang
quoc gia.

2. B6 Cong an chu tri, phdi hop voi cac by, co quan ngang bg, co quan thugc Chinh phu va Uy
ban nhan dan cac cip co trach nhiém t6 chirc, chi dao cong tac tuyén truyén, gido duc bao dam
an ninh khong gian mang quéc gia.

3. Gi4o duc bao dam an ninh khong gian mang qudc gia 1a mot ndi dung gido duc qudc dan. Bo
Giao duc va Dao tao co trach nhiém dua ndi dung giao duc bao dam an ninh khong gian mang
qudc gia vao chuong trinh day hoc trong nha truong va cac co s¢ gido duc khac phu hgp véi
nganh hoc, cap hoc.

Piéu 8. Xac dinh h¢ thong thong tin quan trong vé an ninh quéc gia



1. Co quan chu quan h¢ thong thong tin chiu trach nhiém ra soat, xac dinh h¢ thong thong tin
quan trong vé an ninh quoc gia thuge pham vi quan 1y theo quy dinh tai khoan 4 Diéu 3 N ghi
dinh nay; lap hd so, dé nghi B§ Cong an, Bo Qudc phong tham dinh dua vao danh muc hé thong
thong tin quan trong vé an ninh qudc gia.

2. B6 Cong an chju trach nhiém chii tri, phdi hop v61 Bo Thong tin va truyén thong thim dinh,
ban hanh danh muc hé thong thong tin quan trong vé an ninh qudc gia, trir truong hop quy dinh
tai khoan 3 Piéu nay.

3. B) Qudc phong chiu trach nhiém chu tri, phoi hop voi B Thong tin va truyén thong tham
dinh, ban hanh danh muc h¢ thong thong tin quan trong v€ an ninh quoc gia thudc pham vi, linh
vuc quan ly cua BO Qudc phong.

Dié,u 9. Tiéu chuin qudc gia vé bao dam an ninh hé thong thong tin quan trong vé an ninh
quoc gia

1. Tiéu chudn quéc gia vé bao dam an ninh hé théng thong tin quan trong Ve an ninh quéc gia
bao gém céc quy dinh cu thé nham bao dam an ninh khong gian mang qudc gia dbi véi hé thong

thong tin, phan clrng, phdn mém, hé thong quan 1y, van hanh, két ndi, truy cap hé thong thong tin
dugc cong bd, thira nhan, 4p dung tai Viét Nam.

2. Co quan chu quan hé théng thong tin quan trong Ve an ninh qudc gia c6 trach nhiém bao dam
cho h¢ thong thong tin dap ung tiéu chuan qudc gia vé bao dam an ninh cho hé théng thong tin
quan trong ve an ninh quoc gia.

Diéu 10. Thanh tra, kiém tra, danh gia cong tac bio dam an ninh hé théng théng tin quan
trong vé an ninh quoc gia

1. Thanh tra, kiém tra, danh gia cong tac biao dam an ninh hé théng théng tin quan trong vé an
ninh quoc gia dugc thuc hién:

a) Khi lap dé an, dy an xay dung hé théng thong tin quan trong vé an ninh quéc gia;
b) Trude khi hé théng thong tin quan trong vé an ninh qudc gia duoc dua vao van hanh, str dung;

¢) Trude khi dua vao sir dung san pham céng nghé phuc vu cho hé thong thong tin quan trong vé
an ninh qudc gia;

d) DBbi voi hé thong thong tin quan trong vé an ninh qudc gia dang hoat dong;

d) Pinh ky hodc dot xuét khi c6 yéu cau quan 1y nha nude vé an ninh khéng gian mang qudc gia.
2. Noi dung thanh tra, kiém tra, danh gia cong tac bio dam an ninh hé thong thong tin quan trong
ve an ninh quoc gia:

a) Tinh trang hoat dong cta hé thong thong tin quan trong vé an ninh qubc gia;

b) Nhan luc phu trach bio dam an ninh hé théng thong tin quan trong vé an ninh qudc gia;

¢) Chinh sach, giai phap, thiét bi, hé théng bao d¢am an ninh d01 v6i hé thong thong tin quan

trong vé an ninh qudc gia, phuong an Lrng ctru, khic phuc sy ¢d ciia co quan chii quan hé thong
thong tin quan trong v€ an ninh quoc gia.

3. Co quan chii quan hé thong thong tin quan trong vé an ninh quoc gia tu to chirc kiém tra, danh
gi4 cong tac bado dam an ninh hé thong thong tin quan trong vé an ninh qubc gia do minh quan Iy;
viée tu kiém tra, danh gia duoc tién hanh t6i thiéu mot nim mot 1an va dinh ky giri bao céo vé co



quan chuyén trach bao dam an ninh khong gian mang qudc gia thuoc B6 Cong an vio thang 10
hang nam.

4. Pinh ky hang ndm va trong truong hop can thlet co quan chuyén trach vé bao dam an ninh
khong gian mang qudc gia thugc Bo Cong an tién hanh thanh tra, kiém tra, danh gi4 cong tac bao

dam an ninh d6i voi he thong thong tin quan trong vé an ninh qudc gia, trir cac trudng hop quy
dinh tai khoan 5 Dicu nay.

5. Pinh ky hang ndm va trong truong hop can thiét, co quan chuyén trach vé bao dam an ninh
khong gian mang quoc gia thudc Bo Qudc phong tién hanh thanh tra, klem tra, danh gia cong tac
bao dam an ninh ddi v&i hé thong thong tin quan trong vé an ninh qudc gia trong pham vi, linh
vuc quan 1y ciia B6 Quéc phong.

6. Co quan chuyén trach bao dam an toan thong tin thuoc B Thong tin va Truyen thong co trach
nhiém phdi hop véi co quan chuyén trach bao dam an ninh khong gian mang quoc gia thudc Bo
Cong an, co quan chuyén trach bao dam an ninh khong gian mang quéc gia thugc Bo Quédc
phong thuc hién cac nhi€ém vu quy dinh tai khoan 1 va 2 Diéu nay.

Piéu 11. Chirng nhéan hgp chuin bio dam an ninh hé thong thong tin quan trong vé an
ninh quoc gia

1. Chung nhan hop chuan bao dam an ninh hé thong thong tin quan trong Ve an ninh qudc gia 1a
viéc t6 chirc chung nhan h¢ thong thong tin, giai phap, phan ctng, phan mém, hé thong quéan ly,
van hanh hé théng thong tin quan trong vé an ninh qudc gia phu hop véi ticu chuén bao dam an
ninh ap dung cho hé thong thong tin quan trong vé an ninh quc gia;

2. Ket qua kiém tra, danh gia cong tac bao dam an ninh h¢ thong thong tin quan trong vé an ninh
quéc gia la can ctr de cap gidy chirng nhan hop chuan bao dam an ninh hé théng thong tin quan
trong vé an ninh qudc gia cho co quan chi quan hé thdng thong tin quan trong qubc gia;

3. B6 Cong an cap gidy chirng nhan hop chuan bao dam an ninh hé thng thong tin quan trong vé
an ninh qudc gia, trir truong hop quy dinh tai khoan 4 Diéu nay.

4. B0 Quoc phong cap gidy chirg nhan hop chuan bao dam an ninh hé théng thong tin quan
trong vé an ninh qubc gia trong pham vi, linh vuc quan 1y ciia B6 Qudc phong.

Piéu 12. Giam sat, canh bao, ing cu’u, khéc phuc sw ¢6 an ninh xay ra d6i véi hé thong
théng tin quan trong vé an ninh quéc gia

1. Co quan chuyén trach vé bao dam an ninh khong gian mang qudc gia thuc By Cong an co
nhiém vy thiét lap co ché giam sat, canh bao, ing ctru, khic phuc sy ¢6 an ninh xay ra dbi voi hé
thdng théng tin quan trong vé an ninh qudc gia, trir cac trudng hop quy dinh tai khoan 2 Diéu
nay.

2. Co quan chuyén trach vé bao dam an ninh khong gian mang qudc gia thudc B Quédc phong c6
nhiém vy thiét lap co ché giam sat, canh bao, ing ctru, khic phuc sy ¢6 an ninh xay ra d6i voi hé
thong thong tin quan trong vé an ninh qudc gia trong pham vi, linh virc quan 1y cia Bo Qudc
phong;

3. Co quan chuyén trach bao dam an toan thong tin thu6c Bo Thong tin va Truyén thong c6
nhiém vu phdi hop véi co quan chuyén trach bao dam an ninh khong gian mang quoc gia thude
Bo Cong an, co quan chuyén trach bao dam an ninh khong gian mang qudc gia thudc Bo Qudc
phong thuc hién cac nhiém vu quy dinh tai khoan 1 va 2 Diéu nay.



4. Co quan chi quan hé thong thong tin quan trong Ve an ninh qudc gia c6 trach nhiém bao dam
an ninh hé thong thong tin quan trong vé an ninh quoc gia do minh quan ly; phéi hop véi co quan
chuyén trach bao dam an ninh khéng gian mang quéc gia xay dung co ché giam sat, canh bao; deé
ra phuong an ng ctru, khic phuc khan cip su c¢b an ninh xay ra doi voi hé thdng thong tin quan
trong vé an ninh qubc gia do minh quan 1.

5. Khi xay ra su ¢d, co quan chii quan hé thong thong tin quan trong vé an ninh qubc gia phai kip
thoi thong bao va phdi hop véi co quan chuyén trach bao dam an ninh khong gian mang quéc

gia:
a) Thu thap, bdo céo, cung cp thong tin, dit liéu lién quan, ting cudng gidm sat tinh hinh sy cb;
b) Phan tich, danh gid, du doan kha nang phat sinh, pham vi anh hudéng, mirc dd nguy hai;

¢) Thong bao, phdi hop v6i co quan chuyén trach bao dam an ninh khong gian mang qudc gia
ung ctu, khac phuc;

d) Trong truong hop can thiét, co ‘quan chuyén trach bao dam an ninh khong gian mang quéc gia
béo cao, dé xuat cap co tham quyén tam thoi han ché hoat dong ctia hé thong thong tin tai mot s6
khu vuc khi thiy can thiét.

Piéu 13. Trach nhiém bao dam an ninh hé théng théng tin quan trong vé an ninh quéc gia
1. Co quan chu quan hé théng thong tin quan trong vé an ninh quéc gia:

a) Chi dinh bd phan chuyén trach va xac dinh trach nhiém cua nguoi ding dau can by chuyén
trach bd phan bao dam an ninh hé thong thong tin quan trong vé an ninh qudc gia thuéc pham vi
quan ly;

b) Phéi hop véi co quan chuyén trach bao dam an ninh khong gian mang quéc gia kiém tra du
an, dé an, giai phap va hé thong trude khi dua vao van hanh, khai thac cac thiét bi phuc vu hé

théng thong tin quan trong v€ an ninh qudc gia; co phuong an bao dam an ninh trude khi thiét
1ap, mo rong, nang cap hé thong thong tin quan trong vé an ninh qudc gia;

¢) Bao dam hé thong thong tin quan trong vé an ninh quéc gia dap ung tiéu chuan quéc gia vé
bao dam an ninh hé thdng thong tin quan trong vé an ninh qudc gia.

2. Co quan chuyén trach bao dam an ninh khong gian mang qudc gia thuéc Bd Cong an co trach
nhiém:

a) Phéi hop v6i co quan chu quan hé thong thong tin quan trong vé an ninh qudc gia bao dam an
ninh hé thong thong tin quan trong vé an ninh qudc gia;

b) Xay dung thiét 1ap co ché giam sat, canh bao va t6 chuc img ctru khan cap, khic phuc, cung
cap su ho tro va xir 1y ky thuat cac su b xdy ra d6i v6i hé thong thong tin quan trong vé an ninh
qudc gia; dinh ky t6 chic huan luyén, dién tap;

c) Yéu cau doanh nghiép vién thong, internet, cong ngh¢ thong tin, an toan thong tin tham gia tu
van, hd tro ky thuat, ung ctru, khic phuc su ¢b mang khan cap dbi v6i hé théng thong tin quan
trong vé an ninh quéc gia.

3. Co quan chuyén trach bao ddm an ninh khong gian mang guéc gia thugc Bo Qudc phong co
trach nhiém thL_rc hién cac nhi¢m vu quy dinh tai khodn 2 Di€u nay trong pham vi, linh vuc quan
1y ciia B6 Quoc phong.



4. Co quan chuyén trach bao dam an toan thong tin thugc Bo Thong tin va Truyen thong c6 trach
nhiém phdi hop véi co quan chuyén trach bao dam an ninh khong gian mang quoc gia thudc Bo
Cong an, co quan chuyén trach bao dam an ninh khéng gian mang quéc gia thuéc Bo Qudc
phong thyc hién cac nhi€ém vu quy dinh tai khoan 2 Diéu nay.

Chuong I11

PHAT HIEN, NGAN CHAN, PAU TRANH, XU LY HOAT PONG XAM PHAM AN
NINH KHONG GIAN MANG QUOC GIA

Pic¢u 14. Bién phap phat hién, ngin chin, diu tranh, xir Iy hoat dong xim pham an ninh
khong gian mang quoc gia

1. Cac bién phap ngan chan, bién phap cudng ché, bién phap thu thap ching ctr va cac bién phap
khac theo quy dinh cua phap luét vé to tung hinh sy doi voi phap nhén, ca nhén c6 hanh vi xam
pham an ninh khéng gian mang qudc gia.

2. Céc bi¢n phap nghiép vy, k¥ thuat nghiép vu.

Piéu 15. Poi twong ap dung cac bién phap phat hién, ngiin chiin, diu tranh, xir Iy hoat dong
xam pham an ninh khong gian mang quoc gia

1. Cac tb chtrc, c nhan ¢ hoat ddng xam pham hoic de doa xdAm pham an ninh khong gian
mang quoc gia.

2. Céc td chirc, ca nhan c6 du hiéu hoat dong xdm pham an ninh khong gian mang quéc gia.
3. Hé thdng thong tin quan trong vé an ninh qubc gia.

Piéu 16. Noi dung, ciin cir, thim quyén, trinh ty, thi tuc ap dung bién phap phat hién,
ngan chan, xir ly hoat dong xAm pham an ninh khong gian mang quoc gia

1. N6i dung, cin ct, thAm quyén, trinh tu, tha tuc 4p dung cac bién phap quy dinh tai khoan 1
Diéu 14 Nghi dinh ndy duoc thuc hién theo quy dinh cta phap luat té tung hinh su.

2. Noi dung, can ctr, tham quyen, trinh ty, thu tuc 4p dung céc bién phap quy dinh tai khoan 2
biéu 14 Nghi dinh nay dugc thuc hién theo quy dinh cta phap luét c6 lién quan va quy dinh cua
B6 trudng Bo Cong an, Bo trudng Bo Quoc phong.

Chuong IV

QUAN LY NHA NUOC VE BAO PAM AN NINH KHONG GIAN MANG QUOC GIA
VA TRACH NHIEM THI HANH

Pi¢u 17. Noi dung quén 1y nha nuéc vé bao dam an ninh khong gian mang quoc gia

1. Xay dung, dé xuit Chiél:l luge, chu truong, chinh sach, ké hoach va phuong an bdo ddm an
ninh khdng gian mang quoc gia.

2. Ban hanh hodc trinh co quan nha nudc c6 tham quyen ban hanh va huong dan thi hanh cac vin
ban quy pham phap ludt vé bao dam an ninh khong gian mang qudc gia.

3. Tuyén truyén, phd bién phap luat vé bao dam an ninh khong gian mang quc gia.

4. T chirc thuc hién va chi d,ao, hudng dan thyc hién cong tac nghi€p vu va bién phap bdo dam
an ninh khong gian mang quoc gia.



5. T6 chuc bd rnay, trang bi phuong tién, dao tao can bd lam cong tac bao dam an ninh khong
gian mang quoc gia; boi dudng kién thirc vé bao dam an ninh khong gian mang qudc gia cho can
bd chu chdt cua cac co quan, t6 chirc; x@y dung va t6 chirc thue hi¢n chuong trinh gido duc vé
bao dam an ninh khong gian mang quoc gia; xay dung va t6 chirc thue hién ché do, chinh sach
d6i véi co quan, to chirc, ca nhan tham gia biao dam an ninh khong gian mang qudc gia.

6. Kiém tra, hudng dan céc t6 chiec, ca nhan trong viéc chap hanh cac quy dinh ctia phap luét vé
bao dam an ninh khong gian mang qudc gia; thanh tra, phat hién, xur ly vi pham va giai quyét
khiéu nai, t6 cdo trong hoat dong bao ¢am an ninh khong gian mang quéc gia.

7. Nghién ciru, thir nghiém, san xut, cung cp cac giai phap, thiét bi, hé théng bao dam an ninh
khong gian mang quodc gia.

8. Hop tac qudc té vé bao dam an ninh khong gian mang qubc gia.

Piéu 18. Trach nhiém ciia B Cong an

1. B4 Cong an chiu trach nhiém giap Chinh phu thue hién quan ly nha nude vé bao dam an ninh
khong gian mang qudc gia va c6 trach nhiém cuy thé sau day:

a) Dé xuat Chinh phu xay dung, hoan thién phap luit vé& bao dam an ninh khéng gian mang qudc
gia;

b) Chu tri, phéi hop x4y dung va trinh co quan c6 thAm quyén ban hanh hoic ban hanh theo thim
quyén vin ban quy pham phép luét, chién luoc, chuong trinh, ké hoach, phuong an, giai phap,
bién phép bdo dam an ninh khong gian mang quoc gia;

¢) Chu tri xay dung, dé nghi :chém dinh dy thao tiéu chudn quéc gia vé bao d¢am an ninh cho hé
thong thong tin quan trong vé an ninh qudc gia.

d) Chu tri, ph01 hop voi cac bd, nganh chirc nang c6 lién quan to chirc dién tap phong, chdng tin
Cong mang cap quoc gia; ing curu, khic phuc sy cb xay ra d6i véi hé thdng thong tin quan trong
v€ an ninh quoc gia;

d) Chu tri, phdi hop v6i cac bd, nganh c6 lién quan va huéng dan Uy ban nhéan dén cap tinh to
chure thuc hién van ban quy pham phap luat, chién lugg, chuong trinh, ké hoach, phuong an, giai
phap, bién phap bao dam an ninh khong gian mang qudc gia;

e) Chu tri, phdi hop v6i Bo Qudc phong, B Thong tin va truyén thong, cac co quan, to chirc co
lién quan trong dao tao, bdi dudng can bd lam cong tic bao dam an ninh khong gian mang qubc

gia;

g) Chu tri, phéi hop vdi cac co quan, td chirc ¢6 lién quan thuc hién ché do bao cdo, téng két vé
cong tac bao ddm an ninh khong gian mang quoc gia;

h) Thanh tra, kiém tra, giai quyét khiéu nai, to cdo trong bdo dam an ninh khong gian mang qubc
gia;

i) T6 chirc nghién ctru, thir nghiém, san xuat, cung cip cac giai phap, thiét bi, h¢ thong bao dam
an ninh khong gian mang quoc gia.

k) Thyc hién hop tac qudc té vé bao dam an ninh khong gian mang qudc gia;

2. Trong t6 chirc, thyc hién bio dam an ninh khong gian mang qubc gia, B6 Cong an cé trach
nhiém sau day:



a) Phan cong, phan cap nhiém vu cho co quan chuyén trach bio dam an ninh khong gian mang
quoc gia thugc By Cong an thyc hién nhi€ém vu bado ddm an ninh khong gian mang qudc gia;

b) Chu tri, phéi hop véi cac by, nganh, co quan, td chirc ¢o lién quan trong chi dao, td chire thue
hién cac bién phap bao dam an ninh khong gian mang qubc gia; phdi hop véi Bo Qudc phong
thuc hién cac bién phap bao dam an ninh khong gian mang qudc gia trong pham vi, linh vuc do
Bo Qudc phong quan 1y.

¢) Chi dao co quan, don vi thude quyén tiép nhan, xt 1y tin bao, t gidc vé hoat dong xAm pham
an ninh khong gian mang qudc gia; phat hién, diéu tra, xtr 1y t6 chirc, ¢4 nhdn xAm pham an ninh
khong gian mang quoc gia theo quy dinh ctia phap luat;

d) Thuc hi¢n cac nhiém vu khéc theo quy dinh cua Nghi dinh nay va cac quy dinh khac ctua phap
luat co6 lién quan.

Piéu 19. Trach nhiém cia Bd Quoc phong

1. Phéi hop v6i Bo Cong an, B Thong tin va Truyén thong thyc hién quan 1y nha nude vé béo
dam an ninh khong gian mang qudc gia va thuc hién cdc nhiém vu theo quy dinh tai Nghi dinh
nay.

2. Cha tri, pho1 hop v6i Bo Cong an, B6 Thong tin va truyén thong, co quan, to chire ¢6 lién

quan chi dao, t6 chirc thuc hién cac bién phap bao dam an ninh khong gian mang qudc gia trong
pham vi, linh viuc do B6 Quéc phong quan 1y.

3. Phan cong, phan cép nhi¢m vu cho co quan chuyén trach bao ddm an ninh khong gian mang
quoc gia thugc B Quoc phong.

4. Chi dao cac co quan, don vi, cac doanh nghiép cung cap dich vu vién thong, internet thugc
quyén phdi hop véi co quan chuyén trach bao dam an ninh khong gian mang quéc gia thudc BO
Cong an trong xay dung, huan luyén, dién tap va to chirc thue hién cac phuong an phat hién, dau
tranh, xtr Iy hanh vi xAm pham an ninh khong gian mang qudc gia;

5. T6 chirc nghién ctru, thir nghiém, san xuat, cung cap cac giai phép, thiét bi, hé théng bao dam
an ninh khong gian mang quoc gia.

6. Ph01 hop v6i Bo Cong an, B6 Thong tin va Truyen thong, Bo Ngoai giao thyc hién hop tac
qudc té vé bao dam an ninh khong gian mang qudc gia theo thim quyén.

Piéu 20. Trach nhiém ciia B§ Thong tin va Truyén thong

1. Phéi hop véi By Cong an, B Quéc phong thuc hién quan 1y nha nudc vé bao dam an ninh
khong gian mang quoc gia va thuc hién cac nhi€ém vu theo quy dinh tai Nghi dinh nay.

2. Chi dao co quan chuyén trach bao dam an toan thong tin thuc Bo Thong tin va Truyén thong,
cac co quan, doanh nghiép xudt ban, bao chi, vién 1 thong, cong nghe thong tin va cac co quan
thudc quyén té chirc bao dam an toan thong tin, san sang tham gia (mg ciru, khic phuc sy cb xay
ra d6i véi hé thong thong tin quan trong ve an ninh quoc gia, ngan chan hoat dong xam pham an
ninh khong gian mang qudc gia.

3. Chi dao cac co quan, don vi thudc quyén, doanh nghiép cung cap dich vu Vlen thong, internet
phdi hop véi cac co quan chuyén trach bao dam an ninh khéng gian mang qudc gia trong xay
dung, huén luyén, dién tap va t6 chtrc thyc hién cac per(mg an, giai phap phat hién, ngén chan,
dau tranh, xir Iy hanh vi xAm pham an ninh khong gian mang qudc gia.



Piéu 21. Trach nhiém ciia B§ Khoa hoc va Cong nghé

1. Xac dinh va t6 chirc thuc hién cac nhiém vu khoa hoc va cong nghé lién quan dén hoat dong
bdo dam an ninh khong gian mang qudc gia.

2. Chu tri, ph01 hop véi co quan ¢6 lién quan phé duyét quy hoach, ké hoach xdy dung tiéu chuan
qudc gia, to chire tham dinh va cong b tiéu chuan quéc gia vé bao dam an toan h¢ thong thong
tin quan trong vé an ninh qudc gia theo quy dinh cta phap luat vé tiéu chuin, quy chuan k¥ thuat.

3. Phéi hop v6i Bo Cong an, B6 Qudc phong, Bé Thong tin va truyén thong trong thyc hién cac
nhiém vu khoa hoc cong ngh¢ trong bao dam an ninh hé thong thong tin quan trong vé an ninh
qudc gia, bdo ddm an ninh khong gian mang qudc gia.

Piéu 22. Trach nhiém ciia B§ Noi vu

1. Chi tri xdy dyng chinh sach, co ché phdi hop thu hut, trong dung, dai ngd ngudn nhan lyc chat
lugng cao vé cong nghé thong tin, chuyén gia an ninh mang thyc hién nhi€ém vu bdo dam an ninh
khong gian mang qudc gia.

2. B0 sung ti€u chuan vé kién thirc bao dam an ninh khong gian mang qudc gia doi véi chue
danh 1anh dao trong by may co quan nha nudc.

3. Xay dung c}linh sach, bién ché dic thu cho luc luong chuyén trach bao dam an ninh khong
gian mang quoc gia.

Piéu 23. Trach nhiém ciia B Tai chinh

1. Bao dam kinh phi thuong xuyén, dau tu, trang bi, duy tri hoat dong bao dam an ninh khong
gian mang quoc gia.

2. Phéi hop v6i Bo Cong an, B Qudc phong, Bo Thong tin va truyén thong, B Noi vu xay
dm}g chinh séach, ché d¢ dac thu cho luc lugng chuyén trach bao dam an ninh khong gian mang
quoc gia.

Diéu 24. Trach nhiém cia cac b, nganh, dia phwong

1. Cac bd, nganh, dia phuong phdi hop v61 Bo Cong an, Bo Quoc phong, Bd Thong tin va truyén
thong trong bao dam an ninh h¢ théng thong tin quan trong quoc gia, bao dam an ninh khéng
gian mang quoc gia, chu dong ra quét, klem tra an ninh, an toan hé thong thong tin quan trong vé
an ninh qudc gia va khic phuc cac diém yéu bao mét.

2. T6 chire Iyc lwong, phuong tién tham gia bao vé an ninh khong glan mang quoc gla va san
sang ph01 hop vo1 co quan chuyén trach bao dam an ninh khong gian mang quéc gia trong ng
ctru, khic phuc céc su ¢ do hoat dong xam pham an ninh khong gian mang quc gia.

Diéu 25. Trach nhiém cda cac doanh nghiép cung cap dich vu vién thong, internet, co' quan
chi quan trang thong tin dién ti, cong thong tin dién tir

1. Trién khai cac giai phap k¥ thuat bao dam an ninh thong tin, an ninh mang; xay dung bién
phap rng pho thich hop khi bi tan cong, xAm nhap mang; phdi hop, hd tro co quan c6 thim
quyén trong qua trinh diéu tra t6i pham va bao vé an ninh khong gian mang theo quy dinh ciia
phap luat.

2. Chu dong loai bo thong tin c6 ndi dung chdng nha nudc trén khong gian mang; tam ding hodc
cham dut cung cap dich vu vién thong, internet doi voi cac to chure, ca nhan st dung khong gian



mang xam pham an ninh khong gian mang qudc gia theo yéu cu ciia co quan chuyén trach bao
dam an ninh khong gian mang qudc gia.

3. Xay dung cac phuong an, giai phap phan tng nhanh vo1 sy ¢b an ninh mang, mi de doa an
ninh mang nhu 16 hong bao mat, virut, tan cong mang, xam nhap mang va nhing sy cd, de doa
khac. Khi xay ra sy c6 an ninh mang, ngay lap tirc trién khai phuong an khan cap, bién phéap tng
pho thich hop, dong thdi bao céo véi co quan chuyén trach bao dam an ninh khong gian mang
qudc gia theo quy dinh.

4. Tam ngung hodc dirng ket ndi doi vai céac to chure, ca nhan xdm pham an ninh khong gian
mang quoc gia khi c6 yéu cau bang van ban cua co quan chuyén trach bao dam an ninh khong
gian mang quoc gia.

Piéu 26. Trach nhiém ciia cic co quan, to chirc, ca nhan

Co quan, t6 chirc, c4 nhan o trach nhiém phéi hop voi co quan chuyén trach bao dam an ninh
khong gian mang qudc gia trong thuc hién cac bién phdp phong ngura, phat hién, ngan chan, dau
tranh, xtr Iy hoat dong xdm pham an ninh khong gian mang quoc gia.

Chuwong V

PIEU KHOAN THI HANH
Pic¢u 27. Hiéu lue thi hanh
Nghi dinh nay c¢6 hiéu luc thi hanh ké tir ngdy  thdng  nim 2017
Piéu 28. T6 chirc thire hién

1. B6 Cong an chu tri, phéi hop véi Bo Qudc phong, Bo Thong tin va Truyén thong huéng dan,
ki€m tra viéc thuc hi¢n Nghi dinh nay.

2. Cac B0 truong, Thu truong co quan ngang B, Thu truong co quan thue Chinh phu, Chu tich
Uy ban nhan dan céc tinh, thanh pho truc thudéc Trung wong va cac to chirc, ca nhan cé lién quan
chiu trach nhiém thi hanh Nghi dinh nay./.

TM. CHINH PHU
Noi nhén: THU TUONG
- Ban Bi thu Trung wong Pang;
- Thu tuéng, cac Pho Thu tudng Chinh phu;
- Cac B9, co quan ngang B9, co quan thugc Chinh phu;
- HDPND, UBND céc tinh, thanh phé truc thudc TW;
- Vén phong Trung uwong va cac Ban cua Dang;
- Van phong Chu tich nudc; 5
- Héi ddng Dan toc va cac Uy ban cia Quéc hoi; Nguyén Xuan Phuc
- Vin phong Quédc héi;
- Toa 4n nhan dan tdi cao;
- Vién kiém sat nhan dan tdi cao;
- Kiém toan nha nuéc;
- Uy ban Giam sat tai chinh quoc gia;
- Uy ban Trung wong Mt trin T6 qudc Viét Nam;
- Co quan Trung wong cua cic doan thé;
- VPCP: BTCN, cac PCN, Trg ly TTCP,
cac Vuy, Cuc;
- Luu: Van thu, BT.142b.



